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Abstract: In this modern world with developing technology 

there exist demand for data and information transmission in a 

safe and rapid manner. There exists a need for compressing these 

images for storage and communication purposes. Image 

compression is to compress the image to produce good quality 

image and to reduce the storage space. This algorithm will 

provide efficient image compression without reducing the quality 

of image. To retain the secrecy of the image RSA encryption 

algorithm is used for encrypting and decrypting the image in a 

secured manner followed by SPIHT algorithm for decomposition 

and encoding. Here in this paper ETC and CTE methods are 

adopted and compared. The Lossless image Encryption then 

Compression (ETC) system yields high compression ratio, high 

PSNR when compared with CTE system. The performance 

parameters like Compression Ratio, PSNR (in dB), MSSIM are 

tabulated. 
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I. INTRODUCTION 

In this digitized world with fast exchange of data in 

electronic way, data security is playing a major role in data 

storage and transmission. Due to the usage of images in 

industrial applications, it is important to protect the 

confidential data from third-party access. Digital image 

processing is necessary because day to day activities like 

satellite remote sensing, fax transmission, high definition 

television, multimedia are growing rapidly. There involved 

inherent complexity of JPEG images lower than that of grey 

level images. Hence a large amount of space is required for 

storing and time for transmission. The only solution to this 

problem is to compress the image so that the storage space 

and time taken for transmission will be reduced. 

Image compression techniques  

There are basically two methods for image compression: 

1. Lossless Compression Techniques 

2. Lossy Compression Techniques 
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In Lossless Compression technique, the result after 

compression, is identical to the original image. 

In Lossy Compression technique, the compressed image 

is not identical to the original image and it also has 

reduction in image quality when compared to reconstructed 

image. 

Set partitioning in hierarchical trees (SPIHT) is a wavelet 

based computational algorithm which is very fast among all 

the image compression techniques based transmission 

algorithm which offers high compression ratios, high image 

quality, fast execution time etc, A new hybrid compression 

method [2] to reduce the file size of JPEG coded images 

without any fidelity loss. It can reduce the storage cost for 

backup and hide the JPEG coded images for both personal 

and cloud applications. Encryption then Compression (ETC) 

system [4] using a combination of prediction error clustering 

and random permutation. Highly effective compression of 

the encrypted data has been obtained by a context-adaptive 

arithmetic coding approach. The theoretical and 

experimental results have high level of security. The paper 

[5] compares the generalization of SPIHT with Set Partition 

Coding System (SPACS). The SPIHT algorithm was firstly 

introduced by Said and W. A Pearlman [6] and  using this 

algorithm, compression ratio high PSNR values are obtained 

for different types of grey-scale images are obtained. In [8], 

the author has used content-dependent compression noise 

level estimation and reduction framework through similar 

patch clustering and low-rank constraint. This method 

improves the quality of compressed images. In this paper 

section II relates proposed method. 

II. PROPOSED METHOD 

A. Block Diagram 

 

Fig. 2.1 Proposed block diagram of Encryption then 

Compression system 
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In the proposed method block diagram shown in Fig.2.1, 

the upper block represents analysis (or) decomposition 

while the lower block performs synthesis (or) 

reconstruction. Firstly, the image is encrypted using RSA 

algorithm and the encrypted image is passed to DWT block 

which outputs wavelet coefficients of the original image. 

Then these coefficients are passed to the SPIHT encoder 

which encodes the output and gives data in bit stream 

manner, thus providing compressed image. Now this 

compressed image is sent to the SPIHT decoder which 

decodes the bit stream and passes to the IDWT block to get 

the output (or) reconstructed image. This reconstructed 

image is then decrypted using RSA algorithm and then the 

original image is obtained.  

B. RSA 

To encrypt the original image RSA algorithm is used. 

which is an irregular cryptographic algorithm. RSA 

algorithm has two different keys, which can  also be called 

as public key cryptography algorithm, because anyone of 

the keys can be allocated  to any other. The supplementary 

key should remain private. 

1. The RSA (Rivest-Shamir-Adelman) cryptosystem is the 

almost broadly-utilized public key cryptography algorithm 

world-wide. It is mainly used to encrypt a text or image 

lacking the requirement to interchange a secret key 

individually. 

2. The RSA algorithm can be utilized for either public key 

encryption or digital signatures. Its safety is depends on the 

complications of separating large integers. 

C. Image Encryption and Decryption 

In the ever-enlarging growth of multimedia 

implementations, safety is a dominant problem in 

communication. Encryption is an usual method for image 

security process. This process  translates the actual image to 

any-other image which cannot be interpret,  The image 

privileges among users is maintained , which is also  

necessary where no-one can acquire to notice the content 

lacking a key for decryption. The technique of encoding 

basic messages into cipher messages is called Encryption, 

and the backward process of changing cipher text back to 

plain text is known as Decryption. Video and image 

encryption have implementation in different domains 

containing internet circulation, multimedia structures, 

medical imaging, Tele-care and radiotelegraph. In modern 

years, sufficient of color image encryption reaches have 

been preferred. Up-to now, different data encryption 

algorithms have been suggested and popularly utilized, such 

like AES, RSA, or IDEA virtually of which are used in text 

or binary data. It is hard to apply the same in multimedia 

and ineffective for color image encryption since intense 

correlation exists between pixels. 

D. Discrete Wavelet Transform (DWT) 

The initial step in image compression to exploit 

redundancy by means of wavelet transform. In fig 2.2, the 

sub-band decomposition of two-dimensional signal is done 

by using separable transforms which can be implemented 

using 1-D filters on the rows first and second on the 

columns. 

The original image is decomposed using sub-band 

decomposition of N ×M image. Then each and every row is 

filtered and down-sampled to obtain two N ×  images. 

Similarly each column is filtered and sub-sampled to obtain 

4 x  images. Since the rows and columns are low-pass 

filtered and high-pass filtered respectively, the first sub-

image is obtained (LL image); Similarly by low-pass 

filtering the rows and high-pass filtering the columns, 

second sub-image is obtained (LH image);In the same way 

by high-pass filtering the rows and low-pass filtering the 

columns, the third sub-image is obtained(HL image); and 

the fourth sub-image is obtained by high-pass filtering the 

rows and columns (HH image). The second decomposition 

level is shown in Fig.2.3 (b). Each and every sub-image 

obtained in this manner can be filtered and sub-sampled to 

get four more sub-images resulting in a total of 10 sub-

images as shown in Fig 2.3(c). 

 

Fig. 2.2 Sub-band decomposition 

 

Fig. 2.3 Three levels of decomposition 

E. SPIHT Algorithm 

SPIHT (Set partitioning in hierarchical trees) algorithm is 

used for compressing the original image, it utilizes the 

intrinsic resemblance over the sub-bands in a wavelet 

decomposition of an image. This algorithm first codes the 

wavelet transform coefficients first, and transfer the bits so 

that a progressively pure duplication of the actual image can 

be obtained growingly. 
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Flow Chart of SPIHT 

 

Fig. 2.4 Flow chart of SPIHT 

SPIHT has three lists of wavelet coefficients 

1.  LIP:  It contains the individual coefficients which has 

magnitudes smaller than the thresholds.  

2. LSP: It involves the list of pixels having magnitudes 

larger than the threshold value. 

3.   LIS: It has the list of wavelet coefficients which is 

defined by tree structures and it has magnitudes smaller than 

the threshold. 

where LIP = List of Insignificant Pixels, 

           LSP = List of Significant Pixels, 

           LIS = List of Insignificant Sets.   

Steps involved in SPHIT algorithm: 

STEP 1: The threshold value is initialized, the value in trees 

are allocated to LSP and LIP is initialized to an empty set in 

tree. 

STEP 2:  After initialization, coefficient of current bit in the 

sorting pass is encoded. 

To check whether the wavelet coefficients in 

LIP are important coefficients: 

1) If the coefficients are important then the output is “1” 

and depends upon the sign bit whether it is  positive or 

negative sign bits and it is represented by “1” and “0” 

respectively then the coefficients are removed from LIP and 

added to the end of LSP. 

2) In case the coefficients are unimportant, then it is 

assigned to a direct output of “0”. 

STEP 3: In the refinement pass, the contents of LSP from 

the previous pass are examined. 

STEP 4: Then the threshold value will be updated (back to 

step 2). 

F. Image Compression 

By reducing the un-relatedness of an image is the basic 

focus of image compression process and to deliver provision 

for saving and transferring the data in an essential aspect. 

The beginning step in this process is to transform the image 

from the description of their spatial field into offprint case 

of the description by the work of few previously well-

known translations and then encodes the translated values 

(i.e. coefficients). This process permits enormous 

compression of data as differentiated to the prophetic 

processes, however at the value of the enormous 

computational requirements. In this paper section III relates 

proposed method. 

III. RESULTS AND DISCUSSION 

The Encryption Then Compression algorithm has been 

executed in MATLAB r2013a and it is verified or tested for 

15 set of jpeg images of size 256X256. Fig 3.1(a) the 

original image is (b) encrypted using RSA algorithm then 

undergoes (c) wavelet decomposition by initialising the 

decomposition level as 3 then processed decomposed image 

is (d) decoded then the image is (e) decrypted to obtain the 

(f) original (or) reconstructed image. 

 
(a) Input image (b) RSA Encryption 

 
     (c) Discrete Wavelet (d) Decoding 

Transform 

 
                  (e) RSA Decryption    (f) Output (or) 

Reconstructed image 

Fig. 3.1 Simulation outputs obtained using ETC 

Algorithm 

 
(a)Input image                          (b) Output (or) 

Reconstructed image 

Fig. 3.2 Simulation outputs obtained using CTE 

Algorithm 
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The Compression Then Encryption algorithm has been 

executed in MATLAB r2013a and it is verified or tested for 

various jpeg images of size 256X256. Fig 3.2(a) original 

image undergoes wavelet decomposition by initializing the 

decomposition level as 3 then processed decomposed image 

is encrypted using RSA algorithm to prevent the image from 

malicious attacks. Then the cipher image is then decrypted 

when the private key is used by the owner, the image is then 

decrypted to obtain the (b) original (or) reconstructed image. 

In this paper section IV relates performance parameters. 

IV. PERFORMANCE PARAMETERS 

A. Compression Ratio 

Compression Ratio (CR) is the ratio between 

reconstructed file size and input file size. For any algorithm 

compression Ratio (CR) should be higher in order to 

achieve better compression. 

Compression Ratio =   ---1 

B. Peak Signal to Noise Ratio (PSNR)  

PSNR is defined as the ratio between the maximum signal 

value (MAXf) to the square root of MSE. PSNR value 

should be less than 40. 

(dB)                        ---2 

C. Mean Square Error 

Mean Square Error is given by, 

 ---3 

Where f = matrix data of the Input image 

             g = matrix data of  degraded image. 

D. Mean Structural Similarity (MSSIM) 

It is used to measure the resemblance in quality between 

two images (i.e.,with original image and compressed 

image).The SSIM metric is calculated on various windows 

of an image is given by 

  ---4 

Table. 4.1 Comparison of Compression Ratio (CR) for 

ETC and CTE System 

IMAGE 

NO 

COMPRESSION 

RATIO (ETC) 

COMPRESSION 

RATIO (CTE) 

1 10.00305:1 8.00293:1 

2 9.00293:1 8.00305:1 

3 11.00076:1 8.00293:1 

4 9.00231:1 8.00305:1 

5 10.00305:1 8.00293:1 

6 12.00678:1 8.00293:1 

7 10.00273:1 8.00293:1 

8 11.00234:1 8.00076:1 

9 12.00112:1 8.00305:1 

10 13.07683:1 8.00293:1 

The above table 4.1 shows the comparison of 

Compression ratio for ETC and CTE system. For Test image 

10, the Compression ratio is 13.07683:1 by using ETC 

algorithm and by using CTE algorithm CR is 

8.00293:1.Hence an ETC system has high CR compared to 

that of CTE system. 

Table. 4.2 Comparison of PSNR Value (DB) for ETC 

and CTE System 

IMAGE NO PSNR(dB) (ETC) PSNR(dB) (CTE) 

1 28.98 26.12 

2 31.95 29.01 

3 33.62 31.10 

4 36.15 34.45 

5 39.63 34.72 

6 34.83 30.30 

7 31.29 28.43 

8 33.49 30.21 

9 34.07 30.12 

10 31.61 29.09 

The above table 4.2 shows the comparison of PSNR (dB) 

for ETC and CTE system. For Test image 5, the PSNR 

value is 39.63 by using ETC algorithm and by using CTE 

algorithm PSNR value is 34.72. Hence an ETC system has 

high PSNR value compared to that of CTE system. 

Table. 4.3 Comparison of MSSIM Value (DB) for ETC 

and CTE System 

IMAGE NO MSSIM (ETC) MSSIM (CTE) 

1 0.90 0.86 

2 0.85 0.80 

3 0.91 0.87 

4 0.91 0.85 

5 0.96 0.92 

6 0.91 0.88 

7 0.89 0.84 

8 0.97 0.94 

9 0.85 0.82 

10 0.87 0.84 

The above table 4.3 shows the comparison of MSSIM for 

ETC and CTE system. For Test image 3, the MSSIM value 

is 0.91 by using ETC algorithm and by using CTE algorithm 

MSSIM value is 0.85. Hence an ETC system has high 

MSSIM value compared to that of CTE system. In this 

paper section V relates conclusion. 

V. CONCLUSION 

This paper compares lossless Encryption then 

Compression (ETC) technique which uses image encryption 

(i.e., RSA algorithm) used to encrypt the image by ensuring 

privacy in transmission without any malicious attacks and 

image compression (i.e., SPIHT Compression) for 

compressing the encrypted image with that of Compression 

then Encryption (CTE) technique .By using ETC technique 

,the compression ratio is high compared to CTE technique 

.The performance evaluation factors are measured using 

Compression ratio, PSNR and MSSIM.  
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The proposed ETC system has greater compression ratio, 

fast execution time and good image quality than CTE 

system. 
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