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Abstract: Network Intrusion Detection System (NIDS) has 

become an imminent research area in network and information 

security due to the proliferation of the Internet and rapid increase 

in anomalous activities or intrusions. NIDS helps to detect 

anomalous activities or intrusions which compromise CIA 

(confidentiality, integrity, and availability), violate the security 

policies and mechanisms of a computer network. This paper 

presents a survey on anomaly based NIDS using machine 

learning technique employing feature selection approach. The 

prime contribution of this research is to present technical and 

empirical evaluation of each paper. The state-of-the-art NIDS is 

systematically analyzed and discussed according to machine 

learning and feature selection techniques used, number of 

selected features, efficiency in terms of various performance 

metrics and its result. This paper also provides an idea of 

selecting more appropriate solution and also the scope of 

improvement for each specific case. 

 
Index Terms: Anomaly Detection, Machine Learning, 

Network Intrusion Detection System, Feature selection.  

I. INTRODUCTION 

The security of computer network becomes critical due to 

the tremendous growth of the Internet and network attacks in 

recent decades. As a result, Internet based information 

systems become vulnerable to internal and external attack 

and hence Network Intrusion Detection System (NIDS) has 

emerged as an indispensable component. It combats the 

misuse, abuse, and unauthorized use of resources of computer 

network. In general, Intrusion Detection System (IDS) can be 

categorized based on detection approach for determining the 

occurrence of intrusions as—anomaly based or behavior 

based detection and misuse based or signature based 

detection. Anomaly based detection approach constructs the 

model based on normal behavior and monitor to identify 

deviation from the normal behavior to detect abnormal 

behavior [1]. This approach is able to detect novel as well as 

“zero days” intrusions, but often has high False Positive Rate 

(FPR) [2]. Whereas, misuse based detection approach 

identifies abnormal behavior by comparing network traffic to 

predefined patterns or signatures of known intrusions stored 

in a database [3].  
Machine learning techniques have become popular in 

construction of NIDS as they achieve better accuracy, 

performance, and faster speed. An NIDS needs to analyze 
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huge data with high dimension feature set. Redundant, 

irrelevant, and extra features can degrade the performance 

and increase the computation time of NIDSs. Hence, feature 

selection may be considered as preprocessing step before 

training of classifiers to overcome aforesaid challenges [4]. 

This research focuses on anomaly based NIDS, which utilizes 

machine learning technique employing feature selection 

approach evaluated on KDD [5] dataset to detect intrusion. 

The KDD dataset is extensively used dataset for NIDS. It 

consists of 4,940,000 connection instances for training 

dataset and 311,029 for test dataset. Each connection 

instance consists of 41 features plus one class label. The class 

label belongs to either normal or a particular attack type, 

which falls into one of four kinds— Probe, User to Root 

(U2R), Denial of Service (DoS), and Remote to Local (R2L). 

The details of the KDD dataset can be found in [4].   

This paper presents a literature review of anomaly based 

NIDS published in the period of 2003-2017. Numerous 

anomaly-based NIDSs have been developed utilizing various 

machine learning techniques in the literature. This review 

includes single machine learning technique used in the 

development of NIDS employed feature selection approach 

evaluated on the KDD dataset. The major components 

analyzed during the review of each work are sole supervised 

machine learning technique used to develop NIDS, feature 

selection approach, number of selected features, feature 

number, performance evaluation metrics, and results reported 

in the literature. The main contribution of this paper is to 

provide technical and empirical evaluation of each surveyed 

paper in spite of taxonomy about NIDS, machine learning, 

and feature selection approach.  

The remainder of the paper is as follows. The detail 

insight of reviewed papers on the aforementioned study is 

presented in the next section. Section 3 provides the scope of 

work and proposed methods and finally, the conclusion in 

Section 4. 

II. A SYSTEMATIC LITERATURE REVIEW OF 

RELATED WORK 

This section provides the state-of-art various anomaly 

based NIDS using the single machine learning technique, e.g. 

Decision Tree (DT), Genetic Algorithm (GA), k-Nearest 

Neighbor (k-NN), Naïve Bayes (NB), Neural Network (NN), 

Support Vector Machines (SVM), etc., employing a feature 

selection approach to 

construct NIDS. 
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 Each surveyed paper is analyzed and discussed based on 

what machine learning and feature selection technique is used 

to construct NIDS, number of feature and features selected by 

employed feature selection technique, performance 

evaluation metrics, e.g. classification Accuracy (ACC), 

Detection Rate (DR), True Positive Rate (TPR), False 

Negative Rate (FNR), False Alarm Rate (FAR), True 

Negative Rate (TNR), FPR, etc., used to measure the 

performance of NIDS and their results.   

A class-specific detection based on SVM for IDS is 

presented in [6]. Two methods for feature ranking are applied 

to identify the number of important features for each of 5 

classes (Normal, DoS, Probe, U2R, and R2L) as shown in 

Table 1. The system has most remarkable performance: the 

training and testing time decrease for each class; the ACC 

decreases little for classes DoS, Probe, and R2L, and remains 

equal for ‘Normal’ and U2R as shown in Table I.  

The stochastic radial basis function NN output sensitivity 

measure is proposed in [7], which is based on the feature 

importance ranking method using sensitivity measure. It is 

employed to assess the features for Normal and DoS attack 

only. The 8 most sensitive features {2, 23, 24, 29, 32, 33, 34, 

and 36} are sufficient to detect Normal and DoS. It is found 

that ACC can be maintained at the same level with only 8 

features with less computation complexity, which is 

decreased from 23 to 9 seconds. The ACC of DoS and 

Normal are 99.06% and 99.77% respectively. The FAR for 8 

features (41 features) are 0.18% (0.01%) and 0.27% (0.03%) 

and the FPR are 0.93% (0.70%) and 0.94% (0.71%) in 

training and testing respectively.  

A simple GA using k-NN classifier as a fitness function is 

utilized in [8]. Features are then ranked based on weighted 

feature set evolved by GA for attack classes. The selected top 

5 ranked features are as DoS{1, 11, 23, 24, and 29}, Probe{2, 

3, 6, 30, and 37}, R2L{3, 12, 23, 24, and 36}, and U2R{6, 

17, 24, 31, and 41}. The result demonstrates that there is an 

increase in ACC by employing weighted feature sets.  

The classifiers Back Propagation NN (BPNN) and SVM 

are used to evaluate the proposed feature selection algorithm, 

Feature Selection Method based on Davies–Bouldin Index, in 

[9] for 5-class (Normal, DoS, Probe, R2L and U2R). In this, 

single best feature set consists of 24 features {1, 3, 4, 5, 6, 8, 

10, 11, 12, 13, 23, 24, 26, 27, 28, 29, 30, 32, 33, 34, 35, 36, 

38, and 39} are selected for 5-class. The ACC of classifiers 

BP network and SVM employing this feature set are 0.1017 

and 0.056 respectively.  

BPNNs are utilized as a classifier and ReliefF Immune 

Clonal GA as feature subset selection is proposed in [10]. 

ReliefF Immune Clonal GA is a combination of ReliefF 

algorithm, Immune Clonal selection algorithm and GA. 

Experimental results exhibit that proposed method has better 

ACC than GA and ReliefF-GA on selected features of size 8. 

It has higher ACC (86.47%) than ReliefF-GA.  

The Least Square SVM (LSSVM) classifier and Ant 

Colony Optimization (ACO) for feature selection approach 

are presented in [11]. The number of features selected is 9 for 

DoS, Probe, and U2R & R2L are 9, 11, and 14 respectively. 

The experiments exhibit that feature selection approach not 

only decrease the number of features but also boost the 

performance of classifier and make detection more effective 

in terms of time. The experimental results in terms of ACC, 

FPR and average detection time (ADT) (ms/sample) for 

attack types are as DoS (95.2, 3.24, 0.031), Probe(99.4, 0.35, 

0.074) and U2R & R2L(98.7,1.60, 0.078) respectively. 

A combination of GA, SVM, and Correlation-based 

Feature Selection (CFS) is proposed in [12]. The DR and 

FPR in average are 99.56% and 37.5% using 12 selected 

optimal features {1, 6, 12, 14, 23, 24, 25, 31, 32, 37, 40, and 

41}. The experiment shows that the DR of selected feature set 

is lower than full features set (the difference is around 0.83% 

in average). But there is decrease in training and testing time 

significantly though retaining the DR and FPR within 

acceptable range.  

SVM and Discriminant Analysis are combined for 

anomaly based NIDS to identify network intrusion in [13]. 

Nine features {2, 12, 23, 24, 29, 31, 32, 36, and 39} are 

obtained by Discriminant Analysis and assessed by SVM. 

The TPR, TNR, FPR, and FNR of proposed method are 

90.07%, 99.58%, 0.42%, and 9.93% respectively.  

Resilient BPNN as a classifier and normal distribution, 

beta distribution, chi-square analysis, and logistic regression 

based on ranking and feature selection approach is utilized in 

[14]. Features are ranked based on their influence towards the 

final classification by using NN employing forward selection 

and backward elimination methods. The selected 25 features 

{1, 2, 3, 5, 8, 10, 12, 13, 22, 24, 25, 26, 27, 28, 29, 30, 34, 33, 

35, 36, 37, 38, 39, 40, and 41} are ranked by chi-square test 

to classify the network traffic according to 5-class (Normal, 

Probe, DoS, U2R, and R2L).  Experiments show that resilient 

BPNN exhibits high ACC and needs less training and testing 

time than classical NN. The overall ACC is 97.04 with FNR 

of 0.20 and FPR of 2.76.  

The effectiveness of Rough Set theory as a classifier and 

also to identify the important features to build IDS is 

examined in [15]. The classification ACC using obtained 6 

features {3, 4, 5, 24, 32, and 41} for Normal, DoS, Probe, 

R2L, and U2R are 89.84, 99.34, 99.63, 100, and 100 

respectively. The results demonstrate that obtained feature 

subset is robust and has reliable performance.  

A lightweight IDS based on Classic Maximum Entropy 

model is proposed in [16]. Chi-Square and Information Gain 

(IG) are used to select significant features. Experimental 

results show that the proposed model is effective and have 
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Table I: Performance of all and selected features 

 

 

 

good ACC especially for DoS attack with reduced testing 

time. The ACC and testing time on selected 12 features {3, 5, 

6, 10, 13, 23, 24, 27, 28, 37, 40, and 41} are as Normal 

(99.73, 0.78s), DoS (100, 1.03s), Probe (99.76, 1.25s), U2R 

(99.87, 0.70s), and R2L (99.75, 0.68) respectively.  

Lee et al. [17] utilized Minimax Probability Machine 

employing Random Forests (RF) as feature selection for DoS 

attack only because other attack types have very less number 

of records and not suitable for experiments. RF ranked 

features by numeric values, so top 5 important features {3, 5, 

6, 23, and 29} are selected, which exhibits DR as 99.84% and 

0.1039 sec for average simulation time. The experimental 

results show that this approach is superior to the previous 

approaches.  

SVM classifier with Radial Basis Function network kernel 

employing Decision Dependent Correlation as feature 

selection method is proposed in [18]. Top 20 features {2, 3, 

5, 7, 8, 9, 10, 11, 13, 14, 15, 17, 18, 22, 24, 27, 28, 36, 40, and 

41} are selected by calculating mutual information and 

decision of each feature. The ACC of the proposed system is 

93.46%. This method is compared with Principal Component 

Analysis (PCA) and it outperforms PCA.  

A misuse detection system is proposed by [19] by 

investigating the possibility to increase DR of U2R attack. 

PCA and Multi Expression Programming are employed to 

extract features and GA is utilized to implement rules to 

detect types of attacks. The number and selected features for 

various attacks are as U2R 2{14 and 33}, DoS 3{1, 5, and 

39}, and Normal 3{3, 10, and 12} respectively. The 

experimental results show that this system performed better 

than the best-performed model reported in the literature.  

SVMs employing modified random mutation hill 

climbing feature selection method based on wrapper 

approach for attack classes is presented in [20]. The 

experiments exhibit that system has higher DR of detecting 

known as well as new attacks on obtained features than all 

features with decrease in training and testing time as shown in 

Table II. 
 

Table II: Performance on selected and all features 

 

 

A Multi-Objective Genetic Fuzzy IDS is proposed in 

[21]. It is used to search near-optimal feature subset. The 

selected  

feature subset decreases the computational effort and 

enhances the performance of the system. The selected 27 

features {2, 5, 6, 7, 8, 9, 11, 12, 13, 14, 17, 18, 22, 23, 25, 30, 

32, 33, 34, 35, 36, 37, 38, 39, and 40} demonstrate that the 

proposed approach produces lowest FAR (1.1%) and highest 

ACC (99.24%) with minimum number of features in the 

paper. 

C4.5-PCA-C4.5, a new hybrid approach, is proposed in 

[22]. It uses C4.5 as a classifier and PCA and DT (C4.5) as 

feature selection methods. This approach has the lowest FPR,  

highest TPR, fast training and testing process using only 7 

important extracted features {1, 3, 4, 10, 22, 33, and 34}.  

Panda and Patra [23] proposed a framework of NIDS 

based on NB. The dataset is grouped into four attack types 

(DoS, Probe, R2L, and U2R). The classifier NB has achieved 

ACC of 99%, 96%, 90%, and 90% respectively on attack 

types, average FAR of 3%, DR of 95%, and with error rate 

5%. The proposed framework performed faster (1.89 

seconds) to build the model, efficient and cost effective. 

Sheen and Rajesh [24] proposed DT employing different 

feature selection methods—IG, Chi square, and ReliefF. Top 

20 selected features are {2, 3, 4, 5, 12, 22, 23, 24, 27, 28, 30, 

31, 32, 33, 34, 35, 37, 38, 40, and 41}. The experiments show 

that both IG and Chi square have similar performance while 

ReliefF has lower performance. The ACC of IG, Chi Square, 

and ReliefF are 95.85%, 95.85%, and 95.64% respectively.  

Wang et al. [25] utilized Bayesian networks (BN) and DT 

(C4.5) for classifier, and filter and wrapper approaches for 

feature selection. BN with filter based IG approach and DT 

with wrapper based approach are employed to select subsets 

of features. Ten features are selected for each attack class by 

using IG, BN, and DT. The empirical results show that DR 

and FPR of classifiers BN and DT using only 10 features 

remains almost the same or even becomes better compared to 

all 41 features with reduced training and testing time as 

shown in Table III. 

Three machine learning techniques—DT, Particle Swarm 

Optimization (PSO) and Flexible Neural Tree (FNT) utilized 

by [26] for feature selection. The 5 important features {10, 

11, 13, 14, and 17} are obtained based on the involvement of 

the features to build the DT. The results demonstrate that DT 

gives better DR, FPR, and cost per example than FNT and 

PSO for Normal, DoS, Probe and cost per example than FNT 

and PSO for Normal, DoS, 

Probe  

 

 

Class # & Features Training Time (sec) Testing Time (sec) ACC (%) 

All Selected All Selected All Selected 

Normal  20 {1-6,10,12,17,23,24,27, 28,29,31-34,36,39} 7.66 4.58  1.26 0.78  99.55 99.55  

Probe  11 {1-6,23,24,29,32,33} 49.13 40.56  2.10 1.20  99.70 99.36  

DOS  11 {1,5,6,23-26,32,36,38,39} 22.87 18.93  1.92 1.00  99.25 99.16  

R2L  6 {1,3,5,6,32,33} 11.54 6.79 1.02 0.72  99.78 99.72 

U2R  10 {1-6,12,23,24,32,33} 3.38 1.46  1.05 0.70  99.87 99.87  

Class #Features Selected 

Features 

Avg. Train Time Avg. Test Time 

All Selected All Selected 

All  5 3,5,23,33,34 78 30 18 6 

DOS 4 5,12,23,34 136 31 22 5 

Probe 5 1,3,5,23,37 245 96 49 17 

R2L  3 1, 5,6 317 24 55 7 

U2R  5 1,3,6,14,33 193 78 50 15 

https://en.wikipedia.org/wiki/Radial_basis_function_network
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Table III: Performance using 41 features and selected 10 features 

 

Attacks Selected Features Methods Using 41 Features Using 10 Features 

DR FPR Train 

Time(s) 

Test 

Time(s) 

DR FPR Train 

Time(s) 

Test 

Time(s) 

DoS 3,4,5,6,8,10,13, 

23,24,37 

BN 98.73 0.08 04.7 2.1 99.88 0.00 0.8 0.6 

C4.5 99.96 0.15 16.3 1.2 99.87 0.14 4.6 0.5 

Probe 3,4,5,6,29,30,32,35,39

,40 

BN 92.89 6.08 03.1 2.8 82.93 3.06 0.5 0.4 

C4.5 82.59 0.04 14.5 1.1 82.88 0.05 1.2 0.3 

R2L 1,3,5,6,12,22,23,31,32

,33 

BN 92.22 0.33 02.6 1.8 89.33 0.32 0.5 0.4 

C4.5 80.29 0.02 10.5 0.8 87.34 0.01 0.5 0.2 

U2R 1,2,3,5,10,13,14, 

32,33,36 

BN 75.86 0.29 02.6 1.8 65.5 0.12 0.4 0.4 

C4.5 24.14 0.00 09.9 0.7 24.14 0.00 0.6 0.2 

 

and R2L, but U2R. DRs of DT are as Normal (99.96), DoS 

(100), Probe (99.66), R2L (99.02), and U2R (88.33). 

The work in [27] proposed to sample different ratios of 

normal data to achieve better ACC and to compare the 

efficiency of machine learning methods DT (C4.5) and SVM 

in IDS. The performance of DT and SVM are compared with 

KDD winner and found that DT is better than SVM in ACC 

and DR, but SVM is superior in FAR. The DRs of DT are as  

DoS (62.96), Probe (86.30), U2R (50.06), and R2L (17.43) 

and average FAR is 1.44. 

An approach utilizing Artificial NN (ANN) and SVM to 

detect an attack is proposed in [28]. The DR of ANN are as 

DoS (59.1), Probe (82.4), U2R (65.9), and R2L (14.3) and 

for SVM as DoS (63.1), Probe (83.8), U2R (66.3), and R2L 

(14.9). The result exhibits that SVM is superior to ANN.  

A Quantitative Intrusion Intensity Assessment (QIIA) 

approach is presented in [29], which utilizes two methods 

QIIA1 and QIIA2 to find the value of threshold parameters. 

The top 5 significant features {3, 6, 10, 23, and 32} are 

selected by QIIA by utilizing RF to detect only DoS attacks. 

The QIIA1 and QIIA2 achieve DR of 97.94 and 99.37 

respectively. Other attack types are not considered as they 

have very less number of records. 

An IDS utilizing fuzzy association rule mining to build 

stateless classifiers to classify normal and attack is proposed 

in [30]. The performance of their IDSs build for misuse 

detection and anomaly detection are compared. The IDS 

obtains DR (80.6%) and FPR (2.95%) for anomaly detection, 

compared with DR (91%) and FPR (3.34%) for misuse 

detection.  

Xiao et al. [31] proposed two-step feature selection 

approach assessed by C4.5 and SVM. The obtained 21 

features {1, 3, 4, 5, 6, 8, 11, 12, 13, 23, 25, 26, 27, 28, 29, 30, 

32, 33, 34, 36, and 39} demonstrate that DR and FAR 

increase little on selected features and the processing speed 

improves to 30.73%. The DR, processing time, and FAR of 

obtained features (all features) are 86.30(87.00), 

15.16(21.89) sec and 1.89(1.85) respectively. 

Robust Artificial Intelligence Selection, a hybrid 

approach, is proposed in [32]. It is based on SVM and mutual 

information feature subsets selection. The training and testing 

times for the classifier are decreased by using reduced 

features and has the lowest FAR (3.49%), the highest ACC 

(99.01%), and DR (99.27%).  

Lee and He [33] presented two-stage entropy-based 

traffic profiling method to identify network attack (only 

DoS). Only 23 features (basic and time-based) from KDD 

dataset are considered for feature selection. The top 6 

selected features {5, 6, 31, 32, 36, and 37} are ranked based 

on ACC. The experimental results show that this method 

achieved lower complexity and superior TPR of 91%.  

A novel approach, Enhanced Support Vector Decision 

Function (ESVDF), is proposed by [34]. This approach 

utilizes support vector decision function to rank the features 

and Backward Elimination Ranking (BER) or Forward 

Selection Ranking (FSR) methods to correlate the features. 

Nine and 6 features are selected by ESVDF/BER and 

ESVDF/FSR respectively and evaluated using two 

classifiers—NN and SVM. The empirical results exhibit that 

SVM performed better than NN in ACC and training time. 

The ACC of ESVDF/BER and ESVDF/FSR by SVM on 

selected features are 99.58 and 99.46 and FPR are 0.0031 and 

0.0033 respectively.  

A novel approach, which employed BN and two feature 

selection approaches as consistency subset evaluator and 

CFS subset evaluator, is proposed in [35]. The ACC of 

proposed system for Normal, Probe, R2L, DoS, and U2R 

attack types using 7 selected features {3, 6, 12, 23, 32, 14, 

and 40} are 99.8, 89.4, 91.5, 99.9, and 69.2% respectively.  

Two schemes—known detection scheme and unknown 

detection scheme are proposed in [36]. The known detection 

scheme employed DT (C5.0) with Euclidean Distance 

whereas the unknown detection scheme employed DT (C5.0) 

with Cosine Similarity are utilized to select features for 

known and unknown attacks respectively to construct a 

model. The known and unknown detection schemes extract 

30 {1, 2, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 22, 

25, 26, 27, 28, 30, 31, 35, 37, 38, 39, 40, and 41} and 24 {1, 

2, 3, 4, 12, 23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34  35, 

36, 37, 38, 39, 40, and 41} important features respectively. 

The TPR, FPR, time to build model (sec) using selected 

features are for known attack (98.12, 1.87, 51s) and for 

unknown attack (68.28, 31.72, 45s) respectively.  

A lightweight NIDS using new hybrid feature selection 

approach is proposed in [37]. This approach uses enhanced 

C4.5 and Chi-Square approaches for feature selection. The 

top 5 extracted features by C4.5-Chi2 are {3, 4, 5, 8, 25}. The 

experimental results demonstrate that there is significant 

decrease in training (0.02 

sec) and testing time (0.03 

sec) while retaining high DR 

and low FPR as Normal 
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(99.9,1.6), Probe (93.87, 1.82), R2L (61.55, 12.17), DoS 

(99.3, 1.48), and U2R (50.01, 28.32) respectively.  

An anomaly detection based random effects logistic 

regression model is proposed in [38], which not only 

considers system characteristics, but also the uncertainty that  

cannot be explained by such predictor characteristics. As a 

result, five input variables are selected as (2, 10, 12, 13, and  

24). The ACC of the proposed model on training dataset is 

98.96%, while on validation data set is 98.74%. 

An anomaly detection based approach is proposed in [39], 

which utilizes distributed time-delay ANN. The training 

dataset contains 25000 instances (5000 instances for each 

class of Normal, DoS, U2R, Probe, R2L), and testing dataset 

contains 2500 instances (500 instances for each type) are 

used. The experimental results show that overall ACC is 

99.88%. The ACC for all classes are as: Normal (98.40%), 

DoS (97.60%), U2R (96.20%), Probe (98.20%), and R2L 

(95.80%).  

An automatic feature selection method using CFS based 

on filter approach, evaluated by BayesNet and C4.5, is 

proposed by [40]. The number of features and selected 

features are as—for Normal&DoS are 3{5, 6, and 12}, 

Normal&Probe are 6{5, 6, 12, 29, 37, and 41}, Normal&R2L 

are 2{10 and 22}, and Normal&U2R is 1{14}. Average 

ACCs of BayesNet and C4.5 are 98.82% and 99.41% 

respectively. This method outperforms the GA-CFS and 

best-first-CFS methods.  

A novel inconsistency-based feature selection method 

with DT (C4.5) is proposed by [41]. The proposed method is 

compared with CFS and it outperforms CFS as shown in 

Table IV. This method is simple and quick and can be applied 

for lightweight IDS. 

A features extraction based customized features to 

enhance the ACC of the signature detection classification 

model is proposed in [42]. Eleven features are selected and 

experiment is carried out employing three randomly selected 

datasets from KDD and four data mining methods— DT, 

PART, Ridor, and Ripper (Jrip). The result shows that DRs 

have been increased between 0.4% to 9% and FARs 

decreased between 0.17% to 0.5%. 

BP based ANN is proposed in [43] for IDS for the 

classification of normal and attack. 2570 records are selected 

from KDD dataset, of which 1325 for training (Normal=631, 

Attack=694) and 1245 for testing (Normal=523, 

Attack=722). The experimental results are as DR (80.5%), 

FAR (7.4%) and FNR (11.3%). 

A fuzzy class-association rule mining approach is 

proposed in [44] based on genetic network programming 

utilizing sub-attribute to detect intrusion for NIDS. This 

approach can be used for anomaly as well as misuse 

detection. The number of features and selected features are 

not mentioned in the paper. The DR, FPR, and FNR are 98.7, 

0.53, and 3.75 respectively.  

A method for IDS utilizing NB and an improved IG 

method based on feature redundancy is presented in [45]. 

Twelve features {2, 3, 5, 6, 8, 10, 12, 23, 25, 36, 37, and 38} 

are selected by applying improved IG. The experiments are 

performed on 41 features and 12 features exhibit DR of 96.19 

and 96.80; processing times (in sec.) of 8.34 and 2.08; and 

FPR of 5.22 and 1.02 respectively. 

A novel approach, genetic quantum PSO, is proposed in 

[46] to reduce features for NIDS. The empirical result 

demonstrates that this method is more efficient than quantum 

PSO and PSO methods to eliminate redundant and 

independent features. DR and speed of NIDS are greatly 

increased by employing this method evaluated by SVM as 

shown in Table V. 

A method employed GA combined with weighted k-NN 

as the fitness function for feature selection to detect only DoS 

attacks for anomaly based NIDS in real time is proposed in 

[47]. The best number of features and optimal weight vector 

of features with their weights are selected. The top 19 

features for known attacks and the top 28 features for 

unknown attacks are considered for NIDS. An overall ACC 

of 97.42% and 78% are achieved for known and unknown 

attacks respectively. Selected features are not listed in the 

paper. 

Hidden NB approach, which relaxes the NB’s assumption 

of conditional independence, is proposed in [48]. The feature 

set {3, 5, 6, 12, 23, 31, and 32} consists of 7 out of 41 

features. The empirical results demonstrate that hidden NB 

approach achieved overall a superior performance in terms of 

ACC, misclassification cost, and error rate compared to 

classical NB approach and other leading state-of-the-art 

models. This model has ACC (93.73) and Error rate (6.28).  

A reliable and efficient classifier is built by [49] to 

classify network traffic to be normal or not. It is a 

combination of SVM, ACO and clustering method. Nineteen 

critical features {2, 4, 8, 10, 14, 15, 19, 25, 27, 29, 31, 32, 33, 

34, 35, 36, 37, 38, and 40} are selected by employing 

gradually feature removal approach. SVM achieved ACC of 

98.62%, average Matthews correlation coefficient of 0.8612 

with greatly reduced training and testing time.  

The paper [50] proposed Bees algorithm (BA) using 

SVM, a wrapper-based feature selection method. BA is used 

as a search strategy in wrapper method for subset generation. 

The experiments utilized four random subsets collected from 

KDD. The result shows that the feature subset of 6 features 

{3, 12, 24, 25, 32, and 37} produced by BA-SVM has yielded 

ACC of 93.30 and DR of 95.75.  

A new hybrid IDS is proposed in [51]. It uses simplified 

swarm optimization for classification of intrusion data and 

intelligent dynamic swarm based rough set for feature 

selection. The selected 6 most relevant features {3, 5, 6, 27, 

33, 35} achieved higher ACC of 93.3% than the classical 

PSO, SVM, and NB classifiers.  

A lightweight IDS utilizing neurotree is proposed in [52] 

for multi-class classification to detect anomalies in networks. 

A wrapper based feature selection approach is employed, 

which reduces classifiers’ computational complexity with 

great impact. The features extracted by this 

 



 

Machine Learning and Feature Selection Approach for Anomaly based Intrusion Detection: A Systematic Novice 

Approach 

439 

Published By: 

Blue Eyes Intelligence Engineering 

& Sciences Publication  Retrieval Number: F60930486S19\19©BEIESP 

Table IV: Performance of all, proposed and CFS method 

 

Attack 

Type 

All features Proposed Method CFS Method 

ACC(%) Train Time(s) # & Features ACC(%) Train 

Time(s) 

# & Features ACC(%) Train 

Time(s) 

All 99.50 3.72 8(1,3,5,25,32, 34,36,40) 99.45 0.48 11(2,3,4,5,6,10,23,2

4,25,36,37) 

99.67 6.28 

DoS 99.94 1.08 4(3,4,10,23) 99.81 0.22 4(2,5,16,22)  99.32  0.33 

Probe 99.85 0.66 4(3,5,35,36) 99.77 0.16 4(5,6,25,37) 94.35  0.27 

R2U 98.99 0.22 5(3,5,12,32,35) 99.13 9.13 5(3,5,10,24,33) 98.05  0.11 

U2R 100.00 0.11 2(3,41) 100.00 0.09 9(3,10,24,29,31,32,3

3,34,40) 

100.00  0.08 

 

Table V: Performance of SVM using selected and all features 

 

Attack 

Type 

# & Features Training Time(ms) Detecting Time(ms) DR Error Report Rate(%) 

Selected All Selected All Selected All Selected All 

DoS 10 (2,6,3,12,21,22,31,26,28,30) 0.0627 0.261 0.0581 0.486 99.98  96.40 0.00 0.0013 

Probe  5 (5,12,26,32,34) 0.0431 0.270 0.0478 0.164 91.77  58.90 0.001 0.00 

R2L 7 (10,23,25,29,26,33,35) 0.0530 0.274 0.0140 0.352 98.26  81.47 0.00 0.0016 

U2R  5 (2,3,17,32,36) 0.0006 0.001 0.0016 0.035 100  66.70 0.0003 0.0012 

 

method are 16 {2, 3, 4, 5, 6, 8, 10, 12, 24, 25, 29, 35, 36, 37, 

38, and 40}. The proposed method achieved DR of 98.4% 

which is superior to other methods like C4.5, Decision 

Stump, NB, RF, Representative tree, and Random Tree. 

A novel network anomaly detection approach is presented 

in [53]. It identifies attack features to detect previously 

unknown attacks. The DT (C4.5) classification, NB feature 

selection, and k-means clustering methods are uniquely 

combined by effects-based feature detection method. The 

ACC of the proposed approach is 99.95. 

A hybrid filtering feature selection approach is proposed in 

[54]. This approach removes useless and irrelevant features by 

selecting and ranking reliable features for more reliable and 

accurate IDS. Two filter based approaches— symmetrical 

uncertainty and IG are employed to create two reliable feature 

subsets in the first phase. Then these subsets are fused, 

weighted and ranked to get the significant features. The 

selected 4 important features for each group are as 

Normal-Dos= {2, 5, 23, and 36}, Normal-Probe= {4, 5, 27, 

and 29}, Normal-U2R={10, 13, 14, and 17} and Normal-R2L 

= {3, 5, 10, and 33}. The DR and FPR are as Normal-Dos 

(98.8, 0.01), Normal-Probe (95.8, 0.027), Normal-U2R 

(99.85, 0.002), and Normal-R2L (98.72, 0.005) respectively. 

A new hybrid feature selection method is proposed by [55] 

and its performance is measured by the classifiers NB and 

C4.5. Six features {3, 5, 6, 10, 13, and 29} are obtained using 

proposed method and classifiers NB and C4.5 yield ACC of 

99.4% and 99.9% respectively. This method outperformed 

standard feature selection methods and 41 features dataset on 

various performance metrics. 

In paper [56], new approach Combining Support Vectors 

with Ant Colony (CSVAC), which combines SVM with 

Clustering based on Self-Organized Ant Colony Network 

(CSOACN) to get the benefits of both while ignoring their 

limitations, is proposed. This approach achieved DR (94.86), 

FPR (6.01) and FNR (1.00). Experiments demonstrate that 

CSVAC outperforms CSOACN alone and SVM alone in 

terms of DR and faster run-time.  

The research proposed in [57] utilized SVM as a 

classifier, and PCA and GA as a feature selection approach. 

Genetic principal components (GPC) are obtained by 

searching the PCA space by applying GA to obtain features 

subset. The proposed method achieved DR (99.96) using 10 

GPC and DR (99.94) using 12 GPC.  

A new robust algorithm, BA-Membrane Computing, is 

proposed in [58], to improve the BA for feature subset 

selection using SVM. The selected 10 features (2, 3, 8, 13, 

20, 24, 32, 37, 39, and 40) produced very high DR of 89.11%, 

ACC of 95.60% and FAR of 0.004 compared to other 

approaches listed in the paper.  

A novel multi-layer SVM model combining kernel PCA 

with GA for intrusion detection is presented by [59]. Kernel 

PCA is used to get the principal features from data. Radial 

basis kernel function based on Gaussian kernel function is 

built to cut down the training time and enhances the 

performance of SVM. GA is employed to choose appropriate 

parameters for SVM. This model exhibits DR of 94.22 and 

FAR of 1.03. By comparison with other detection algorithms, 

the empirical results show that this model has higher ACC, 

better generalization and faster convergence speed compare 

to other detection algorithm. 

The paper [60] proposed a new feature-selection 

approach based on the cuttlefish optimization algorithm and 

DT classifier as a judgment on the selected features. The 

proposed model obtained ACC (91.99), DR (91.00), FPR 

(3.92) using 5 features and ACC (73.27), DR (71.09), FPR 

(17.69) with 41 features. The results demonstrate that 

reduced feature subset provides higher DR and ACC with a 

lower FAR compared to all 41 features.  

A hybrid method employing SVM and GA is proposed for 

intrusion detection in [61]. It is used to reduce the number of 

features. With obtained 10 features {2, 3, 4, 8, 17, 22, 23, 31, 

34, and 36}, the proposed method is capable of attaining TPR 

of 97.3 and FPR of 1.7.  

A method, ACO-FS-SVM, is proposed in [62] for 

network intrusion detection. It combines ACO with SVM, in 

which ACO is used to identify the features by means of 

feature weighting SVM. The experimental results 
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demonstrate that this method can efficiently reduce the 

number of features as Normal=13{2, 3, 4, 7, 8, 9, 10, 15, 16, 

21, 22, 23, and 25}, DoS=10{2, 3, 7, 9, 16, 20, 27, 32, 37, 

and 40}, Probe=9{2, 4, 9,  21, 29, 32, 33, 34, and 35}, 

U2R=11{2, 4, 9, 20, 31, 21, 29, 32, 33, 34, and 35}, and 

R2L=13{1, 2, 3, 4, 6, 7, 9, 11, 16, 20, 21, 23, and 27} with 

DR as Normal (99.13), DoS (97.09), Probe (98.46), R2L 

(98.56), and U2R (98.68). 

A new method based on feature average of total and each 

class is proposed in [63] for feature selection to build IDS. 

The selected features obtained by the proposed method is 

evaluated by DT are computationally effective and efficient. 

The result demonstrates that with 22 features, the system 

achieved the highest ACC (99.79%) in comparison with the 

ACC (99.76) on full data and other standard feature selection 

methods on NSL-KDD dataset [64].  

A hybrid approach, Mutual Information-Binary 

Gravitational Search Algorithm (MI-BGSA), is presented in 

[65] for feature selection. MI based on filter approach is 

integrated into wrapper based BGSA to obtain the features, 

which is evaluated by SVM and tested on NSL-KDD dataset. 

The proposed approach selects 5 features {3, 4, 5, 6, 25} and 

achieved higher ACC (88.36) and DR (86.31) and low FPR 

(8.89) as compared to some standard filter based and wrapper 

based feature selection approaches. 

A GA based technique is proposed to detect intrusion for 

network in [66]. GA is used to discover a set of simple, 

interval-based rulesets. This system achieved ACCs of 76.2 

using 8 features and 9 rules; 75.9 using 15 features and 18 

rules; 78.0 using 32 continuous features and 19 rules on 

NSL-KDD dataset.  

A new IDS is proposed in [67] by using Layered 

Approach (LA) based classification algorithm utilizing 

Conditional Random Field (CRF) for feature selection. The 

optimized number of features selected are as DoS=5 {23, 34, 

38, 39, and 40}, Probe= 5 {1-5}, R2L=11 {1, 5, 10, 11, 12, 

13, 17, 18, 19, 21, and 22}, and U2R=11{1, 5, 10, 11, 12, 13, 

17, 18, 19, 21, and 22} using CRF. The proposed system 

provides high ACC as Probe (98.83), DoS (97.62), U2R 

(86.91), and R2L (32.43).  

An IDS, LSSVM-IDS-Flexible Mutual Information 

Feature Selection (LSSVM-IDS-FMIFS), is proposed in 

[68]. The FMIFS selected 17 features as {1, 2, 3, 4, 8, 10, 11, 

12, 19, 23, 24, 25, 29, 31, 32, 36, 39}. The proposed system 

achieved ACC (99.79), DR (99.46), and FPR (0.13). 

A new IDS is presented in [69], which combines an 

optimal Feature Selection (FS) algorithm based on IG Ratio 

and two classifiers SVM and Rule Based Classification. The  

optimal FS algorithm has selected 10 important features and 

achieved ACC as DoS (99.25), U2R (96.00), Probe (96.16), 

and R2L (96.00) by SVM. 

ACO for feature selection and SVM as classifier for IDS 

have been proposed by [70]. The Results reveal that TPR 

achieved is 98.00 is significantly improved with 14 features.  

The paper [71] proposed NIDS, in which it uses three 

methods. First, the entropy-based feature selection is utilized 

to obtain significant features. Second, fuzzy rules are 

generated by employing fuzzy control language and finally, 

layered classifier is developed to identify different network 

attacks. The system is evaluated on 10%, Whole and 

Corrected dataset of KDD. The overall results for DR, 

Recall, and FPR on 10% dataset are 98.49, 98.50%, and 1.41; 

on Whole dataset are 98.65, 98.47%, and 1.35; and on 

Corrected dataset are 99.16, 99.03%, and 0.74 respectively. 

The DR and FPR are significantly improved for various 

attacks compared with various other approaches. 

An enhanced model to increase attacks detection ACC 

and to improve overall system performance is proposed in 

[72] for feature selection. This model selects 12 most 

pertinent features {1, 3, 5, 6, 10, 14, 23, 27, 33, 35, 36, and 

38} and able to correctly detect traffic instances of Normal 

(99.97%), DoS (99.98%), Probe (99.3%), R2L (98.1%), and 

U2R (72.22%). The results indicate that 12 features have 

almost the same performance as of the 41 full features.  

A new and effective framework, Logarithm Marginal 

Density Ratios Transformed Data with SVM 

(LMDRT-SVM), is proposed in [73]. LMDRT is used to 

transform original features into better quality features to 

enhance the detection capability of SVM. The experimental 

results demonstrate that it attains more robust and better 

performance in terms of ACC (99.93), DR (99.94), FAR 

(0.10), and training speed compared to existing other new 

methods. 

III. SCOPE OF THE WORK AND PROPOSED 

METHOD 

This survey provides many insights in the field of NIDS, 

machine learning techniques and feature selection 

approaches to detect intrusions (attacks) and normal traffic. 

This section discusses about the scope of the work which 

needs further research and proposes number of methods 

based on these insights. 

The key challenges for NIDS to be robust, accurate, and 

efficient. There is always a scope to enhance the ACC of 

detection with high degree of confidence to differentiate 

normal and intrusive network traffic. From literature survey, 

it can be observed that none of single machine learning 

technique is complete and can detect intrusion from network 

traffic with high ACC and minimum FAR. So, using single 

classifier to construct robust and efficient NIDS may not be a 

good solution. Therefore designing and developing more 

robust classifiers by using multiple or ensemble or hybrid 

classifiers are needed. This approach may further enhance the 

performance of NIDS.  

Network data always contain huge and high-dimensional 

feature set, which include redundant or irrelevant features. 

This makes NIDS near to impossible to work in real time and 

can detect the intrusion accurately with less computational 

effort (less detection time). The optimal number of effective 

features can reduce the processing time (training and testing 

time) and contribute to construct lightweight NIDS suitable 

for real time with high ACC and low FAR. There are many
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feature selection approaches reported in the literature having 

their own advantages and disadvantages. So, selecting 

specific or appropriate one, which can perform well for given 

data and classifier is very difficult. It is recommended to 

combine two or more feature selection approaches and 

utilized them as single hybrid approach may improve its 

performance in general and make NIDS to work in real time.  

Another possible area of excel in NIDS design is to detect 

all type of attacks (DoS, Probe, R2L, and U2R), known as 

multi-class-classification, with high ACC. From the literature 

survey, it can also be observed that none of single strong 

machine learning technique is complete and can able to do 

this. This type of problem needs different solution rather than 

classic classification paradigm. Therefore, it is essential to 

foresee an efficient method like multi-class/ensemble/hybrid 

classifiers or binarization of multi-class or specific feature set 

for each attack type or combination of these methods to 

detect each attack type with high ACC and low alarm rates. 

Abundant literature is presented and numerous 

approaches have been proposed on NIDS. In spite of 

significant progress, there are still a lot of opportunities to 

enhance the performance of NIDS. Based on insights in the 

aforesaid field and scope of the work, we propose the 

following methods: 

First, hybrid approach for feature selection based on two 

or more combination of different types of feature selection 

approaches, which is able to obtain optimal number of 

effective features and able to maximize the ACC, minimize 

the FPR, FNR, training and testing time of the system in 

which it is being used. This method will be useful in any 

domain in which there is a need for feature selection method.  

Second, a robust classifier based on ensemble of diverse 

machine learning techniques with the aim to improve the 

ACC of the NIDS by utilizing the strength of each classifier 

and overcome the limitation of each one. 

Third, develop lightweight, robust, accurate, and efficient 

NIDS by utilizing the second proposed method and 

incorporating obtained features from the first proposed 

method. 

IV. CONCLUSION 

Network Intrusion Detection System (NIDS) plays a very 

vital role in network security to protect the network against 

intrusion or attacks. Machine learning techniques have 

established as an active research topic to construct efficient 

NIDS. The redundant and irrelevant features of dataset often 

degrade the performance of machine learning technique in 

turn NIDS. Therefore employing feature selection techniques 

become important to reduce features and enhance the 

performance of NIDS. 

In this paper, the survey on anomaly based Network 

Intrusion Detection System (NIDS) is presented. In 

particular, the research papers based on machine learning 

technique employing feature selection approach to construct 

NIDS are considered for this study from technical and 

practical aspects. The main contribution of this paper is to 

systematically analyze and discuss each paper, which helps to 

identify existing research challenges and future research 

directions. 

Finally, the research challenges in terms of scope of work 

and proposed methods have been forecasted to provide 

further research directions to build lightweight, robust, 

accurate, and efficient NIDS. We have also been working on 

the proposed methods and finding good results.  
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