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Abstract: The authenticity of digital image find out by using
the Image Forgery Detection technique. In the area of digital
forensics and multimedia security it is more important. Photo-
editing software, powerful computers, and a device the high
resolution images are used for the manipulation. So, it is very
difficult for finding the transformation in the digital image by the
human eyes. The proposed method to identify splicing forgery for
images which are blurred, resized and angular transformed.
These images need a special kind of feature extraction namely
SWT in order to perform the task. MS-LBP is applied to the SWT
for finding key-points and creating the database to show the
forgery status as well as features of the image. Match the new
keypoints with the saved databased and display the output.
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I. INTRODUCTION

Image processing is a technique of changing the images
into digital images along with it performs some kind of
action on it, like enhancing the image or extracting the data.
Image processing is one of the types of signal dispensation.
In image processing, input is an image such as photo, video,
etc. and output is also the image or attribute related to that
image or video. Nowadays, rapidly growing area in
technology is image processing.

Following the three steps are involved in the image
processing:

e  Capturing the image using an image acquisition tool

e Examine the image and manipulating the image

e The last stage is the result/output in which transformed
the image [14]

Nowadays, image manipulation has become easier due to
various specialized software like Photo editor, Adobe
Photoshop, etc., so it expresses as a real. Such manipulation
with the real images is called image forgery.

Forgery detection technique is divided in two types: 1)
active and 2) passive. In the technique of active forgery
detection, some pre-processing operations are required for
the images such as digital signatures or digital
watermarking. In passive/blind forgery detection technique,
the digital images do not require digital signatures or digital
watermarking. It detects the forged regions in the image.
Image tampering is the part of the passive forgery detection
technique.
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Image tampering is a skill which needs to understand the
image properties and good visual creativity. One tampers
images for various reasons either to enjoy the fun of digital
works creating incredible photos or to produce false
evidence [8]. Image tampering is classified into three types:
copy-move, image splicing, and image retouching.

A. Copy-move

Region duplication forgery is also called as copy-move.
Copy-move is the type of image forgery detection technique
and this is a common type. In which, some part of an real
image is copied, passed it and paste in the particular place of
the correlative image. Following fig. 1 illustrate the copy-
move forgery.

Fig. 1 Copy-move Forgery

B. Image Splicing

Image splicing is a fusion of more than one different
images also converted to one image to form a duplicate
image. In image splicing, cutting/copying some part of the
one image and pasted it to another image. So, to detect the
tampered region in the image is difficult by the human eye.
Following fig. 2 shows the image splicing forgery.

—

Fig. 2 Image Splicing Forgery

C. Image Retouching

Image retouching is the procedure of changing the original
pixel such as enhancing or reducing the features of an
image. Image retouching is illustrate in fig. 3.
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Fig. 3 Image Retouching

The proposed method to identify splicing forgery for
images which are blurred, resized and angular transformed.
Images are applied to pre-processing block for conversion of
RGB images into YCbCr component. The images need a
special kind of feature extraction namely SWT in order to
perform the task. MS-LBP is applied to the SWT for finding
key-points. Depending upon the key-points we can find out
forgery status and the features of the image which are
mentioned in the created database. Match each keypoint of
the new image with the created database and display the
messege i.e., image is forged or not forged.

Il. RELATED WORK

Atif Shah and EI-Sayed M. EI-Alfy [1] detected image
splicing using Multi-Scale LBP and DCT coefficient. Multi-
Scale LBP was applied to the images which were divided
into numbers of blocks, then computed DCT coefficient as
well as the standard deviation. Here, the classifier Support
Vector Machine with RBF kernel was predicted the forged
and authentic classes of image. The results revealed 97.3%
accuracy when applying multi-scale LBP.

Rahul Dixit, Ruchira Naskar, Swati Mishra [2] used SWT
and SVD technique to detect copy-move forgery detection.
They negotiated color-based division to implement blur
invariance and to decrease the number of the FPR (false
positive rate), 8 connected neighborhoods were used for
blurring and without blurring the images. The presented
method provided higher forgery DA (detection accuracy)
comparing with the state-of-the-art.

XiaoBing KANG, ShengMin WEI [8] detected copy-
move image forgery using SVD (singular value
decomposition).  For algebraic and geometric features
extraction SVD (singular value decomposition) provided the
method. The proposed method is effective in cases of copy-
move image tampering induced by noise and robust next to
retouching details.

Fahime Hikimi, Mahdi Hariri, Farhad GharehBhagi [10]
detected forgery for an image using LBP, wavelet transform
and PCA. All extracted feature was fed into SVM classifier.
The proposed method was applied to CASIA TIDA v1.0 and
database of Columbia Uncompressed Image Splicing
Detection Evaluation. The result showed 97.21% accuracy
of CASIA TIDA v1.0 and 95.13% accuracy of Columbia
database.

Sevinc Bayram, Husrev Taha Sencar, Nasir Memon [11]
used to transform features of Fourier Mellin, which are
invariant to scaling and translation for the detection of copy-
move. This method was computationally efficient and being
capable forgery detection even in the image which are
highly compressed.
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Songpon TEERAKANOK, Tetsutaro UEHARA [3] detected
copy-move forgery using Key-point selection and rotation-
invariant feature descriptor using SURF and GLCM
respectively. Improving the overall accuracy of the system,
proposed method needs some threshold value for further
analysis.

Sondos M. Fadl, Noura A. Semary, Mohiy M. Hadhoud
[12] detected copy-move forgery detection using Fast K-
means and block frame features as a fast and efficient
method, whether without alteration and with alternation
modify in a spatial domain. The image was divided into
numbers of the block and then extracting the feature for
every block. The result of the method was efficient to detect
duplicated region under several modifications like JPEG
compression, alternation and smoothing environment. The
proposed method is 75% faster than other systems.

Atefeh  Shahroudnejad, Mohammad Rahmati [13]
proposed a method to identify tampering regions which
were copy-moved under  various geometrical
transformations. The method detected a large number of
matched ASIFT key-points and all pixels were calculated
from the duplicate region by utilizing superpixel
segmentation and morphological operations. The result of
the method was efficient and powerful for copy-move
region detection under several transformations and post-
processing operation.

Ambili B, Prof. Nimmy George [4] developed the splicing
detection technique of tampered blurred images, in this
original image and spliced blur image was a different type
of blurring.

I11. PROPOSED WORK

Most of the researcher has paid more attention to copy-
move forgery. Some techniques are available for the
detection of image splicing but accuracy is lower and not
considers feature extraction.

Among the proposed approaches is image splicing
recognition using multi-scale LBP with DCT but they do not
consider any kind of noise or pixel level manipulation [1].
Some author detected copy-move forgery using SWT and
SVD technique, in which they do not consider other forms
of image region transformations, in copy-move [2]. Some
author detected image splicing using the combination of
SVD and SVD-DCT but accuracy is lower in that case [9].

In our work, we will identify splicing forgery for images
based on MS-LBP with SWT-SVD for blurred images along
with resizing and angular shift.
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Fig. 5 shows the input images first one is the real image
and another one is the forged image.

(@) (b)
Fig. 5 Input Images (a) Original Image (b) Forged Image
A. Pre-processing Unit

Images are applied to the pre-processing block, in which
convert the RGB images into YCbCr color space. YChCr
contains luminance (Y), and the Chrominance (Cb and Cr),

where Cb is the Chrominance-blue and Cr is the
Chrominance-red color value as a column. The
transformation formula is as follows:
Y 16 65485 128553 249661 [R
Ch|=128|+|-37.797 -74203 1120 |- |G
Cr 128 112.0 -—-93.786 -18.2141 LB

Pixels are represented in RGB format, i.e., 8 bits per
sample, where a black color represented by 0 and white
color represented by 255 respectively, the YCbCr
components can be obtained by using the above equations.

B. SWT (Stationary Wavelet Transform)

The images need a special kind of feature extraction
namely SWT and SVD in order to perform the task. SWT is
applied to the input YCbCr images to obtain four subbands,
viz A (approximation), D (diagonal), H (horizontal), and V
(vertical).

C. MS-LBP (Multi-Scale Local Binary Pattern)

MS-LBP is applied to each subband (i.e. A
(approximation), D (diagonal), H (horizontal), and V
(vertical)) to identify the key-points in the image.
Depending upon the key-points we can find out the forgery
status of the image.

Key-points of real image and forged image are shown in
the fig. 6 and fig. 7. Image is split into four subband (i.e. A
(approximation), D (diagonal), H (horizontal), and V
(vertical)). Each subband has its individual key-point.
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Fig. 6 Keypoints of Original Image
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Fig. 7 Keypoints of Forged Image

Subsequently, we are creating a database for forgery
status and the features of the image which are divided into
subband i.e., A (approximation), D (diagonal), H
(horizontal), and V (vertical). Forgery status of original
image and forged image are shown in the database of fig. 8.
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Fig. 8 Forgery Status of Images

In forgery status of images, 1 is denoted as spliced image
and 2 is denoted as non-spliced image. Features of original
image and forged image are shown in the database of fig. 9
and fig. 10.

84 Variables - db features(1, 13}

db_features

[ 119 double

db_forged_status db_features(l, 13}

1 2 3 4 5 6 7 g 9 10

1 75.2000) 96.7700 533200 17700 o
2 13135000 1926700 98100 17910 £
3 2260200 874600 71700 1770
4 127.5600 75,5000 89500 19640
5 13570000 162.2300 6.0800 18560
6 2086400 79,6200 50400 16220
1 1476200 614700 53400 1.2990
8 1378300 98.0300 52000 19550
9 1377800 145.5900 44000 18530
100 1234300 1714300 41900 18400
1 13100 66.1000 30600 13820
12 1978000 71,1700 33100 -1.7000
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db_features

0 274w double

H’: Variables - db_features(1, 12}

db forged_status
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db_features(1, 17}

1
1 75 8100)
2 1698000
3 2163300
4 2163300
5 2259600
6 1213200
1 2371600
8 208 6400
9 1516500

2
99,6300
1541900
2074200
2074200
876400
54700
174.2700
96100
160.3800

3
53,5400
111900
108600
108600
11300
91900
50100
50300
54700

18540
29590
-0.3670
-19230
17650
19610
01070
16230
-3.0500

Images are applied to pre-processing block for conversion of
RGB images into YCbCr component. The images need a
special kind of feature extraction namely SWT in order to
perform the task. MS-LBP is applied to the SWT for finding
key-points. By utilizing the key-points from the image, we
can depict the features and forgery status. Compairing the
features of the saved databased with the new image feature
and obtain the output in the form of messege. For further
work we are going to extract the features of an image, so
that this work will give depth analysis of the image under

0 1476100
1 137800
12 12590

614900
98.1000
1711700

53300
5.2000
49400

13000
19540
13400

Fig. 10 Features of Forged Image

When uploading the new image in the system, match each
keypoint of the new image with the saved database. If
forged count is greater than non-forged count then display
the massege i.e., image is classified as FORGED otherwise
it is display as a image is classified as NOT FORGED.
Output of the original image and forged image are shown in

the fig. 11 and fig. 12.
F
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Image is classified as NOT FORGED

Fig. 11 Output of Original Image
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Fig. 12 Output of Forged Image

IV. CONCLUSION

The authenticity of digital image find out by using the
Image Forgery Detection technique. So it must to dig out the
image is duplicate or real. The proposed model of this paper
is based on Multi-Scale Local Binary Pattern (MS-LBP)
with SWT coefficient for the detection image splicing.
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