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Abstract: Game Theory is a useful tool for exploring the issues 

concerning Mobile Ad-Hoc Network (or MANET) security. In 

MANETs, coordination among the portable nodes is more 

significant, which encompasses their vulnerability challenges to 

several security assaults and the inability to run securely, when 

storing its resources and manage secure routing between the 

nodes. Hence, it is imperative to design an efficient routing 

protocol to secure all nodes from unknown behaviors. In the 

current research study, the game-theory approach is utilized for 

analytical purpose and addresses the security problems in 

MANETs. The game-theoretic approach is mainly adopted to find 

the malicious activities in the networks. In the proposed work, a 

Bayesian-Signaling game model is proposed which analyses the 

behavior of both regular/normal and malicious nodes. The game 

model proposed also provides the finest actions of autonomous 

tactics for every node. A Bayesian-Equilibrium (BE) offers the 

best solution for games to resolve the incomplete information by 

joining strategies and players payoff which form an equilibrium. 

By exploiting the BE mechanism, the system can detect the 

behavior of regular as well as malicious nodes. Therefore, 

Efficient Computational Modelling based on Game Theory or 

ECM-GT methodology will reduce the utility of malicious nodes 

and increase the utility of regular nodes. Also, it stimulates the 

best co-operation among the nodes by exploiting the reputation 

system. On comparing our results with the existing systems, it was 

found that the proposed algorithm performed better in the 

detection of malicious nodes, throughput, false positive rate and 

detection of attacks. 

 
Index Terms: Bayesian-Equilibrium, Game-Theory, Bayesian 

signaling model, MANETs, Secure routing protocol.  

I. INTRODUCTION 

Nowadays, security is becoming the main contesting issue 

in the research field of mobile wireless networks 

viz.MANETs. In a mobile ad-hoc network, mobile devices 

can organize autonomously and collaborate with each other 

on bandwidth-constrained wireless connections. The mobile 

nodes in a MANET can behave like network routers as well 

as network hosts; a network router is responsible for packet 

routing whereas network host is meant for sending and 

receiving packets [1]. The mobile ad-hoc network topology 

 
Revised Manuscript Received on May 10, 2019 

Burhan Ul Islam Khan, Department of Electrical & Computer 

Engineering, Kulliyyah of Engineering IIUM, Kuala Lumpur Malaysia. 

Rashidah Funke Olanrewaju, Department of Electrical & Computer 

Engineering, Kulliyyah of Engineering IIUM, Kuala Lumpur Malaysia. 

Farhat Anwar, Department of Electrical & Computer Engineering, 

Kulliyyah of Engineering IIUM, Kuala Lumpur Malaysia. 

Roohie Naaz Mir, Department of Computer Science & Engineering, 

National Institute of Technology, Srinagar, Kashmir. 

changes dynamically. Many researchers have proposed 

different distributed algorithms which determine the network 

routing, link-scheduling, and network organization. 

Conversely, the unique features of wireless mobile networks 

present several security-related challenges. Before 

narrowing down to the prominent security issues that are the 

primary point of concern in the proposed study, the general 

problems that are inherent with MANETs are illustrated in 

brief: 

A. Insecure Wireless Environment  

One of the critical issues of using wireless network starts 

with the ubiquitous access as well as the pervasive nature of 

performing computation [2]. Along with the various set of 

services rendered in a wireless environment, different types 

of proximity services are also frequently used, making users 

depend on multiple forms of identities to access such 

services. Due to this phenomenon, the wireless environment 

possesses maximum dimensionality of security vulnerability 

especially from the networking devices that they are using 

[3]. Similar features are also applicable in MANET, thus 

making it very hard to authenticate and authorize any user 

who happens to be existing in the wireless environment 

predominantly.  

B. Absence of Central Points 

In MANET, there does not exist any concept of Entry and 

Exit points such as routers, gateways, etc. [4]. The lack of 

such a centralized facility makes the detection of assaults on 

the network a very challenging task especially when 

considering a MANET environment which is highly 

dynamic and primarily scaled [5].  

C. Constrained Resources 

The mobile nodes existing in the MANET system are 

typically small devices powered by batteries, usually having 

a low computational capability. This limited power resource 

is one of the prime reasons which makes a node to behave 

selfishly especially when it finds its available power has 

depleted below some threshold [6]. Moreover, channel 

capacity is highly limited for the data transfer in a MANET 

system [7].  
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D. Node Mobility 

As the word mobile in networking brings about 

sophistication trends, it also brings with itself the associated 

complications. In MANET, nodes are mobile and can thus 

move in every direction at any time and can independently 

leave as well as join the network; consequently, the network 

topology can change quickly, hence termed as dynamic. 

Node mobility leads to frequent link breakages; furthermore, 

traditional Intrusion Detection System (IDS) techniques turn 

ineffective to cope with highly dynamic topologies [8].  

E. Scalability 

In traditional wired networks, the scale is more or less 

predefined before actual deployment and rarely changes 

during its use, but the same does not hold true for MANETs 

where the scale keeps on changing with time or instead can 

be understood to be unpredictable. Thus, one can hardly 

predict the status (topology and number of nodes in a 

network) of the network in future due to which related 

protocols and services must be well-matched with its 

dynamically varying scale. 

F. Nature of Unpredictability 

Mobile ad hoc networking system can be used in any 

geographic location on the earth if multiple nodes with 

routing capability exist. Hence, visualizing this scenario in 

real time applications will mean that there exist a multiple 

number of nodes where it is almost hard and sometimes 

nearly impossible to understand which node is legitimate [9]. 

Dynamically changing links, the random mobility of nodes 

and varying scale of the network all contribute to the 

unpredictable asset.  

Unfortunately, the feasibility to detect the intruders in a 

MANET is decidedly less owing to its decentralized 

topology, and thus malicious activities are performed by 

intruders to exploit the vulnerable characteristics of 

MANETs. The current improvement in MANETs that assists 

in the brisk construction of the network and interacting 

without predefined setup also presents itself in relevance for 

various IoT-based presentation domains in smart towns [10] 

[11]. Multiple attacks have been recorded almost at every 

layer within the MANET, i.e., application, transport, 

physical, MAC or data link, and network. Such networks are 

susceptible to various attacks which disrupt the reputation 

and trust among the mobile nodes [12] [13] [14]. The reliable 

mobile nodes have to pay the cost of the intrusion and other 

attacks where their communication is severely affected 

thereby leaving an adverse impact on overall application 

performance, massive intrusion, eavesdropping, and loss of 

data. The cost of an attack scenario is much worse when the 

MANET system is considered with large scales such as IoT 

urban scenarios. It could be observed from the review of 

related works that the routing protocol-based solutions are 

comparatively more in number than the other security-based 

mechanisms employed in MANETs. Nevertheless, it should 

be realized that the malicious behavior can be overlooked in 

large-scale MANET applications if only routing-based 

approaches are emphasized. This is because several factors 

such as node behavior and the dynamics of strategies 

implemented on various kinds of nodes are somewhat 

complicated to solve when mechanizing the routing 

approach. Though numerous issues have been identified in 

MANETs in the recent past such as power issues [15], [16], 

routing effects [17], QoS issues [18] [19], the 

security-related problems are still unsolved [20] [21]. There 

are several security assaults present in MANETs like 

Denial-of-Service (DoS), black-hole, wormhole, resource 

depletion, interference and so on [22]. Some of the 

significant researchers have done a massive volume of 

research, but an efficient system that ensures failproof and 

proper security is yet to be seen and normalized for the 

security protocols in future. That is, presently the network 

security is becoming the emerging topic for researchers to 

resolve several adversary attacks.  

GameTheory mechanism has been introduced to improve 

the rate of network security. Game-Theory is an essential 

tool which gives a mathematical framework for model 

design and can analyze the decision-based problemsbecause 

it addresses the issues where multiple users with incentives 

compete. In this mechanism, a single user's outcomes depend 

on his decisions as well as on others' choices. Likewise, the 

security mechanism in MANETs also depends on the actual 

defense schemes as well as on the decision taken by 

attackers. Game theory modelling is intended for explaining 

the reason humans behave in some particular way and for 

guessing the action they would perform based on their 

behavior. In the security domain, game theory can be 

employed as an aid to select an optimal strategy for attacking 

and defending as per the probability of actions that shall be 

performed by the defender or attacker. Considering the 

criteria of the game, game theory defines a utility function 

for every player. Utility functions are utilized for showing 

the results of the actions performed by the players. Suppose a 

strategy A is selected by a player that maximises his/her 

outcome based on the strategy B of the other player or group; 

strategy A becomes the best response [23].  

Traditionally, game theory has been utilized as a 

modelling tool to describe and influence behavior in social 

systems. In recent times, game theory has evolved as an 

essential tool for prescribing or controlling behaviours in a 

dispersed engineered system [24]. The underlying principle 

for such a prospect stems from the similarities between the 

decision-making frameworks in distributed engineered 

systems and social systems [25]. Game theory deals with the 

decision making logic in societal situations where the results 

rely on the decisions of the independent agents (two or more) 

involved. An essential trait in those situations is that every 

decision maker has only limited control over the result [26]. 

The main goal in game theory is to retrieve a proper strategy 

for the resolution of conflicts arising or to acquire the 

optimal series of decisions leading to the highest payoff 

value [27]. 

While exploring some latest techniques on the security 

systems in MANET and Mobile Wireless Sensor Network 

(MWSN), it was revealed that there exists prominent 

involvement of game theory due to the computational 

efficiency and prospective accuracy in its probabilistic 

approach. However, as of now, there are no standardized 

frameworks developed for 

studying security problems 

while dealing withthree or 
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more player's interactions with anemphasis on including 

severaltypes of defenders and offenders. In the proposed 

work, a Bayesian Signaling (BS) approach has been used for 

securing MANET systems, i.e., ECM-GT. The primary aim 

is to detect malicious activities and behaviors. Also, this 

approach can find the solution and gets the threshold value 

which can be utilized for designing a secure routing protocol 

for MANETs. Additionally, the proposed strategy reduces 

the malicious node utility and stimulates better collaboration 

among the nodes by exploiting the reputation system.  

The content following has been divided into various 

sections with Section-II reviewing about related work which 

discusses the prior study and security challenges in 

MANETs. Section-III illustrates the framework design of the 

proposed system followed by result analysis in section-IV. 

The paper culminates in a conclusion of the proposed work.  

II. BAYESIAN SIGNALLING GAME MODEL 

In general, the games can be either cooperative or 

non-cooperative. In the non-cooperative scheme, two or 

multi-players compete, while in the cooperative plan, 

number of players team up to reach the highest possible 

benefits. Cooperative games are those in which there is 

cooperation among the players which scrutinize optimal 

strategies for the group of players whereas non-cooperative 

games analyse the environment in which players exist, and 

the autonomous decision of nodes determines the node 

payoff. One of the non-cooperative game models is a 

Bayesian game model where the player performs an action 

even without complete information of the competent [28] 

[29]. 

A game contains a group of players, payoffs, and some 

moves/strategies. Each player has a strategy for the action of 

the probable state in the game. Players’ payoffs give an 

incentive scheme where the player loses or wins in a specific 

state in the game. Since all the nodes are portable, they can 

travel arbitrarily. Payoff scheme supports the players to 

forward the packets to one another. Security guarantee is 

inefficient in resource consumption. Therefore, to overcome 

this problem, the MANETs are divided into a set of distinct 

clusters. In every cluster, the nodes select a head-node which 

serves as IDS for the whole cluster. In this system, a single 

node is motivated by providing a reputation model. In other 

game models, 'Bayesian interaction' games offer a solution 

for distributing the endogenous interaction model, which 

defines some asymptotic statistics for co-operating with 

other players [30]. Therefore, this approach can solve 

various critical issues in which there is a delay among private 

information and player reaction. The present study provides 

a 'Bayesian Signaling' model to solve the security issues in 

MANETs. 

III. RELATED WORK 

According to researchers, there are two corresponding 

methods which guard MANETs: 1) Prevention based (e.g., 

authentication) and 2) Detection based approach (e.g., 

intrusion detection system). In [31][32], authors have 

introduced general requirements for an intrusion detection 

system (IDS) that works in MANET systems and presented a 

primary intrusion detection mechanism for MANETs. In 

this, authors showed that every IDS agent is independently 

involved in the task of intrusion detection. On the other hand, 

authentication is an essential mechanism that is initiated by 

the IDS. After the process of authentication, only authorized 

user can proceed for further process. 

When the literature related to security in MANETs was 

studied, it was found that game-theory-based solutions were 

increasingly being used to various problems related to 

MANETs like that of topology control [33], [34], [35], [36], 

[37], dynamic spectrum sharing [38], [39], [40], etc. The 

research works studied have been briefed below: 

In [41], a multi-level noncooperative game theory 

approach was introduced where each network node with IDS 

was able to detect the attack, whereas in [42] researchers 

have proposed an integrated ad-hoc routing protocol for 

MANETs with Game-Theory strategy. An advantage was 

that every node could transmit their data packets via the route 

with low power utilizationof host IDS and the lesser prospect 

of attack as per the finest decision.  

Authors in [43] have tried to design an IDS based 

cooperative method to find the intrusions in the ad-hoc 

networks. In [44], authors have applied the 'Bayesian' 

approach to the study of intrusion detection between 

legitimate and malicious nodes. The malicious node will be 

responsible for deceiving the legitimate nodes by 

cooperating with each other and obtaining high payoffs, 

whereas legitimate nodes select a probability to work 

together with malicious nodes and make the misbehaviors 

report to their updated beliefs. However, some researchers 

have found few excellent routing protocols which address 

the security-related issues in MANETs by applying 

Game-Theory approach. Almost the entire existing research 

has considered only a security game system with 

dual-players in the security game approach, i.e., defender 

and attacker. In the situation with multiple defenders and 

attackers, the security game model is designed as a 

dual-player game where the defender behaves like a single 

player and single attacker. Hence, this assumption is not 

realistic for MANETs; i.e., it is valid only for the centralized 

network system. As a result, each node in a MANET should 

be treated as an individual node in the security game system. 

In [45], the authors utilized Bayesian watchdogs for 

proposing a collaborative approach to detect selfish nodes 

and black holes in MANETs. The idea behind watchdogs 

involves Bayesian filtering and sharing of reputation among 

collaborative nodes. The watchdog performance is improved 

by reducing the percentage of false positives and false 

negatives. 

The author in [46] put forth the Bayesian game model to 

thwart gray hole attacks in wireless ad hoc networks. The 

authors have defined an extensive form of game in the 

proposed defense approach that can be evaluated by interim 

equilibrium. The author examined this interim equilibrium 

after converting the Bayesian normal form game. 

A Bayesian game for wireless sensor networks was 

formulated by authors in [47] for identifying the malicious 

nodes.  

 

 

 

 



 

ECM-GT: Design of Efficient Computational Modelling based on Game Theoretical Approach Towards Enhancing 

the Security Solutions in MANET 

 

509 

 

Published By: 

Blue Eyes Intelligence Engineering &  

Sciences Publication  
Retrieval Number F3833048619 /19©BEIESP 

There are two Bayesian Nash equilibria in this game that 

can be used as a defense strategy, but it could not be modeled 

as a dynamic Bayesian game since the adversary could 

update beliefs only at the termination of every game-stage. 

In [48], authors have presented a model involving 

network-centric as well as node-centric perception of node 

interactions participating in MANETs by employing 

cooperative game theory. The use of cooperative game 

theory helps in seizing the large player group dynamics; the 

strategy selected by any player relies on the self-interested 

game perception as well as the group-wide policy of the 

alliance that the player forms a part of. Alternatively, the 

non-cooperative approach characterizes CORE in a better 

way as compared to other mechanisms in real-life scenarios. 

However, multiple players have not been considered in their 

approach. 

In [49], the intrusion detection process has been modeled 

employing game theory. The IDS models based on game 

theory are supposed to model intrusion detection as a 

non-cooperative game between a defender and an attacker 

where the defender attempts to raise its payoff value to the 

maximum by raising its probability of effective intrusion 

detection whereas the attacker attempts to reduce its 

likelihood of being sensed by the IDS to the minimum. 

In [33], authors have proposed a solution to topology 

control in MANETs centred on the game theory by exploring 

the Nash Equilibria concept which is meant for the normal 

games and controls the overall topology by the selection of 

proper power level by each node in a MANET. The works 

[50], [34] also exploit the power level as potential games for 

deciding the underlying topology in case of networks that are 

power efficient. In [35], researchers have proposed a 

distributed approach for solving the problem of connectivity 

in MANETs. Authors in [36] have examined the congestion 

control game by regulating a contention window and a time 

interval. The same problem has been solved by authors in 

[37] by employing pricing models. 

Connectivity games have been proposed in [33] for 

wireless networks as a part of game-theory applications to 

topology control. In a strong connectivity game, there is the 

requirement that every network node should be linked (not 

compulsorily directly) to every other network node. Each 

node in a strongly k-connected game can accessall other 

nodes through k internally disjoint paths. All games progress 

among the players in synchronized steps with just one player 

active at a particular instant. The radio propagation power is 

reduced by the player to a level which upholds the desired 

network objectives. However, such approaches are not 

applicable to realistic situations because strict 

synchronization and global network coverage are needed. 

The potential games that reduce power [50] preserve desired 

topologies with the least power consumption and less 

transmission power for discrete devices. Such games also 

presume comprehensive knowledge of the current state of 

the overall network for every user at every computational 

step.  

In [51], a model has been constructed that allows the 

formation of clusters with individual trusted nodes 

functioning as the Certificate Authority (CA). The main 

intention of the system proposed is the stimulation of 

non-confident community nodes to participate by the 

allocation of trust-based incentives for their participation. 

These incentives are later employed by these nodes for 

availing various cluster services. The results obtained reveal 

the preservation of the security of the certificate authority 

which prolongs the cluster lifetime. Furthermore, the 

cluster-size can be shrunk by the model that hints at an 

increase in the formation of clusters. This brings about 

efficiency and network stability in serving the nodes in 

clusters. Nevertheless, the malicious behavior of cluster 

nodes has not been considered, and the security analysis of 

the model has also not been performed. 

The authors in [52] have addressed the intrusion problem 

in MANETs and a fewof its solutions grounded on game 

theory. Four game-theory based approaches have been 

evaluated in their study claiming to increase the performance 

of the IDS by the utilization of Energy efficiencies, Number 

of nodes with IDS capability, Clustering and Competence in 

detecting misbehaving selfish nodes as the performance 

metrics. The authors have also presented the pros and cons of 

the proposed system.  

A unique credit-based cooperation system was proposed 

in [53] that defends against cheating done by malicious 

nodes by utilizing hash chains on the messages. The authors 

showed that this system imposed a lower workload on nodes 

as compared to the methods that employ digital signatures. 

Besides, it has been demonstrated by game-theoretic analysis 

that a node can attain any cooperation level if appropriate 

payments are made by the mechanism. But the authors have 

not discussed the scalability of the system; the coordination 

among the malicious nodes has not beentaken into account, 

and the malicious nodes have been exhibited as fragile. Also, 

hash chains are susceptible to rainbow attacks. Therefore, 

there is a scope for enhancing the employed strategies. 

In [42], authors have proposed a security add-on known as 

“AODV-GT” based on game theory for the reactive Ad-hoc 

On-Demand Distance Vector (AODV) protocol. This add-on 

is meant for safeguarding MANETs from blackhole attack. 

The proposed system is based on non-cooperative non-zero 

games and dramatically reduces the packet drop ratio on 

integration with AODV. This contrasts with the utilization of 

unaided AODV when blackhole nodes are present in the 

network. Nevertheless, authors have assumed the presence of 

HIDS sensors in the MANET environment which are 

responsible for the elimination and detection of malicious 

nodes, therefore, leaving the malicious behavior untouched. 

Also, this add-on fails to run on top of other existing 

MANET routing protocols and cannot be applied for other 

routing attacks. 

Authors in [54] have proposed a global punishment 

scheme based repeated game forwarding model for enforcing 

node cooperation as well as mitigation of selfish behavior. 

The conditions leading to the acquirement of Nash 

Equilibrium for the MANET's cooperative state have also 

been emphasized upon by the authors. This model is stable 

than the existing approaches in the sense that it takes into 

account the reasonability of misbehaving nodes (i.e., selfish 

nodes here).  
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Nevertheless, selfish nodes have not been modeled fragile 

in this study. The simulation performed in this paper reveals 

that cooperation can be enforced by this system among the 

selfish nodes. But no effort can be seen about mitigation or 

examination of malicious behavior. Also, this model cannot 

be applied to ward off newcomer attack, Sybil attack, 

bad-mouthing attack, etc. 

Another game-theoretic framework has been proposed in 

[44] for analyzing the strategy profiles of malicious and 

regular nodes. In the highly empirical work conducted by 

authors, every node on the opposite side is modeled as 

rational concerning the playing of the game with the rest of 

the nodes. The authors have exhibited the tussling between 

malicious and regular nodes as Multistage Bayesian 

Signaling Game. Nonetheless, authors challenge that quite a 

lot of regular nodes could begin to show selfish behavior 

eventually as the game proceeds. The node rationality has 

not been taken into account when the decision-making model 

for the malicious-regular node game was designed with the 

sole intent to discourage selfish behavior shown by regular 

nodes. 

In [41], a host-based IDS has been designed by employing 

a non-cooperative dynamic game with insufficient 

information. The interactions among the MANET nodes 

have been modelled as a simple signalling game that falls 

into the category of a multistage non-cooperative dynamic 

game with inadequate information. An optimal strategy has 

been presented for both host-based IDS and the intruders. 

The IDS and the attacker play the intrusion detection game. 

The attacker aims to attack the target node by the 

transmission of a malicious message from an attack node. 

When the target node receives the malicious message 

without being exposed by host IDS, the intrusion is 

considered to be successful. However, when the message 

transmitted by the alleged intruder is interrupted and blocked 

after being assumed as an intrusion, the host IDS is confident 

that the nature of the message is malicious. An undetected 

intrusion costs the user more severely than the false alarms in 

this model. In the game model proposed, the sender is a node, 

and the receiver is a host-based IDS to which messages are 

directed. The sender node can be a malicious node/attacker 

or a regular node. The strategy adopted by the IDS is the 

selection of an optimal scheme from the available set for 

responding to a message coming from a sending node. The 

tactic chosen depends on the preceding beliefs of the receiver 

so that the effective payoff can be maximized after reducing 

the costs associated with missed attacks and false alarms to 

the least. This model is considered to be theoretically 

consistent, and this modelling technique is believed to model 

intrusion detection more realistically in comparison to 

existing approaches. 

A game theory framework was proposed in [55] using 

Bayesian formulation for analysing interactions between 

pairs of attacker nodes and defending nodes. Though they 

took into account the energy and resource constraints in 

MANET, they studied the Nash equilibrium for host-based 

IDS/attacker game in static as well as dynamic scenarios. 

The dynamic Bayesian game model has been found to be 

more realistic because the IDS can revise its belief 

consistently on the maliciousness of the adversary as the 

game proceeds. The authors suggest a novel hybrid Bayesian 

detection approach for the IDS where the opponent’s actions 

are estimated using a lightweight monitoring system and the 

last resort of defence is a heavyweight monitoring system. 

They have discovered that this dynamic game model results 

in monitoring schemes for the defender which are 

energy-efficient and enhancing the total hybrid detection 

power at the same time. Furthermore, it has also been shown 

that even though the equilibrium in this model is determined 

by the knowledge of malicious node on the utility of 

defender for various actions and what is thought about the 

updated belief of the defender, it is robust enough to the 

imperfect knowledge of the malicious node regarding the 

lightweight monitoring system of the defender. 

In [56], a game theory model has been presented by the 

researchers for efficiently deploying IDSs in MANETs. 

They have asserted that there is a detection system on each 

node running continually in the majority of the previous 

IDSs. Thus, it leads to a costly overhead for the 

resource-constrained mobile device. Game theory has been 

employed for modelling the interactions between the attacker 

and the IDS to establish if it is necessary to keep the intrusion 

detection system running without negotiating its 

effectiveness. In the proposed model, an intrusion from the 

attacker is detected by an IDS; thus, this model works as a 

game among the players, the attacker and the IDS. The main 

aim of the attacker is attacking the MANET without being 

detected while that of the IDS is the detection of the attack by 

the attacker. Therefore, the proposed model has been 

constructed for non-cooperative two-player no-zero sum 

game. The assumptions considered by the authors include: an 

intrusion detection system is present on each node which 

scrutinises the data for intrusion detection and needs not run 

continually on the node during the time the network is up. 

There are two strategies for both players in the strategy 

profile. The pure strategy space thus comprises of no 

monitor, monitor t% time and that of the attacker consists of 

no attack, attack s% time. The authors have taken into 

account perfect as well as imperfect IDS, and thus two-game 

models have been established by them – between the attacker 

and perfect IDS, and the other between the attacker and 

imperfect IDS. For both the models, the solution is a mixed 

policy pair of Nash equilibrium where none of the players 

has autonomous motivation for altering its tactic. The details 

of the players’ payoffs and game models have been tabulated 

in [56] which show that there is no need of keeping the IDS 

running continually while maintaining its efficacy. They 

believe that this analysis plays a role in establishing optimal 

defence strategies that must be deployed by the network 

administrator. 

In [44], authors have designed a 'Game-Theory' 

framework which analyzed the profile strategies for regular 

as well as malicious nodes. The author applied a BS game 

model and examined a relation between nodes by a 

combination of action and cost, a gain of each strategy. They 

proposed a decision-based approach for regular nodes which 

report and make malicious nodes to escape. Finally, they 

presented some countermeasures to control the flee-strategy.   
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In [57] a 'Game-Theory' approach was adopted which 

analyzed the co-operation incentive strategies offered by two 

different systems and by a method with non-cooperation 

incentive mechanism. The authors proposed a plan of 

exploiting threshold values which determines the node 

trustworthiness in the reputation model and of returning 

co-operative nodes in the price-based system which can be 

influenced by wealthy nodes. The resulting analysis carried 

out by simulation experimentation shows the priority of the 

unified framework on a separate reputation system. 

In [58], researchers have studied the co-operation 

enforcement for independent MANETs in noisy observation 

and mainly focused on basic networking features like packet 

forwarding. Additionally, the authors have proposed a 

strategy with a belief model which can manage the 

co-operation system as well as measured its performance 

parameters. Finally, the simulation outcomes showed that the 

proposed model could perform efficiently as compared to 

unconditional co-operative results when noisy observation 

exists. 

Authors in [59] have proposed a probabilistic model 

which involves two players, and they act as dynamic 

variables. In this approach, two players' coordinate with each 

other and call for a co-evolutionary process of network and 

play, this has been taken from [59] which shares the games. 

Moreover, they have considered the statistical model by 

adopting the Bayesian interaction model. In this, each player 

utility function contains two conditions: 1) Reward of the 

player in the interaction process which shares the structure 

and 2) A payoff element interpreted as a part of the player. 

In [60] a solution was introduced for managing the 

consumption of resources of the intrusion detection system 

in between every node during the prevention of nodes from 

the selfish action. To address selfish action, the author 

designed an incentive model regarding reputation which 

encourages the nodes to take part in the node selection 

scheme by considering the cost analysis. The cost analysis 

was devised to prevent the nodes' information and guarantee 

every node's contribution to the selection process. Authors 

showed that the proposed node selection approach is suitable 

to solve the IDS issues in MANETs. 

In [61], a survey was presented on different approaches to 

network security and privacy. The prime motive was to 

address various research approaches for adopting 

Game-Theory to network security. From this study, the 

authors showed that game theory is an essential tool which is 

exploited as a solution for current and emerging security 

issues in the networking system.  

In [62] a game-theory approach was adopted for the 

detection of malicious users/attackers in the MANETs. Each 

user is designed as payoff swelling strategic agent. A 

"Fictitious play" is utilized for genuine user action, but no 

bounds are forced on malicious attacker strategies. The 

author found the worst-case equilibrium and acknowledged 

the efficiency of network topology. In addition to these 

approaches, the previous record of studies concerned with 

the mitigation of misbehavior problem of nodes in a 

MANET environment together with their pros and cons has 

beentabulated in Table I.  

TABLE I.  MITIGATION OF NODE MISBEHAVIOR IN MANETS 

AUTHO

R 

CONTRIBUTI

ON 

RESULT 

OBTAINED 

LIMITATIO

NS 

(Wang, 

2014) [40]  

Presented Mean 

Field Game 

Theoretic method 

for enhancing 

security in 

cognitive radio 

MANETs 

- Significantly 

improves the 

MANET lifetime 

and decreases the 

probability of 

compromising  

- Empowers a 

separate node in 

MANET to decide 

for shared-out 

security defense  

- Scenario of 

multiple 

defenders and 

multiple 

attackers not 

considered 

(Hamdi 

and Abie, 

2014) [63]  

Emphasized on 

e-Health 

applications by 

presenting a 

game theory 

based model for 

IoT adaptive 

security  

- Increases the 

lifespanof 

smart-things by 

47% as compared 

to the current 

models  

- Balances the 

security-effectiven

ess and 

energy-efficiency  

- Only some 

threat scenarios 

considered in 

the simulation 

(Abegund

e et al., 

2016) [64]  

Proposed a 

dynamic game 

for IoT and IEEE 

802.15.4 in 

which nodes can 

choose and 

acclimate their 

game tactics 

consistent with 

their energy level 

and the ‘state of 

the game’  

- Improved security 

and performance in 

comparison to 

IEEE 802.15.4 

access method 

- Enhancement in 

fairness and utility 

in channel sharing 

in addition to 

energy usage 

efficiency 

- Reality of 

load-level 

variation not 

taken into 

account 

(La and 

Cavalli, 

2016) [65]  

Put forward an 

algorithm for 

node misbehavior 

detection by 

using 

weighted-link in 

hierarchical 

6LoWPAN 

sensor networks 

- Defendedby 

several 

experiments in the 

real platform 

showing favorable 

results without 

false negatives and 

lesser false 

positives  

- No 

consideration 

of node 

mobility  

- Exposed to 

some intricate 

intrusions/ 

attacks in the 

network and 

application 

layer 

(Das et al., 

2015) [66]  

Presented a novel 

game-theoretic 

model to detect 

selfish nodes in 

MANETs 

- Assures low-cost, 

secure data transfer 

the minimum idle 

time 

- Existence of 

malicious 

nodes has not 

been cared 

about 

(Taheri et 

al., 2016) 

[67] 

Put forward an 

approach for 

malicious node 

detection 

employing Game 

Theory 

- Improvement in 

malicious node 

detection 

efficiency and 

lesser false 

positives than 

former algorithms   

- Multiple 

attacker-defend

er settings have 

not been taken 

into 

consideration 

(Rajkumar 

and 

Narsimha, 

2016) [68]  

Presented a 

threshold 

revocation 

mechanism based 

on Trust and CA 

distribution for 

improving 

MANET security  

- Exterminates 

misbehaving nodes 

- Simulation 

showed 

improvement in 

delivery ratio, 

packet drop and 

resilience 

- Various 

issues like slow 

revocation, 

network 

overhead and 

inaccuracy 

(Sengathir 

and 

Manohara

n, 2013) 

[69]  

Proposed a 

security add-on 

for Multicast 

Ad-hoc 

On-Demand 

Distance Vector 

protocol  

- Efficiently detects 

misbehaving nodes 

- No clear 

distinction 

between 

Malicious and 

Selfish nodes. 

- Malicious 

nodes have 

been modeled 

as fragile.  
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- Cannot be 

applied to other 

routing 

protocols 

The next section illustrates the proposed framework 

design. 

IV. FRAMEWORK DESIGN 

The framework presented in this paper considers a 

dynamic multi-stage Bayesian Signaling game. Every 

mobile node in a Bayesian game is set with some classified 

information which has a considerable effect on the game 

evolution whereas the remaining mobile nodes are assumed 

to hold information about the classified data of the belief 

system. Those belief values are denoted by a probability 

distribution and updated by the application of Bayes rules if 

novice information is available. The mobile nodes choose the 

most optimum action in the course of the game based on the 

classified data as well as the existing belief information. The 

proposed framework adopts Perfect Bayesian Equilibrium 

ensuring belief formation for a particular node type about its 

competing mobile node type, updating the belief information 

at the termination of each stage and approving the actions 

performed with the help of the belief system in the present 

stage. 

In the framework, a cluster is formed in which mobile 

nodes associate or depart autonomously owing to their 

mobility in the collective simulation environment. The 

identity of mobile nodes is regulated by the physical features 

of the nodes that are permanently static. When there is a new 

incoming node that desires to add to the cluster, other nodes 

existing in the cluster allot their initial beliefs to that node. In 

case a malicious node enters a cluster that has not been 

visited previously, other nodes of that cluster consider the 

malicious node as the newcomer and allot their initial beliefs 

to it. Every node in that cluster receives the reporting 

information broadcast from the regular mobile node. If the 

information reported is positive, the malicious node shall be 

reprimanded. Nevertheless, if the information reported about 

malicious node identification is false, the regular node 

liability shall be affected severely. The proposed approach 

evaluates results by considering the expected failure of false 

alarm (F) and expected gain of genuine reporting action 

(Grep) 

Mobile nodes monitor the outgoing data of the neighbour 

by utilizing the uninhibited environment ofMANET, but the 

origin of communication disruption cannot be 

comprehended by them. Such a process is called Neighbour 

Monitoring in MANETs [70]. Thus, parameters like φ, ψ and 

δ are used for distinguishing the actions of neighbour nodes 

in a better way, and such a phenomenon is referred to as 

Neighbour Surveillance. 

Track regular 

nodes test

Evaluate risk
Decide to Attack or 

Cooperate

Risk > Flee

Flee

End

Failure

Successful

Attack

If OA   Acoop

Calculate trust 

opinion

Decide to Decline or 

Cooperate

Threshold 

reached

Report

End

ηdrop +1

ηcoop +1

Cooperate

Decline

Cooperate

F

T

F

T

F

T

ηcoop +1

ηcoop +1

ηdrop +1

Trust option

Malicious Node Regular Node

 
Fig.1.  Regular vs malicious node decision-making model. 

The proposed framework employs a decision-making 

model that is a cognitive process resulting in the 

determination of actions to be performed among the variety 

of available options. The decision-making model of regular 

vs malicious nodes in the proposed system has been shown in 

Fig. 1. The regular node examines the belief option (Opbelief) 

and evidence adequacy (Opuncer) continuously for the 

competing nodes from feedback received from neighbour 

monitoring. After each successful communication, the 

regular nodes raise the ηcoop by one and the opponents’ 

strategy is checked on communication failure. In case the 

opponent chose Adec / Aatt, then ηdrop would be raised by one 

else ηcoop is increased by one. The regular nodes follow a 

threshold policy for taking the reported decision against the 

competent node. If the regular nodes fail to reach the 

threshold, the current belief held by the regular nodes for 

opponents and the selfishness 

characteristic for itself 

determines the cooperate or 

decline action. Malicious 
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nodes can also be modelled as rational and as such shall 

assess its trust factor with regular nodes continuously. A 

decision rule for fleeing is also followed by the malicious 

node to avoid being reported. Malicious nodes shall develop 

attacking frequency so that it becomes tough for regular 

nodes to determine their type.  

In comparison to the existing works, the proposed work 

involves factors to depict selfishness and collaboration while 

formulating the node strategies in the game. Table II holds 

the essential parameters considered in the proposed system. 

TABLE II.  PARAMETERS INVOLVED IN THE PROPOSED SYSTEM  

Actions to be taken by Regular/Malicious nodes 

Aatt Attack 

Acop Cooperate 

Adec Decline 

Aflee Flee 

Arep Report 

Gain and Cost of Actions Adopted 

Gatt Gain associated with Aatt 

Gcoop Gain associated with Acoop 

Grep Gain associated with Arep 

Catt Cost associated with Aatt 

Ccoop Cost associated with Acoop 

Cflee Cost associated with Aflee 

Crep Cost associated with Arep 

List of Opinion Formulation 

Opuncer Opinion of Uncertainty 

Opdisbelief Opinion of Disbelief 

Opbelief Opinion of Belief 

Other Parameters 

F Failure caused by false alarm 

δ Probability of the node being malicious. 

φ Probability of attack by malicious node 

ηcoop Quantity of identified Acop 

ηdrop Quantity of identified Aatt or Adec 

Ψ Probability of cooperating by regular node 

 

In mobile ad-hoc networks, a node is malicious if it 

reveals anomalous action which reduces the network 

performance. In this study, "Bayesian-signaling" (BS) game 

model is adopted to exhibit the finest actions of selfish 

strategy and to control the malicious nodes' behavior. This 

game model can provide secure and reliable communication 

between the nodes. The scenario is contemplated in this way 

to deal with the limitations in security in large-scale 

MANETstaking into account the multi-stage game theory. 

This scheme considers the two-player strategy, i.e., sender 

and receiver, both are involved in the BS game model. Node 

behavior provides the sender type. The receiver will not 

observe the nature of the sender. The sender elects to forward 

the data from a set of possible messages {I → [i1, i2,….in]} 

depending on its behavior type and the receiver notices the 

message from the sender without realizing the sender type. 

Then, the receiver selects the possible actions in the set of 

actions A = {C, D} where C indicates ‘cooperate' and D 

indicates ‘decline'. Two players collect the payoff values 

which depend on sender type; here sender selects the data 

(message) whereas the receiver chooses the action. 

Bayesian-Equilibrium (BE) is a game plan under the BS 

model which illustrates the following deliberations; like as 

the sender type (St) forward a message [i*(St)] in the set of 

probability distribution on I. The nodes probability, St 

considersany message ‘i’ from the set of I while the receiver 

performs an action from the action sets (i.e., C or D). 

Furthermore, the payoff evaluation and belief system 

update mechanism decide the node strategy. The node 

strategy can be a BE, mixed, or pure strategy. In pure 

strategy, node behavior will not be altered whatever the 

situation, whereas, in mixed strategy, node type can be 

reformed randomly. The Bayesian equilibrium gives a 

strategy profile and updates the belief based on the nodes’ 

type. Pure strategy selects an action on the basis of payoff 

value, whereas mixed strategy revises the belief system for 

the rest of the nodes. In this approach, relay and sender nodes 

are considered as malicious nodes. The algorithm that 

follows reveals the strategy of optimal action for game 

players. 

Algorithm 

Input: Sender node (Sn) and Receiver node (Rn) 

Output: Find the malicious action 

Start. 

Init Sender node and Receiver node 

Define a profile strategy for Sn and Rn. 

Decide the Node type {Regular or Malicious}. 

Revisethe Sn and Rn beliefs by applying 

Bayes rule. 

Find optimal payoff value for Sn and 

Rnrevised beliefs  

Realize the reasonable action {C,D}. 

if action not reasonable then 

Report to the corresponding nodes as 

malicious node 

else 

Determine action C and D  

end if  

End 

 

A. Multi-Attacker Node Collusion Model 

The proposed framework is designed considering the 

system has incomplete information about the node types, 

meaning that the user has no control over the behaviour of 

the attack, the user distributes merely the malicious nodes 

created within the simulation area. Nevertheless, 

understanding the working of collusion attacks appears 

discerning, but the main point is if collusion can be targeted 

for colossal collateral network damage. Thus, for supporting 

the huge network damage, innovation has been introduced in 

the proposed attacker module in the form of 

auto-coordination among the attacker nodes within the 

simulation area. 

The example given in Fig. 2 shows a malicious node at 

cluster position CP1 having limited time for performing the 

coordination after the initiation of the attack and before 

decamping. Another significant fact involves that the 

existence of similar belief for two sets of nodes does not 

imply those nodes are regular.  
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The regular nodes dominantly cooperate when it comes to 

communication thus raising the belief. Nevertheless, the 

cooperation shown by the malicious node is targeted to 

breach the regular node belief system. Therefore, the 

temporal analysis of simulation is performed by the system 

for extracting three crucial parameters – belief, uncertainty 

and malicious node probability 

Evaluating these three terms shall feature the distinction 

between malicious and regular nodes. Thus, it is highly 

reasonable to set up a dedicated channel for the 

communication of malicious nodes under the condition that 

the three parameters as mentioned above are computed 

parallelly by another task. From Fig. 2(i), it can be observed 

that the malicious node at cluster position CP1 can probably 

communicate with the surrounding attacker nodes CP7, CP6 

and CP2. Likewise, after establishing the communication, 

any of them might extend to the particular neighboring 

attacker nodes. This phenomenon continues while the cluster 

ID is stored for avoiding Cinfo redundancy among them. To 

sum up, it means that the whole communication channel 

encapsulating every attacker node (with no repetition) shall 

be compromised as shown in Fig. 2(ii). 

 

 
(i) 

 
(ii) 

Fig. 2.  Example depicting malicious node coordination. 

B. Dependencies and Assumptions 

The core assumptions of the proposed framework are 
given below: 

i. Malicious nodes can be rational regarding their targets. 

ii. Malicious nodes are correctly modeled, i.e., they do not 
show any indications of selfishness in any game-stage. 

iii. Nodes may trace the outgoing packets of their neighbors 
(network monitoring mechanism) at a one-hop distance 
through passive observation. 

iv. Observation error may arise but with decidedly less 
probability. 

v. An authentication scheme is assumed to exist, and that 
the identity is confined to the physical node that cannot 
be faked or changed in the time the node stays in the 
cluster. 

vi. Malicious node is assumed to deport from the cluster 
where it carried out the attack; it shall also obliterate the 
entire history of transactions in that cluster with it 
thereby making the detection process really challenging. 

vii. The trust of the mobile nodes cannot be monitored 
external to the cluster. 

viii. Since the proposed study has been performed 

considering a multi-stage game, thus the time factor is 

supposed to be classified into slots, and every slot 

represents the present game stage progress. 

ix. Malicious nodes do not perform an attack in the initial 

game stages for maximizing their utility by decamping 

the regular node trust factor. 

C. Payoff Formulation 

For payoffs, the result of the players is presented in the 

numeric form. It evaluates the performance or utility of the 

player. The comprehensive procedure for the formulation of 

payoff is given below: 

1. For a regular stranger node, the target shall acquire ‘a’ 

payoff value when it trusts, where a > 1. 

2. For a malicious stranger node attacking the target 

successfully, it shall result in damage to the target 

equivalent to ‘a’.   

3. If the stranger is suspected by the target node, it shall cost 

1. 

4. If there is a genuine doubt, the target node shall attain ‘b’ 

amount of the feedback message, where b lies between 0 

and 1. 

5. If the trust is not valuable, the target shall lose ‘b’ amount 

of payoff. 

6. If the stranger node is malicious but feigns to be normal as 

the game proceeds. 

7. The stranger node is deemed as the sender, and the target 

node is considered as the receiver. 

The payoffs measure the strategy of players in subsection- 

A. In the BS game model, C is dominated by a stranger's 

strategy D because if the end node selects the trust, then the 

payoff value is 3 while selecting D and 2 when selecting C. If 

the end node selects doubt, the node receives-1 for D as 

opposite to 0 for C. Therefore, D is the better result. 

Likewise, end nodes elect the strategy of doubt dominating 

trust. 

D. Evaluating the Payoffs 

In the BS approach, payoffs stimulate the specific players 

who are performing misbehavior actions that search for the 

better result of the game.  

 

 

 



 

ECM-GT: Design of Efficient Computational Modelling based on Game Theoretical Approach Towards Enhancing 

the Security Solutions in MANET 

 

515 

 

Published By: 

Blue Eyes Intelligence Engineering &  

Sciences Publication  
Retrieval Number F3833048619 /19©BEIESP 

It can represent cardinal or ordinal payoffs, and payoffs 

are calculated using a payoff matrix. The decision maker 

estimates the best outcomes. Dual players are performed in 

this game model, including Sn and Rn. The sender node 

selects an action from the set of action space for forwarding 

the information ‘i’ to the receiver. 

The receiver notices this message ‘i’ and replies to it by 

selecting an action from the action set. The receiver does not 

contain any private message, so it contains a solo type node 

information. The receiver has a certain previous belief about 

the type of the sender. Later, the receiver acts; every player is 

assigned payoffs based on the type of message from the Sn. 

The receiver acts and chooses a node type for replying the 

sender. The anticipated payoff integrates the attitude of the 

player towards a possible danger. Every player obtains a 

payoff depending on its action as well as its neighbors' 

actions.  

Table III overviews the payoffs of regular as well as 

malicious nodes. Here, SM stands for ‘signaling malicious,' 

and PS stands for‘prefers to send' The predictable payoff is 

measured as a product probability of the type of node and the 

payoff of every action selected. If the estimated payoff is 

high, the matching action is elected as a receiver-action and a 

sender-action. The sender’s predictable utility is a mixture of 

its payoffs to pure strategy by the receiver. 

TABLE III.  PAYOFFS FOR REGULAR AND MALICIOUS NODES 

Node Type R Action 

Normal Node Malicious Node Co-operate Decline 

SM SM 0, 0 0, 0 

SM PS P, 0 p-1, p-1 

PS SM P, p P, 0 

PS PS 1, p -1, p-1 

 

The sender selects only one action - to cooperate (C) or 

decline (D), depending on the type of the receiver. Since the 

receiver is considered as a regular node, the actions involve 

C, D, and report. The decline implies that a node discards 

participation whereas co-operating in the sense a node makes 

itself accessible for communication. The sender may conduct 

a simple dropping packet attack, that is similar to the regular 

nodes' decline strategy. The sender nodes generate the payoff 

value from the malicious node, while regular nodes receive 

no results from D. If the receiver selects a report, it gives the 

gain SM and if the sender is malicious, regular nodes grow 

PS from an effective C, where PS and SM are growing for 

the cooperate and report, respectively. Such nodes may also 

select (D) decline, that acquires no-cost and zero-gain, even 

when the opponent opts to attack. The receiver, though, 

discards the message coming from the sender and also 

notifies the surrounding nodes if the information from the 

sender is malicious or regular. The receiver selects the 

decline action on the basis of the BE strategy.  

The sender proposes to suggest sending the message to the 

receiver. Then, the receiver selects action C or D for the 

offered message of the sender. Nonetheless, the best 

response of the receiver is to agree to take a message 

regardless of the category providing it. This message is not 

seized in the strategy profile (C, D) since the message set of 

the receiver is never grasped along that route. 

TABLE IV.  PERFORMANCE PARAMETERS 

Performance Parameters Values 

Simulation Area (900 x 900) m 

Simulation period 1000 sec 

Total number of Nodes 50, 85,100, 150 

Rate of Transmission 200 m 

Tv (Threshold Value) (0,1) 

V. PERFORMANCE ANALYSIS 

In this section, the system presents the analysis of the 

performance of malicious nodes behavior and evaluates both 

nodes strategies (i.e., regular and malicious) like pure 

strategy, a mixed strategy, and BE strategy. Table IV 

represents the parameters list. During this simulation 

process, almost 40 per cent of nodes are taken as 

misbehaving. The outcomes of the simulation showed the 

results of varying level games by comparing with different 

strategies of regular nodes. 

A. Average of Node Utility 

The utility of nodes will show the actual value of the 

payoff of nodes. The average payoff is evaluated by referring 

to the values of anticipated payoff, that is considered from 

the payoff matrix. The predictable payoff that integrates the 

player behavior towards the risk will assess the type of 

product probability, and each payoff action is selected. If the 

estimated payoff is high, the neighboring player action is 

chosen as receiver action and sender action.  

 
Fig. 3.  Assessment of regular node utility under malicious node strategy. 

 
Fig. 4.  Assessment of malicious node utility under malicious node strategy. 
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B. Nodes Strategies 

In this study, the system includes three different strategies; 

such as 1) Pure Strategy, 2) Mixed Strategy and 3) Bayesian 

Equilibrium (BE) strategy, where nodes select to offer all the 

players actions. The pure strategy evaluates the player action 

in every possible achievable situation in the game. While in 

mixed strategy, such action appears from the distribution. A 

BE strategy performs with a belief system wherein all the 

information strategy is an optimum given belief. The 

selected strategies evaluate the node utility. Fig. 3 and Fig. 4 

represent the comparisons of three strategies with nodes 

utility. In the first comparison, the utility of the regular nodes 

is maximum when it follows the BE strategy. This is owing 

to regular nodes, that contains all the possibilities to 

co-operate with all regular nodes and with a lesser 

percentage of malicious nodes. While in Fig. 4, it can be 

observed that the malicious node utility is high. Here, regular 

nodes can select either pure or mixed strategy; the system 

decreases the malicious node payoff and drops their utility 

considerably. In Fig. 4, it is seen that the BE performs 

efficiently as compared to others when malicious nodes 

utilize a mixed or pure strategy. Fig. 3 shows the variation of 

strategies in case of normal nodes. The overall utility of the 

malicious node is low since it can choose a path to send the 

packets to the remaining nodes. In the proposed strategy, the 

normal node can report on malicious node type to other 

nodes. Finally, the simulation results conclude that the 

proposed system (BE strategy) is suitable for normal nodes 

which diminish the utility of malicious nodes. 

C. False Positive Rate and Detection Rate of Malicious 

Nodes  

The misdetection rate of normal nodes and the detection 

rate of malicious nodes of the proposed system were 

evaluated by comparing it with algorithms in [67] and [71] 

by running them in various conditions. The results obtained 

have been illustrated in Fig. 5 and 6. 

Fig. 5 depicts the false positive rate of normal nodes and 

the detection rate of the malicious nodes has been shown in 

Fig. 6 where the malicious node percentage varies between 

10 and 40 per cent. The results depict that the proposed 

system proved effective in detecting malicious nodes as 

compared to the algorithms in [67] and [71]. It can be 

perceivedfrom the figures that the detection rate shows a 

declining trend with the increase in the malicious node 

percentage. Nevertheless, the slope in these figures is less 

steep than the other two algorithms. Furthermore, the 

detection rate is considerably improved by a better scale than 

the rest two algorithms. 

 
Fig. 5.  False positive rate vs percentage of malicious nodes. 

 
Fig. 6.  Detection rate of malicious nodes vs malicious nodepercentage. 

D. Throughput and Attack Detection 

Other parameters like throughput and percentage of 

attacks detected, were also measured in every simulation 

round with the growing percentage of malicious nodes and 

the results were compared with that of the algorithm in [71].  

Fig. 7 displays that the throughput decreased as the 

malicious node percentage in the network went up. Initially, 

maximum throughput is attained by the network that is 

reduced to the lowest level when half of the nodes in the 

network are malicious. Furthermore, it shows that the 

proposed system has comparatively better throughput than 

the system in [71]. 
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Fig. 7.  Throughput vs percentage of malicious nodes. 

From Fig. 8, it can be discernedthat the number of attacks 

detected a decline with the growing number of malicious 

nodes. When the percentage of malicious nodes is less in the 

network, all attacks can be sensed by the proposed system 

unfailingly, but the percentage of attacks detected reduce 

when half of the network nodes are malicious. 

 
Fig. 8.  Percentage of attacks detected vs malicious nodepercentage. 

VI. CONCLUSION 

This study provides a Bayesian-Signaling (BS) game 

approach which finds out the malicious actions and 

behaviors in MANETs. It also provides a solution of the 

model and generates the threshold values which will be 

further considered for the designing of a secure routing 

protocol for MANETs. The BS game model is a type of 

sub-game which subsequently plays and is regarded as an 

optimum solution for the detection of malicious attacks. This 

system considered both regular and malicious nodes for the 

experimental analysis. If it is a malicious node, the 

co-operation among the nodes is quite less, and it can worsen 

the network’s performance. Hence, the BS game model was 

adopted to protect the packet dropping attacks. The 

regular/normal node in the MANET continuously follows 

the belief revision process for self-information, then selects 

the probability to co-operate with its corresponding nodes 

and considers the BS decision rule to convey the nature of 

node. The proposed ECM-GT model also examined the 

strategies of nodes (regular and malicious nodes), and the 

motive was to diminish the malicious node utility and 

maximize the utility of regular node by applying Bayesian 

signaling approach. This system proved better than the 

existing system and can thus be applied for a safer and more 

reliable operation in micropayments in the ad-hoc wireless 

network. 
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