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    Abstract: Users can store their files in cloud and share data to 

different peoples via distributed storage systems. Duplication is the 

new issue in storage of multiple files with same content in 

distributed manner. Security related data storage is also a major 

concept in real world data storage in cloud environment. 

Traditionally different types of security related data de-duplicate 

approaches were introduced to detect duplicates in outsourced 

cloud data. But all these approaches are not supported for content 

based data check for duplications in cloud storage. So that in this 

paper, we propose Data Signature Approach (DSA) based on 

check sum with hashing. Hash based check sum approach worked 

with multiple data deduplication files based on content with 

different chunks while check duplicates with genetic 

programming (GP) features. Our approach also consist basic 

Secure Hash Algorithm to check duplicate chunks with hash 

signatures for each file with three basic component present in 

proposed approach. Experimental results of proposed approach 

with different parameters like chunk connections, time and other 

parameters for real time cloud based distributed environment 

 

    Keywords: Secure Cloud Deduplication, user management 

system, hash check sum.  

I. INTRODUCTION 

Cloud computing is an emerging concept to store different 

files into server then access data from server to distribute to 

different users in cloud. Main implementation of data storage 

in distributed environment has been developed with different 

approaches in terms of transfer data with high volumes. 

Dropbox[1], Wuala [2] Mozy [3] use deduplication where 

cloud server stores duplicates of data which gives join 

relations present in duplicate data. In many number of 

organizations having storage information to accomplish 

related data. Privacy is one of the major issues to store 

client’s data in cloud 
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Figure 1. Data deduplication procedure with different 

storage systems. 

To implement organizational data processing continently, 

data deduplication have been comprehended approach to start 

their services in distributed environment. Deduplication is a 

specific procedure for avoiding duplicate data from 

organizational business data source. The framework is used 

to upgrade stockpiling utilize and can in like manner be 

associated with system data trades to reduce the amount of 

information in cloud data storage. Without maintain different 

data copies with the same substance, deduplication, and the 

deduplication process and maintain efficient physical 

memory in real time environment in cloud data storage 

shown in figure 1. Data Signature Approach (DSA) based on 

check sum with hashing. Hash based check sum approach 

worked with multiple data deduplication files based on 

content with different chunks while check duplicates with 

genetic programming (GP) features. Our approach also 

consist basic Secure Hash Algorithm to check duplicate 

chunks with hash signatures for each file with three basic 

component present in proposed approach. Giving an 

approach to check the respectability of data put away in a 

questionable medium is a prime need in the field of secure 

stockpiling frameworks. Checksums that are created utilizing 

cryptographic hash capacities keep unapproved clients from 

producing custom checksums to coordinate the noxious 

information adjustment that they have made. For example, 

conservative circles, for instance, IDE plates may discreetly 

deteriorate the data they store, as a result of appealing 

impediment or even transient missteps. Moreover, an 

aggressor on a structure could get to the unrefined circle 

explicitly and stay in contact with report system metadata or 

data impedes, without the record system knowing it. 

Accordingly, making the report system generous to such data 

contamination, either as a delayed consequence of a 

malicious ambush or hardware separating is significant.  
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The standard method for recognizing degradation is utilizing 

checksums. Associated with respect to report structures on 

untrusted plates, there are distinctive layout choices that 

develop under tight restraints summing. In any case, if the 

archive structure needs to recognize pernicious ambushes 

(and not just veritable hardware botches), it must ensure that 

the checksum can't be formed to coordinate some 

purposefully corrupted data. This may require using some 

secured hashing plan with the goal that procuring the 

checksum would require some private key, perhaps got from 

the customer watchword or something near. 

II. DATA DEDUPLICATION PROCEDURE 

We depict the information deduplication engineering and 

characterize the security show. As per procedure of data 

deduplication, deduplication organizations are achieved with 

record level service plans to explore different records into 

cloud. Dimensions of the record is to be found and used for 

record level data deduplication, we describe this procedure is 

applicable to identify duplicate records from original data 

sources. General procedure of data deduplication may 

discuss in this section.  

A. Basic Preliminaries and Deduplication Descriptions   

` As shown in figure 2, it describes data deduplication 
procedure, which comprises the following concepts. 

a) Data owner: in this scenario client stores data in cloud and 

distributed environment. An information proprietor 

scrambles the information and redistributes it to the 

distributed storage with its record data, that is, a tag. In this 

implementation procedure, data owner store data into 

distributed storage system and then uploaded function 

suggest to interpreter calls up loader function for 

identification similar functions in his uploaded data. In the 

future, we allude to a lot of information proprietors who share 

indistinguishable information in the distributed storage from 

a possession gathering.  
 

 

Figure 2. Data deduplication framework with different 

components. 

b)Cloud specialist organization: This is a substance that 

gives distributed storage administrations. In distributed cloud 

storage system, cloud server identifies duplicates with 

appropriate information from user’s data if original data 

storage stores in cloud storage. Cloud server continues this 

procedure until user describe put away his information to 

process his personal records in cloud. Cloud server also 

controls user’s authentication to process users data and stores 

data into cloud in encrypted format and allowed denied 

permissions only. Encoded information classifies different 
hash chunks whether data relates to data owner or 

unauthorized user. 

B .Privacy Requirements for Security Aspects   

a) Privacy for Information: In cloud system unauthorized 

user’s who can't demonstrate possessions ought not have the 

capacity to unscramble the cipher text put away in the 

distributed storage. Furthermore, the cloud server is never 

again completely confided in the framework. Unauthorized 

user access data from cloud server to be encoded based on 

their attributes.  

b)  Data deduplication: Data deduplication procedure 
describes and mitigates topic level taxonomy for hash check 

information. Deduplication procedure enables secure data 

storage with respect to hash functions and downloaded from 

distributed environment.  

c) Forward data relations: With respect to deduplication, 

data user stores data and kept that plain text and then transfers 

data into cloud storage. User erases and adjusts data before 

transferring into cloud storage. 

d) Collision Avoid: Unauthorized users who are not have 

relationship in data stored in cloud storage. 

III. PROPOSED SYSTEM IMPLEMENTATION & 

DESIGN PROCEDURE 

There are different ways to deal with realize check summing 

in a record system. Count of check sums, securing and 

recouping them should occur in the essential section of a 

record read and report compose to ensure decency. Thusly, it 

is essential that they are secured in the ideal spot with the goal 

that recuperating them in the midst of read does not constrain 

any amazing overhead. Everything considered, there are 

unmistakable arrangement approaches which one can get that 

change in where the report data and metadata checksums are 

secured. One of the indispensable objectives that 
unquestionably confine the layout choices is what is 

constrained by a stackable record structure. A stackable 

report system gives a record level pondering that shields us 

from performing piece level check summing.  

Square Level Check summing  

One of the techniques to deal with check summing is to figure 

a for each square checksum for all data bits of a record, 

requested by the relative square number. The I hub can be 
changed to show another course of action of pointers that 

demonstrate checksum pieces. At whatever point a circle 

square is added to a record, its checksum would be figured 

and set away in the checksum pieces. The amount of 

checksum squares for a record would be:  

No. of cksum squares = [No. of data squares/((piece 

measure/checksum size))]  

Consistently the range of checksum would be 128 bits. The 

upside of using this arrangement is that the checksum squares 

can be gotten to just the manner in which the data pieces are 

gotten to from the I hub and in this manner area can be kept 

up. Also it doesn't constrain any space overhead and uses 
indisputably the base space that is required.  

Since we will probably execute check summing in Encrypts 

which is a stackable record structure, piece level tasks are not 

permitted in it and thus this strategy can't be used. 
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Basic implementation steps for check sums as follows:  

1. Opening the data and metadata databases at 

whatever point another join is made in NCryptfs. 
This obliged adjustment to the ncryptfs_doattach () 

work.  

2. Procedure the checksum for a data page and 

store it into the data checksum database at 

whatever point it is being made to the circle. This 

obliged me to change the ncryptfs_commit_write () 

and the ncryptfs_writepage () limits.  

3. Recuperate the checksum for a data page from 

the database at whatever point it is examined, 

register the checksum for the read page and affirm 

both.  

4. Register and store the inode checksum (meta 
data) at whatever point an inode is formed to circle. 

For this we expected to change ncryptfs_put_inode 

() work.  

5. Recoup the inode checksum from the database 

when an inode is referenced, figure the new 

checksum and affirm both. This obliged changes in 

accordance with the ncryptfs_lookup () work.  

6. Close the databases at whatever point an attach is 

removed from the report structure. We have done 

this in the ncryptfs_do_detach () work. 

 

Above steps concludes generate check sum generated by 
HMAC bytes of information based on assured length of 

files…and so on. 

IV. EXPERIMENTAL EVALUATION 

 To implement our methodology, upgraded dynamic 

learning and secure methodology characterize successful and 

flexibility like Amazon EC2 cloud registering condition. To 

build up this application, use Java 1.8 and Net beans 8.0 with 

cutting edge variants. Utilizing these software's, we create 

interface for correspondence to cloud and access diverse 

administrations to share highlights and different parameters 

to cloud.  
Based on above simulation, we store different files and 

deduplication process time shown in figure 3.  

 

Figure 3: Performance of proposed approach with 

existing approaches. 

 To evaluate data deduplication ratio with respect to 

uploaded files processing time in proposed HMAC (Hash 
based Message Authentication Codes) is less than to Hybrid 

architecture in distributed cloud environment shown in figure 

3. Comparison of deduplication process, we present different 

data sets. Every time user uploads data which includes 

50-100 MB records of data. We exchange data from one to 

other users. In first exchange, primary calculation of files 

details to be achieved, in second exchange, we define 

different checks and then chunks calculated time with 

different dimensionality shown in below figures. In second 

exchange information duplicate reports are achieved from 

undefined record data. By exchanging encrypted data which 

consists duplicate of records and calculate hash chunks 
generation time, time consuming to check whether it is 

duplicate found or not. Time calculation spent to check 

whether it is duplicated or not in cloud storage system. 

 
Figure 4: Time efficiency results with respect to different 

files 

Based on above figures, it shows our proposed approach 

gives better and efficient data duplication results with respect 

to data deduplication time and hash check sum time for 

different files in cloud.  

V. SUMMARY 

In this paper, we propose Data Signature Approach (DSA) 

based on check sum with hashing. Hash based check sum 
approach worked with multiple data deduplication files based 

on content with different chunks while check duplicates with 

genetic programming (GP) features. Our approach follows 

efficient secure based identification of deduplication with 

respect to different attributes. This approach consists 

enhanced machine learning feature to extract and compare 

homogonous attributes from original files present in cloud 

computing environment, it follows multi-predictive 

representation to maintain low resource utilization to process 

files to different users in distributed manner. Our 

experimental results show efficient secure data deduplication 
to maintain different attribute scenario.  Further improvement 

of our proposed approach is to support integrating fingerprint 

security for deduplication in real time cloud oriented 

application in outsourced data. 
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