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Abstract: Healthcare is more focused by most of the
individuals. As the expenditure margin is beyond their limits too,
the people do not care much about, apart from healthy livelihood.
The interesting part of everyone’s life is the government is
providing policies and the individual is also holding private
policies for their medical healthcare. At the same time, the fraud
is growing faster in this scenario. Detection and prevention of
fraudulent activities have been increasing with various
sophisticated tools. But, still there are some lapses in analyzing
and finding suspicious activities and mismanagement of system
in medical insurance. In this paper, we described the survey of
various technologies, methods applied to medical healthcare
fraud detection of an individual, corporate hospitals and
industries. The survey includes various characteristics of data,
what are key steps for processing and analyzing the data for
classification and finding of communities’ methods for further
fraud prevention and detection techniques. The majority of
reviews the authors have concluded that the use of advanced
machine learning techniques will improve the quality of
healthcare systems. These algorithms can address some potential
problems, comparisons and results were substantial with their
limitations.

Keywords: medical healthcare, Machine learning, Fraud
detection, Fraud Prevention Communities Suspicious activities,
Classification.

I. INTRODUCTION

Every year the expenditure healthcare is being exceeded
by many of the countries. Due to the extreme growth of
market size and their influential factors this application
domain requires a high-end data analytics mechanism. The
significant problem of this wing is fraud, waste, abuse
includes improper billing, repeated claims, uncovered
services, drug abuses, counterfeit drugs, off-label marketing
issues and many more. There is a series of technical
challenges for data analytics. As there is massive storage of
data over a period of time and from the representation point
of view these all are many diverse datasets.

From the Traditional point of view, health fraud detection
is much more dependent on domain expert, which formally
predefined rules, but it, in turn, incurs factors of cost and
time [1]. Therefore, to make the system more effective,
many researchers have attempted to developan anti-fraud
approach using data mining, Machine learning and many
other sophisticated techniques [2].
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From the existing work, the present study incorporates the
statistical methods for fraud detection of medical claims had
been broadly categorized as Supervised and Unsupervised
and hybrid approaches. Supervised methods is to be labeled
by the experts and requires training dataset for the
application domains whereas unsupervised methods purpose
is to mine the outliers [2].The hybrid approach combines
both features of prior approaches. To,attain objective for
fraud detection and prevention involves the domain experts
and statistical analysts for choosing the sample size, top
priorities for the type of fraud, that leads to more financial
lossas data includes diverse information with certain
constraints.

This paper aims to bring the background work of various
fraudulent activities that occur in medical claim data. The
objective of the study is to describe the different approaches
for finding the behaviors and analyze the features using data
mining algorithms.  Our paper does not cover
telecommunications, financial fraud, frauds in credit card,
scientific fraud, computer intrusion and money laundering.

Il. CLASSIFICATION OF FRAUDS AND
FRAUDULENT BEHAVIORS INMEDICAL
HEALTHCARE

According to US medical healthcare system, there are two
main streams like and Medicaid and. Medicare services.
Medicare is an insurance program controlled by the US
government, it includes various, types of services like
prescription drug coverage, hospital insurance, and medical
insurance. Medicaid program which is run by state and it has
its specific rules for the services [3] [4] [5].

In these two streams commonly there are three different
parties includes a group of individuals which are generally
involved in fraud in medical health care commission. 1.
Service providers- who are generally doctors, hospitals,
ambulance, companies and laboratories. These are various
activities involves fraud EXx. Billing, unbundling, upcoding,
falsify the patient’s treatment, misrepresenting non covered
treatment etc., 2. Insurance subscribers- which includes
patients and patient’s employers. The fraudulent activities
carried in these ways like falsifying the records and illegal
claims.3. Insurance carriers- who are mediators from
government and private insurance companies will receive
the premium amount from the insurance subscribers and pay
on behalf of their subscribers to companies. Most of the
ways they can involve in fraud falsifying the
reimbursements, services and treatments. In addition to
these, when a fraudulent activity carried by different parties
it is termed as Conspiracy fraud. [1] [2] [6].
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From the above classification, the majority of fraud is
committed by service providers and these group of
individuals is creating a loss to the health care system [7]

[8].

I1l. RELATED WORKS

Hossein  Joudaki etal (2015) describes different
approaches to finding fraud and abuse data in healthcare
data using data mining methods. His reviewed work from 21
papers, mentions the type of fraud detected and application
of data mining method. Their work recommends seven
common steps for finding fraud in health care claims [9].

The works of Karthiresanet.al (2015) has compared three
reviews in healthcare claims for management of fraud and
fraud detection. His work analyzed the classification
variance, for abuse and not abuse data on employer dataset.
The comparative study of accuracy is shown based on the
techniques spectral analysis, Support vector machine and
Multilayer Neural network and their merits and demerits are
discussed [10].

Qi Liu et.al (2013) analyzes the features of data related
health care using data mining and machine learning methods
and relates three studies for both Medicaid and Medicare
services. His work indicates three major phases like data
preparation, preprocessing and analysis. The experimental
analysis is done on Pneumonia, Rehabilitation procedure
and Septicemiaon the claiming behavior for their principal
diagnoses. The clustering method discriminates the
distribution of claim amount for each disease and abstracts
the fraudulent claim [1].

MelihKirlidoget.al (2012) discusses a few cases for
finding fraudulent by analyzing the past insurance claiming
behavior using data mining software in Turkish health
insurance data. His work involves various data mining
algorithms with various application examples to identify the
fraud claims [12].

Electronic fraud detection techniques are discussed with a
systematic survey of Peter Travaille et.al (2011). The results
of fifteen review papersinclude the overview of fraud
detection techniques and various features like industry, an
objective the paper, type of fraud identified, techniques
used, results and findings [13].

Related works on Unsupervised Fraud detection

The work of CheNgufor and Janusz Woijtusiak (2013)
proposed three on-line unsupervised learning algorithms
Syn Two Moving, Two Moving and One Fixed based on the
permutation test statistics. The detection of normal and
abnormal payments of medical claims, where data changes
over drifts of time. The algorithms were capable of handling
univariate and multivariate data streams. The approach of
the system is the prediction of medical claim with thenormal
and abnormal amount and is carried by two main phases
Model construction from historical data and payment
prediction [14].

MingJian Tang et.al (2011) proposed a data-driven fraud
detection system and an unsupervised and UNISIM, for
identifying the non-complaint Medicare claimants in
Australia. UNISIM system includes components like feature
extraction, building classifier, construction of model and
outlier detection. ApproxMap i.e. a density-based clustering
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algorithm for mining the prescription patterns and
calculating the hierarchical edit distance between the
prescriptions sequences of different customers. The Hidden
Markov Model (HMM) is used to cluster the prescription
sequences. The fraudulent consumers are identified by
outlierness scores and theseare calculated using Local
Correlation Integral (LOCI) i.e. based on the spatial
distances [15].

Hossein Joudaki et.al (2016) proposed five-stepdata
mining approach to find abuse and fraud behavior in
physician’s drug prescription claims. In the process
discriminant and cluster analysis for finding fraudulent
behavior, he applied thirteen indicators to the sample data.
The approach will assist the health insurance organization
for streamline the auditing process. In specific to Low and
middle-income countries it helps to suspect groups which
are involving the abusive activities. The design for the
methodology includes understanding the problem’s
behavior, understand and preparation of data, indicators for
creation and selection, clustering and discriminant analysis.
The thirteen indicators were developed among them four for
fraud detection and remaining eight for abusive behavior
which is in detail discussed as two for the cost issues, four
were related to patterns which are frequent visits, and seven
are prescription related. The study helps to analyze the
physicians instead of claims and objective to improve the
quality of auditing practice [16].

Jiwon Seo etal (2017) proposed a PageRank-based
algorithm for identifying the frauds and anomalies in
Medicare-B dataset. The Medicare-b dataset contains
medical insurance claim information of public includes 162$
billion and 8880,000 providers and 10 million claims in the
dataset. The author selected the personalized PageRank
algorithm to identify anomalies based on the similarities
between the providers and their prescriptions. High values
of PageRank implies legitimate treatment by the provider
with a different specialty. This algorithm uses a random
walk to select a node and follows the similar nodes with
similar prescriptions and converges the seed nodes to have
high PageRank values. The algorithm repeats over a time
and examines the providers with their PageRank values, if it
is smaller, then it is likely to be fraudster or anomaly [17].

Shu-Li-Wang etal (2017) develop an unsupervised
approach to identify the health insurance fraud in dental
services based on the score of truth worthiness on social
networks. A retrospective study of claims of insurer based
which tooth they operated by different provider by using
rule-based mechanism. The author uses a measure of the
truth worthiness score of the dentist, time gap between the
first hand and second-hand treatment and cross dentists
treatments to find the degree of truth worthiness. Here the
fraud or suspicion is defined as claiming behavior for the
treatment same tooth of the same patient and is provided by
two different dentists. By examining the reliability of truth
worthiness scores the claims are processed. The limitation of
his work is the use of metric it returns a range numeric
values as suspicious scores if it is higher than higher the

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

Exploring Innovation



International Journal of Innovative Technology and Exploring Engineering (IJITEE)

fraudulent claims and the problem of imbalanced data i.e.
the minority of fraudulent dentists against normal dentists
so, classifying the trusted and untrusted is found to be
difficult in data [18].

From the research work of Tiago Hillerman et.al (2017)
proposes a model using different clustering algorithms for
analysis of suspicious claims data provided by the
healthcare providers. Anomaly detection is carried with the
AHP investigation model it includes the first stage to build a
model for analysis phase in a hierarchy structure and
evaluates the claims processing workflow.The second stage
is to select the criteria based on the historical provider
behavior, patient characteristics and billing behavior. The
third stage to find the suspicious claims it did based on sub-
criteria, period, the growth rate of expenses, average visiting
frequency and percentage of elderly patients etc. The
building of multivariate clustering model by using k-means
algorithms, hierarchical clustering and PAM algorithms to
find the effectiveness of provider based on their chosen
variables. The model simplifies the auditing process,
evaluates the tangible and intangible aspects to suspect the
entity and facilitates the communication between the analyst
and decision makers. His work results cost-benefit approach
and new control mechanism to avert the upcoming
occurrence of fraud. The extension work is to link medical
supplies and high-costtreatments [19].

Mohit Kumar et.al (2010) describes a system which
generates explanations for the auditors to correct the claims
and reduce the errors for processing the claims of US health
insurers. His system includes works collection, feature
construction, learning of model and scoring, item scoring,
explanation generation, user feedback and user interface.
The system carries model learning and selection with SVMs
uses categorical data and for creation binary features help to
finding the finest subset of data and it is useful to forecast
rework for near future. The aggregation score is assigned to
claim and is used to classify the unlabeled from the
database. Finally, generating explanations decision tree is
executed for validating or labeling the claim and produces
predictions to the auditor. The inference score is added as a
feature vector in classifying the claim. User feedback
includes Claim feedback, Activelearning and feature
feedback. Claim feedback which is produced to the auditor
to rework and results in a binary judgment. Active
learningimproves the efficiencyand it is a positive
reinforcement to improve over a time. Standard metrics like
accuracy and precision useful for comparing different
models for exploring the better active learning approaches
of the system. His work concludes it definitely reduces
errors in processing claims using machine learning
techniques and most applicable for large insurance
companies in the US. Future implications of the researcher
are to rework prediction using the classical ranking
technique, handling of a multi-class classification, semi-
supervised/Transductive  learning and  multi-instance
learning as to overcome some of the limitations single class
classification and space constraints [20].

Related works on Supervised Fraud detection

From the works of Richard A Bauder et.al (2016) gave a
potential insight for finding the fraud, misuse in the billing
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procedures of medical insurance claims. The procedures
used by the physicians and their claiming behavior is
analyzed by multinomial Naive Bayes algorithm and F-
Score as a performance metric[47,48,49]. Provider type data
is used for experimental purpose. The researcher had
extended work fraud detection in procedures carried,
charges and expenses from the providers claim using
machine learning methods. Richard A Bauder et.al (2017)
with four metrics for performance and class imbalance
reduction for selection of samples. The identification of
fraudulent providers is done by supervised, unsupervised
and hybrid learners by using different learning algorithms.
Training and evaluation of work experiment with the use of
metrics like BACC (balanced accuracy), MCC (Matthew’s
correlation coefficient), F- measure and G-measure[47,49].
The work can be extended to improve performance by
hyperparameter tuning, improvise the balance of samples to
find fraud providers using unsupervised and supervised
methods [4] [22].

To improve the eminence of healthcare administrators
expenditure the paperworkother of Yang Xie et.al (2015),
has developed better strategies for handling a huge scale of
health systems in insurance claims. The method is predicting
the fixed number of days of every customer based on their
previous successive number of years. Hospitalization is a
component for health expenditureand for some perspectives
estimating the hospitalization days will enable to reduce the
cost. The predictive model is constructed in three levelslike
customer level information, hospital admission level include
detailed information about the customer,provider,and
claims, Hospital Procedure claim level describesitem type,
accommodation, prosthetics etc. Hospital admission record
may contain one or more procedure claim undergone by the
customer. Regression trees used to train and computes
average predictions of each individual and treebagger is
used to estimate the prediction error. The performance
metric of the model is indicated by RMSE for predicting
accuracy [23].

Robson B et.al (2018) studies presented a constructive
model for very large inference nets for the public health
data analysis and applications in clinical and of medical
claims. The proposed basic hyperbolic Dirac net approach
for mathematical analysis for US healthcare. Dirac notation
look like XML for probabilistic semantics. His study uses an
odds HDN as decision theory, inference net with the use of
maximum probability proportion and brute force algorithm
with Bayes’ rule. The methods and functionalities used for
input flow are from SMASH2 (Direct Smash), Dirac Alert
and BILL. The work defined wishlist and hitlist structure
which are described by the end user which holds the positive
and negative forms of attributes. The use of qualitative and
guantitative relevant factors for prediction rule generation.
Finally, the work proposes a specialized anomalous claims
data detection model with use of hitlist and jackknifing to
flag the data as normal and anomalous. The model produces
weak and strong predictions with jackknife tests. The quality
of prediction is assessed with decision signature and
decision pattern.
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His study concludes fraud detection in health insurance
claims like well-intentioned misdiagnosed cases and overuse
of medical care resources.Usingthezeta function, HDN and
QUEL philosophy his work explored freshmeans of
progressions [24].

The Brazilian healthcare market which is proposed by
Jackson Cunha et.al (2017) by classification algorithms with
various class distributions. His work includes erstwhile
analysis related to services by providers and agreeing them
to detect fraud and abuse outlines. Measuring the loss of
performance loss, prediction performance and recovery for

performance are done by the different classifiers metrics
with various algorithms Random Forest, C4.5, Ripper,
Naive Bayes and SVM. His work limits to use of three
datasets for claim authorization and limited training data
sets so insufficient training for learning and if training data
set is too large then impractically for the computational
process. The enhancement of his work suggests using
optimum use of training data set for treatment and learning
algorithms in order to overcome the negative learning
effects [25].

Table. 1 Summary on studies related to healthcare fraud in medical claims
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predictions with jackknife

tests.

IV. CONCLUSION

This part of the survey demonstrates various perspectives
of data mining approaches for finding fraudulent activities.
As there is massive data in health care systems, where it
involves millions of people having different attributes for
each tuple and data with various characteristics. Forming the
communities based on various data mining models. To attain
objective for fraud detection and prevention involves the
domain experts and statistical analysts for choosing the
sample size, top priorities for the type of fraud, which leads
to more financial loss as the data includes diverse
information with certain constraints. As the data related to
medical health care for fraud detection mainly exists at the
insurance carriers which includes government and private
health companies and so, collecting data is a tricky task. The
raw data is mostly from the insurance claims data of
physicians, data of prescription given by physician and bills
and transactions involves insurance subscribers and service
provider. The characteristics of data describe the behaviors
of both parties which involves fraud where each claim have
their distinctive identifiers for insurance subscriber and
service provider. With the help these identifiers. It is
possible to get behaviors over a period of time.

Most research works focused on the kind of data mining
approach and which are suited to carry the fraud and abuse
detection in healthcare data. Whereas, fraud detection is the
major task towards the claiming behavior, payments by
insurers, unduly increasing the cost of treatments and
improper procedures etc., while the major part of the works
concludes inclusion of IT-enabled auditing tools and
sophisticated machine learning techniques will challenge the
potential problems in finding the abuse and fraud behaviors.

This paper recommends five general steps which are
required to mine the healthcare claims and to detect fraud
and abuse. From the reviews of various researchers, our
proposed workis defined as follows:

1) Initial preprocessing stage

2) Analysis stage- To build a model in a hierarchy
structure and evaluates the claims processing workflow.The
basic experimental model which evaluates the dataset and
Identifies the important attribute of data which discriminates
the behavior of the whole data set[19][20].

3) Development stage-Application of data mining
algorithms and use of statistical measures to extract new
features and which assists to mine abnormal or abusive
behavior[21][22].

4) Identifying the unusual data with extracted features,
investigating and label them as outliers[14][15].

5) We recommend our model will help in finding the
fraudulent claiming behaviorsfor particular procedures
which are suited to any size datasets where applicable to
medium and high-income insurance companies.

Our paper concludes, the performance of technique be
determined on the type of dataset and experimental model.
As, on no single data mining approach which gives
dependable outcomes for all types of healthcare data. For
actual use of data mining in healthcare organization there is
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a need to incorporate the security to data among different
parties. As there vast improvement to access data over
internet. There is a need to have standard approach to
organize, access and to secure healthcare data.
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