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ABSTRACT---SDN is a dynamic, programmable network that 

follows layered architecture. The Domain Name System can be 

implemented in an SDN network, due to which the structural 

efficiency of SDN architecture can be employed on to Domain 

name system. For this purpose, we propose a new framework 

which works with four algorithms InEx (Internal/ External 

Check), PlyIn (for internal query), PlyOut (for external query) 

and FiSt (Find the Stored). 

Index Terms - SDN (Software Defined Network), DNS 

(Domain Name System), OpenFlow Protocol. 

I. INTRODUCTION 

The significance of cloud computing has increased in 

such a way that traditional networking architectures are to 

be changed to employ highly scalable, efficient and cost-

effective networks. This led to the development of a new 

architecture called the Software Defined Networking (SDN). 

SDN has a highly decoupled design which makes it flexible 

and easy to program which has created revolutionary 

impacts and gained high popularity. 

A. SDN Architecture 

SDN has a scalable, highly dynamic, de-coupled 

architecture with a centralized controller and has an 

exposure of abstract network resources. Due to the 

hierarchical levels Scalability, Modularity and Security can 

be ensured [9]. The control plane is called the “Brain” of the 

network. The north bound interface contains the user 

applications and it collects/requests resources from/to the 

controller whereas the southbound consists of hardware 

devices that perform forwarding functions [2][1][3]. Out of 

many protocols SDN uses OpenFlow protocol [2]. The SDN 

architecture is depicted in Fig 1. 

B. DNS Architecture 

DNS is a system for converting Domain Names to IP 

address. It is a distributed database implemented in a 

hierarchy of DNS servers, and an application-layer protocol 

that allows hosts to query the distributed database. It is a 

hierarchical decentralized naming system for 

computers,services, or other resources connected to the 

Internet or a private network. It associates various 

information with domain names assigned to each of the 

participating entities. 
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In this paper, we suggest a new framework for DNS using 

SDN which will make the working of DNS more efficient 

and provide structural efficiency. 

 

II. LITERATURE REVIEW 

SDN network is programmable and centralized. But 

traditional network is hardware-centric. Any small change in 

a traditional framework was found costly. We observed that, 

SDN is an approach that can enable research innovations 

and simplified network management [1] [5]. We studied that 

SDN is an emerging technology where control plane and 

data plane are differentiated [9] [2] [5]. We noticed that 

SDN has three main components; Control Plane, Data Plane 

and Application Plane. The flow table in Switches is defined 

by the OpenFlow protocol [10] [8]. SDN is highly scalable, 

private and incremental deployment is possible [10]. 

We understood that SDN provides Quality of service for 

applications since they bring centralized view, and more 

fine-granular flow management opportunities [3]. DNS 

amplification attacks can be mitigated by using SDN 

architecture which led to the development of idea of this 

paper [4]. 

Currently, SDN is used in government organizations, 

industry and campus networks [5]. 

We also noted that switches contain flow table and flow 

table contains three parts named as Rule Field, Action Field, 

Stats Field and switches forward packets based on flow table 

[1]. Due to the decoupled design, it was found that SDN 

makesthe network system programmable and provides 

unified control to the applications which makes it easy for 

researchers, system designers and administrators to design 

new network functions and 

protocols [6]. We further 

studied that by using SDN, it 

is possible to enable on-
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demand resource allocation, self-service provisioning, 

virtualized networking and secure services [7]. Since, it was 

difficult for routers to process domain names, every domain 

name was identified in network with an IP address, and 

therefore, mapping was mandatory. Domain Name System 

is responsible for mapping domain names to IP address [12]. 

Port 53 is used by DNS which runs over UDP protocol [11]. 

Other services provided by DNS include Host Aliasing, 

Mail server Aliasing, Load Distribution [13].  
By using SDN in traditional network, QoS can be 

enhanced. QoS parameters include bandwidth, delay, jitter, 

loss etc [3]. Considering the things mentioned above, we 

propose an efficient framework for DNS using SDN which 

makes DNS work with all the qualities of SDN. 

III. PROPOSED SYSTEM 

In a conventional system, when a domain name mapping 

is required, the client gives request to firewall and firewall 

checks local DNS cache, if local DNS server does not have 

the response to the query, the local DNS server will give an 

iterative request to the root DNS server. But this is very time 

consuming. So, we are proposing a new framework for 

domain mapping using SDN architecture which is highly 

scalable, efficient and cost-effective network. The proposed 

architecture is depicted in Figure 2.  
The components in SDN network act as DNS server, 

firewall and routers. The SDN controller contains local DNS 

server and firewall. The client machines are connected to 

openflow enabled switches which have two tables. The flow 

table and the Switch_Table.  
The flow table contains the actions associated with 

processing packets. The proposed Switch_Table contains the 

frequently accessed sites by different users. 

Table 1: Switch_Table 

AFS DOMAIN NAME IP ADDRESS 
TIMEL

EFT 

111 www.google.com 172.217.26.206 10 

110 www.youtube.com 172.217.160.142 7 

100 www.facebook.com 157.240.7.35 3 

 

 
 

Table 1 contains four columns; The first column is AFS 

which is abbreviated as Admin, Faculty and Student.  
If AFS= 111 then Admin, Student and Faculty can access.  
If AFS= 110 then Admin and Faculty can access.  
If AFS= 100 then only Admin can access.  
The fourth column contains the time left, which for every 

entry will be 20 by default. An algorithm will work in 

regular intervals which will reduce the time left by 2 for 

every 5 minutes. As the time left is less than or equal to 2, 

the entry will be removed from the table. Every time a 

particular domain name is accessed, the time left is changed 

to 20. 

When a request arrives the SDN switch, it will first 

trigger the InEx Algorithm which works to identify whether 

a request is Internal or external to the network. From the 

InEx algorithm, according to the condition, PlyIn algorithm 

or PlyOut algorithm is triggered. The PlyIn algorithm works 

for the internal network, whereas the PlyOut algorithm 

works for the external network. 

A. Algorithm 1: InEx Algorithm 

1. Start 

2. If port number of request=53then, 

2.1.

 Ifauthoritativeserverpartofrequest=asas.kh.

amrita.edu 

2.1.1. Trigger PlyIn Algorithm 
2.2. Else 

2.2.1. Trigger PlyOut Algorithm 

2.3. End IF 

3. Stop 

 

B.Working of InEx Algorithm 

When a request from a client arrives the Switch, it checks 

whether the request is a DNS request. If it is a DNS request, 

it will check whether it is an internal or an external query. 

If internal, the request will contain asas.kh.amrita.edu, 

and PlyIn is triggered. Otherwise, PlyOut is triggered. The 

flowchart of InEx algorithm is shown in Figure 3. 
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C. Algorithm 2: PlyIn Algorithm 

1. Start 

2. Trigger FiSt 

 

2.1. If (FiSt(Request.DomainName) = 

 Switch_Table.Domain Name)  

 2.1.1. If (FiSt(Request.Domain 

  Name.Access) = denied)  

  2.1.1.1. Deny the Request  

 2.1.2. Else   

  2.1.2.1. Passthecorresponding 

   IP address to the client.  

2.2. Else    

 2.2.1. Forward to DNS Module inthe 

  controller. DNS module responds 

to the client via switch. An entry 

is made in the Switch_Table. 

3. Stop 

 

D.Working of PlyIn Algorithm 

When PlyIn algorithm is triggered, it first checks whether 

the Domain Name of Request is present in Switch_Table or 

not. If present, it will check for access. If Domain Name is 

not present in table, it is forwarded to the local DNS module 

in the controller. The flowchart of PlyIn algorithm is 

depicted in Figure 4. 

 

 

 

E. Algorithm 3: PlyOut Algorithm 

1. Start 

2. Trigger FiSt 

2.1. If (FiSt(Request.DomainName) = 

Switch_Table.Domain Name)  

2.1.1. If(FiSt(Request.DomainName.Access)= 

 denied)  

2.1.1.1. Deny the Request  

2.1.2. Else  
2.1.2.1. Pass the corresponding IP address to the 

client. 

2.2. Else 

2.2.1. Forward to DNS Module in the controller. 

2.2.1.1. If (DNScache.DomainName = 

Request.Domain Name) 

2.2.1.1.1. Respond to client via switch. An 

entry is made in the 

Switch_Table. 

2.2.1.2. Else 

2.2.1.2.1. Query forwarded to the root 

server as an iterative query. 

When Response comes to SDN 

controller, it is forwarded to 

client via switch. An entry is 

made in the Switch_Table. 

3. Stop 

 

F.Working of PlyOut Algorithm 

When PlyOut algorithm is triggered, it first checks 

whether the Domain Name of Request is present in 

Switch_Table or not. If present, it will check for access. If 

Domain Name is not present in table, it is forwarded to the 

local DNS module in the controller. If the DNSCache has 

the Domain Name of Request, it will respond back to the 

client. Otherwise, it will forward the request to the root DNS 

server. The flowchart of PlyOut algorithm is depicted in 

Figure 5. 
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G. Algorithm 4: FiStAlgorithm(Domain Name) 

1. Start 

2. If Switch_Table.Domain Name= Request.Domain 

Name 

2.1. If Active Directory.Role=Admin 

2.1.1. Access=granted 

2.2. If Active Directory.Role=Faculty and 

(AFS=111 or AFS=110) 

2.2.1. Access=granted 

2.3. If Active Directory.Role=Student and 

(AFS=111) 

2.3.1. Access=granted 

2.4. Else 

2.4.1. Access=Denied 

2.5. EndIf 

3. Stop 

 

H. Working of FiSt Algorithm 

The algorithm FiSt(Find the Stored) finds the entries in 

the Switch_Table. There are mainly three users; Admin, 

Faculty and Student. When a user logs in, the role of the 

user is found from active directory. According to the 

Domain Name and Role, the algorithm returns access 

granted /denied. 

IV. CONCLUSION 

In this paper, we describe the implementation of local 

DNS using SDN architecture and how the structural 

efficiency of SDN is employed in DNS. Further, we have 

devised four algorithms that that are implemented in the 

proposed framework. These algorithms work together to 

process the domain name queries from different users in the 

local network. Since the frequently accessed domain names 

are cached, it reduces time delay. 
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