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Abstract: The possibility to integrate more and more cores on
the same chip puts severe constraints on the reliability, to which
it is important to provide correct services in the presence of
faults. Many fault tolerant routing algorithms are used to
overcome the faults in Network on chip. However, these routing
algorithms, suffer from another problem like the congestion. In
this work, a novel approach inspired by Catnap is proposed for
NoCs using Local and Global congestion detection mechanisms
with hierarchical sub-networks architecture. With the help of
these two techniques, the NoC becomes fault tolerant and is able
to efficiently utilize the throughput.After simulation results
shows that the proposed algorithm gives a better performance
by reducing the latency and increase the reliability of the
network. In addition, the algorithm has another advantage : it
reduces the congestion which is considered as a temporary fault.
Simulations show that our proposed algorithm reduces the
latency more than 15% and throughput is improved by 20%
compared to the PDA- FTR routing
Index Terms:. : Network on Chip, Fault Tolerance,
Congestion, Reliability, Sub-Network, Routing Algorithm

I. INTRODUCTION
Network on Chip (NoC)is a technic designed for perfect
communication in a system on chip (SoC). This
intensification of communications leads to important
questions such as performance and energy consumption.
Decreasing the transistor size has made semiconductors more
sensitive to faults. Thus the challenge is, to maintain the
system functionality during its operational lifetime and
ensure that the system performance is preserved. For this
reasons, researchers have attached a great deal of importance
to the reliability in networks on chip.
The fault tolerance routing algorithm is the process of
finding a new path to steer packets from sources to
destinations in a faulty network, by choosing an optimal path
the routing algorithm can efficiently increase the
performance of the network. Congestion is another key factor
which leads to increase the transmission delay and power
consumption. For this, routing algorithms can improve
performance by re-routing packets through less congested
regions and distributing traffic over the network. Finally,
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failures and congestions should be managed in an effective
way to ensure availability and robustness into the network on
the chip.
II. BACKGROUND
The main challenge to increase the reliability and provide a
good performance is to deal with the principal problems in
routing algorithms such as deadlock, congestion and failures.
In the literature, there are many various approaches which
have been suggested to solve this issue. Figure 1 summarizes
some significant works about fault-tolerant techniques in
NoC.
The Gradient (Pratomo & Pillement.2012) suggested an
adaptive routing algorithm to tolerate faulty node. The
proposed routing algorithm divides the entire system in eight
zones by gradient line. The main disadvantage of these
approaches is that they do not foresee an efficient mechanism
to control the congestion problem, in order to make a good
decision routing for complex traffic condition. To avoid
congestion and failure at the same time, the solution proposed
by (Ebrahimi et al.2012) and, (Ebrahimi et al.2013) adopts a
minimal path to reduce the congestion caused by the presence
of faults.

Fig1: Some related works on fault-tolerant techniques in
NoC

These algorithms are able to select the shortest path to route
packets as long as a path exists. (Chang and al.2013)
proposed another routing algorithm which is inspired from
ACO called ACO-FAR to
perform a load balancing
with low latency and a high
throughput.
The
three
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algorithms mentioned above use minimal path, therefore they
are all live lock free.
Table1: Most known Fault-Tolerant Routing Algorithms

FT Routing Year
Algorithm s
ZHANG E T AL.2008 2008
C HAIX E T AL.2010 2010
DEORIO E T
AL.2011
DEORIO E T
AL.2012

2011

XIANGMING .2012

2012

VITSKOVKIYET
AL.2013
E BRAHIMI E T
AL.2013
PRATOMO &
PILLEMENT .2012
E BRAHIMI E T
AL.2013
E BRAHIMI E T
AL.2013
C HEN AND
AL.2013
WACHTER E T
AL.2013
C HANG AND
AL.2013
FU E T AL.2014

2013

DIMOPOULOSET
AL.2014

2014

B EHROUZ E T
AL.2014
C HARIF E T
AL.2015
C HEN E T AL.2017

2014

2012

2013
2013
2013
2013
2013
2013
2014
2014

2016
2017

Components
UP ONE SWITCH
FAILURE
M ANY
FAULTS
SWITCH
LINKS
AND
SWITCHES
LINKS
AND
SWITCHES
FAILURES
LINKS
AND
SWITCHES
FAILURES
LINKS
UP TO 6 FAULTY
LINKS
SWITCH FAILURES
UP TO 6 FAULTY
NODES
UP TO 2 FAULTS
LINK
ANY NUMBER OF
FAULTS LINKS
SWITCH
UP TO 4 FAULTY
SWITCHES
M ANY
FAULTY
SWITCHES
LINKS
AND
SWITCHES

ALL
FAULTY
LINKS/N ODES
LINKS
AND
SWITCHES
SWITCHES

Type
PERMANE

Con
gest
ion

performance to be considered in the area of routing
algorithms design. This is evaluated by a set of metrics, such
as: latency, throughput, network congestion and energy
consumption. To satisfy all these requirements at the same
time is impossible. Thus, the challenge for the researchers is
to find a good compromise between these costs and the
reliability.

NO

NT

PERMANE
NT
PERMANE
NT
PERMANE
NT

NO
NO
NO

TRANSIEN NO
T F AULTS
PERMANE
NT
PERMANE
NT
PERMANE
NT
PERMANE
NT
PERMANE
NT
PERMANE
NT
PERMANE
NT
PERMANE
NT
PERMANE
NT
PERMANE
NT
AND
TRANSIEN
T
PERMANE
NT
PERMANE
NT
PERMANE
NT

NO
YES
NO
YES
YES
NO

Fig2: The global architecture NI: Network Interface, R: Router, IP:
Intellectual Property

NO
YES

III. NETWORK ARCHITECTURE
NO
YES

NO
YES
YES

Table.1 recaps the most popular fault tolerance routing
algorithms. The all approaches mentioned above have the
following benefits and weaknesses. (a) under high traffic
conditions and (b) the performance in term of throughput and
latency degrade in case of important rate of fault in links and
routers. Finally, all of them deal with permanent faults.
Hence the aim is: to achieve a robust routing algorithm with
these required functions as
(a) the ability to avoid the congested nodes for having a
balanced traffic,
(b) tolerate high rate of faults which may affect links and
routers and,
(c) tolerate transient error which appears in communication
process.
All the techniques described above bring their approaches to
the fault-tolerance problem, but they have a cost in terms of
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Networks-on-chip have been a very active research field
since their appearance in early 2000s. Since then, many
architectures have been proposed in the literature. Routers,
Network Interface (NI), IPs and links are the main elements
in the NoC. In this section, we introduce the proposed
architecture and its main components. Before giving the
details, it is necessary to specify that we have adopted two
important assumptions that Intellectual Property (IP) are
connected to the input and output Network Interface (NI) by
the links are always non- faulty. Another assumption is that at
least on path between souce and destination.
Figure 2 shows the global architecture. The network on
chip is divided into subnets. Every IP is connected to four
routers, each one belonging to a disjoint subnet. Thus, every
switch belongs only to a single subnet. For example, we build
4 subnets with 6*6 switches, each one can communicate only
with the others of the same subnet. This method represents an
innovative alternative to get an efficient reliability. When a
subnet is congested or faulty, we should disable the entire
subnet and isolate it. When focusing on subnets, we can see
that they have the same connectivity pattern.
The three IPs located in the east of the NoC are connected
to the three switches of the same subnet. The same topology
is applied for the west and the south IPs. We have
implemented an algorithm (Section 4) to select the subnet.
We have added 2 bits to the
header flit in NI for
distinguishing each subnet
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from the others. The key advantage of this architecture is that
the connectivity pattern has several alternative paths who can
be used for increasing the fault tolerance, as it will be shown
in section 4. When the first subnet is inoperable, we activate
the second subnet, and when the second subnet is defective,
we active the third subnet, and so on. The worst case scenario
is when the top-subnet is faulty or congested. To provide a
higher fault-tolerance, the new architecture requires an
additional links. We solve this by a short connection between
end nodes and IPs.The router architectured in such a way that
an entity that facilitates communication between IP cores in
Networks on chip. We introduce in this part the proposed
router architecture and its main components.
IV. PROPOSED ROUTING ALGORITHM
This section focuses on the routing algorithm proposed in this
paper. To deal with all the requirements of the fault tolerance,
in the initial stage of the process, the proposed solution can
provide an online detection of permanent and transient faults.
Once the detection has been done, we can do the isolation of
faulty components.
A. Congestion detection
Wormhole routing requires less memory than the virtual cut
through or store and forward routing strategies. This may
cause a congestion state because the buffer requirements may
vary based on the application. The increasing number of
cores will contribute to an additional traffic which will
increase the congestion as well. So, there is a need to decrease
the congestion and enhance the performance at the same time
for greater size NoCs.These are of two types.They are local
Congestion detection and Regional Congestion detection

Fig3: Internal architecture of the router
To test and diagnose the communication infrastructure in
the NoC. First of all, it is necessary to detect the fault,
secondly how to identify the faulty components: routers,
links or cores. Finally, we analyse how to use efficiently the
remaining components that are fault free. In the router, the
fault can occur in all the components of the router (crossbar,
buffers and others). At this high core density in networks on
chip, considering faults only in the routers or links do not
provide the optimal safety. Other components such as
input-buffers and crossbar should be given prominent
attention to ensure the fault tolerance and improve the system
reliability.

B. Fault Detection
For on-chip network to handle the faults in routers, links and
network interfaces, BIST (Fochi et al.2015) is the traditional
solution. This method is a fault detection scheme. But this
technique requires external circuits to perform error
detection, and time to test which can reduce the performance
of the NoC in term of latency. To develop our approach, we
have opted for the Cyclic Redundancy Cycle (CRC), a
solution that can be used to perform error detection by
comparing an input and output of each router to detect wrong
packets and faulty components in a NoC. This approach is
inspired by (Fochi et al.2015), with some modification. Each
router is equipped with a Test Module (TM). The goal of this
mechanism is to enable online fault detection. The CRC
polynomial used is g = 1 + x + x4, so we add 4 bits to the
header of each packet. So, when an error is detected
anywhere in the router or link, we know the error exists but
we can’t correct it with CRC decoding.

Fig4: Communication between two neighboring routers

Fig5: Communication between the Fault Register and the Test
Module

To achieve this goal, we
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present in this section the Test Module (TM) added in our
router (see figure 5). In this subsection to describe the main
functionalities of the Test -Module (TM) and its important
role in orchestrating the different process inside the router.
Test Module detects and locates the faulty routers or links.
Therefore, in the same subnet, only adjacent routers can
communicate this information.
In order to keep the fault occurrence in the input-buffers
and the crossbar and header flits, this information is always
sent to the FR (Fault Register). The aim is to be used during
the selection of the next port. Based on a
Cyclic-Redundancy-Check (CRC) in each output component
of the router that reads the incoming flit to detect any error.
Depending on these states, our algorithm (DINRA) next
nodes or links fault status received from the TM and checks
the number of possible safety directions. For example, when
a fault is detected in the buffer, a signal is sent to inform the
TM module about the fault presence. The same case is
applied for the other components.
Finally, to keep the faults information in routers or links, the
TM interacts with the FR unit to exchange fault information
and control signals, as shown in Fig. 5.
Table2: Codification of different states of links and routers

State
1
1
1
1
0
0
0
0

Value

Description

00
01
10
11
00
01
10
11

Port East unsafe
Port North unsafe
Port South unsafe
Fail Router
Port East safe
Port North safe
Port South safe
Safe Router

C. Routing Algorithm
The packet routing is one of the significant factors in the
design of NoC architecture. To achieve the fault tolerance,
the routing algorithm needs multiple paths to route the
packets for each pair of source destination. First, the
proposed routing algorithm must be adaptive to choose
between them. Second, the topology must provide an
alternative route. Complex routing algorithms can introduce
extra area and an energy overhead. In our proposed solution,
the main goal is to maximize the performance in terms of
latency and reliability by having a good successful packet
delivery rate.
Algorithm 1: path computation
 State sub s0 = Active & RCS =0;
 For (s=0, s = 3, s++) /*– Source S (x, y, z), Destination D
(x’, y’, z’)
3 If state_subnet_s = 00 /*– — normal state
4 If RCS = 0 then
5 For each S, D
6 North Last /*———-Routing Algorithm by default
7 if (link state && router) == unsafe
8 South last /——-Routing Algorithm
9 else / —– Activate s+1
10State_sub = Faulty; s=s+1;
11Else s+1 / ———– Next Subnet
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12state sub = Congested; s=s+1;
13state_sub_s= Active /——–active next subnet
14End loop
15End loop
Description of algoritham is NI connected to a router first
inject a packets into the subnet-0 (line 2), and all the flits of a
packet travel in the same subnet until they reach the
destination. If the subnet-0 is congested or faulty, a higher
subnet (s+1) can be activated more quickly in time to avoid a
performance loss (line 11) and same case for others subnets.
To route packets in same subnet we use the Last North
routing algorithm, and if can’t we use the North Last to avoid
faulty components (Links or Routers-line 7). And, if can’t
route the packet in second case we active the higher subnet
(s+1) and we set state-subnet equal faulty. The same state if
the current subnet it going congested-line 12.Fault-tolerance
in DINRA has all information about the fault status of next
links and nodes. It has three possible directions for routing
the flits. DINRA -FTNoC adopts Wormhole-switching.
D. Deadlock
The deadlock problem may arise with the adaptive routing.
Most of them use Virtual-channels (VCs) or Turn Model to
the routing selection to avoid the deadloc.
E. Adaptability
One of the key properties of the DINRA architecture is its
capability to be adapted for providing several routes to
transfer packets for each source destination node. This
increases significantly the reliability of the entire NoC.
DINRA proved its yield by ensuring both fault tolerance and
congestion aware.

Fig.6: The notification message formatN ,S: Source, D:
Destination, T: Type of Packets
F. Retransmission of pockets
When packets are stucked in buffer,stand the output link or
the router becomes suddenly defective during the packets
transit. This changes the validity of the path (dynamic fault),
which later will be proved as faulty. This corruption creates
sub-packets which cannot arrive at their destination. A copy
of the Header of this packet will be stored in a special
buffer.
.
There are two cases where a packet is considered lost and
retransmitted another time by the source
• A packet fragment arrives in a faulty subnet: for
example, a router without healthy output or a router
or the packet is blocked by routing restrictions to its
reachable destination.
• The second case, destination not attainable when a
packet fragment cannot reach the destination node
before a” Timeout” T
(an empirical value
that varies the size of
NoC).
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In this section to assess and analyze the performance of the
proposed system and discuss the performance variation.
selected two traffic patterns.One is random and be shuffled
evaluate the performance of the proposed system. The first
sets of analysis investigated are Latency and the Reliability
of the proposed routing under each of the aforementioned
patterns traffic. To evaluate our algorithm, used a
simulator: Noxim.

DINRA makes it possible to guarantee a high level of
reliability. In the case of a 12x12 NoC size and can deliver
more than 95% of messages when 10% of links are defective.
When we have 40% of the links defective, the delivery rate
successfully varies from 50 and 60% for” Random Traffic”.
When considering node faults.
When considering node faults (router), the rate of packets
delivered successfully decreases, as one might expect given
the greater impact of a router fault. Nevertheless, even in the
scenario where 40% of routers are defective, the delivery rate
varies from 0 and 10% reaches 10% for ”Uniform Random”
traffic (Figure 13). With the addition of packet forwarding
and congestion-aware techniques, DINRA is clearly
improving performance and reliability over PDA FTRs. fault
injection affects average network Latency and Throughput,
which increases with the number of link faults, routers and
the number of packets injected into the network.

Fig7: The average latency of DINRA and PDA-FTR in 8*8 with
Random traffic, in four faulty routers

V. EVALUATION
In evalution the following the following components are
updated
A. Latency Evaluation
In this party to evaluate our approach, we vary the rate of
injection of faults and measure the average latency.
First,evaluated the communication latency of DINRA by
calculating the average latency/ flit.

Fig8: Rate of successfully delivered packets with different
fault injection ratios (Link fault) under ”Random” traffic for a
12x12 NoC.

B. Reliability Evaluation
By performing the same series of experiments but this time
taking the model of router faults (Fig 13). Again, we saw an
increase in average latency based on the number of faults and
the packet injection rate. It should be noted that the average
latency increases here faster than in the previous case or only
the links were considered defective. A router fault is a router
with all its faulty links. For the DINRA algorithm, the faulty
routers there are, the harder it is for a packet to find a path to
its destination. Nevertheless, with more than 30% of the
routers failing, the service is still rendered but with a lower
packet injection rate depending on the type of traffic,
compared to a fault-free situation.
𝑆𝑢𝑐𝑐𝑒𝑠𝑠𝑟𝑎𝑡𝑖𝑜 =

𝑇𝑜𝑡𝑎𝑙.𝑎𝑟𝑟𝑖𝑣𝑒𝑑𝑝𝑎𝑐𝑘𝑒𝑡𝑠
𝑇𝑜𝑡𝑎𝑙𝑖𝑛𝑗𝑒𝑐𝑡𝑒𝑑𝑝𝑎𝑐𝑘𝑒𝑡𝑠

× 100

Table3: Comparison of Success ratio % with PDA-FAR

Routing Algorithm
No of
faults

Gradient

PDA-FTR

DINRA

2
4

2.8%
3.2%

0.07%
0.5%

00
00
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Fig9: Rate of successfully delivered packets with different
fault injection ratios (router fault) under ”Random” traffic for
a 12x12 NoC.
5.3 Throughput
We have evaluated the throughput, which is defined as the
accepted traffic of the network at a given latency. The
throughput of network is presented by the formula below:
𝑁𝑒𝑡𝑤𝑜𝑟𝑘𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡
= 𝑆𝑎𝑡𝑢𝑟𝑎𝑡𝑖𝑜𝑛𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡
× 𝑁𝑜: 𝑜𝑓𝑛𝑜𝑑𝑒𝑠(2)
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We then wanted to determine the impact of the Throughput
and the size of the network. For this we measured the
Throughput for four NoC sizes and for one single failure
situation. (Fig.14) summarizes the simulations performed for
various sizes. We can see as expected that our experiments
confirm that DINRA is suitable for both small and large NoC
systems.
VI. CONCLUSION
In this paper, presented an innovative fault- tolerant routing
algorithm, called DINRA, for the Networks-on-Chip (NoC).
The algorithm operates with a proposed architecture which
aims to avoid a heavy sys-tem failure when some faulty
components (routers and links) are observed in a NoC. The
proposed solution preserves the network performance. The
evaluation done proves that DINRA performs better than
PDA-FTR algorithm, even at 40% fault-rate in links and
routers. Despite the good results obtained, our work clearly
has some limitations which should be fixed to enhance its
performance and reliability. The first one is that need to
analyze the best techniques which can be implemented for
fault-detection. Second, it is also interesting to study if the
time required to handle a fault-detection can be improved.
We are currently studying the power consumption and
hardware complexity of the proposed architecture. In a future
work, we plan to focus on these parameters.

Fig10: Throughput of DINRA under different topology sizes
and in single fault
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