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 

Abstract: Nowadays, the smart home combines the information 

technology and communication in which connected things and 

systems communicate with one another and controlled to 

communicate with family members and standard of their life.  In 

any case, the nature of Smart Home environments is always 

associated with the computer network and the open privacy 

indirect accesses by family members increase privacy issues. This 

scenario must absolutely respect the confidentiality and privacy of 

household member’s information. Therefore, this paper attempts 

to review of security challenges of various authentication schemes 

for ensuring security in Smart home environment. Also, this work 

analyzed the solution of various security issues presented in the 

exiting works. The review revealed that the solution of 

device level security issues is desirable, at the same time 

existing authentication schemes is very expensive process 

for smart objects communication inside the Smart Home 

IoE. Based on these analyses, this paper proposed a novel 

authentication scheme to resolve security issues in Smart 

Home Environment. Also, the paper concludes the 

performance of evaluation of existing authentication 

schemes based on the past work. 

 
Index Terms: Authentication, ECC, Internet of Everything’s 

(IoE), Smart Homes.  

I. INTRODUCTION 

  The Internet of Everything's (IoE) is a rising worldview 

concentrating on the between association of things to one 

another and to the clients. After some time, the many 

associates are moving from 'Human to Objects' to 'Objects to 

Objects'. This innovation turns into a fundamental 

achievement for smart homes IoE to carry accommodation 

and productivity inside our lives and homes. The IoE 

innovation into our homes there will be significant results for 

security in these technologies. Due to connected things within 

smart home to one another on the web outcomes in new 

protection issues, e.g., authenticity, privacy and information 

integrity. These innovations are especially susceptible against 

various security assaults for smart home IoE unbound to live 

in and in this way, it‟s important to assess the privacy threats 

to pass judgment on smart homes. In smart home IoE to be 

effective and accomplish broad use, it desires to pick up the 

faith of clients by giving enough privacy confirmation. In IoE 

[20] keeping up privacy is the basic test to survive. The smart 

home is progressively computerized and loaded up with smart 

objects, potential system security assaults and their effect on 

inhabitants should be explored [3]. 
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II. RELATED WORKS 

 There is an enormous research done for securing Smart 

Home Environment. Many researchers have studied various 

aspects of security issues in Smart Home IoT. The most 

researches in this field are discussed in the following section. 

There is a related work done in the Smart home IoE [4,5] 

where the authentication and communication cost are remains 

unaddressed.  

The various authors presented security solutions, yet attack 

resistance is not discovered and the central point of impacts 

are the device connectivity, power consumption, security, 

geographical issues, installation cost, and execution cost [1, 

2]. Based on these impacts different authentication schemes 

are necessary for security against the different attacker 

models. 

ANALYSIS OF EXISTING AUTHENTICATION 

SCHEMES IN SMART HOME 

In this paper we discovered the security issues in smart 

home networks  and conduct existing authentication 

schemes analysis. 

The result analysis are helps to find outs necessary 

requirements for secure communication in smart homes. 

Analyses of various issues in existing authentication scheme 

are carried out and same is discussed in Table I. 

From Table I, overall review on security IoE concludes that, 

existing authentication scheme have security issues such as 

wireless attack and electromagnetic interference. DOS attack, 

radio attack, MIM attack, device cloning issue, authentication 

issues, unauthorized traffic monitoring, and massage 

tampering issues are commonly occurred in Smart Home 

environment. Mostly [22], third party intrusion and reply 

attack issues are found on smart home gateway device. In 

Table II, shows the comparison of different authentication 

schemes based on security parameters. From Table II, the 

existing authentication schemes not fulfill all requirements for 

authentication in smart home IoE. The „X‟ sign in Table II 

indicates the respective feature absence in the corresponding 

schemes. The literature analysis shows that all existing 

solutions in smart home IoE not fulfill all the requirements 

like lightweight solution, mutual authentication, attack 

resistant and access control. 
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Table I: Review of various security issues in existing authentication scheme 

Sr 

No 
Authentication Schemes Observation Issues Identified 

1 ECC based Authentication [6] [7]  

Secure, mutual authentication protocol, which is 

based on ECC, Lightweight Solution, Identity 

authentication by key itself and not by the 

third-party, avoid Communication Overhead 

DoS, MIM Attack, 

Electromagnetic Interference, 

Access Control 

2 Peer-to-Peer Authentication [8] 

The peer-to-peer authentication provides 

security, integrity and authentication. Avoid 

Central Point of failure 

Limited Computational 

resources, and cannot be used 

for a wide area, More 

Computation time and memory, 

Requires prior knowledge about 

the network setup and structure  

3 
Mutual Authentication schemes 

using hash functions [9] 

Authentication among the system and node, less 

computation, inexpensive communication 

Authentication, integrity and 

privacy issues, MIM, Replay 

Attack 

4 
Distributed User Authentication 

scheme [10] 

Distributed user authentication scheme for WSN  User entity authenticated, and 

not lightweight solution for IoE 

5 Progressive Authentication [11] 

Parameter passing during the handshake based 

on symmetric key cryptography, Lightweight 

Solution 

Time consuming, Prime 

numbers required large memory 

6 Peer Identification [12] 
For node authentication, Direction of the signal 

is considered  

Required more computations 

and memory to find signal path  

7 Cluster based [13]  

Cluster based authentication, large-scale, low 

cost 

More Computation time and 

memory, Attacker hold system 

key pairs and cluster key 

8 

Directed path-based 

authentication scheme (DPAS) 

[12]  

Mapping and verification for the sensor nodes, 

Reduce Communication overhead and 

computation load, Symmetric Key generation  

Reply Attack, key distribution 

Problem 

9 
Aggregated-Proof Based 

Hierarchical Authentication 

Symmetric Key Generation  [18] Replay attack, Message 

tampering issue 

10 IACAC Authentication [2] 
Diffie-Hellman exchange  DoS, Replay, MIM, Message 

tampering issue 

11 Improved Identity Authentication  Based on Public Key cryptography [19] Time consuming, Privacy issues 

12 
Device Authentication Scheme 

(AK) [15] 

ECC, Public Key MIM, Device cloning issue 

13 Key Establishment (KE) Scheme  Key Generation for secure communication [17] Replay attack, Masquerade  

14 
Threshold Cryptography-Based 

Group Authentication (TCGA)  

Based on Asymmetric cryptography [2] MIM, Replay Attack, 

Unauthorized Traffic 

Monitoring 

From Table II, the solutions of common security issues in 

smart home network are compared and which is bringing the 

closure to categorize the level of existing solutions as a 

resolved (√) and not resolved (X). Solutions are classified as a 

not resolved category in security issues are proposed security 

mechanism techniques with many constrained. The solution 

with this intention, a novel authentication scheme is proposed 

to improve the partially resolved security solution in Smart 

Home IoE. 

 

In [14,16,21], discovered some weakness in existing solutions 

proposed such as secure session key, message exchange and 

access control.   

 Based on the literature survey the existing schemes are 

costly for secure communication in smart home IoE. 

Therefore, it is necessary to propose improvements to existing 

schemes in terms of low communication cost and privacy and 

the relative performance analysis with existing solutions to 

evaluate our proposed scheme 

 

 

 

 

 

 



International Journal of Innovative Technology and Exploring Engineering (IJITEE) 

ISSN: 2278-3075, Volume-8 Issue-8 June, 2019 

 

113 

 

Published By: 

Blue Eyes Intelligence Engineering 

& Sciences Publication  Retrieval Number: G6059058719 /19©BEIESP 

Table II: Comparison of different authentication schemes based on security parameters 

Authentication Schemes 

Security Solution Observed 

Mutual 

Authentication 

Lightweight 

Solution 

Attack Resistant 
Distributed 

Nature 

Access 

Control 

DoS 
Man in 

Middle 
Reply   

ECC based Authentication  √  √  X X X √  X 

Progressive Authentication  √  √  X √  √  X X 

Mutual Authentication 

schemes using hash functions  
√  √  X √  √  √  X 

Peer Identification schemes  √  X X X X √  X 

Peer to Peer  X X √  √  √  X X 

Cluster-based authentication  √  X X X X √  X 

Distributed User 

Authentication scheme 
X X X X X √  X 

 

III. PROPOSED AUTHENTICATION SCHEME 

This provides a novel authentication scheme which can 

be applied in Smart home IoE steadily and securely. LFSR 

and PUF function are basic principles used in this scheme 

and thereby proposing authentication scheme minimizes 

hardware requirement, which establishes light computation 

and communication cost. 

As shown in Fig. 1, proposed scheme comprises of two 

phases registration and verification.  

 
Fig. 1:  Proposed Authentication Scheme 

In proposed schemes, few conventions are considered 

and not to be violated during schema implementation. In 

Table III shows the signs and notations. The below 

assumptions are listed out. 

Table III. Notations [21]  

Notations Description 

H (.) One-way hash function 

RA Registration authority 

HRA  Home registration authority 

P Point on E 

EK[m] Encrypted data   

DK[m] Decrypted data   

⨁ Bitwise XOR  

|| Concatenation  

MAC Device Identity Code 

PW IDu Password 

ID(u/t) User / Thing Identity  

Fp Finite field 

E Elliptic curve  

Nra Gateway Nonce 

G Group of elliptic curves 

Nu HRA create nonce for User 

S Gateways (RA) private key 

IDra Gateway User ID 

LSFR Linear Feedback Shift Register 

PUF Physical unclonable function 

1. In the registration phase smart home IoE, service 

providers and all the clients (user, things, Gateway) are to 

be authentic. 

2. After that, not single client (user, things, Gateway) and 

HRA is authenticated. To use environment and services by 

the client‟s needs to authenticate themselves in login phase 

by submitting exact identification data. 

3. HRA always trusted if mutual authentication is 

completed. So, it is considered that the server not ever 

negotiations with the attackers. 

4. User interacts with gateway to save the communication 

cost of smart objects. 

5. Secret key (S) considered to allocated before gateway 

interact in Smart Home.  

A. Registration Phase 

 
Fig. 2:  Registration Process  

The purpose of 

registration process is to 

authenticate user and 
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gateway by exchange of common secret key.  The Fig. 2 

shows the smart object communication in registration 

process. 

B. Authentication Phase  

Authentication phase is to perform the mutual 

authentication when user needs to use the smart home 

network. In Fig.3. Smart device performs the mutual 

authentication operations. 

 
 Fig. 3: Login and verification stage process 

IV. PERFORMANCE EVALUATION 

Proposed authentication scheme is feasible to implement 

LFSR and PUFs with less hardware (which requires 

thousands of gates) [23].  

Table IV: Comparison of Encrypt Operations   

Encrypt Operations   Total Gates Required 

SHA 256  10,868  

SHA  1  8120  

MD5  8400  

MD4  7350  

AES  3400  

 

As per review Table IV shows Comparison of Hash 

Function which needs from approximately more than 3,400 

gates to implement [24] and the main problem is 

computation cost and consume more power for encrypt 

operations. 

The Table V shows, the proposed scheme for 64-bit 

input requires only about 784 gates, considerably fewer 

than alternative schemes. Similarly, for 96-bits key it 

requires 1168 gates approx. 

 

Table V: Gates required for 64-bit Key length 

Key Length 

(64-Bit) 

Functions 

LSFR PUF 

Required Gates  256 512 

XOR Gate 3 4 

Total 259 516 

ALU Gates 775 

Control Gates 9 

Total Gates 784 

 

Table VI: Proposed Authentication features 

Key Size (bits) 8 16 32 64 96 160 

Number 

of 

Gates 

ALU + 

Control  

103

+9 

199

+9 

391

+9 

775

+9 

1159 

+9 

1927 

+9 

Total 112 208 400 784 1168 1936 

 

In Table VI shows that, it requires less number of 

operations / gates to reduce communication and storage 

cost and also it requires less power requirement for 

performing encrypt operations.  

Table VII: Comparable key sizes [23] 

Key Size RSA / DSA Proposed 

8 512 112 

16 768 208 

32 1024 400 

64 1536 784 

96 2043 1168 

128 3024 1552 

256 7680 3088 

 

In Table VII demonstrates the measurable estimation of 

the computational and communication expense from the 

correlation execution. In table VII demonstrates that, for 

128 bits key likewise requires 1552 logic gates entryways 

which is not as much as edge esteem different schemes.  

 
Fig. 4: Logic Gates Requirements and Analysis 

In Fig 4, shows the performance of existing work and 

proposed scheme grounded on communication and 

computation cost.  
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V. CONCLUSION 

 The review focuses mainly around different security 

imperfections in smart home, impacts and proposing 

countermeasures to the recognized issues fulfilling a large 

portion of security necessities. The paper is condensed 

dependent on the parameters like mutual validation, 

lightweight schemes, impervious to assaults, distributed 

nature, trust and access control arrangement. Considering 

the real difficulties of security in the Smart home IoE the 

novel authentication proposed which are lightweight and 

assault safe for circulated nature of Smart Home IoE and it 

can securely be executed even in low cost objects with 

thought of calculation overhead, storage overhead and 

correspondence overhead for the performance analysis.  
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