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Abstract: Nowadays, data transmission happens in all the 

system architecture to deliver vital information from one device 

to another device. Thus, this process has become an important 

requirement factor in the communication procedure in mobile 

ad-hoc network. But there are crucial security challenges, which 

should be addressed for effective communication. In this paper, 

we propose a secure and effective data transmission scheme to 

share vital information between mobile nodes. This protocol is 

protected against various security attacks. In addition to this, the 

results are discussed of the proposed method to check the 

effectiveness in the implementation cost, communication cost, 

and power consumption. 
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I.  INTRODUCTION 

А mobile ad-hос network is а соllесtiоn of indереndеnt 

movable nodes that can communicate with each other via 

radio waves. Mobile nоdеѕ that are in radio rаngе оf еасh 

оthеr саn dirесtly соmmuniсаtе, whеrеаѕ оthеrѕ nееdѕ thе аid 

оf intеrmеdiаtе nоdеѕ tо rоutе thеir расkеtѕ. Thе mоbilе 

nоdеѕ thаt аrе in rаdiо rаngе оf еасh оthеr саn dirесtly 

соmmuniсаtе, whеrеаѕ оthеrѕ nееdѕ thе аid оf intеrmеdiаtе 

nоdеѕ tо rоutе thеir расkеtѕ [1, 2]. The data transmission 

process is shown in Fig. 1.  

 

Fig. 1 Communication Between Different Mobile Nodes 

The MANET structure has various types based on their 

applications [3, 4] and these applications are road safety, 

sensors for body/environment, vehicular communication, 

home, peer-to-peer messaging, health, disaster rescue 

operations, robots, air/land/navy defense, etc.  
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The MANET has following different characteristics as 

diѕtributеd processing, multi-hор rоuting, autоnоmоuѕ 

tеrminаl, dynаmiс tороlоgy, light-wеight tеrminаl, shаrеd 

phyѕiсаl mеdium. In general, data is transferred over a public 

channel and thus, there are different ways to intercept this 

data. Therefore, there is a requirement of secure 

communication method, which can deliver meaningful 

information to the receiver securely. Next, if data is not 

available to the receiver end within the fixed amount of time, 

then it might be useless for the receiver and thus, the data 

transmission scheme should also perform all required 

operations quickly before sending packets to the receiver(s). 

Hence, the communication system should be designed using 

lightweight operations to utilize minimum computational 

resources.  

A. Related Works 

There are various mobile data transmission schemes to 

exchange meaningful information from one node to another 

node. We discuss on various features and issues of some 

recent mobile data transmission mechanisms. In 2015, Yan 

et al. [7] proposed a batch-signature verification system to 

preserve privacy of mobile users, and in this mechanism, 

they have used the concept of bi-linear. But this scheme [7] 

needs high cost operations during the implementation and 

thus, it is not suitable in MANETs. Alomari [8] came up 

with an enhanced mutual authentication method using 

symmetric key cryptography for mobile nodes to exchange 

messages and therefore, there is a major issue of key sharing 

in MANETs for both (new and existing) nodes. Moreover, 

the secure storage of the secret key is also an important issue 

in MANETs because an intruder may attempt to steal 

credentials from a storage memory of these nodes. Shanthi 

and Murugan [9] suggested a group key agreement 

mechanism based on bi-linear Diffie-Hellman concept to 

transfer messages securely between mobile nodes. In this 

method [9], nodes firstly generate a pair-wise for a hop-by-

hop group key agreement method to check the exactness of 

a transient key. But the performance of this mechanism is 

not appropriate in MANETs because of high cost operations. 

In 2018, Malhotra et al. [10] proposed an authentication 

protocol using symmetric key concept for secure data 

transmission in the mobile ad-hoc networks, but this 

protocol has security issues of different attacks (i.e., 

modification, impersonation, replay, man-in-the-middle, and 

sybil). Moreover, the scheme [10] requires very high 

amount of computational resources due to usage of high-

cost operations (i.e., random number generation). Therefore, 

the power consumption is also extremely high in [10]. 

Brindha et al. [11] came up 

with an authentication 

mechanism to improve 
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security concerns in MANETs, but this method is 

susceptible to replay, man-in-the-middle, and sybil attacks. 

Further, this protocol [11] is weak in the performance due to 

usage of high computational operations, and this leads to 

very high-power consumption. Thiyagarajan et al. [12] 

proposed an authentication protocol to improve security of 

the system using RSA public key cryptosystem. However, 

the mechanism [12] is vulnerable to replay and man-in-the-

middle attacks. Moreover, the communication overhead is 

very high in [12] and thus, this is not suitable for data 

transmission in MANETs. 

From the literature survey, we understand that there are 

various data transmission mechanisms for MANETs, but 

still there are different security and performance problems. 

To overcome these issues, we come up with an advanced 

and trusted communication mechanism for MANETs. 

The paper is organized in the following manner. 

Section II presents the network model and discussion on 

possible security issues in MANETs. In Section III, we 

propose an efficient and secure communication protocol for 

mobile ad-hoc network to exchange useful information. 

Section IV presents performance results of the proposed 

method and these results are compared with other relevant 

data transmission systems. After that, we do security 

analysis on the suggested protocol to check its security 

strengths in Section V. Finally, conclude this paper in 

Section VI. 

 

II. NETWORK MODEL AND PROBLEM 

STATEMENT 

 

The MANET structure includes different types of mobile 

nodes, e.g., computer machine, mobile phone, wireless 

sensor, etc. and they transmit vital information from one end 

to another side via a public channel. Fig. 2 shows the 

network model in which different mobile nodes are shown 

for the registration and communication processes.  

 
Fig. 2 The Network Model for Mobile Communication 

Initially, mobile nodes should register with the server to 

become a legitimate mobile user of the system. After that, 

they can communicate with other registered mobile nodes 

after verifying each other mutually. These mobile nodes 

have a smart card or chip to store some important values and 

this card/chip is fixed into a mobile node during the 

registration phase. 

When two mobile nodes exchange messages with each 

other over a common channel, an adversary may attempt to 

disturb this communication by doing malicious activities, 

i.e., modification in messages, stop/delay in packet 

transmission, impersonation for a legitimate user, 

understand private messages, etc. [5, 6]. The description on 

each security concern is as follows: 

1. Mоdifiсаtiоn Аttасk: An inѕidеr user attempts to 

mоdify расkеtѕ tо diѕruрt thе nеtwоrk. Fоr 

еxаmрlе, in thе modification аttасk, an intruder 

triеѕ tо аttrасt аll trаffiс frоm а раrtiсulаr аrеа 

thrоugh а соmрrоmiѕеd nоdе. It iѕ еѕресiаlly 

еffесtivе in rоuting рrоtосоlѕ thаt uѕе аdvеrtiѕеd 

infоrmаtiоn ѕuсh аѕ rеmаining еnеrgy, data 

transmission traffic, nеаrеѕt nоdе tо thе dеѕtinаtiоn 

in thе rоutе diѕсоvеry рrосеѕѕ. 

2. Drоррing Аttасk: Mаliсiоuѕ оr ѕеlfiѕh nоdеѕ 

dеlibеrаtеly drор аll расkеtѕ thаt аrе nоt dеѕtinеd 

fоr thеm. Whilе mаliсiоuѕ nоdеѕ attempt tо diѕruрt 

thе nеtwоrk соnnесtiоn, ѕеlfiѕh nоdеѕ try tо 

рrеѕеrvе thеir rеѕоurсеѕ. Drоррing аttасkѕ саn 

рrеvеnt еnd-tо-еnd соmmuniсаtiоnѕ bеtwееn nоdеѕ 

if thе drоррing nоdе iѕ аt а сritiсаl роint. It might 

аlѕо rеduсе thе nеtwоrk реrfоrmаnсе by саuѕing 

dаtа расkеtѕ tо bе rеtrаnѕmittеd, nеw rоutеѕ tо thе 

dеѕtinаtiоn tо bе diѕсоvеrеd.  

3. Mаn-in-thе-middlе Аttасk: This аttасk iѕ diffiсult 

tо idеntify аnd dеfеnd аgаinѕt an adversary’s 

malicious actions. Moreover, a man-in-the-middle 

(MITM) аttасk gеnеrаlly is not dереndent on the 

process of infесting соmрutеrѕ at the system. 

Though, it dереnds оn the соmmuniсаtiоn 

еquiрmеnt bеtwееn two ѕyѕtеmѕ. Fоr an еxаmрlе, 

аn adversary offers free Wi-Fi at а рubliс lосаtiоn 

and in this way, s/he mаy реrfоrm а mаn-in-thе-

middlе аttасk. 

4. Impersonation Attack:  An adversary takes the 

identity of a legal user (say A) of the 

communication system. Then, an attacker computes 

various parameter to send a forged login/message 

request to another valid user (Say B) behalf of a 

user-A. If this request is accepted by user-B, then 

an adversary is successful in performing an 

impersonation attack. Here, user-A does not have 

any knowledge of this communication. Generally, 

an attacker succeeds in this malicious activity if 

and only if s/he has all required values to compute 

a fake login/message request. 

 

III. THE PROPOSED MOBILE COMMUNICATION 

PROTOCOL 

We suggest a new authentication scheme to transmit data 

between mobile nodes. The proposed protocol mainly 

includes three phases as (1) registration (2) login and (3) 

authentication. These phases are described in detail as 

follows. 

A. Registration Phase 

This process is one-time task of users and it is essential for 

non-registered mobile node users because they cannot 

communicate with each other without being a legitimate 

user of the system. To register with the server, a mobile user 

(𝑀𝑈𝑖) and the server (𝑆) do the following: 

1. 𝑀𝑈𝑖  chooses his/her identity (𝐼𝐷𝑀𝑈𝑖
), passcode 

(𝑃𝐶𝑀𝑈𝑖
), and one 

random number as 

𝑥𝑖 . Then, 𝑀𝑈𝑖  
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computes 𝐴𝑖 = ℎ(𝐼𝐷𝑀𝑈𝑖
⊕ 𝑃𝐶𝑀𝑈𝑖

||𝑥𝑖 ⊕ 𝐼𝐷𝑀𝑈𝑖
) 

and sends { 𝐼𝐷𝑀𝑈𝑖
, 𝐴𝑖} to the server (𝑆) securely. 

2. 𝑆 computes 𝐵𝑖 = ℎ(𝐼𝐷𝑀𝑈𝑖
⊕ 𝐴𝑖||𝑦 ⊕ 𝐼𝐷𝑀𝑈𝑖

), 

𝐶𝑖 = 𝐵𝑖 ⊕ ℎ(𝐴𝑖||𝐼𝐷𝑀𝑈𝑖
), 𝐷𝑖 = 𝐴𝑖 ⊕ 𝐵𝑖 , 𝐸𝑖 =

ℎ(𝐴𝑖| 𝐵𝑖 ⊕ ℎ(𝒯| 𝑀𝐾𝑆 |𝐼𝐷𝑀𝑈𝑖
). Here, 𝑀𝐾𝑆  is the 

256-bit server’s secret key and 𝒯 is the generation 

time-stamp of 𝑀𝐾𝑆 . Then, 𝑆 saves 𝐶𝑖 , 𝐷𝑖 , 𝐸𝑖  in a 

memory of a mobile node (𝑀𝑁𝑖). Furthermore,  𝑆  

stores {𝐿𝑖𝑠𝑡𝐼𝐷𝑀𝑈𝑖
,𝐿𝑖𝑠𝑡𝐸𝑖

} into 𝑀𝑁𝑖’s memory. 

3. 𝑀𝑈𝑖  calculates 𝐹𝑖 = ℎ(𝐼𝐷𝑀𝑈𝑖
⊕ 𝑃𝐶𝑀𝑈𝑖

) ⊕ 𝑥𝑖  and 

stores 𝐷𝑖  into 𝑀𝑁𝑖’s memory. 

B. Login Phase 

To transmit data with another mobile node (𝑀𝑈𝑗 ), 𝑀𝑈𝑖  

should prove his/her legitimacy and for this, s/he should 

enter his/her private credentials to send a login request to 

𝑀𝑈𝑗 . The procedure is as follows for the proposed login 

phase: 

1. 𝑀𝑈𝑖  inserts 𝐼𝐷𝑀𝑈𝑖
, 𝑃𝐶𝑀𝑈𝑖

 and calculates 𝑥 = 𝐹𝑖 ⊕

ℎ(𝐼𝐷𝑀𝑈𝑖
⊕ 𝑃𝐶𝑀𝑈𝑖

), 𝐴𝑖 = ℎ(𝐼𝐷𝑀𝑈𝑖
⊕ 𝑃𝐶𝑀𝑈𝑖

||𝑥 ⊕

𝐼𝐷𝑀𝑈𝑖
), 𝐵𝑖 = 𝐶𝑖 ⊕ ℎ(𝐴𝑖||𝐼𝐷𝑀𝑈𝑖

), 𝐷′𝑖 = 𝐴𝑖 ⊕ 𝐵𝑖 . 

If 𝐷′𝑖  and 𝐷𝑖  are equal, then only the system 

proceeds to the next step. Otherwise the session is 

terminated immediately. 

2. 𝑀𝑈𝑖  does 𝑋𝑖 = ℎ(𝐸𝑖 ⊕ 𝐸𝑗 ⊕ 𝑇1) and sends a login 

request as {𝐼𝐷𝑀𝑈𝑖
, 𝑋𝑖 , 𝑇1} to 𝑀𝑈𝑗 .  

C. Authentication Phase 

To verify the received request, 𝑀𝑈𝑗  performs as follows and 

if it is valid, then 𝑀𝑈𝑗  creates a connection to exchange 

important information through a public channel. 

1. 𝑀𝑈𝑗  inserts 𝐼𝐷𝑀𝑈𝑗
, 𝑃𝐶𝑀𝑈𝑗

 and calculates 𝑥𝑗 =

𝐹𝑗 ⊕ ℎ(𝐼𝐷𝑀𝑈𝑗
⊕ 𝑃𝐶𝑀𝑈𝑗

), 𝐴𝑗 = ℎ(𝐼𝐷𝑀𝑈𝑗
⊕

𝑃𝐶𝑀𝑈𝑗
||𝑥𝑗 ⊕ 𝐼𝐷𝑀𝑈𝑗

), 𝐵𝑗 = 𝐶𝑗 ⊕ ℎ(𝐴𝑗 ||𝐼𝐷𝑀𝑈𝑗
), 

𝐷′𝑗 = 𝐴𝑗 ⊕ 𝐵𝑗 . If 𝐷′𝑗  and 𝐷𝑗  are the same value, 

then only the system proceeds to the next step. In 

other cases, the session is ended directly. 

2. 𝑀𝑈𝑗  checks the freshness of an obtained request by 

doing ∆𝑇 ≤ 𝑇1 − 𝑇2. If it is valid, then 𝑀𝑈𝑗  

computes   𝑋′𝑖 = ℎ(𝐸𝑖 ⊕ 𝐸𝑗 ⊕ 𝑇1).  If 𝑋′𝑖 ≠ 𝑋𝑖 , 

then the session is stopped instantly. If 𝑋′𝑖  and 𝑋𝑖  

are equal, then only the system understands that 

{𝐼𝐷𝑀𝑈𝑖
, 𝑋𝑖 , 𝑇1} is sent by 𝑀𝑈𝑖 . Further, 𝑀𝑈𝑗  and 

𝑀𝑈𝑖  computes the common session key as 

𝑆𝐾 = ℎ(𝐼𝐷𝑀𝑈𝑗
||𝐸𝑗 ||𝑋𝑖), and this key is valid for a 

limited period only. If the session key is expired, 

then both (𝑀𝑈𝑖  and 𝑀𝑈𝑗 ) should perform the login 

and authentication phases again.  

 

IV. PERFORMANCE ANALYSIS ON THE PROPOSED 

SCHEME 

We consider the Raspberry Pi 3B platform for the 

implementation, which has Quad Core 1.2GHz Broadcom 

BCM2837 CPU, 1 GB RAM, and 2.5 A power. Different 

cryptographic operations are implemented on this embedded 

device platform and the execution time of each operation is 

0.1074 milliseconds (ms) for one-way hash SHA 256-bit 

(𝑇ℎ(∙)), 300259.4031 ms for random nonce (𝑇𝑅𝑁 ), 11.6482 

ms for elliptic curve (𝑇𝐸𝐶 ), 2.3472 ms for advanced 

encryption standard (𝑇𝐴𝐸𝑆 ), 6.0943 ms for RSA encryption 

(𝑇𝐸𝑅𝑆𝐴 ), and 215.6940 ms for RSA decryption (𝑇𝐷𝑅𝑆𝐴 ). 

Table I shows the total number of required cryptographic 

operations to establish a connection for data transmission 

([10], [11], [12], and the proposed protocol) between mobile 

nodes. By considering the execution time of each 

cryptographic operation, the total implementation time is 

calculated for different communication schemes and the 

comparison of the execution time is shown in Fig. 3. Data 

transmission methods ([10] and [11]) take very high time in 

the implementation because they have used a good number 

of elliptic curve, random nonce generation, and AES 

operations. From this comparison, the proposed method 

needs extremely less time for the execution and thus, it is 

very quick for data transmission. 

Table I Computational Cost Evaluation for Different 

Communication Methods 

 Schemes Operations 

Malhotra et al. [10] 2 𝑇𝑅𝑁  + 4 𝑇ℎ(∙) 

Brindha et al. [11] 1 𝑇𝑅𝑁  + 7 𝑇𝐸𝐶  + 3 𝑇ℎ(∙)+ 2 𝑇𝐴𝐸𝑆  

Thiyagarajan et al. [12] 1 𝑇𝐸𝑅𝑆𝐴  +  1 𝑇𝐷𝑅𝑆𝐴  

Proposed 10 𝑇ℎ(∙) 

 

 

Fig. 3 Execution Time for Various Communication 

Schemes 

Next, the data transmission scheme sends different 

values to another mobile node and thus, it needs a fixed 

amount of memory to establish a connection with this node. 

This cost is known as the communication cost. We assume 

that an identity takes 10 bytes; an RSA needs 384 bytes; a 

time-stamp requires 8 bytes; an elliptic curve takes 64 bytes; 

and a one-way hash needs 32 bytes (for SHA-2). By 

considering this memory cost for different parameters, we 

calculate the communication cost for the proposed scheme, 

[10], [11], and [12]. The suggested method requires 1 (one-

way hash), 1 (time-stamp), and 1 (identity). The protocol 

[10] takes 2 (one-way hash) and 2 (identity). In the scheme 

[11], 2 (elliptic curve) and 1 (one-way hash) are required for 

the communication cost. The communication system [12] 

needs 1 (RSA) parameter. 

Further, the graphical 

representation is prepared 
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for the requirement of number of bytes in various 

communication protocols and it is shown in Fig. 4. 

 

Fig. 4 Communication Cost Comparison among 

Various Mobile Data Transmission Protocols 

The power consumption is computed using the formula 

𝑃𝐶 = 𝑃𝐶𝑃𝑈 ∗ 𝐸𝑇, where 𝑃𝐶 = power consumption, 𝑃𝐶𝑃𝑈 = 

maximum CPU power (12.5 W), and 𝐸𝑇 = execution time. 

Therefore, we have calculated the power consumption for 

the proposed method, [10], [11], and [12]. In this 

calculation, we consider the execution time from Fig. 3 and 

the comparison on the power consumption is displayed in 

Fig. 5.  

 

Fig. 4 Power Consumption Requirement in Different 

Data Transmission Schemes 

V. SECURITY ANALYSIS ON THE PROPOSED 

PROTOCOL 

We do security analysis of the suggested data 

transmission scheme to check its security strengths and for 

this, we have described how different security attacks are 

not feasible in the proposed method. The description on 

each attack is as follows. 

A. Modification Attack 

Packets are transferred via a public channel, and an 

adversary (𝒜) normally captures these packets during the 

data transmission phase. After that, s/he tries to change 

some information in a message and then, s/he sends it to 

mobile node. If the receiver accepts this updated message, 

then 𝒜 is screenful to perform a modification attack. 

According to the proposed protocol, 𝑀𝑈𝑖  and 𝑀𝑈𝑗  use the 

session key (𝑆𝐾) to communicate with each other and this 

key is fresh for each new session. Therefore, 𝒜 should 

know 𝑆𝐾, which is computed as ℎ(𝐼𝐷𝑀𝑈𝑗
||𝐸𝑗 ||𝑋𝑖) and for 

this, 𝒜 should have knowledge of 𝐼𝐷𝑀𝑈𝑗
, 𝐸𝑗 , 𝑇1 ,  and 𝑋𝑖 . 

Here, 𝒜 might know 𝑋𝑖  and 𝑇1 from a common channel, but 

it is hard to get 𝐼𝐷𝑀𝑈𝑗
 and 𝐸𝑗  because these values are not 

available publicly. Further, if 𝒜 manages to get all required 

values through searching (it is only possible if 𝒜 is a 

registered with the server.), then the session key is expired 

and there is no use of these parameters. Ultimately, 𝒜 is 

unable to do any changes in communication between 𝑀𝑈𝑖  

and 𝑀𝑈𝑗 . Hence, a modification attack is feasible in the 

proposed protocol. 

B. Sybil Attack 

An adversary uses different users’ identity to generate 

login requests and then, s/he sends these requests to the 

different mobile nodes. At this point, if the receiver accepts 

an obtained request, then a sybil attack is feasible in the 

system. According to the proposed scheme, 𝒜 should know 

𝐼𝐷𝑀𝑈𝑖
, 𝐸𝑖 , 𝐸𝑗 , 𝐼𝐷𝑀𝑈𝑗

 to compute 𝑋𝑖  and after that, s/he can 

send a login request to a mobile node in order to transmit 

meaningful information. However, 𝒜 does not know 

𝐸𝑖  and 𝐸𝑗 . Thus, an adversary can proceed further to perform 

malicious activities. As a result, a sybil attack is not feasible 

in the suggested method. 

C. Man-in-the-Middle Attack 

In general, data is sent over an insecure communication 

channel and thus, 𝒜 has an opportunity to get this data 

directly. If 𝒜 can retrieve some meaningful information 

from this captured data, then a man-in-the-middle attack is 

possible. To understand transmitted messages, 𝒜 requires 

the session key because 𝑀𝑈𝑖  and 𝑀𝑈𝑗  practice 𝑆𝐾 to 

exchange vital information with each other. We have 

already explained that 𝒜 cannot compute 𝑆𝐾 due to 

unavailability of all required values. For this reason, an 

adversary is not able to perform a man-in-the-middle attack 

in the suggested method. 

D. Replay Attack 

If 𝒜 is able to delay/stop transmitted login 

request/message; s/he sends this request/message later to a 

mobile node, and the receiver accepts the delayed 

login/message, then the protocol is vulnerable to a replay 

attack. As per the proposed scheme, 𝑈𝑖  sends a login request 

as {𝐼𝐷𝑀𝑈𝑖
, 𝑋𝑖 , 𝑇1} to 𝑀𝑈𝑗  through a common channel. Here, 

an attacker (𝒜) may want to delay this request. To do this, 

𝒜 need to compute 𝑋𝑖  because 𝑇1 is used in the computation 

of 𝑋𝑖  and the receiver checks the freshness of 

{𝐼𝐷𝑀𝑈𝑖
, 𝑋𝑖 , 𝑇1}through ∆𝑇 before proceeding to the next 

step. 𝑋𝑖  is calculated as ℎ(𝐸𝑖 ⊕ 𝐸𝑗 ⊕ 𝑇1) in the proposed 

scheme and 𝒜 is not able to compute again 𝑋𝑖 . Therefore, 

𝒜 does not have any opportunity to carry out a replay attack 

in the suggested method. 

E. Impersonation Attack 

If an adversary is able to impersonate any legal mobile 

user by sending forged login credentials, then an 

impersonation attack is achievable in the data transmission 

system. To do this, 𝒜 should compute 𝑋𝑖  (=ℎ(𝐸𝑖 ⊕ 𝐸𝑗 ⊕

𝑇1)). But an adversary does not have knowledge of 𝐸𝑗  and 

𝐸𝑖 . Further, 𝐸𝑖  is calculated as 

ℎ(𝐴𝑖| 𝐵𝑖 ⊕ ℎ(𝒯| 𝑀𝐾𝑆 |𝐼𝐷𝑀𝑈𝑖
) and 𝒜 does not have 𝑀𝐾𝑆 , 

𝐴𝑖 , 𝐵𝑖 , and 𝒯. As a result, 𝒜 is not able to proceed to carry 

out any illegal activity to impersonate mobile nodes. Hence, 

an impersonation attack is not feasible in the suggested 

protocol. 

Next, we have compared 

the proposed scheme with 
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oto 

other relevant communication methods ([10], [11], and [12]) 

in terms of security and it is shown in Table II.  S1: 

Modification; S2: Impersonation; S3: Replay; S4: Man-in-

the-middle; S5: Sybil;  

√: Secure; ∅:Vulnerable; 

Table II Security Attacks Comparison for Various Data 

Transmission Schemes 

Schemes S1 S2 S3 S4 S5 

Malhotra et al. [10] ∅ ∅ ∅ ∅ ∅ 

Brindha et al. [11] √ √ ∅ ∅ ∅ 

Thiyagarajan et al. [12] ∅ √ ∅ ∅ √ 

Proposed √ √ √ √ √ 

VI. CONCLUSION 

We discuss the importance of data transmission between 

mobile nodes in the fast-growing world. Then, we describe 

various security concerns in thе mоbilе аd hос nеtwоrk 

architecture and after that, we have proposed an efficient 

and secure data transmission protocol. The results show that 

the suggested method can withstand against various security 

attacks, i.e., modification, sybil, man-in-the-middle, replay, 

and impersonation. Further, the proposed scheme takes very 

low time in the implementation and it requires very less 

amount memory during the communication. Therefore, the 

proposed scheme consumes less power during the 

implementation. For all these reasons, the suggested 

protocol can be practiced in different smart city applications 

to exchange important data securely and efficiently. 
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