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Abstract: The interminable Internet Connectivity is imperative 

for the present style of living and the swelling size of network 

traffic has kindled challenges for establishing a no jitter network. 

The twists of Routing Protocols and underlying mechanisms were 

undercover and need to be explored enough. In this paper, we 

explored various dimensions of Border Gateway Routing Protocol 

(BGP), a de-facto Routing Protocol for inter-autonomous 

systems. Numerous Anomalies may emerge through BGP which 

should be tended to through Software Defined Networking (SDN). 

In this paper, a simulation through SDN- Ryu controller in 

Mininet for BGP has been done and it has been observed that the 

assimilation of SDN with BGP  improve the efficiency of 

networks. 

Index Terms: Border Gateway Protocol (BGP), Network Path 

Restoration (NPR), Software Defined Network (SDN), 

Multi-protocol  Label Switching (MPLS), Controller –POX and 

Ryu.  

I. INTRODUCTION 

The development of new uses of computer networks has 

improved our lives with solace. Nonetheless, with the ascent 

of continuous applications on the Internet, for example, 

Skype, e-banking, and so on, organize traffic has expanded 

quickly. This immense system traffic prompts organize clog 

or connection disappointment. Amid this condition of 

blockage or connection disappointment in the system, packet 

loss and irregularities may occur. This system state is 

outstanding to affect the activity of video conferencing and 

web trade inadequately. The issues, for example, versatility, 

security, and system speed can seriously block the execution 

of the present network devices due to regularly expanding 

system traffic [1]. So as to stand up to the system traffic, a 

conceivable arrangement is to re-engineer the system 

framework, as the current network devices may not be 

synchronized with the consistently changing requests of 

system-traffic [2]. Rather than chipping away at system 

framework, which in itself is certifiably not a versatile 

arrangement, in any case, the routing protocol component has 

many degrees for development. The BGP is the protocol 

which holds responsibility for the Internet. It has come a long 

way and still needs updating. The required updates may differ 

from network to network. This led to the need for 

customization of BGP. Software Defined Networking (SDN) 

provides a platform for addressing this challenge of BGP. The 

Ryu controller in SDN has built-in libraries for BGP.  
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Various dimensions of BGP can be programmed as per the 

requirement of the network.   Moreover, on the way to reduce 

the Network Path Restoration (NPR) in between autonomous 

systems, the emerging technologies like Software Defined 

networking alongside routing protocol assume a huge job [3]. 

Consequently, this shouldn't be looked in an independent way, 

yet it would be more productive if deployed as a pair i.e 

Border Gateway Protocol (BGP) and Software Defined 

Networking (SDN) in a consecutive  manner. Border Gateway 

Protocol (version 4) is the de facto protocol for connecting 

Autonomous systems. It is a path vector routing protocol and 

follows metrics as shown in Table 1  for the selection of the 

best path towards the destination [4]. 

Table 1: BGP Path Selection Priority  

Priority Policy Attribute 

1 Highest LOCAL-PREF 

value 

2 Lowest AS-Path 

3 Lowest origin type 

4 Lowest MED value 

5 EBGP Learned over IBGP 

Learned 

6 Lowest IBGP Cost 

7 Lowest Router ID 

 

Many anomalies may arise in BGP due to incorrect routing 

policy, growing network traffic, inbuilt features, etc. These 

anomalies attract many researchers to address the issues of 

BGP. Software Defined Networking (SDN) is engineering 

that expects to make networks coordinated and adaptable. The 

objective of SDN is to improve organize control by 

empowering endeavours and Internet Service providers to 

react rapidly to changing business necessities. It enables the 

network devices to work in a decoupled way as the devices 

would work in a thin client manner and would operate as 

defined by the SDN controller. 

II. BACKGROUND 

The endless web availability is basic for the present style of 

living and the swelling size of system traffic has encouraged 

difficulties for setting up a no jitter arrange. The job of routing 

protocol is crucial while 

planning the network path 

restoration mechanism [5]. 
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 The way toward sending network traffic starting with one 

system then onto the next by a router is known as routing. The 

routing is of following types: 

 

Fig 1. Types of Routing 

To deploy these routing types, idiosyncratic protocols are 

there. For example, to actualize dynamic routing, three 

specific protocol types for different situations are shown 

through Fig. 2. 

 
 

Fig 2. Types of  Dynamic Routing Protocols [6] 

At the highest dimension, the Internet makes out of thousands 

of Autonomous System (ASes). The Border Gateway Protocol 

(BGP)  is the standard convention for sharing between the 

inter-autonomous system [5]. A BGP router can be either 

interior or exterior. 

 
Fig 3. Types of Routing Protocols [7] 

In the real scenarios, an AS comprises of different BGP 

routers, as appeared in Fig. 4. The BGP speaking routers 

exchange updates with each other to attain stability. These 

BGP speakers if peer themselves with other BGP speakers in 

the same AS then they are known as following IBGP and if 

they peer with  BGP speakers that are present in other AS then 

they are known to follow EBGP. In the least complex case, 

each router has an IBGP session with each exterior router, 

shaping a "full mesh" arrangement. This "full mesh" design 

neglects to scale as the measure of the AS increments [8] [9]. 

 
Fig. 4: Inter-Autonomous Systems Connected through 

BGP routers[4] 

The Border Gateway Protocol (BGP) is the default 

inter-autonomous system routing protocol. Clients interface 

with (Internet Service Provider) ISP and ISPs use BGP as a 

steering convention to impart starting with one ISP then onto 

the next ISP. It is a path– vector routing protocol and 

possesses the property of an anti-loop mechanism. The BGP 

speakers trade routing updates with one another dependent 

on the directing or routing policy. When a BGP speaker 

sends updates to its BGP Peer, the sender has to wait for 

Minimum Route Advertisement Interval (MRAI) seconds 

for sending another advertisement concerning same 

destination networks.The network path directing approach 

may comprise of local preferences, number of ASes and 

multi-exit discriminator [10].   

The BGP routing protocol has many extensions for 

development. The difficulties in BGP like higher 

intermingling delay because of system instability must be 

tended to by a component that can improve the speed of an 

Internet Protocol (IP) network [11].  

The domain of issues in BGP has multiple dimensions which 

include convergence delay,  multihoming scalability, 

routing policy mismatch, multipath routing scheme, security 

and scalability, lack in performance at QoS parameters and 

multiple announcements [12]. 

Regardless of the way that the capacities of  BGP 

(coordinating methodologies), making them perfect for 

Network Path Restoration (NPR) in any case, the issue of 

customization of protocols speaks to a test for the future 

enthusiasm of the Internet. Recently, the Software Defined 

Networking (SDN) has pulled in uncommon interests to 

manage the network designing with respect to the 

customization of routing protocols [13]. The SDN gives 

imaginative organizations to the creating enthusiasm of the 

Internet [14]. To the best of 

our understanding, there are 

ponders that only consider 

the impact of BGP and SDN 
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on speed and adaptability in gigantic framework traffic.  

Regardless, the joining of these two promising progressions 

may amazingly improve speed, security, and adaptability. In 

this paper, the system topology maintained with BGP as a 

packet sending instrument and SDN as a controlling show. 

The SDN gives the phase to realize BGP and hereafter 

vouch for the blend of BGP and SDN to achieve NPR, with 

the irrelevant deferment and least packet loss [15]. The 

domain of issues in BGP has multiple dimensions which 

include convergence delay,  multi homing scalability, 

routing policy mismatch, multipath routing scheme, security 

and scalability, lack in performance at QoS parameters and 

multiple announcements [12]. 

III. ISSUES AND CHALLENGES: BGP 

Multiple Announcements: Growing Size of Routing Table 

 

BGP is a case of a Bellman-Ford distance vector directing 

calculation. This calculation permits a gathering of associated 

BGP speakers to each to become familiar with the general 

topology of the interfacing system. The essential 

methodology of this calculation is extremely straightforward: 

each BGP speaker educates all its different neighbors 

concerning what it has realized whether the newly learned 

data changes the nearby perspective on the system [11]. 

This characteristic leads to the growing size of the routing 

table which gives birth to long delays in searching route entry 

from the routing table of a BGP speaker. 

Ghost Entries 

There is no inherent update timer in BGP, the router may not 

have latest updates entries which may lead to ‘ghost entries’ 

as those destination prefixes are never reachable [11].  

Routing Policy mismatch 

BGP speakers share their data in compliance with their 

routing policies which may disagree while the selection of 

best route [16]. 

 
 

Fig. 5: BGP Route Selection Dynamics [16] 

Further, since its inception in 1989, BGP has evolved with 

new challenges and possibilities. One of the challenges is the 

fact that BGP is the only exterior protocol connecting 

inter-autonomous systems. Since each inter-autonomous 

system is controlled by many operators which need the 

mutual agreement for multipath transmissions. This 

possibility of collaboration is strenuous as well as opening 

the opportunities [17]. 

MRAI: Reduces updates while adding delay 

When a BGP speaker sends updates to its BGP Peer, the 

sender has to wait for Minimum Route Advertisement 

Interval (MRAI) seconds for sending another advertisement 

concerning same destination networks [18].  The MRAI may 

ultimately reduce the number of updates at the cost of added 

delay.  

BGP hijacking 

BGP hijacking is when attackers maliciously redirect 

Internet traffic. Attackers accomplish this by falsely 

announcing ownership of IP address groups, called IP 

prefixes, not actually owning, controlling, or routing to 

them. A BGP hijack is like changing all the signs on an 

expressway and rerouting automobile traffic to incorrect 

exits [19]. 

 
Fig. 6: Rerouting Traffic to incorrect exit 

(Source: 

https://www.cloudflare.com/learning/security/glossary/bgp-h

ijacking/) 

 
Fig. 7:  Black hole Routing [19] 

(Source: 

https://www.cloudflare.com/learning/security/glossary/bgp-h

ijacking/) 

Security: Black Hole Routing 

As a consequence of  Prefix hijacking, the malicious, as well 

as legitimate traffic, will be routed to a null route or node is 

known as Black Hole Routing. If a protocol uses UDP which 

is connectionless, the sender will not get the reply or 

notification regarding the lost or dropped packet. However, 

BGP uses TCP which is connection-oriented and require a 

3-way handshake for the connection establishment will 

receive the notifications for 

lost or dropped packet [19]. 

https://www.cloudflare.com/learning/security/glossary/bgp-hijacking/
https://www.cloudflare.com/learning/security/glossary/bgp-hijacking/
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IV. SOFTWARE DEFINED NETWORK 

The Software Defined Networks can be portrayed through the 

perspective of interchange perspectives. It is a thought, which 

can be practiced through controllers, conventions, and 

interfaces [13]. The idea of SDN has been acquired from the 

component where individuals utilized distributed computing 

framework to decouple the working framework from gadgets 

[19]. Fig. 6 is giving a perspective on Cloud Infrastructure, 

where gadgets are constrained by an incorporated switch and 

the switch on the other edge is associated with the gathering 

of gadgets to accomplish Network versatility, accessibility 

and vigor can be accomplished [20]. 

 

Fig. 8: Cloud Infrastructure [20] 

The rising development of SDN gives a brought together 

controller to arrange organize gadgets which are routers and 

switches. Because of the nearness of one controller, different 

gadgets would completely rely on this for any system update 

[21]. In standard/customary frameworks the systems 

administration gadgets are the complete heap of Forwarding 

plane (Hardware Components) and Control plane (Operating 

System). The job of SDN is to de-couple the sending and 

control plane [22]. Fig. 7 presents the examination of 

Traditional and SDN frameworks. 

 

 

 

 

 

 

 

 

Fig. 9: Traditional Network vs SDN Networks [22] 

In SDN the insightful and decoupled control plane offers an 

unbelievable dimension of adaptability to make the 

framework direct effective and therefore makes room to 

progress new protocols and applications [22]. Fig. 10 

introduces the decoupled view for the design of SDN.  

 
 

Fig. 10: SDN-decoupled architecture [22] 

As indicated by the Open Networking Foundation (ONF), the 

unconventionality of the present applications must be tended 

to by the characteristics of SDN, for instance, dynamic, 

financially savvy and reasonable [23]. SDN configuration is 

made out of three layers: 

(i)   Infrastructural Layer   

(ii) Control Layer  

(iii) Application Layer   

 

The Infrastructural layer describes the sending or data plane. 

The Control Layer is portrayed by different controllers like 

NOX, POX, Ryu, etc and the Application layer is depicted by 

applications like firewall, load balancer, etc. Distinctive 

contraptions like POX, Ryu and ODL are accessible to make 

the Control Plane. These gadgets, give a stage to the 

framework masters and researchers to structure the systems 

[24]. Fig. 11 traces the SDN Controller features. 

 
Fig. 11: SDN Controller Features [24] 

As the goal of this examination is to address network path 

restoration with minimal delay, SDN also offers a component 

of the fault tolerance [25]. The protocol, which connects the 

control plane and the forwarding/data plane is Open Flow 

(Version1.5.1). It enables the association of multiple 

controllers to a switch so that if there ought to emerge an 

event of failure of one controller, the other controller would 

be available [14]. Fig. 12 uncovers the SDN as A 

Fault-Tolerant engineering.   

Besides, because of the nearness of brought together 

controller, the postponement caused in rebuilding amid 

Network Failure identification and area is less when 

contrasted with regular systems [26]. Fig. 13 presents SDN 

with the viewpoint of Centralized Controller.  
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Fig. 12: SDN as Fault-Tolerant architecture [12] 

 

 
 

Fig. 13: SDN-Centralized Controller [26] 

An investigation proposed a methodology that is used for 

synchronizing time and from now on system refreshes. The 

continuous system way updates can make brief anomalies, for 

example, traffic loops, congestion etc. and these updates must 

be performed in an approach to constrain these peculiarities. 

The system portrayed here is 'TIME4' which requires the 

clock synchronization among switches and controller. The 

model delineated here improves network performance, 

security approach amid system topology refresh. Moreover, 

SDN must be surveyed, as far as Traffic Engineering. For 

achieving this, the domains in flow management, Load 

balancing, Fault Tolerance and Consistency while Topology 

update must be thought about [23].  

V. ISSUES CHALLENGES: SDN  

This section discusses the features, advantages, 

disadvantages, Issues, and Challenges of above-discussed 

mechanisms:- 

A. SDN-Speed and Security  

The advantages of SDN are versatility, better transmission 

capacity usage, capacity to customize routing protocols and 

applications,  reduced network congestion, and flexibility. 

SDN itself does not give encryption, but rather it is a virtual 

private system and, in that capacity, is divided off from the 

public Internet. In this manner, SDN is viewed as a 

protected transport mode. However, It is vulnerable to the 

DDOS attacks, which might impact networks [27].  

 

B. SDN-Cost  

On the positive side, SDN allows utilizing multiple, high 

bandwidth and inexpensive internet connections. However, 

the cost of SDN switches and controllers are higher than 

traditional switches. In addition to SDN switches and 

controllers, network bandwidth also plays a role while 

analyzing the cost of an SDN network. This equation for the 

cost can be expressed as: Cost = α ( S ) + β ( C ) + γ (B )  

 S = cost of SDN switches 

 C = cost of controller 

 B = Bandwith usage charges 

α, β, γ  signifies the heterogeneity of the factors for cost. 

 Appended to the above, SDN also profess for 

streamlined staff utilization. 

C. SDN-Performance  

On the other edge, SDN uses the public internet and public 

internet is more vulnerable to packet loss, latency, and Jitter 

and hence no performance guarantees. Hence SDN vouches 

for better performance in terms of scalability, availability 

along with resource utilization but no guarantees for QoS. 

D.  BGP/SDN-Convergence Speed  

Furthermore, the research explored that the BGP possess 

many advantages along with certain problems like routing 

table growth, instability, slower convergence, and security. 

These problems can also be solved by appending the network 

architecture with SDN. Due to the presence of centralized 

controller in SDN, the state propagation process can be 

accelerated and due to global overview present at the 

controller, the decision for the alternate path will be based 

upon the current updates. 

Table 2. Comparing Traditional/Existing and Software 

Defined Networks [29] 

 

 
 

SDN –Quick Diagnosis   

 The time for problem identification and orchestration of 

resources to resolve the issue is minimal in the case of SDN 

[28]. 

A.  SDN/Existing Network-Comparison  

The advantage of SDN is that an enterprise network traffic 

architect can sit at a central point and easily apply policies 

across all WAN devices. Table 2 summarizes the comparison 

between traditional and 

Software Defined 

Networking.  
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SDN Controllers Comparison  

 

Furthermore, the SDN is equipped with various controllers. 

Table 4 shows a comparison of the three controllers on 

‘Mininet’ a network emulator for SDN,  controllers available 

in SDN and it also depicts that the Network Performance with 

‘Iperf’ tool. It depicts that we can implement BGP only 

through RYU Controller [18]. 

 

Table 3: Comparison Summary of SDN Controllers 

 

 

VI. EXPERIMENT TESTBED 

The topology is shown in Fig. 14, depicts four hosts with their 

respective IP addresses and MAC addresses and all hosts are 

connected to an OpenFlow Virtual Switch(Version 2.0.2). 

The controllers are installed on dedicated Ubuntu 14.04.2 

LTS VMs running on a 8GB RAM Intel( R ) Core(TM) 

i7-7500 CPU @ 2.70GHZ. The Switch is further deployed 

first with POX (version 0.2.4) and then with Ryu (version 

4.10) controller. Both POX and Ryu are a python-based 

controller that operates at port 6633  [30]. 

 The topology implemented through POX and Ryu controller 

deployed on ‘Mininet’ a network emulator for SDN, and 

recorded the network performance with ‘Iperf’ tool, as shown 

in Table 5. The results of the implementation are shown in 

Table 6.  

 
 

Fig. 14: Single Switch 4 hosts topology 

 

                    Table 4. Table used for experimentation 

 

 

 

Table 5: Network Performance of POX and Ryu 

 
 

From the above study, it has been cleared that for designing 

and developing an Enhanced Network Path Restoration 

Mechanism, the Ryu controller possesses the potential of 

libraries of BGP and MPLS, appended with less RTT and 

Web Server Latency value. The Ryu controller allows an easy 

way to run Open Flow/SDN experiments on testbeds as well 

as in real topologies  [24] [31].  

The discussion above mentioned vouched for an integrated 

approach of  BGP  and SDN. Fig. 15 depicts the proposed 

architecture to be implemented for achieving results of 

enhancing QoS in BGP.  

 

Fig. 15: Proposed architecture [47] 

The above topology has been implemented through Mininet, 

Quagga, SDN Controller-RYU. Mininet creates an OpenFlow 

virtual network with a controller, switches hosts, and links, 

and also allows to develop custom topologies using Python 

scripts [32] Mininet has become one of the prominent 

emulation tools in this context since it incorporates several 

elements of Software Defined Networking (SDN). Developed 

at Stanford University, it is an open - source, emulator that 

provides a programmable interface to define and build 

network configuration with virtualized elements.  [33]. In this 

study, the Mininet has been installed on the Vmware 12.5.1.  

The systems depicting various AS2 and AS3 has been 

implemented on Quagga 

version 1.2.4. Quagga is a 

network routing software 

suite, which provides the 
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implementation of routing protocols like Open Shortest Path 

Forwarding (OSPF), Routing Information Protocol (RIP), 

BGP. 

 
Fig. 16:  Screenshot of the VMware 

system implementing Mininet 

 

For the present work, the Border Gateway Protocol (BGP) has 

been implemented on Quagga. For the Controller purpose, 

SDN-Ryu supports the BGP library in Python. For this 

specific work, the files titled as ‘bgpspeaker.py, 

bgpapplication.py has been used.  

Table 6: Key constituents of the tested network design 

 

VII. RESULT AND DISCUSSIONS 

The graphs are shown in Fig. 17 and Fig. 18 for delay and 

throughput which exhibits that assimilated approach of 

various mechanisms is not showing much better performance 

as compared with BGP alone. The reason for this is that the 

SDN controller may add extra delay for the communication 

between the client node and an SDN controller which further 

affect throughput also. However, the SDN controller provides 

flexibility for customization of routing mechanisms through 

their built-in libraries. 

 

 
 

Fig 17 : Performance Comparison of BGP and BGP+SSN 

in terms of Delay 

 

 
 

Fig. 18: Throughput (Performance Comparison) 

 

Fig. 19 and Fig. 20 show the time taken by routers for network 

path restoration if one node/interface on the path towards 

destination fails. However, The screenshots depicted in Fig. 

19 and Fig. 20  shows that the router configured with BGP 

alone takes much time for path restoration with much loss in 

packets as compared to the integrated approach. It can be 

retrieved from the above that SDN controller shows better 

results in terms of minimal packet loss during network path 

restoration while in case of delay and throughput the routing 

policy must be modified to bring more positive results in 

terms of less delay and high throughput.  
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Fig. 19. Network Path Restoration with BGP 

 

Fig. 20. Network Path Restoration with 

MPLS+BGP+SDN 

VIII. CONCLUSION  

The BGP routing protocol needs updates which are condition 

specific and SDN-Ryu controller has the potential to 

customize the behavior of BGP. The paper first explored the 

POX and Ryu controller of SDN through a simulation 

conducted in Mininet. SDN-Ryu supported BGP Libraries. 

The results obtained from another simulation performed in 

Quagga and SDN-Ryu shows that an assimilated approach of 

BGP and SDN mechanisms has much potential for Network 

Path Restoration in terms of minimal packet loss. However, to 

achieve less delay and high throughput, routing policies of  

BGP must be changed otherwise SDN controller may add an 

extra delay to the communication between the client node and 

the SDN controller that will further affect throughput as well. 
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