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Abstract: In recent trends organizations are very much
curious to protect data and prevent malware attack by using well
flourished and excellent tools. Many algorithms are used for the
intrusion detection system (IDS) and it has pros and cons. Here
we introduced a new method of intrusion detection using
Adaptive Jaya optimization (AJO) with modified deep neural
network (MDNN) by hybrid optimization techniques such as
Gravity search algorithm with gray wolf optimization (GSGW).
In the proposed method modified deep neural network uses 4
hidden layers and has a low false alarm rate and a high detection
rate. The performance evaluation is done by the feature selection
in NSL-KDD dataset. In the proposed method the experimental
result reveals less false alarm rate, better accuracy and high
Detection when compared to previous analysis. This kind of IDS
systems are used to develop extremely accurate in detecting and
respond to malicious traffic/activities.

Index Terms: Intrusion Detection System, Modified Deep
Neural Network, Adaptive Jaya Optimization, and Gray Wolf
Optimization.

I. INTRODUCTION

Nowadays, Internet has become a crucial part in
various organization to survive technological terms. Almost
customers share their personal information through networks
and also many firms depends on the internet for their daily
business [1]. Cyber-attacks means the interruption of
computers usual working and loss of an important data via
malicious network actions remain fetching more extensive
[2]. Intrusion detection (ID) is a method of detecting,
discerning and analysing the actions as destruction to the
policies related to security of a network environment [3] [4].
Denning presented the idea of identifying attacks in the cyber
system on networks through an outline to intrusion detection
system (IDS), which depends on the theory that security
damages could be sensed through an audit records in
monitoring system for abnormal designs of system usage [5].
NIDS (Network Intrusion Detection Systems) are
characterized as follows: i) anomaly detection based NIDS
(ADNIDS) ii) signature (misuse) based NIDS (SNIDS). In
NIDS, Snort [1], attack signatures are pre-installed. To
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detect an intrusion, a pattern matching is presented for
signatures related to traffic in the network [6], Usually, IDS
are established for anomaly detection or signatures. In the
detection of signatures, audit logs or packets are scanned for
series looking of instructions or proceedings which are
formerly indomitable as suggestive of an attack. In anomaly
detection, IDS use performance designs and it represents
malicious activities and examines past actions by
recognizing whether the detected performances are normal
[7]. While mentioning to IDS, two major classes are
distinctly highlighted. They initially describe a profile for
““behaviour related to normal’’, and then notice variations in
attacks from this normal profile [8] [9].

Il. RELATED WORKS

Alex Sheffield etal. (2018) [10] proposed a new approach
for deep packet detecting malicious traffic on network
employing artificial neural networks which was used in
packet analysis based on intrusion detection systems. This
method can provide accurate difference between the
malicious and benign network by making use of code sets of
malicious shell obtained from the available exploit,
susceptibility depository exploit and some of the traffic
datasets of benign network (dynamic link library files,
images for selecting some other diverse files such as music
files, word processing documents and logs.). The maximum
accuracy obtained by this method was 98% and maximum
area obtained from the recipient operand characteristic curve
was 0.98 and the average false positive rate for repeated
10-fold cross validation was 2% less. This method was more
precise and robust and has the ability to increase the usage of
intrusion detection system which was provided to both the
traffic analysis network and conventional traffic network
analysis used in cyber systems like smart grids.
Chuanlong Yin, etal. (2017) [11] discovered a replacement
methodology for intrusion detection system supported deep
learning, and intrusion was detected recurrent neural
networks (RNN-IDS).The performance of this model was
studied in multiclass classification and binary classification,
and therefore the variety of neurons and various learning rate
effects on the performance of the projected model was also
noted. Our model was compared with support vector
machine, random forest, artificial neural network, J48, and a
few alternative machine learning ways that were projected on
the benchmark data set by
past workers.
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The result of this methodology shows that the RNN-IDS
was used for modifying the classification model, wherever
the accuracy was high whereas comparison with the previous
ways that use multiclass and binary classification. Accuracy
was improved by RNN-IDS in instruction detection that
provides a replacement exploration technique for instruction
detection.

1. MOTIVATION AND PROBLEM DEFINITION

Internet is fashionable among variety of users
and numerous cyber-attacks ~ are  generated  against
internet. A quick and economical cyber security intrusion
detection may be a major recent analysis challenge because
of the increasing usage of Internet primarily
based services. Great  deal of information are on  the
market in cyber infrastructure and additionally the cyber
criminals are hyperbolic to realize access to the information,
so we need, machine learning statistics, data
processing and alternative knowledge base capabilities to
face the challenges of cyber security. The aim of intrusion
detection analysis isto beat the drawbacks of existing
approaches in Internet security. High detection time, low
accuracy and low flexibility are the common drawbacks of
intrusion detection approaches. Advanced features used by
intruders such as IP address spoofing, encrypted payload and
dynamic ports which should be determined before any losses
occur. In the above literature, some techniques detect only
known attacks and some approaches learns normal behaviour
from network traffic dataset. Machine learning based
intrusion detection system faces problem in whole dataset
because of its size and imbalanced character which results in
biased performance and over-fitting. So it is needed to
diagnose intrusion from intruder by proper feature learning.

IV. PROPOSED METHODOLOGY

In  this proposed methodology, we  recommend an
efficient intrusion detection framework with adaptive Jaya
optimization (AJO) [12] to concurrently do parameter
Initialization and feature selection for modified Deep Neural
Network (MDNN). MDNN classifier is presented to classify
the various kinds of attacks in cyber security.

4.1 FLOWCHART OF THE PROPOSED SYSTEM

| Load the NSL-KDD Dataset |

v

| Features Selection Using AJO |

v

Initialize the Parameters &
Features for MDNN

v
Assign weights in DNN based
on fitness value
v
| Detect the Intrusions |

Figurel: Flow Chart of System
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In the proposed System the features are selected from the
NSL dataset using Adaptive Jaya optimization. The GSGW
is used to calculate the fitness value and is applied to the
Modified deep neural network to detect the intrusion. In the
proposed system we use the NSL-KDD dataset. The figl
shows the flow of the proposed system. Initially the data is
loaded and the best features among the data is selected by
using Adaptive Jaya optimization technique. In modified
deep neural network it comprises input layer, four hidden
layers and output layer. The increasing number of hidden
layer produces better performance in the output. In each layer
of the modified deep neural network a weight value is
assigned based on the fitness value calculated for the
particular layer. The fitness value is calculated by using
hybrid Gravity search Algorithm with Gray wolf
optimization (GSGW) and the modified deep neural network
process the input values for all the four hidden layers and
produce better output. By using the proposed system the
performance in detection rate is increased and produces less
false alarm rate.

4.2 MODIFIED DEEP NEURAL NETWORK

Neural network is termed as deep learning of a
process and is composed of one hidden layer and modified
deep neural network has several hidden layers. The use of
multi-layer can provide better performance in the output. The
layers consist of nodes and the nodes are termed as neurons
in human brain. The node accept the input and process to
obtain the final output. In each layer the weighted value is
randomly selected based on the fittest value calculated by
hybrid gravity search algorithm with gray wolf optimization
(GSGW)[13].Deep neural networks are used in common
places with hidden layers and these layers are known to be
the depth of the network for the better pattern recognition. In
olden layers the neural network with single layers but now
with three layers are termed as deep neural network and with
more layers are known as modified deep neural network. In
this, the input is the selected best features in NSL-KDD
dataset by using Jaya optimization.
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The figure2 represents the neural network with single hidden
layer. In the modified deep neural network let M denotes the
quantity of layers. The layer one is termed as input layer and
therefore thelayer m is termed as output layer.
The mediate hidden layers are painted as layer2 and layer
M-1. The value of every node is calculated by multiplying
the wvalue withthe load W1,W2...Wm. The load is
updated within ~ the modified deep ~ neural  network
by exploitation (GSGW).The values for every node is
denoted as Ci,j. The process is recurrent for every layer and
therefore  the values are calculated. The load for
every layer won't be of zero entities. The network is of totally
connected is shown in figure 3.

The formula used to calculate the attacks in the modified
deep neural network is termed as

H=f(G;Z,1GZ,|G/Z,]....G['Z,)
H=f(} G'Z)

G represents the load allotted to the link between the layers
and Z represents the neurons present within the network.

The softmax function is applied to each hidden layers in
the modified deep neural network. The values are calculated
by using the formula

Ply=jl0")=

ko Lo
208

Where @ =W, X, +W, X, +........ +W, X,

0= Zwi X, =WTX

i=0

The value is calculated for each and
every neurons present in the hidden layer and is represented
as'v; g

4.3 EXPERIMENTAL SETUP
In this proposed system, We used anaconda tensor flow

platform for implementing MDNN (Modified Deep Neural
Network) Technique. Process Flow the same is mentioned
below.

Step 1. The databases which we used for intrusion
detection is collected from network traffic dataset.

Step 2: Next, data analytic method is enhanced by
developed algorithms for obtained dataset. For that, the
dataset should be separated into training and testing. In this
paper we have used 125973 training samples and 22543
testing samples of NSL —KDD Dataset for MDNN (Modified
Deep Neural Network) implementation.

Step 3. Adaptive Jaya Optimization (AJO) to
simultaneously do parameter setting and feature selection.
As a result, the Adaptive Jaya optimization better the
searching ability, as well as reducing the number of the
searching agents, number of iterations and computational
burden.

Step 4: MDNN classifier is proposed to classify the
different security attacks. The weight values are updated
using Gravity Search Algorithm with Gray Wolf
Optimization (GSGW) to minimize the classification error.
This MDNN classifier takes into account trade-off between
the maximizing the detection rate and minimizing the false
alarm rate with better accuracy.
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The feature selection is performed on 41 features and
best 17 features were selected on best score after 24" iteration.
Every iteration least score feature was eliminated. The below
MDNN Classifier Architecture will give sample calculation
of each layer to classify 4 types intrusions like
Probe,DoS,U2R,R2L attacks.

0337351

Figure3: Modified Deep Neural Network Classifier

The figure3 represents the modified deep neural
network with four hidden layers. The inclusion of many
hidden layers produce better performance. The fitness value
calculated by GSGW is 0.35 is used for the above calculation
and is multiplied with the assigned weight of range [0, 1].
Mathematical Calculation in Different Layers is as follows:
For the first hidden layer
1.

(1*0.12*0.35)+(1*0.14*0.35)+(1*0.31*0.35)+(0.95*0.18

*0.35)= 0.25935
2.
(1*0.2*0.35)+(1*0.16*0.35)+(1*0.22*0.35)+(0.95*0.12*0.
35)=0.2429
3.
(1*0.3*0.35)+(1*0.18*0.35)+(1*0.11*0.35)+(0.95*0.1*0.3
5)=0.23975
The exponential of each value

1. Exp(0.25935) = 1.296087

2. Exp(0.2429 )= 1.274941

3. Exp(0.23975) = 1.270931

Sum = 3.84196

Calculate the softmax value as follows:
1  1.296087/3.84196=0.337351
2 1.274941/3.84196=0.331847
3 1.270931/3.84196=0.330803

The same way calculations can be done for other
hidden layers of Modified deep neural network. Neural
networks are designed to recognize patterns as the work done
by the human brain. As the human brain understand the data
the neural network interpret the data by machine learning. It
can understand text, sound, image recognition. The neural
network helps to cluster and classify the data.
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V. RESULTS AND DISCUSIONS

The MDNN (Modified Deep Neural Network)
methodology produces better Detection Rate (DR), low False
Alarm Rate(FAR) and high accuracy.IDSs have Four Major
classes of attacks:

Probe: The intrusion will scan the network to accumulate
data about the system.

Denial of service (DoS): The intrusion makes the machine
unavailable to the user by engaging resources.

User to root (U2R): The intrusion access the root as normal
and then attack the system privilege.

Remote to user (R2L): The intrusion try to access the remote
by sending packets through network and then exploit the
machine .The intruder do not have an account in the local
system.

Fig 4 describes the frequency of the selected features

used in the proposed system as it is described in table7. The
x-axis  represents the selected features from NSL- KDD

FN Values: [26 19 1 11 14]
TP Values: [9684 7437 201 2743 2407]
TN Values: [12819 15076 22323 19776 20107]

FAR Value: ((14+26)/ (9684+12819+26+14))*100
0.17743867275872777

Like the same way for all classes (Attacks) values were
calculated. Finally we got below results mentioned in fig: 7
with feature selection comparing with existing system.
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Figure 4: Feature selection using AJO

Fig5 reveals the best features selected in our proposed system
from NSL-KDD dataset using AJO Technique.

Basic features {1,2,3,4,5,6}
Content features {10,12,13,16,17}
Features of Time based traffic | {23,25,28}
Features of Host based traffic {32,33,36}

Figure 5. Selected Features by AJO

The Fig 6 reveals the performance evaluation of the detection
rate,false alarm rate and accuracy of our proposed system
without feature selection and with feature selection.
We got the following details without feature Selection
Accuracy 99.71 and with (AJO Technique) feature selection
Accuracy is 99.87.Following formulas used in the system.
FAR= ((FP+FN)/ (TP+TN+FN+FP))*100
DR = (TP/ (TP+FP))*100
ACC = (TP+TN)/ (TP+FP+FN+TN)*100
Actual samples of various attacks in our Dataset are:
9698+7448+219+2756+2422= 22543
FP Values: [14 11 18 13 15]
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Detection Rate [99.85564034 99.85236934 91.78082192 99.52830189 99.38067713]
Accuracy [99.82256133 99.866921  99.91571663 99.8935368 99.87135696]
False alarm rate 0.1259814576586967
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Accuracy 99.8740185423413
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Detection Rate [99.7419488 99.68969239 83.26359833 98.55699856 98.68421053]
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False alarm rate 0.2839018764139644

Detection rate 95.98728972060687

Accuracy 99.71609812358682
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Figure 6: Screen shot of MDNN Implementation

Existing System Proposed System
FAR 2.41 0.125
DR 97.23 98.07
Accuracy 96.88 99.87

Figure 7: Compare Results with Feature Selection

The Fig 7 disclose the results between existing system

(TVCPSO -MCLP) [1] and proposed (Modified Deep Neural
Network Based) system.
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VI. CONCLUSION AND FUTURE WORKS

In this paper the proposed methodology includes an
intelligent intrusion detection context with Adaptive Jaya
Optimization (AJO) to concurrently initialize parameters
and features selection for Modified Deep Neural Network
(MDNN). MDNN classifier is presented to classify the
various kinds of attacks in cyber security. Here we used 17
best features from KDD cup data set for high DR and low
FAR. In future work a new set of features can be selected by
using another technique for even better performance.
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