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Performance Comparison of DSR and DSSR
Protocols With and Without False Data Injection
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Abstract The arrangement of remote applications or conventionsThe idea of a MANET such as open medium, dynamic
with regards to Mobile Aehoc Neworks (MANETS frequently  network topology,absenceof centralized monitoring, and
requires a venture through a recreation stage. For thegpsencef clear defence mechanisms makes it very difficult
consequences of the fenactment to be significant, it is very jsque to several routing attacks. In MET routing, there
much essential to have a model which is based on test system ”exists a high possibility for intermediate nodes to be

coordinates as intently as conceivable theittr. However, the . . .. ;

distributed service provisioning over MANETs need sufficientdang(_arous thait mlg_ht be a seriousisk in Iosm_g the
assistance for the discovery of service and also invocatiorS€CUrity. Black hole is the very common attack in ad hoc
Numerous existing protocoldor service discovery have been routing in which the malevolent node that are used in the
proposedto be efficient for the wireless environmentand are  process ofouting to state itself of being the shortest th
found to be focusedhainly on infrastructure-based ihop ad hoc the wayto the sink node[13]. After receiving the data
wireless networks. This proposed method demonstrates trpacket from the node it will drop the data packet instead of
performance comparison of DSR and DSSR protocol that hasorwarding them to the neighbouring nottee black hole
been dissected and identified and their simulation results areytiacker does not obey theomsmunication model.
obtainedbased on the two fish algorithm using MANET. It is a Transmissionof datais introduced in between the nodes

decentralised network with most encouraging and quickly " .. " ' .
developing innovation which is the sefforted out and also it is utilizing UDP agent and CBR traffidransmittersends the

quickly conveyed system. datathrough anattacker. Source nodesses thdata tothe
Index Terms: DSR, DSSR, MANET, Attack attacker that will not have a shortpath to sink [14].
Attacker does not forward data to its neighboursese

I INTRODUCTION protocols are parameterizednes and weredevelopedto

) ) meet thedemandsof the Advanced Encryption Standard
Mobile Ad Hoc Networks (MANETS) halseen projected as (AES) competition andvere choseramongthe top five

oneamongsthe most pervasive areas of research in the Ofn5)ists. Thisprotocolhasin their stucture,a variable block

going years due to certain' difficulties it postqres_ to VariQLsize and a variable key size asaapable oéncryptng four
related protocols. MANET is the new developing innovatiol,,_pits simultaneouslySymmetric key encryption is regular

which empowers users to reeey with no physical (4 gyarantee information classification, it utilizes same key
framework regardless of their geographiaata thais the ¢, poth encryption and decryption then unsdois the

reason which in some cases it is suggest as infrastructﬁgure contentA mixture of aspectsmamely, performance,
less networl{l;]. The'multiplication of Igss expensive, "ttlesecurity, ease of implementation, efficienand flexibility
furthermore, increasingly grouristeaking gadgets ake .onributed to thelgorithm selectioras the AES. Two fish
MANET ~quickest developing networkA significant \yere intended to meet the necessities of the Advanced
problemin MANET is th(=T availability ofresourca_ 'G|V|_ng Encryption Stadard (AES) two fishusedas a 1&ound
secure communication in such evolving condition just érgigteliike structure with extra brightening of input and the
assurance against explicit dangers and assaults promptio,t,t. Theimportantnon-Feistel constituentsare the 1bit
advancement of different sedyr plans and structures. niyots The revolutions can be moved ithe F functions to
Resource availabilityis n e o f  NhajdrEha@llénges eyelop thereistel structureyet the rotation takes place in

Rendering asecure communication in suca variable e F fynction to create a very pure Fiestel structure.. The
environment, and providingrotection againsparticular piaintext is part into four 3Bit words, these are XORed
threats and attacksesultsto the development oflifferent i four catchphrases in info brightening step. This is

types ofsecurityschemesnd architectures. pursued by sixteen rounds. In each round, thewirds on
Wireless network is the network of mobile computer nodee |eft are utilized as contribution to the capacities. (One of
or stations that are not physically wired. The maikyem js turned by 8 bits first.) This work contafosr byte
adyantagg of thIS.IS commumcatmg with rgst of._th.e Worlwide key dependent-Boxes, trailed by a direct blending
while being mobile. The disadvantage is thémited \eniyre dependent on a MDS network. The consequences of
bandwidth is memory processing capabilities and 0pgyuipy the g capacities areombined using a Pseudo
medium are the issues that are faced in accordance Wysqamard Transfon (PHT) and by incorporating two
various parametric metri¢s2]. catchphrasesThen these two outcomes are XORéal form

wordson the right (amondhe twq oneis pivotedto theleft

by 1 bit first andhe seconane is pivotd right dter ashort

interval).
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Then the parts of right and left are exchangedfor the Omran et al. (2017)[7] demonstratedhe control power
following round with theexclusionof thefinal round andall ~ flow to alleviate and gets overloadelie to high power
the four words are XORed with four key words to delivertransfer compared and used to demonstrate the effectiveness
the figure content. of DSR control in load growthhandling Only the
impedancesvhich were unbalancedere addressed, but the

Il. RELATED WORKS impacts of impedance unbalance wepgesentedto be
. . _ . important on the redting DSR ign.
Kavitha et al. (2019 [1] proposed during the time period of Sa?gsviat Zt a|_e(2§it5lg] p?opSESdgpresented thesults of

DS construction that had been used in accordance Wlth[ & simulation for the purpose of choosinthe efficient

selection .Of nodes having more energy, minimum re_5|du uting algorithmto providean effectiveperformance when
energy with less degree than its coefficient for a maX'muﬂ]nplementecbverthe target mobile grid application.

effective degree. The results had shahat this CDSSDS

. . X . Shabut et al. (2018)[2] proposedmodel, the performance
Qo%ha?f_a_hlgherjlgéor having aztl)grcmérg%f&gc\lles andd of the network was evaluated using average throughput in
good efficiency when compareto Qo and - the network, packet loss and energy consumption in the

A(?I\/IbIID_Vh. Idnbth!s ‘I)O('jr.'t ofﬂ\:lew,the QoS C(?[ulc_htave bi‘?” resence ofnodes that aralishonedmalicious It also
establishedby Inclucing the energy constraint combiN€G, reasesthe et wor k 6 s rmancer al | perfo

with timestampas wel asthe linkof alife time. Upadhyay et al. (2016)[8] experimentedprovisions for

verma t_et al. (2d0_12)t[1£ experlmznteld ln_thresourcle ds curity mechanism in routing were essential in WSN.
perspective according to the proposed aigorithm conc'u oposed solutions had a long network life because of the

that will gain extra memory while comparing with 0thermalicious nodes and also the shutdown takes place for

st_a_teof-theart algorithms ~ While con5|d_er|ng CI:’Ufurther research in batteghargers and also in case of other
utilisation was same for all the other algorithms. So th etworks

proposed algorithm was simpler and faster when were
compared to other experimental algorithms.
Muchtar et al. (2018 [3] demonstrated in this new i COMPARATIVE STUDY

suggestionfour strategies were proposed to overcome thf,q comparative study of both the existing and proposed
energy #iciency problems in the previous research contenfnethodology has been analysed in both the DSR and DSSR
It greatly reduces the routing and flooding traffic activitie$)rotocol based on two fish algorithm usifgANET.

that were used in bimspired approach to create ContenEenerally MANET neither haveany fixed centralized
more adaptive and efficient routing that had a better use giministration control nor fixed infrastructure, and it

data structure. o contains mobile nodes that are dynamically connected.
Canning et al. (2012 [10] proposed the verification that gacause of its varying topologies in MANET, the routing

were taking place in DSR components structure Wagncess of selecting the optimum path in a network and
requiredthroughassurancén other samplefor enabing its  5gministeringhe network traffic is critical Sensor nodes are
generalisation to wider populatioridoreover, therecruited  geyeloped from Wireless sensor organize and are operating
PMS sufferers for this researavere diagnosedby using nder the control of central authority Base station are fit for
30% increasén criterion. Energy efficiency, PDR, and alsogpowing fascinating applications because of their capacity to
other parameters were analysed and were then compaggd conveyed universgllin antagonistic and inescapable
with other State of art algorithms and their methods wetgngitions. In any case, because of same reason security is
reported. _ turning into a noteworthy worry for these systems.
Goulden et al. (2018)[6] proposed the detailesequence pregominantlydisturbingattack isthe Wormhole attackit
concerningthe limitations of the user visions, and the s actually a Denial of Service attack, in which /érckers
cambility of industry toapproachbeyondthe limit towards i establisha lowlatency linkin the network between two

a moredistinguishedsiew. They concludgit by broadening points On account of thesurvey of existingechniquesof

the landscapearried outby delivering DSR, in order 10 jgentifying Wormhole attacks, researchers émeusing to
foster an extesive diversity of roles of theend user, and ygtectand determinethe significant challenges afesearch
finally getting higher demandresponse froma broader user i, the @tectionof Wormhole attacks in network layer. In
base. . our proposed methodology the attacks like wormhole attack,
Kang et al. (2018)[5] proposed t@llow ORGMA toattain  gession attack and false detection attack are some of the
high PDRin dynamially changingMANET environments. mgajicious attacks that are involved in wireless sensor
Re_hable multihop packet delivgrin MANETSs becomes networks. Now, in this proposed ntieodology two main
efflcllent. ORGMA performs better thathe_ stateof-the-art protocols are involved the DSR and DSSR protocol using
routing protocol to a great extenndalsoits performance q fish algorithm in MANET. In this article, we uncover an
reachesslose tothe performance ain ideal routingnethod  gpscure weakness of existing awful estimation location
with globaldata , calculations by exhibiting and dissecting another class of
Kumari et al. (2018) [4] proposed algrithm further  aqqayits called false information infusion assaults. False
enhanced the system amadethe systenwork smartlyand  getection attacks are also the one of the malicious attack that
in anenergy efficienmanner There were antena@volved 5.0 taking place in wireless sensor netwolpplication

in terms of performance and evaluation layer may mean diminished application proficiency with
Muchtar et al. (2018)[3] experimented the process to haV%igher improvement costs.

a good energy efficientone must totally avoid
retransmission in order to have a better enefiigient.
There was a critical view assumptionin an energy
consumption study with MANET.
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Besides, changing algorithms that the matrix administrators

are utilized to and have picked up huge involvement witlB. DSR and DSSRprotocols under false data injection
isn't daintily done. All the more regularly than not, new  attack

calculations are first presented as research and advancenérg data packets in the MANET are prone to various
models and are not apipted for generation use until theattacks. In this research work false data injection atitack
administrators increase some involvement and get alrigtiinsicered in DSR and DSSR protocols. Amtifferent
with utilizing the new algorithm. Comparison of both thegerformance paramegrare monitoredor comparingthe
DSR and DSSR is carried out in this proposed article usipgrformance oDSR and DSSR protocols under false data
NS2. injection attack

The parameters on which we will analyse &nd to end Fig 1 and 2 repesent the comparative plots thie average
delay, throughput, energy spent, PDR and routing overhedelay ofDSR and DSSRrotocolsunder attack

Topology of mobile adhoc networks with more no. of nodes

and transmission of packets between them is route@.imike) AVEAREE DELRY |
usingDynamic Source Routing Technique " R

[DSR protocol],parameters such asd to end delay, ;
throughput, energy spent, PDR and routing overhead will be

calculated and output are shown. Topology of mobile adhoc -

networks with more no. of nodes and transmission of //
packets between them is routed udhgmamic Source '
Routing Technique)SR Protocol] and Wormhole Attack is
introduced in the network, to check the ™ o
performanceparameters such asd to end delay,
throughput, energy spent, PDR and routing overhead willbe _~ /
calculated and their output is shown in graphs. So for every_  oms  som oo som  swew oo
DSR and DSR protocol each attack will be introduced and

for each attack the parameters will be analysed and resultd=ig 1: Average delay for DSR Protocolinder attack
will be shown. Dynamic Source Secure Routing with Digital _
Signature and Dydog Mechanism integrated with Two fish Gk AVERAGE_DELAY |
algorithm [DSSR protocol] and thisilwalso have all three
attacks that are to be will be introduced to the protocol an

o
Fd

the parameters are analysed and the results will be shown| " //
graph. .
IV. RESULTS AND DISCUSSION : //
A. Simulation Results : /
; /
A simulation environment is created using-RSimuldor, : /

and the parameters are defined in Table 1. In order to obta '™ ,
the performance of a proposed scheme, various QO owo oo awo  somw  som o
parameters such as Delay, PDR, Energy spent, throughput

and routing overhead are considered in the evaluation. Thelg 2: Average delay for DSSR Protocolinder attack
DSSR is implemented withttacks in the N& simulator.

The following figures in this section describe the varioukig 3 and 4 represent the comparative plots for the average

attacks with the proposed protocol. throughput obtained for DSR and DSSR protocols under
attack.
Table 1: Simulation Parameters _ —
AVERAGE_THROUGHPUT
Parameter Value ] i
. 160, / \
Simulator NS-2 e
/
Simulation time (s) 10 sec //
Simulation Area (m) 500*500 /
/
Total Nodes 50 .
Protocol used DSR
Fig 3: Average Throughput for DSR Protocolunder
Application Protocol UDP attack
Packet Size (Byte) 500
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Fig 4: Average Throughput for DSSRProtocol under
attack
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Fig 5 and 6 represent the comparative plots for the energy svmmono I
spent on DSR and DSSR protocols under attack P
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Fig 9 and 10 represent the comparative plots for the routing
Fig 5: Energy spent for DSR Protool under attack overhead obtained for DSR and DSSR protocols under
attack.
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Fig 6: Energy spent for DSSR Protocolinder attack

Fig 7 and 8 represent the comparative plots for PD
obtained for DSR and DSSR protocols under attack.
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Fig 7: PDR for DSR Protocolunder attack

Fig 9: Routing overhead for DSR Protocolunder attack
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Fig 13 and 14 represent the comparative plots ferethergy
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Fig 10: Routing Overhead for DSSR Protocolunder 2

attack

C. DSR and DSSR protools without attacks

The average delay, average throughput, energy spent, PDR,

and routing overhead are calculated for DSR and DSSR
protocol without any attacks and the results of simulation ENERGY_SPENT
are provided in this section. i :
Fig 11 and 12 represent the comggdare plots for the /
average delay obtained for DSR and DSSR protocols | /
without attacks : /
: , /
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Fig 13: Energy for DSRProtocol without attack.

Fig 14. Energy for DSSRProtocol without attacks

Fig 15 and 16 represent the comparative plots for the PDR
obtained for DSR and DSSR protogelithout attacks.
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Fig 11: Average delay for DSR Protocolvithout attacks - I
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Fig 12: Average delay for DSSR Protocalithout
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Fig 19 and 20 represent the comparative plots for the

average throughput obtained for DSR and DSSR protocols

without attacks.

Fig 16: PDR for DSSR Protocolwithout attacks

Fig 17 and 18 represent the comparative plots for the routing
overhead obtained for DSR and DSSR protocols without

attacks Fig 19: Throughput for DSR Protocol without attacks

Fig 17: Routing Overhead for DSR Protocolwithout

attacks Fig 20: Throughput for DSR Protocol without attacks
Fig 18: Routing Overhead for DSSR ProtocoWithout Fig 21: False data injection with DSR protocol
attacks
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