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Abstract: The paper aims to critically analyze perspectives on
Project Risk Management, Quality Assurance, Risk driven
Testing and various computing environment possibilities in
the field of risk driven testing. The research also makes a
deep focus on methodologies, models and tools used in risk
management, quality assurance and risk based testing. This
paper utilizes an intelligent software vendor for establishing the
correlation between risks management and quality assurance by
benchmarking it against a particular technology. We have
implemented the benchmarking of an Internet of Things
application via smart software vendor  for  quantitative
performance analysis of the competing products technology
wise. All metrices of application get collected by application code
scan and these are further donated to other organizations
anonymously. These organizations can benchmark their own
application as per technology, business drivers and application
properties which in really helps in improving quantitative
performance of the product. This research puts up a strong
foundation for the advanced concepts related to risk driven
testing, risk management, quality assurance and benchmarking
of a software product.

Index Terms: Software Risk Management, Risk driven
Testing, Quality Assurance, Benchmarking, Internet of Things

I. INTRODUCTION

Statistics indicates that more than 53 % of software
development projects have been behind budget and
schedule and are unable to deliver features originally
specified; 31 % of development projects are ended in
premature cancelling or termination and around 61 %
of them are able to satisfy original specified
requirement features [1]. Project management associates
itself with plan and management of resources or any type of
changes in an organization in any dimension. The
dimensions or area are staffing, products, people and
services, production and distribution, budgeting, financing,
purchasing, marketing, selling, human resources training
and development or anything else which requires
planning as well as management [2].The risk inherent in
projects is required to be managed early in the SDLC model
and testing of software is done based on risk identified and
analyzed. The Software testing also needs selective and
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careful planning as software Testing is not performed
exhaustively.  The risky  scenarios need  proper
identification  of risky items because of quite
restricted  resources and shortage of time. Software
quality is improved if early predictions about risk in
software testing are done on time. Risk Management and
software testing is joint together to solve two type of
issues. Testing is mainly required to support the software
risk management process and risk management to support
software Testing [3].

The research has been organized to find out answers to
following research questions:

RQ1: How we define Risk, Types of Risks, and Drivers for
risks, Risk factors and Risk role in software testing
process?

RQ2: Describe Project Risk Management, stages of Risk
Management, approaches and models for Risk
Management?

RQ3: Define Software Testing, Software Testing Life
Cycle?

RQ4: Describe Risk driven/based Testing, various
Approaches for Risk driven testing?

RQ5: Describe Computing Environment possibilities for
Risk driven testing in the past?

RQ6: Describe Quality Assurance, Models, Methods and
tools used in Risk driven Quality Assurance?

RQ7: Describe Benchmarking? How it is done by an
intelligent software vendor?

We have explained all analytical perspectives in Section 2
related to Risk and Project Risk management. In Section 3,
we have discussed about Software Testing, Risk
driven Testing. Next section deals with the Computing
Environments in Risk driven Testing. Section 5 talks
about the quality assurance models and tools. In section 6,
we have implemented the benchmarking of an Internet of
Things software by an intelligent vendor for quantitative
performance improvement of the loT software. In next
section, we will discuss and conclude about the
research carried out about all analytical perspectives
related to risk, risk management, risk based testing, quality
assurance and benchmarking. In the last section, we
discuss  about  future
perspectives.

Search process has been
executed manually by
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using the following search engines: Science Direct, Google
Scholar, Springer Link, IEEE Explore, ACM digital library,
IEEE Computer Society.

Extensive literature has been surveyed related to risk, risk
management, risk oriented testing, software quality
assurance, computing environment for risk oriented testing.
Various kind of studies i.e. Modeling, Theoretical, review,
simulation, case study, action research, experimental,
empirical and exemplary have been explored to find out
the answers for the research questions. The research is
qualitative and descriptive in nature.

Il. RISK MANAGEMENT

In this section, we have analyzed perspectives on project
risks and risk management.

A. Risk

Risk characterization is done by two main factors i.e.
Probability of occurrence and Severity of potential failure [4].
Probability of Occurrence is output of backward risks and
consequence is output of forward risks [5].Risk is a futuristic
harm that can arise from present actions taken. It comprises
of uncertainty or lack of information [6] that can probably
lead to loss [7]. Modifiers associated with risk are Risk proxy,
Risk profile and Risk exposure [8]. Risk is one amongst the
critical aspects in project management [9] and technological
projects [10].Increase in the intensity of risk management
strategies in the past years is because of socio economic
pressures imposed by economics, politics and public
awareness as software engineering without risk planning is
riskier than ever [11].

B. Risk Types

Software risks are broadly categorized into following
categories: Project life cycle risks, International, Supply
Chain, Decision Making, Business, Structural, Reliability,
Offshore, Outsourcing, Knowledge Transfer, Reverse
Logistics, Safety, Economic, Quality, and Relational.

C. Risk Drivers

Following are the required drivers for risk in a software
project [12]:

Software Availability: ability to deliver services whenever
required.

Security: Accidental attacks are prevented.

Reliability: As per specification delivering the software
services.

Safety: Operating software by protecting it from dangerous
states.

Resilience: Recovering from unexpected faults timely.

D. Risk Factors

Risks factors are used for quantifying the Risk [12]. The risk
factors may include Risk Exposure, Risk Proxy or risk pro-
file.

Where Risk Exposure: =Risk Impact* Risk Likelihood
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E. Risk in Software Testing

If risks are identified and assessed in the software testing life
cycle phases i.e. planning of test cases, test selection, test
prioritization, test designing, test coding and execution then
software quality gets enhanced to a higher degree. Risks
assessment is required to be done with effective planning so
that project losses are minimized to a greater extent. For
balancing the effort employed in the system and for
avoidance of disasters risk probability and impact are
predicted as accurate as possible.

F. Project Risk Management

Risk management is conglomeration of following four
stages:

Identification of all risk factors, Analysis and assessment of
various risk factors, To draw out plan for managing risks,
Monitoring the risk plan and assessment strategies for
continuous quality improvement.

G. Stages of Risk Management

Following are various stages of risk management:

Risk Identification: This is approached by collecting all
information about resources i.e. project plan and risk plan
once roles and responsibilities are assigned completely.
Approaches for Risk Identification: Following are the
approaches by which risks can be identified in a software
project:

Brainstorming, Checklist analysis, Cross functional teams,
Root cause identification, Documentation reviews,
Diagramming techniques, Delphi technique, Interviewing,
Surveys, Force field analysis.

Risk Assessment: Risk assessment means how we are going
to estimate impact and consequence of risk on project life
cycle and taking care of overall accuracy in perceiving the
likelihood of risk.

Approaches for Risk Assessment: Probabilistic approach,
Decision tree and decision focus, Questionnaires, Risk
metrics, Vulnerability metrics, Likelihood and loss
expectancy, Impact and consequence, Risk exposure.

Risk Planning: Risk is planned either by avoiding or by
making a contingency plan for minimizing the risk.
Approaches for Risk Planning: Conducting market research,
Risk pre-warning indexing, Changing technology, detailed
study, Profit rate and Volatility rate, using consultants.

Risk Monitoring: Based on resource requirements risks such
strategies aim to either reduce or transfer the risk exposure
effect on software project. This type of strategies focus on
how project risks are avoided or mitigated and further
helps in project continuous quality improvement.
Approaches for Risk Monitoring: Industrial survey, Rough
Set theory.

H. Risk Management Approaches

Following general approaches have been discussed for the
risk management in the past [13]:

Check listing: Making a list of top risk factors is amongst the
fast and low cost solution for risky items identification and
assessment.

Analytical frameworks and
Regions:  Several frames
target areas are defined in
which risk management
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methodologies are applied for reduction of risks. Risk
Dimensions are used to frame risk regions.

Process Modeling: Under this strategy various models are
used for proper sequencing of risks.

I1l. RISKDRIVEN TESTING

In this section, we study about software testing, risk based
testing and quality assurance techniques.

A. Software Testing

The execution of an application with an intent of finding
errors or bugs in the program is called as Software Testing
[14].1t is a process of verification and validation so that
an application meets the all the expected business
requirements. Testing is a complete process not a single
activity. Software Testing has been found as second of three
processes i.e. Production, testing, system use [13] (as seen in
the Fig. 1).

Working system
Software Software
Testi System use
production " $
Feedback Feedback
The testers’  The testers'
backward risks forward risks

Fig. 1: Software testing as second of three processes

B. Testing Life Cycle

Standard test process of ISTQB has the following stages [15]:
Planning of test cases, Analyze all test cases and designing
them, Execution of designed test cases, Evaluation of Tests
executed, closing all test case activities.

C. Risk Driven Testing

Risk driven testing takes risk as an inherent factor and
works on its minimization. The project context must meet
the given criteria before starting such kind of testing [16],
[17]:

How the non-homogenous fault distribution be tackled
according to severity levels, how risk gets coupled with
different functions having different values, how component
level dependency will be taken care of and what kind of
technology will be used and how quality assurance will come
into picture

The main objectives of risk driven testing are as follows [18]:
Identifying all consequences, Severity level checking,
Finding Faults, Doing Corrections and Reduction of
Failures.

D. Risk Driven Testing Methods

Various risk driven testing methodologies have been
proposed in the past.

Rosenberg [4] has proposed object oriented scenario in
which more risky classes gets identified first which have
more chances to fail. Redmill[5] has integrated risk
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management and testing process to make testing more
productive. He concentrated on analysis of single factor
that may be Probability or impact and both in
combination. Felderer and Ramler[16] has focused on
integrated risk based testing . They talk about an empirical
study for integrating risk imbibed testing into already
existing test process. Yoon and Choi[19] has pro- posed
technique for test cases prioritization for risk driven
testing and calculated its effectiveness in atraffic model.
Stallbaum[20] has proposed methods for risk oriented test
case prioritization by the help of activity diagrams. He
prepared a prototype for his approach and then applied them
in a software product. Zech [21] proposed security modeling
in the cloud computing. Misuse case approach has been used
due to large number of test cases in cloud environment.
Gebizli[22] has talked about a risk oriented testing by
Markov chains modeling by which system states transitions
gets assigned with probability values.

Amland [23] talks about a risk driven testing in which risk
prioritization is done to resolve high risk areas. He has
applied his approach on banking systems. He also focused on
how flexible organization of team may help in finding bugs
easily. In the Fig. 2 it has been shown clearly.

Sysiem Tes Manager
ProceswesOice M Sysiem Buter
Regression Tesing |
1 ]
Ordine TestLeater | | MonFunc. 5T Bach Test Leader |
| ningration Test -{m#tFaTm;ms Btk Fi T g Fitegrabon Tesd
| Orine Team Loader Fualch Team 1 Leader |- Balch Team 2 Leads |

Rach Tiam 3 Lbader [ (Buich T 4 Loader |

Fig. 2. Software Team arrangement as per risk assessment

Automated risk driven is also done by behavioral modeling
to extract the safety information and then creating risk
driven test models [24]. J.Bach [25] proposed heuristic risk
driven testing with two approaches first was inside out and
second one was outside in. In first one the testing team starts
by the risk identification to find out vulnerabilities in the
system. But in the second approach testing team only works
with visible risk items at present. Chen [26] has talked about
an approach for optimization of regression based test cases.
He has found out a specification relied method for selecting
test cases. P. Gerrard [27] has worked on risk driven
testing by failure mode and effect on business risks.
Jogensen [28] developed a tool for preparing test plan in risk
driven environment. Veenendaal [29] used practical risk
based testing approach (PRISMA) for differentiating
between business and technical risk factors once overall risks
of software were calculated. Raparla [30] has used a tool
known as QUART-ER for project risk assessment.
Zimmermann et. al. [31] has devised a method for safety
systems formal modeling.

Kloos et.al. [32] Used

failure tree analysis for

risk assessment in
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combination with Melay machine.

IV. COMPUTING ENVIRIONMENTS FOR RISK
DRIVEN TESTING

Following are the various computing environments for risk
driven testing:

A. Computing Environment: Cloud Computing

Various layers i.e.  Service Layer, Infrastructure and
Platform Layer in cloud computations need security. Cloud
Consumers develop customized applications and providers
offer cloud as a service. Negative  requirements  are
derived byrisk analysis under test [21].The UML is
used for negative requirement modeling. As seen in the
Fig. 3. It has been depicted how risk driven testing is done in
cloud environment. Security risks in cloud computing has
been handled by various algorithms like split algorithms in
past [33].

Vulnerability
Repository

Requirements
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Negative l
Requirements I
|

Misuse Case|
Generation I

Test Code
Generation

Misuse Case |

TestCode | b

|
I
I
|
| Model
|
|
|
|

Fig 3. Cloud Computing Environment for risk driven test cases

B. Obiject Oriented Computing Environment

In this, metrics are used for the risky class identification. The
metrics involved are #methods, method/class and response /
class, tree depth and children count. The purpose is to
identify high risky classes [4].

C. Service Oriented Computing Environment

Services to be tested included IT related or web services. For
IT services we may perform Risk Profiling and for Web based
services ontology based risk evaluation is done [34].For each
ontology class we calculate its failure probability and then try
to adjust its estimation. We try to analyze risks at
three layers ie. Data, Unit or
Integration Layer. Control flow analysis is done for whole
system. Services are tested at data, unit and integration layers
[35]. Complexity constructs are drawn as seen in the Fig.4
shown below:

633

Retrieval Number: H110606885219/19©BEIESP

— - - .
\ Prepirdon
o Jfif L —— M
e L || Dovekioment 4 \
el | | G Sapvios
:.\.;,:.‘.u).. | AW
un| s |
Ol | ey Rt Ly N"N | |
ok Msesment | | |Oefalen| | ) | $ o/
|
\ | \ / )
o g |
r -
Benbons AV
- e |
3,&,\; [ (\P\ |
Vontoneg yv
v

Fig. 4. Adaptive services Testing

D. Industrial Computing Environment

In the industrial risk based evaluation risk exposure is
considered as main metric. Volatility of requirements and
coding complexity are to be considered mainly for
test case prioritization. Following metrics are considered
mainly i.e. Prioritization value, Severity and weighted
priority [36]. The abnormal behavior of the system is also
captured by misuse cases [37].

E. Network Computing Environment

The networking artifacts are modelled by safety and
availability parameters. Network is comprised of various
components having common or different control [38].
With fault tree analysis test case generation is possible for
a networked system as shown in the Fig. 5.

I-'Iwcl
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Counter-
examples

Fault Tree
generation

Fault Tree
genaeration

Fig. 5. Fault Tree Analysis in Networks

F. Smart Computing Environment

As the smart environment or ubiquitous environment is
highly evolutionary in nature so such type of computing
is really complex as user intent, energy requirements; system
handling requires high proactivity [39],[40].This computing
requires combination of both mobile as well as
distributed computing for considering system risk levels.
Fuzzy techniques has also been used in past for disease
estimation smartly by taking health risks into account [41].
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V. QUALITY ASSURANCE

For assuring system quality risks need to be reduced by
techniques like reviews, model checking and inspection as
these consume most of the resources of a software project .We
require to do right planning for right quality assurance. All
the project panning should be effective to handle the risk. So
expected number of faults is required to be found

out to plan QA activities [42].Quality assurance is one of the
most essential aspect in software quality management where
the quality management talks about all activities to meet the
life cycle implementations[43] .Quality management of
software includes that are quality planning , assurance of
software quality and control on quality[44].

A. Quality assurance Methods

In the embedded systems Quality is done with the help of
metrics. Integrated (Static + Dynamic) quality assurance is
utilized to produce knowledge for improving software
quality. Such techniques include defining context,
calibration of quality assurance, Prioritization and evaluation
of assumptions and packaging [45].In the web testing
environment, we apply Cooperative agent approach for
quality assurance [46]. One more method is QATAM
means Quality Assurance Trade off Analysis Method for
identifying and evaluating QA strategy [47]. Another
method includes quality profile building which is a strategy
matrix for telling quality characteristics. The communication
with users is also on the topmost priority [48].

B. Quality assurance Models

The father of quality assurance model is considered as
Mc Call who introduced the concept for US Army
software development project. He considered Product
revision, transition and operation as key values [49].
QuaMoco model was introduced to operationalize 1SO/IEC
25010 model. Wager divided quality models into two types
software quality composition factors and quality models
characteristics. Product factors used to define the traceability
matrix for quality characteristics. Overall quality metrics are
formulated for building the taxonomy for assurance models
[50]. Dromey proposed a QA model with quality components
and components interrelationships which posed impact on
software properties too [51].

C. Quality assurance tools

Many tools have been utilized in past for assuring the
software quality. FOCUST was developed for failure pattern
classification in which relation with the defect classes are
defined. Scenarios are developed for the user as well as tester
[52]. Risk based analysis is also done by a language
known as TTCN-3 used in embedded systems mainly. The
framework JABC is used for creating system automata for the
service oriented architecture. All the reusable components
are used in the form of a graph structure [53].The
architecture conformance analysis uses Find Bugs
1.3.9 for finding bugs in java based system [54].We
have j-Learn as an important tool for integrating testing
and quality assurance [55]. Another framework is X
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Query based analysis framework which is quite flexible
in nature and supports automated analysis
of software artifact.

VI. IMPLEMENTATIONRESULTS FOR
BENCHMARKING OF AN IOT APPLICATION

Benchmarking does the quantitative analysis of the
competitive products of the market [56].The good
benchmark must imbibe some application dimensions
and the specification should be easily understandable, with
minimal hardware dependencies [57].The benchmarking is
only employed after well convergent with knowledge of
software product design features and h/w s/w environments
[58].In this research, we have done the benchmarking of an
10T software i.e. NodeRed, where the software source code is
downloaded by the Github repository [59]. The
benchmarking has been done by the intelligent vendor
[60] on basis of code technology and properties. The code is
scanned by intelligent vendor taking all metrices which are
further donated anonymously to various customers across the
globe. Those industries or organizations use these particular
metrices to benchmark their own application as per
technology and properties. The application properties have
type of application i.e. custom application/COTS, year of
application implementation and application user name.
The technology type indicates the technology which that
particular application supports. Various business drivers and
application properties are considered for benchmarking as
given in the Fig. 6 below:

Fig. 6. Application Properties: Nodered application

The values considered for business drivers are taken as
shown in the Fig. 7:
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Fig.9. Benchmarking for Ksh technology

In the Fig. 10, the benchmarking is done for JavaScript

technology.
4 Global Benchmark JavaSeript-
" Fiered Applcations

Fig. 7. Metrices for Business Driver 1: Nodered application

 Last Update:

In the Fig. 8, the internet of things application supports
python. So the benchmarking is done for that particular
technology.

L Clobal beachmark

Becinark sanple  Your appicaonporoo ) Tour beschmartad spicscn
Fig. 10. Benchmarking for JavaScript
In the Fig. 11 and 12, the benchmarking is done for various

business and technical drivers.

e e ar qpicemprisis ) Yor eimried ayicess
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Fig. 8. Benchmarking against python technology

The black dot represents the loT application benchmarked for
python technology is in the second quadrant representing the
application belongs to upper 50% of the applications if measured
for software resiliency to make the bullet proof software[61]. The
yellow dots indicates the inside organization applications and grey
plus represents the outside applications. The benchmarking for Ksh
technology is given as below in the Fig. 9.

Fig. 11. Benchmarking for
Technical Driver 1
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Again the black dot is in 2nd quadrant in the Fig. 11 and 12
indicates that the software resiliency of the application
belongs to bottommost 25% applications as benchmarking is
done against technical driver 2.

"
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Fig. 12. Benchmarking for Technical Driver 2

VII. CONCLUSIONS

As we have described in detail about Risk, Risk
Management, Risk driven testing and quality assurance
and analyzed how much it is essential to consider risk in
the initial stages of the software project development.
The stakeholder’s interaction is more and customer
communications gets easier. In risk driven testing test
prioritization helps in reduction of stabilization costs which
helps in quality assurance. Identifying and Selecting right
stakeholders are really a difficult task. Following are the
conclusions for our research questions.

RQ1: How we define Risk, Types of Risks, and Drivers for
risks, Risk factors and Risk role in software testing process?
Al: As described in Section 2.

RQ2: Describe Project Risk Management, stages of Risk
Management, approaches and models for Risk Management?
A2: As described in Section 2.

RQ3: Define Software Testing, Software Testing Life Cycle?
A3: As described in Section 3.

RQ4: Describe Risk driven/based Testing,
Approaches for Risk driven testing?

A4: As described in Section 3.

RQ5: Describe Computing Environment possibilities for
Risk driven testing in the past?

Ab: As described in Section 4.

RQ6: Describe Quality Assurance, Models, Methods and
tools used in Risk driven Quality Assurance?

A6: As described in Section 5.

RQ7: Describe Benchmarking? How it is implemented by an
intelligent software Vendor?

AT: As described in Section 6.

various

VIIl. FUTURE SCOPE

This research has focused on various tools, technologies,
methodologies, models related to software project risks, Risk

Retrieval Number: H110606885219/19©BEIESP
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management and risk driven testing to explore the possible
aspects for software quality assurance models, methods and
tools. We have implemented the benchmarking of an loT
application by an intelligent vendor by taking software
agility and resiliency into consideration on the basis of the
supporting technology and application properties. The
quantitative performance of the software is enhanced and we
also get to know to by what extent we need to make our
software bullet proof. In future, the risk based testing may be
implemented in evolutionary environments for establishing
correlation of risk based testing and quality assurance.
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