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 

Abstract: CloudT ComputingT hasT becomeT popularT amongT 

organizationsT forT managingT dataT becauseT ofT itsT lowT cost,T 

robustness,T scalabilityT andT highT availability.T PrivacyT issuesT 

areT majorT concernT whileT outsourcingT theT dataT onT cloud.T InT 

thisT paper,T theT authorsT haveT providedT aT reviewT ofT theT 

existingT techniquesT forT preservingT privacyT inT cloudT 

computingT environment. 

 

IndexT Terms:T CloudT Computing,T PrivacyT Preservation,T 

Security. 

I. INTRODUCTION 

CloudT computingT canT beT definedT asT theT useT ofT remoteT 

serversT onT theT internetT toT store,T processT andT manageT dataT 

ratherT thanT onT aT localT serverT orT personalT computer.T 

UsingT cloudT computing,T theT organizationsT orT clientsT doT 

notT buyT servers,T butT leaseT thoseT onT hourlyT basisT fromT 

cloudT serviceT providers.T TheT cloudT serviceT providersT 

manageT theT serversT andT theT clientsT needT notT toT worryT 

aboutT theT underlyingT infrastructure. 

CloudT ComputingT hasT beenT definedT byT theT NationalT 

InstituteT ofT StandardsT andT TechnologyT (NIST)T asT [1]:T 

“CloudT computingT isT aT modelT forT enablingT convenient,T 

on-demandT networkT accessT toT aT sharedT poolT ofT 

configurableT computingT resourcesT (e.g.,T networks,T 

servers,T storage,T applications,T andT services)T thatT canT beT 

rapidlyT provisionedT andT releasedT withT minimalT 

managementT effortT orT serviceT providerT interaction.” 

TheT modelT ofT cloudT computingT consistsT ofT deploymentT 

modelsT (public,T private,T communityT andT hybridT cloud)T 

andT serviceT modelsT (InfrastructureT asT aT Service,T PlatformT 

asT aT ServiceT andT SoftwareT asT aT Service). 

TheT majorT modelsT forT deployingT andT accessingT cloudT 

computingT environmentT areT [2]: 

 PublicT Cloud:T TheT serviceT providersT establishT 

theT infrastructureT thatT isT availableT forT generalT 

publicT onT theT basisT ofT subscription.T InT thisT 

model,T theT dataT andT applicationsT ofT usersT areT 

placedT onT datacentersT onT serviceT providers’T 

premises. 

 PrivateT Cloud:T ThisT cloudT modelT isT usedT byT theT 

organizationsT orT institutionsT thatT wantT moreT 

controlT overT theT cloudT consumers,T infrastructureT 
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andT computationT resourcesT thoseT providedT byT 

publicT cloud.T AT privateT cloudT canT beT deployedT 

eitherT atT organization’sT premisesT orT outside. 

 CommunityT Cloud:T MoreT thanT oneT organizationT 

thatT haveT commonT policiesT andT securityT 

considerationsT canT useT theT sameT cloudT i.e.T 

communityT cloud. 

 HybridT Cloud:T ThisT cloudT modelT isT aT mixT ofT 

twoT orT moreT clouds,T e.g.T CombinationT ofT privateT 

andT publicT cloudT canT beT usedT forT accessingT moreT 

servicesT securely. 

CloudT computingT providesT variousT servicesT thatT canT beT 

treatedT asT itsT ServiceT Models.T BasicT cloudT serviceT 

modelsT areT [2]-[4]: 

 InfrastructureT asT aT Service 

ItT refersT toT providingT on-demandT servicesT ofT 

computingT resourcesT inT theT formT ofT software,T 

serversT andT networkingT equipments.T ByT usingT 

IaaS,T purchasingT andT managingT basicT softwareT 

andT hardwareT componentsT canT beT avoided. 

 PlatformT asT aT Service 

UnderT thisT serviceT model,T theT cloudT serviceT 

providerT providesT theT computingT platformT asT anT 

on-demandT serviceT forT developing,T deployingT andT 

executingT applications.T TheT serviceT providerT isT 

alsoT responsibleT forT managingT faultT toleranceT andT  

providingT scalabilityT whereasT theT roleT ofT theT usersT 

isT limitedT toT theT logicT ofT application. 

 SoftwareT asT aT Service 

ItT isT theT serviceT modelT thatT providesT applicationsT 

andT resourcesT toT executeT themT asT andT whenT 

requestedT byT theT consumers.T TheT consumersT needT 

notT toT manageT theT infrastructureT andT applications.T 

ItT reducesT theT overallT costT ofT developing,T 

operatingT andT maintainingT hardwareT asT wellT asT 

software. 

CloudT ComputingT hasT variousT advantagesT likeT servicesT 

canT beT usedT withoutT humanT interventionT wheneverT 

required,T locationT independentT resourcesT areT pooledT overT 

theT networkT thatT canT serveT multipleT usersT atT aT timeT andT 

canT beT scaledT asT perT theT needT andT servicesT costT asT muchT 

asT usedT byT theT consumerT [5]. 

DespiteT ofT allT theT features,T cloudT modelsT alsoT haveT someT 

securityT issuesT [6]T thatT preventT theT customersT fromT 

outsourcingT theT dataT toT cloud.T AT reportT generatedT afterT 

discussionT withT someT 

securityT professionalsT byT 

theT CloudT SecurityT 
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AllianceT statedT thatT mostT ofT theT participantsT consideredT 

storingT dataT onT cloudT asT riskyT  [7].T TheT users’T dataT isT 

processedT onT theT machinesT thatT isT ownedT orT operatedT byT 

serviceT providersT andT theT usersT haveT noT controlT onT howT 

theT dataT  isT maintained.T Also,T cloudT serviceT providersT 

haveT theT opportunityT toT exploitT andT analyzeT users’T 

personalT dataT [8].T TheT cloudT usersT mayT wantT toT knowT 

aboutT whatT CloudT ServiceT ProvidersT willT doT withT theirT 

personalT orT confidentialT data.T ItT increasesT theT riskT toT 

privacyT asT theT cloudT consumersT cannotT affordT toT revealT 

theirT confidentialT dataT toT anyT unauthorizedT userT [2]. 

CloudT computingT isT aT dynamicT environmentT whereT dataT 

mayT moveT aroundT withinT orT acrossT organizations,T soT itT 

isT requiredT toT protectT theT dataT andT informationT [9]. 

ThereT canT beT variousT issuesT inT achievingT privacyT asT 

[10]: 

• LackT ofT userT control 

• InformationT leakageT whileT movingT acrossT clouds 

• RiskT ofT unauthorizedT backupT ofT sensitiveT data 

• UncontrolledT dataT flow 

• DynamicT natureT ofT cloud 

TheT roleT ofT cloudT serviceT providersT isT toT ensureT theT 

privacyT ofT consumers’T dataT andT theT goalT isT toT increaseT 

theT trustT inT cloudT services.T TheT cloudT consumerT mustT 

beT assuredT thatT theT dataT canT beT accessedT andT auditedT 

securelyT anyT time.T Also,T theT userT canT controlT theT accessT 

ofT cloudT dataT [10]. 

II. LITERATURET REVIEW 

DifferentT authorsT haveT exploredT securityT andT privacyT 

issuesT inT cloudT computingT environmentT andT techniquesT 

toT preserveT theT privacyT ofT cloudT consumers.T AT briefT 

reviewT ofT someT ofT theT privacyT preservationT approachesT 

hasT beenT presentedT inT theT presentT paper. 

WangT etT al.T [11]T describedT theT importanceT ofT protectingT 

individuals’T privacyT inT theT cloud.T TheT authorsT concludedT 

thatT privacyT isT anT importantT issueT forT cloudT computing,T 

asT perT theT legalT rulesT asT wellT asT toT maintainT userT trust.T 

TheT authorsT alsoT discussedT someT ofT theT privacyT 

preservingT techniquesT andT proposedT aT newT anonymityT 

algorithmT forT theT cloudT computingT services.T TheT dataT 

wasT processedT andT sentT toT serviceT providers.T AfterT that,T 

itT wasT analyzedT byT integratingT theT backgroundT 

knowledgeT retrievedT fromT webT orT recordsT toT getT theT 

knowledge.T InT thisT algorithm,T theT serviceT providerT canT 

directlyT useT theT dataT withoutT anyT key.T TheT authorsT 

concludedT thatT theT algorithmT wasT moreT flexibleT thanT 

cryptographyT technologyT andT safeT toT protectT privacy. 

AnT authenticatedT accessT controlT schemeT wasT proposedT byT 

RujT etT al.T [12]T forT securingT cloudT dataT andT toT preserveT 

theT privacyT ofT users.T UnderT thisT scheme,T theT authenticityT 

ofT theT userT wasT verifiedT beforeT theT dataT isT storedT onT 

cloudT andT accessT controlT wasT alsoT providedT soT thatT onlyT 

authorizedT usersT couldT decryptT theT dataT storedT onT cloud.T 

ReplayT attacksT wereT prohibitedT andT theT cloudT userT canT 

create,T modifyT &T readT dataT storedT onT theT cloud.T ButT theT 

schemeT hadT aT limitationT thatT theT accessT policyT ofT dataT isT 

knownT toT theT cloud. 

AnT algorithmT toT protectT theT dataT wasT proposedT byT SayiT 

etT al.T [13]T thatT wasT appliedT atT clientT side.T TheT 

algorithm’sT resultsT wereT thenT storedT onT theT cloudT soT thatT 

unauthorizedT userT cannotT reconstructT andT retrieveT dataT 

fromT cloud.T ItT preservedT theT privacyT ofT dataT owner.T TheT 

authorsT hadT prolongedT theT fragmentationT approachT forT 

outsourcingT theT dataT whileT maintainingT confidentialityT 

andT preservingT privacy.T AT two-graph-coloringT algorithmT 

wasT proposedT thatT determinesT whichT ofT theT dataT canT beT 

outsourcedT onT theT cloudT andT whichT canT beT keptT onT localT 

server.T TheT solutionT meantT toT minimizeT theT workloadT ofT 

dataT ownerT andT theT amountT ofT dataT storedT onT localT 

serverT suchT thatT dataT confidentialityT andT privacyT canT alsoT 

beT preserved.T TheT approachT usedT onlyT fragmentationT toT 

maintainT privacyT effectivelyT withoutT usingT anyT 

cryptographyT technique. 

WaqarT etT al.T [14]T concentratedT onT theT chancesT ofT misuseT 

ofT metadataT inT theT cloud.T IfT theT attackerT canT understandT 

theT metadata,T thatT couldT beT unsafeT forT users’T privacy.T SoT 

theT authorsT proposedT aT frameworkT thatT redesignsT theT 

databaseT schemaT andT dynamicallyT reconstructT theT 

metadataT toT preserveT theT privacy.T TheT cryptographyT andT 

relationalT operationsT wereT usedT toT modifyT theT databaseT 

schemaT andT reconstructionT toT originalT schemaT wasT 

ensured.T TheT authorsT showedT thatT theT proposedT 

frameworkT wasT suitableT forT privateT cloud. 

BeforeT migratingT toT cloudT computing,T itT shouldT 

guaranteeT dataT confidentiality,T privacyT preservationT andT 

resiliency.T ToT ensureT privacyT protection,T JungT etT al.T 

proposedT AnonyControlT [15]T andT AnonyControl-FT [16]T 

schemes.T TheseT schemesT controlledT theT privilegeT toT 

accessT theT contentT storedT onT cloud.T AT privateT keyT wasT 

assignedT toT dataT ownerT byT attributeT authoritiesT toT allowT 

dataT access.T TheT authorsT showedT thatT theT proposedT 

schemesT wereT secureT asT wellT asT efficientT byT conductingT 

detailedT analysisT ofT theirT performance.T AnonyControl-FT 

wasT enhancementT toT AnonyControl,T inT whichT noT 

informationT wasT disclosedT toT attributeT authoritiesT whereasT 

AnonyControlT wasT semi-anonymousT thatT allowedT littleT 

disclosureT ofT information. 

AT theoreticalT analysisT wasT presentedT byT PoojaT andT 

NagarathnaT [3],T describingT differentT typesT ofT securityT 

issuesT andT threatsT thatT canT affectT theT users’T privacy.T 

TheT authorsT concludedT thatT privacyT andT securityT ofT dataT 

needT toT beT consideredT toT motivateT moreT andT moreT 

consumersT forT migratingT toT theT cloud.T TheT authorsT alsoT 

analyzedT existingT approachesT toT preserveT theT privacyT ofT 

dataT users. 

Afterwards,T YangT etT al.T [17]T proposedT aT techniqueT byT 

hybridizingT statisticalT analysisT andT cryptographyT thatT 

provideT flexibleT accessT toT medicalT dataT andT preserveT 

privacyT whileT sharingT dataT inT cloudT environment.T TheT 

techniqueT partitionedT theT 

dataT whenT storedT  onT 

cloudT andT mergedT whenT 

accessT wasT requested.T TheT 
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queriesT wereT processedT whileT maintainingT privacy.T TheT 

authorsT concludedT thatT aT betterT balanceT ofT privacyT 

preservationT andT informationT utilizationT canT beT 

achievedT ifT differentT technologiesT forT preservingT privacyT 

wereT mixed.T  

TangT etT al.T [18]T presentedT aT detailedT overviewT ofT 

securityT threatsT toT outsourcingT theT dataT toT aT cloudT andT 

securityT techniques.T TheT authorsT discussedT existingT 

protectionT techniquesT toT attainT secure,T reliableT andT 

privacy-preservedT cloudT services.T TheT challengesT toT 

securityT andT futureT researchT directionsT wereT alsoT 

discussedT byT theT authors. 

AT semanticT dataT splittingT approachT wasT proposedT byT 

SanchezT andT BatetT [8]T thatT protectedT theT privacyT ofT 

cloudT data.T TheT approachT evaluatedT semanticT ofT dataT toT 

detectT thatT partT ofT dataT whichT canT causeT informationT 

disclosureT andT thenT automaticallyT splitT theT dataT inT suchT 

aT wayT thatT ensuredT privacyT preservation.T TheT privacyT 

requirementsT wereT definedT byT theT dataT ownersT byT 

givingT theT semanticsT ofT dataT thatT hadT toT beT storedT 

securely.T AsT theT partitioningT andT storageT wasT 

determinedT byT theT semantics,T soT dataT canT beT managedT 

efficiently.T ToT processT theT dataT securelyT beforeT 

migratingT itT toT theT cloud,T aT localT applicationT wasT 

deployedT onT theT userT side.T TheT applicationT storedT theT 

metadataT thatT wasT usedT toT processT theT queriesT onT dataT 

andT toT reconstructT theT results. 

 

Table I. Comparison of Privacy Preservation Schemes 

Paper/ 

Comparison 

Factor 

Encryption Key 

Management 

Access 

Control 

Scheme Signature Authenti-

cation 

Implemented  

Wang et al. 

[11] 

No No No AnonymityT 

Algorithm 

No No OnT site 

Ruj et al. 

[12] 

AttributeT 

Based 

Encryption 

Decentralized

T KeyT 

Distribution 

Fine 

grained 

AuthenticatedT 

AccessT ControlT 

Scheme 

AttributeT 

BasedT 

Signature 

Yes OnT siteT &T 

inT Cloud 

Sayi et al. 

[13] 

No No No FragmentationT 

(Two-graphT 

ColoringT 

Algorithm) 

No No OnT site 

Waqar et al. 

[14] 

Rivest-Shamir

-AdlemanT 

(RSA) 

Yes No CryptographyT &T 

RelationalT 

Operations 

No Yes AtT PrivateT 

CloudT Data 

Jung et al. 

[15][16] 

CiphertextT 

Policy- 

AttributeT 

BasedT 

EncryptionT 

(CP-ABE) 

Yes Fine 

grained 

AnonymousT 

AttributeT Based 

PrivilegeT ControlT 

Schemes 

No No OnT siteT &T 

inT Cloud 

Yang et al. 

[17] 

SymmetricT 

&T 

Asymmetric 

KeyT 

Cryptography 

No No HybridT ofT 

StatisticalT 

AnalysisT &T 

Encryption 

No No OnT siteT &T 

inT Cloud 

Sanchez & 

Batet [8] 

No No Yes SemanticT DataT 

Splitting 

No No OnT site 

Renuga & 

Jagatheeshw-

ari [19] 

Yes Yes No DataT SanitizationT 

usingT OptimalT 

GSA 

No No OnT site 

RenugaT andT JagatheeshwariT [19]T proposedT aT methodT thatT 

usesT sanitizationT algorithmT forT preservingT privacyT whileT 

transformingT data.T TheT gravitationalT searchT algorithmT 

(GSA)T wasT usedT toT selectT theT optimalT keyT andT thatT keyT 

wasT thenT usedT inT theT sanitizationT ofT data.T TheT  authorsT 

comparedT theT proposedT methodT withT someT existingT 

approachesT andT concludedT thatT  theT proposedT methodT 

providedT moreT securityT andT improvedT theT performanceT 

ofT privacyT preservationT inT cloudT computing. 

SecureT disintegrationT protocolT (SDP)T wasT proposedT byT 

RawalT etT al.T [20].T TheT proposedT protocolT protectedT theT 

on-siteT privacyT asT wellT asT privacyT inT theT cloud.T TheT 

authorsT concludedT thatT theT methodT notT onlyT provideT 

securityT ofT dataT inT cloudT butT alsoT increaseT theT 

throughputT andT performanceT ofT cloudT environment. 

ComparisonT ofT variousT approachesT ofT preservingT privacyT 

hasT beenT presentedT inT TableT IT basedT onT scheme,T 

encryptionT technique,T keyT management,T accessT control,T 

authenticationT andT signatures. 
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III. CONCLUSION 

CloudT computingT offersT manyT benefitsT forT companies,T 

publicT institutionsT andT individualsT whoT wantT toT storeT 

andT processT theirT dataT inT theT cloud.T However,T thereT areT 

securityT concernsT thatT preventT manyT usersT fromT 

migratingT toT theT cloud.T InT thisT paper,T authorsT discussedT 

privacyT issuesT andT reviewedT someT existingT techniquesT 

usedT forT privacyT preservation.T ItT isT concludedT thatT secureT 

andT efficientT cloudT servicesT shouldT beT providedT toT 

facilitateT theT usersT withT maximumT benefitsT ofT cloudT 

computingT environment.T ToT buildT users’T trustT inT cloudT 

services,T itT isT importantT toT ensureT theT privacyT 

preservation. 
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