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Abstract: Current blockchain technologies lack adapt- ability 

required to accommodate incoming heterogeneous devices as 

nodes in the Blockchain network. This inability becomes more 

pronounced when it comes to blockchains for Internet of Things 

(IOT) due to varied capabilities and heterogeneity of constituent 

devices in IOT network. Specifically,  security  solutions  which 

are  used  by  Blockchain  in  IoT  domain  lack  support for  

adapting  with  different  network  resources,  ranging from low 

power devices to high end servers. This paper presents an 

adaptive security framework for blockchain based IOT 

architectures. The security framework consists of a dynamic 

resource computation algorithm based on which the network 

adapts to the existing resources and decides which security 

services to offer. 

 

Index Terms: IOT, Blockchain, Adaptive security framework, 

Distributed ledger, Sensor Networks. 

I. INTRODUCTION 

IOT  is  a  network  of  uniquely  identifiable  devices  

connected  to  the  internet  [1].  Different  devices  in  

typical IOT network have different resources. For example, 

consider  IOT  network  in  connected  cars  where  the  

applications include car sharing, delivery, infotainment, 

connectivity, on demand rentals EV charging etc. The IOT 

nodes in this scenario are sensors, gateways, wearables, 

general  purpose  CPU,  vehicle  to  infrastructure  

communication  devices,  vehicle  to  vehicle  

communication devices.  Thus,  a  typical  IOT  network  

would  have  de- vices  with  different  computing  resources  

and  security primitives. 

Blockchain technology is auditable, immutable and 

transparent distributed ledger maintained by a peer-to- peer 

decentralized network of devices. The key elements of  

Blockchain  are  nodes,  immutable  transactions  and smart  

contract.  These  key  elements  are  responsible  to provide 

essential services for functioning of Blockchain which most 

often are routing to participate in peer-to- peer interactions, 

storage to maintain copy of all trans- actions, wallet to 

provide security keys needed for trans- actions and mining 

to create new transactions. 

A  node  is  a  computing  device  on  blockchain  net- work 

connected to the internet in addressable fashion. It  could  be  

communication  endpoint  or  relay  device linking  to  other 

nodes.  All  nodes  in  a  Blockchain  are considered equal 

but depending upon Blockchain architecture  nodes  will  

have  distinct  roles  to  support  functioning  of  that  

Blockchain  [2].  Typical  types  of  nodes in a Blockchain 
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are: full node, light node, miner node, pruning node etc. A 

full node will store       

complete copy of Blockchain  transactions  locally,  light  

node  only  stores headers  of  all  the  blocks  in  a  

blockchain,  miner  node work  on  proof  of  work  (PoW),  

pruning  node  had  verified  all  previous  transactions  but  

has  reduced  storage. Requirements to add new node to 

Blockchain and subsequently maintain it would vary 

between different Blockchain  implementations.  Fig.  1  

presents  generalized protocol stack of Blockchain. 

Distributed ledger is composed of blocks which are 

immutable transaction records. Each block contains contents  

and  an  identifying  header.  Each  block  is  time stamped 

and linked to the preceding and following blocks thus  

forming  a  blockchain.  A  block  is  added  to  the 

Blockchain when distributed network of computers reaches 

consensus  based  upon  certain  consensus  protocols  of 

that Blockchain on whether a transaction is valid, a process 

where each node arrives at its own conclusion about validity 

of transaction independent of others. Once added to the 

Blockchain, blocks cannot be altered and are protected by 

public and private keys to prevent unauthorized access to 

data. Processing such Blockchain trans- actions  may  need  

significant  amount  of  computing  re- sources  and  abilities  

based  upon  role  of  node.  Traditional Blockchains tend to 

address these needs by employing powerful Central 

Processing Units (CPUs) and Graphical  Processing  Units  

(GPUs)  as  nodes  but  in general  there  is  certain  

minimum  computing  abilities taken  granted.  Such  an  

assumption  about  minimum computing  abilities  becomes  

very  unattainable  in  case of  IOT  networks  as  member  

devices  are  embedded  in nature  with  very  wide-ranging  

resources  and  abilities at their disposal. 

This type of variation in resources and abilities avail- able to 

each device in typical IOT network and fact that Blockchain 

transactions always increase with time thus dynamically 

changing computing needs of potential new nodes  over  

period  warrants  further  research  to  define  
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Fig.  1.  Generalized sectional view of Blockchain 

protocol stack 

 

methods for smart and adaptable frameworks to allow 

heterogeneous  nature  of  IOT  and  Blockchain  working 

together.  Existing  security  solutions  are  limited  in  

offering  dynamic  adaptable  security  framework  because 

of  their  inability  to  adapt  to  the  new  devices,  offering 

security services according to the available resources to 

meet minimum requirements of end users. 

II.  RELATED WORK 

Different security solutions [3–7] have been proposed for 

blockchain IOT. LNSC uses elliptic curve cryptography 

(ECC) to calculate hash functions [5]. DistBlockNet [6] 

combines the best of Blockchain and SDN technologies. The 

aim of this architecture is to address the issues of high  

number  of  connected  devices  such  as  availability, 

flexibility,  security,  scalability,  efficiency,  mitigate  

Denial of Service (DOS) and Distributed Denial of Service 

(DDOS)  attacks,  spoofing  and  other  network  attacks. 

But  it  does  not  cover  key  attack,  modification  attack, 

cryptanalytic attacks, reputation based attacks etc. [8]. 

Conoscenti  [7]  focus  on  the  scalability  issue  that  

Bitcoin has to deal with. Their research analyses by different 

simulations how scalability behaves. They highlight the 

Bitcoin Lightening Network [9] as one of the possible 

solutions.  

Security services offered by different papers include 

authentication [3] [10], privacy preserving [11] [12] [13], 

trust  [14]  [15].  Authentication  is  ensured  in  [3]  using 

secure  remote  user  authentication  and  by  a  threshold 

authentication  protocol  in  [10].  Privacy  preserving  is 

ensured by using node verification approach in [11] , by 

hiding  non  content  data  in  [12]  and  by  using  a  public 

key system in [11]. Distributed  trust is ensured in different 

papers using two layer approach [14] or a mechanism where 

every participant maintains their own chain of transactions 

[15]. 

According  to  survey  paper  [8],  a  security  solution 

resilient against  combined  attacks is needed  by taking into 

account low power IOT devices. And the solution should 

initially adapt to the existing resources, and decide which 

security services to offer, so as to meet the end used 

minimum security requirements of end users. Trust  based  

adaptability  for  IOT  is  proposed  in  [16]. Many  are  risk  

based  [17]  adaptable  solutions  for  IOT security. We are 

proposing for heterogeneous networks where different nodes 

have different computing powers. 

This paper proposes a dynamic adaptable security 

solution for the blockchain based IOT which adapts to the 

new devices added and offers security services to meet 

minimum requirements based on the resources. 

III. DESIGN OF THE DYNAMICALLY 

ADAPTABLE SECURITY FRAMEWORK 

FOR IOT 

Different nodes in a typical IOT network will have 

different  resources  such  as  CPU  power,  storage  

memory, system  memory  etc.  At  the  same  time  an  

incoming node in a Blockchain is expected to have different 

minimum level of computational resources depending upon 

role  it  is  aiming  for.  Existing  Blockchain  architecture 

and  implementations  do  not  have  methods  to  deter- 

mine whether  an incoming  node could meet minimum 

security requirements. 

The  proposed  design  consists  of  adaptive  module 

which evaluates the computing resources of the incoming 

device requesting to be new node to the Blockchain for  

appropriate  role  and  allow  the  Blockchain  switch to  

appropriate  security  services  in  case  of  successful 

addition  of  new  node.  This  proposed  adaptive  module is 

activated whenever new device is being added to the  

Blockchain.  This  dynamic  adaptive module consists of 

two components: Blockchain Device Manager and 

Blockchain Security Service Manager described in 

following subsections. 

This  paper  proposes  two-fold  solution,  one  to  address 

the need to establish methods to help Blockchain make 

dynamic determination whether the device meets minimum 

required security capabilities as incoming node or not and 

second to allow the Blockchain to be adaptable to resources 

and abilities of the incoming node.  Fig.  2  presents  the  

snapshot  of the adaptive module within the main node when 

a new device is added to the Blockchain.  

A. Blockchain Device Manager 

Blockchain Device Manager is responsible to determine 

computing resources available to the device requesting to be 

added as new node on the Blockchain and to provide 

required interfaces or APIs to communicate those retrieved 

device properties to specific nodes in the rest of the 

Blockchain. Typical  way to implement such determination 

of computing resources would be in the existing  methods  

or  scripts  which  are  used  by  popular Blockchain  

protocols  when  new  device  requests  to  be added to the 

Blockchain. This determination would include querying 

device for parameters of interest through its existing system 

calls. Fig. 3 represent various interactions within all  

stakeholders  when  new  node  is  being  added  to  the 

Blockchain. 
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Fig.  2.  Snapshot of the adaptive module in main node 

when a new device is added to the Blockchain 

B. Blockchain Security Service Manager 

The  Blockchain  Security  Service  Manager  resides  in 

the  main  node.  It  is  responsible  to  query  information on 

computing resources of newly added node, evaluate most 

appropriate security mechanisms based on the resources  

available  to  all  nodes  and  broadcast  those  to rest  of  the  

Blockchain.  This  component  could  also  be entrusted  

with  ability  to  reject  newly  added  node  if it  fails  to  

meet  all  necessary  computing  and  security requirements  

and  update  all  nodes  in  the  network  accordingly. 

Blockchain  Security  Service  Manager  needs  to  

determine  minimum  security  services  to  meet  the  end 

user  requirements  and  be  able  to  deduce  new  node’s 

ability to fulfill those based upon computing resources 

available to it. Security services include authentication 

methods, privacy preserving methods and, trust. Based on 

the computation resources of total network, the Blockchain 

protocols  could  choose secure  remote  user  authentication 

or threshold authentic/ B or magnetic field strength 

symbolized as µ0H. Use the center dot to separate 

compound units, e.g., “A•m2.” Embedded Prototype 

Implementation Intel  UP2  IoT  platform  is  used  for  

prototyping  these experiments.  While  implementation  of  

these  proposed APIs  is  highly  hardware  and  software  

specific,  proto- type  APIs  are  quite  generic  and  

applicable  to  most  of the platforms. Blockchain Device 

manager offers APIs to request data on CPU computing 

power represented by CPU frequency, system memory and 

storage capacity.  This  information  once  retrieved  from  

an  incoming node  is  shared  with  the  main  node.  The  

main  node leveraging Blockchain Security Service Manager 

makes decision  about  most  appropriate  security  services  

for entire Blockchain and informs rest of the nodes. Hence 

implementation  should  have  following  set  of  APIs  to 

retrieve and broadcast above said parameters. 

 

 get_device_resources(cpu_frequency, system_memory, 

storage_memory) { 

-get cpu frequency; 

-get system memory; 

-get storage memory; 

-return success; 

}; 

 

send_device_resources( (cpu_freq, system_mem, 

storage_mem) { 

-send cpu frequency, system memory, storage memory; 

-return success; 

}; 

 

 broadcast_security_sercices ( authentication_mode, 

privacy_mechanism, trust, attack_defense) { 

-send authentication_mode, privacy_mechanism, 

trust, attack_defense; 

  

}; 

Intel UP2 hardware platform showed in Fig.  4 is used in 

prototype testing. 

Fig.  3.  Interactions between main device and all the 

other nodes 
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Fig.  4.  Intel UP2 Hardware Platform Used In 

Prototype Testing 

IV. EVALUATION 

A. Performance Analysis 

The simulation environment we used is Intel processor 

with 2 gz frequency and Intel up2 board as client node. The  

implementation  of  adaptive  client  uses 2MB of program 

memory. Implementation of adaptive server uses 0.7 MB of 

program memory. Fig. 5 shows the simulation  test  results  

for  the  average  time  taken  to  get resource information 

from the new device. Fig. 6 shows the  simulation  test  

results  for  the  average  time  taken to  send  security  

solution  changes  to  each  node  on  the network. 

The test results show that on an average 5.7 ms will be 

taken to get resources from the new added node and for  

sending  changes  to  each  node  will  take  average  of 

0.07  ms.  Table  1  shows  average  time  taken  in  

getting resources from the new node and sending security 

solution  changes  to  each  node  on  the  simulation  

network. 

 Table  1  Average  time  taken  in  getting  resources  

from  the new node and sending security solution changes to 

each node on the simulation network. 

 

B. Scalability 

The proposed framework is scalable to IOT needs where 

the devices can be many in number, the main node work can 

be distributed in other nodes and all the main nodes can  be  

form  a  group  to  communicate  with  each  other regarding 

changes. 

V. CONCLUSION 

This paper proposed and developed an adaptive security 

framework for blockchain based IOT architectures. The 

security framework consists of a dynamic resource 

computation algorithm based on which the network adapts 

to the existing resources and decides which security ser- 

vices to offer. 

In the future we will extend the adaptive framework to 

attest the new devices. 
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Fig.  5.  Average time to get resource information from 

new node 

Fig.  6.  Average time to send security solution changes to 

each node 
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