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Direct-Cloud, Multi-Cloud, and Connected-
Cloud — Terminologies Make a Move In
Cloud Computing
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Abstract— Cloud computing is constantly evolving with
innovations. So, the cloud service providers are investing big
in finding solutions for the challenges confronted by the
business organizations in the ever-changing technological
world. However, still, there is a little reluctance among the
organizations to ultimately adopt the public cloud because the
mission-critical applications and the mission-critical data
require high-level security and availability which are
questionable in the equally growing hacking technology. The
hacker's comfort zone is Internet, and the Internet is the
primary medium for communication between enterprises and
cloud service providers. So, the cloud service providers come
up with a solution called Direct-Cloud which bypasses the
internet and establishes a private connection between the
enterprise and cloud service provider. The primary objective of
this paper is to familiarize the terminology direct-cloud as it
makes a massive move in Cloud Computing. So, this paper
presents a study that describes direct-cloud, its architecture,
benefits, the comparison between different direct-cloud
solutions and the guidelines to choose a suitable direct-cloud
solution. Also, the terminologies Multi-Cloud and Connected-
Cloud are gaining attention among the enterprises to meet the
growing needs of the business. Hence the paper further
explores the direct-cloud deployment in the multi-cloud and
connected-cloud environment.

Index Terms— Direct-Cloud, Multi-Cloud, Connected-
Cloud, Private Connection, Cloud Service Provider, Public
Cloud, Private Cloud

I INTRODUCTION

Cloud computing is a technology that can provide
storage, infrastructure, and software applications on
demand to the enterprises thereby reduce the cost of
application development, infrastructure set up, storage
devices and maintenance [27], [37]. The technologies and
tools provided by the cloud computing for the parallel
applications are inexpensive when compared to
traditional parallel computing technologies [27]. The
characteristics of cloud computing are reliability,
scalability, security, flexibility, mobility, improved
performance, increased productivity, reduced cost, on-
demand service, and maintenance [18], [27]. Also,
Bigdata, Mobile, Systems Management, Back-up, Help
Desk, and Security are the fastest areas of growth in
Cloud Computing [16].

The enterprises can set up their private cloud, or they
can utilize the services from the public cloud. Amazon
AWS, IBM Cloud, Oracle Cloud, Google cloud and
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Microsoft Azure are some of the promising cloud service
providers. They contribute to the business world by
providing the cloud in various forms like Software as a
Service, Platform as a Service and Infrastructure as a
Service [12], [27], [43]. Besides these services, the cloud
service provides further facilitates the computing world
with the services such as Desktop as a Service, Recovery
as a Service, Database as a Service, Mobile Back-end as a
Service [12].

The businesses understand their customer, and they
change their business methods and procedures according
to their needs. When growing needs are addressed by
cloud computing, it is well received by the enterprises to
compete in the global business. The driving factors
scalability, agility, and cost are the main reasons for the
adoption of cloud computing by the organizations [16].
According to IDG Communications, 73% of IT buyers
are using the cloud at least for one application [44].

However, availability and security are significant
concerns in cloud computing, and many organizations are
still not ready to take their mission-critical applications to
the public cloud [1], [2], [12]. As the Internet is the
medium for communication between cloud service
providers and enterprises, the risks of having Distributed
Denial of Service (DDoS) is high. This kind of attack is a
significant threat to cloud computing technology, and it
makes the service unavailable. According to the Cloud
Survey conducted in 2018, 77% of people consider
security as the major challenge in adopting the cloud [51].
Nevertheless, it is essential to make the mission-critical
data and application available all the time. So, the cloud
service providers are highly investing in developing the
technologies that make the cloud services highly
available, secure, and cost-efficient with better
performance. One noticeable technology from them is
direct-cloud, which helps to optimize business services
with enhanced security. This paper presents a study on
direct-cloud and related concepts. Also, the paper
discusses two more evolutions in cloud computing
technology, Multi-Cloud, and Connected-Cloud. These
two technologies enable the organizations to get services
from more than one service providers and more than one
type of cloud. However, connectivity becomes a
significant issue, and direct-cloud solution tries to deal
with these issues.
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The paper is presented in the following manner;
Section 11 describes Direct-Cloud architecture, features,
benefits, solutions, and guidelines to choose the solutions.
Section Il and Section IV describes, Multi-Cloud, and
Connected Cloud respectively, Section V discusses the
performance of Direct-Cloud, and Internet-based
connection along with the statistics report about direct-
cloud, multi-cloud and connected-cloud. Finally, Section
VI concludes the paper.

1. DIRECT-CLOUD CONCEPTS AND
ARCHITECTURE

A.Direct-Cloud

Direct-Cloud is a cloud solution that provides a direct,
quality, secure and reliable connection between the
enterprises and cloud service provider. Though the direct
connection is denoted in different names such as cloud-
connect, dedicated cloud, direct-connect and cloud-direct,
the authors of this paper find ‘Direct-Cloud’ a suitable
name. In earlier days the cloud computing connection
was from public network to public cloud which is
depicted in Figure 1. The main disadvantage of this
public to public connectivity is that it is prone to threats
that make the services of public cloud insecure and
unavailable. So, direct-cloud enables a private network to
public cloud connectivity [20].
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Figure 1. Public Network to Public Cloud
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Figure 2. Direct-Cloud Architecture

Figure 2 shows the architecture of Direct-Cloud where
exists private connectivity between enterprise and public
cloud providers. The private connection is established
between the core router of an enterprise and the core
router of the cloud providers. Ethernet, Metro Ethernet,
MPLS, VPLS [4] are some of the connectivity options
supported by Direct-Cloud solutions. Since the
connection is direct and private, it ensures security and
availability.

C. Why Direct-Cloud?

The importance of the organizations to have a Direct-
Cloud is described below [4]. The Direct-Cloud
implemented in the enterprises will
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increase the speed of access from the cloud

be more secure while accessing cloud

make the cloud services available without interrupt
provide reliable communication

scale up the infrastructure

be cost-effective

A. General Features of Direct-Cloud

Some of the general features of the Direct-Cloud are
A range of bandwidth options

Low latency

Ethernet layer two service

Efficient routing protocol support

High Throughput

D. Benefits of Direct-Cloud

The Direct Cloud provides the businesses with the
following benefits [10] [18], [19], [20] [24].

1) Enhanced security

Encryption techniques protect data on both sides of the
transportation of data. The private network adds a level of
security, and on the other side, the public cloud adds
another level of security. Moreover, the risk of hacking is
less in private connections compared to the Internet
connection. Though there is some security issue, it would
be only inside the private network and easily identifiable.
So, the private connection is more secure than the
Internet-based connection.

2) Fast access

The processing of data is optimized, and the delay is
minimized with the help of direct connections. The
separation of traffic and giving priority to the traffic
related to cloud services increases the speed between a
private network and cloud service providers.

3) Reliability
There is no concern of downtime and server crashes as

the private network is within the control of an enterprise.
So, it ensures the end to end data transfer.

4) High Performance

In the private network, the traffic is prioritized, so it
provides high-speed connectivity between the private
network and cloud service providers with reduced latency
hence high throughput is achieved.

5) Scalable

Direct-Cloud solutions enable organizations to scale up
their infrastructure according to their services or business
needs. They may adjust the bandwidth in the future, and
they can get connected to more than one cloud service
providers as time evolves and needs are high.

6) Cost-effective

The cost of the infrastructure is minimized by
leveraging existing network environment of the
organization. Moreover, once the private connection from

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

Exploring Innovation'



International Journal of Innovative Technology and Exploring Engineering (IJITEE)

enterprise to cloud service provider is set, connections to
some other cloud service providers can be established at a
cheaper rate.

F Direct Cloud Solutions — Examples and Features

Amazon AWS Direct connect, Microsoft Azure
ExpressRoute, Google Cloud Interconnect, IBM Direct
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Dedicated cloud access [10], ViewQwest Direct cloud
connect [18] and Epsilon Cloud Connect [23] that
provides private connectivity between enterprise location
and cloud service providers. Table I describes some of the
unique features of public cloud direct connect solutions
from Amazon, Microsoft, Google and IBM [5], [6], [7],
(81, [9], [28], [31].

link are examples of Direct cloud solutions. Moreover,
some third-party direct cloud solutions such as Colt

Table I. Direct cloud solutions and features

Direct Cloud

. Features and Benefits
Solutions
1 Gbps or 10 Gbps

Reduces Bandwidth Costs

When to Choose?

e Consistent Network
When there is a need for Private connectivity between Performance
AWS Direct connect | AWS and datacenter, office, or colocation | ¢ Compatible with all AWS
environment Services

e Private Connectivity to Amazon
Virtual Private Cloud (VPC)

e Elastic and Simple

e 50 Mbps to 10 Gbps

e Microsoft uses BGP, Layer 3
connectivity

e When Co-located at a cloud exchange
e On-premises datacentres/offices to the Microsoft

Microsoft Azure cloud e Redundancy
Express Route - ) e Connectivity to Microsoft cloud
e Any-to-any connectivity between branch offices services
and datacentres. «  Flexible billing models
e Dynamic scaling of bandwidth
. e  Ethernet connectivity
10 Gbps Dedicated Interconnect «  Guaranteed uptime of 99.99%
e When organizations can meet Cloud’s Point of | | Flexible. low-cost VPN '
Google Cloud Presence and requires 10Gbps . Access i’nternal IPs directly
Interconnect
e Scale effortlessly
50 Mbps to 10 Gbps. Partner Interconnect «  Connect from anywhere

e  When organizations cannot meet Cloud’s Point of
Presence and 10Gbps not required

IBM Cloud Direct Link Exchange

e Third-party data center to the cloud, no single
tenant connection, more than 1Gbps port speed
connectivity is not required

IBM Cloud Direct Link Connect

e On-premises to a cloud and no single tenant
connection, more than 5Gbps port connectivity is
not required

e  Fewer disruptions and drops

e 50 Mbps to 10 Ghps

e Hybrid connectivity

e Global reach with
leading partners

e  Flexible pricing options

IBM Cloud Direct
link

industry-
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IBM Cloud Direct Link Dedicated

Third-party data center to the cloud and more than
1Gbps port speed connectivity

Third-party data center to the cloud, single tenant
connection, more than 1Gbps port speed
connectivity is not required, need not co-locate
hardware next to IBM Cloud

On-premises to a cloud and single tenant
connection

On-premises to a cloud and no single tenant
connection but requires more than 5Gbps port
connectivity

IBM Cloud Direct Link Dedicated Hosting

Third-party data center to cloud, single tenant
connection, not required more than 1Gbps port
speed connectivity, need to co-locate hardware

next to IBM Cloud

G Guidelines to choose a suitable Solution

When choosing a Direct-Cloud solution, the enterprise
could consider the following [4]

1) Various bandwidth options provided by the cloud
providers

2) Service Level Agreement

3) Internet connectivity in distributed locations of
cloud providers.

4) Layer 2 connectivity option

5) Scalability features

6) The cost involved and cost strategy in case of future
addition of some more services from other
providers

1. MULTI-CLOUD

A. Multi-Cloud Architecture

Multi-Cloud is a cloud computing evolution where
different services like SaaS, PaaS, and laaS are provided
on demand to the organization from various cloud service
providers. For example, an organization may get laaS as a
service from some web hosting company and PaaS as a
service from Microsoft Azure and SaaS as a Service from
Dropbox. This technology helps the organizations to
distribute the big-data, software and applications in more
than one cloud service provider’s environment and there
is no synchronization required between those providers
[29]. The enterprises are no more dependent on one cloud
service provider. They may get services from more than
one public cloud that is shown in Figure 3. Besides public
clouds, the organizations may also use services from a
private cloud.
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Figure 3. Multi-Cloud Architecture

B. Benefits of Multi-Cloud

. Increased Productivity

. Increased flexibility

. Cost Efficiency

. Many Choices

. No dependency on a single provider

. Experience of different vendors

. Capability to analyse the performance

. Reduced latency with nearer cloud

. Customization

. Ability to function even one provider is offline

O©CooO~NO O wWNE

C Disadvantages of Multi-Cloud

Though the multi-cloud environment provides
organizations with many benefits, still there are a few
issues. They are

1. Security

2. Maintenance issues

3. Many choices lead to confusion

D Multi-Cloud in connection with Direct Cloud

The main disadvantage of multi-cloud technology can
be overcome with the help of direct-cloud solution. When
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an enterprise gets services from more than one service
provider, connectivity, security and availability problems
raise. However, with the same private connection
established for a Direct-Cloud, the Multi-Cloud is also
made possible. That is, when an organization needs any
service from any of the cloud providers, it could opt for a
direct-cloud solution which is capable of scaling up in the
future. Then the same organization can utilize the
established direct-cloud connection for the multi-cloud
when there is a necessity of getting serviced from many
providers. Fig. 4 shows the architecture of multi-cloud
with a direct-cloud. With the direct connection of
enterprises to multiple clouds, for example, AWS, Oracle
cloud, and IBM cloud, the business is taken to the next
level as the data travels across the world [20].

IBM Cloud Direct Link Exchange, IBM Cloud Direct
Link Connect are providing multi-cloud environment
support [5]. One of the leading cloud platform user
ParkMyCloud points that many of their customers prefer
AWS with Azure and some prefer AWS and Google
Cloud as their multi-cloud strategy [50].

aws

e ! 1BMCloud

Cloud

Connection

~ 2 Google Cloud

Sl
l. AZUre

Data Centre
Figure 4. Multi-Cloud with Direct-Cloud

V. CONNECTED-CLOUD

A Connected-Cloud Architecture

Connected cloud is the prominent technology in cloud
computing that connects the different service models
private and public. Connected-cloud differs from multi-
cloud where different services are accessed from multiple
cloud service providers, and there is no connection
between the multiple clouds. Figure 5 depicts the
architecture of connected-cloud. It is commonly
mentioned as Hybrid Cloud in the cloud computing
environment. The evolution of the Internet of Things that
generates a large amount of data is gradually increasing
the need for connected-cloud among the enterprises [44].
Cloud survey conducted in 2018 reports 40 percent in
public cloud and 39 percent in private cloud as far as the
organization's workload is concerned [51]. Oracle Cloud
at customer, VMware Cloud, Dell EMC, and HPE
Pointnext are some companies that provide customers
with a hybrid environment [44].
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Figure 5. Architecture of Connected-Cloud

B Benefits of Connected-Cloud

The businesses use private clouds to store mission-
critical applications, to store highly confidential data and
to minimize the bandwidth cost spent for accessing the
data from the public cloud storage. However, they also
need the services from the public cloud that adds values
to the business and to store the big data generated from
the business environment. So, the enterprises are in the
connected cloud and offered with the benefits of this
connected cloud technology such as reduced cost, high
performance, both on-premises, and off-premises
services, flexibility, scalability, choice of storage depends
on preference of data and server reliability [22], [34],
[35], [44].

C Disadvantages of Connected-Cloud

Though connected-cloud offers many advantages to
companies, there are a few disadvantages in it. They are
[44]

i) Complexity in managing clouds

ii) Difficulty in keeping track of more than one cloud

iii) Security risks associated with public cloud

D Connected-Cloud with Direct-Cloud

Like the multi-cloud environment, this connected-
cloud also is vulnerable to attacks because of public
network connection with cloud service providers. Since
direct cloud replaces the public connectivity and being a
security mechanism to protect from Distributed Denial of
Service attack, the architecture of connected-cloud can be
redesigned as Figure 6.

n

Enterprise

Private Cloud

Figure 6. Direct-Cloud in Connected-Cloud

Public Cloud

V. DISCUSSION & RESULTS

According to Gartner [4], the direct-cloud connection
is better than internet-based connection in terms of
security, performance, and availability. Figure 7 presents
the survey result. Moreover, the survey guarantees that
the private connectivity-based cloud service is expected
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to be adopted by more than 50% of small and medium-
sized organizations.

Amazon has got multiple tenants using AWS Direct
Connect in Phoenix, Arizona. It also ensures that AWS
Direct connect would be a perfect solution for providing
secure connected-cloud environment [48]. Microsoft
Azure is growing 70-80 % in the businesses annually. Its
ExpressRoute was offered in London, Singapore, Hong
Kong, Silicon Valley in 2014 and Microsoft launches
Azure ExpressRoute service in Taiwan shortly.
Moreover, this Direct-cloud solution could perform
higher in the connected-cloud environment also [49].
IBM cloud direct link and Digital realty have collaborated
to provide hybrid solutions to organizations that make a
dedicated connection to IBM Cloud in 15 metropolitan
areas [54]. Google Cloud Interconnect is also becoming
widespread.

100
80
60
N internet
40 Direct Cloud
20 l
0 T T |

Security Availability Performance

Percentage

Figure 7. Direct-Cloud vs. Internet-based connection

William B. Norton has compared the direct-cloud
solutions against the Internet-based connection. He has
calculated the total cost per month for sending 50Mbps
traffic over direct-cloud solutions and the Internet. Table
Il shows the outcome of the calculations [52]. From the
table, it is evident that Direct-cloud solutions are more
cost-effective than Internet based connections.

Table I1. Direct Cloud vs. Internet- Cost per Month

Direct Cloud Cost of Direct Cost of
Solutions Cloud Internet to
Cloud
Amazon AWS Direct
Connect $1029 $1446
Google Cloud
Connect $1148 $1736
. $1005 for
Microsoft Azure metered, $1075 $1636
ExpressRoute P
for unlimited

The performance and cost effectiveness of direct-cloud
solutions are well clear from the above results stated.
Along with this, understanding the adoption rate of multi-
cloud and connected-cloud is essential. Hence the paper
discusses some statistics about those strategies. 451
Research survey says that 69% of organizations are
having a plan of running a multi-cloud environment in
2019. The survey of about 1,000 tech executives and
cloud practitioners concludes that more than 80% of
companies are already in multi-cloud strategy [50].
Virtustream and Forrester Consulting survey conducted in
2018 states that 86% of enterprises already adopted multi-
cloud [55]. According to Forbes, 81% of companies use a
multi-cloud strategy [56]. The survey of RightScale

Retrieval Number: 1108307895219/19©BEIESP
DOI : 10.35940/ijitee.11083.0789S219

conducted in 2019 results that 84% of organizations have
got a multi-cloud strategy [53]. The same survey results
are shown in Figure 8.

Percentage of Adoption by Enterprises

HNo Plans
mSingle Private
mSingle Public
Multiple Private
B Multiple Public

W Hybrid Cloud

Figure 8. Adoption of Cloud strategies by
Enterprises

According to Fortune, the adoption rate of connected-
cloud has increased from 19% to 57% in 2016, and
according to IDC CloudView, 73% of organizations have
got connected-cloud strategy [46]. IDC, RightScale and
HBR surveys clearly show that the migration of
enterprises to the connected-cloud environment is
unstoppably increasing. [47]. When compared to multi-
cloud, the adoption rate of hybrid that is connected-cloud
has been reduced in 2018 [51]. However, according to
Forbes report hybrid cloud’s growth would be $97.64
billion by 2023 in the global market [56].

VI. CONCLUSION

With the growth of cloud computing, it is being made
possible to store big data generated from various sources
of the organizations. Moreover, the enterprises are quite
contented with the services provided by the cloud service
providers that enhance the productivity in businesses. The
increase in productivity leads to many more businesses to
migrate to the cloud. However, Security, privacy, and
availability are significant concerns for the enterprises to
migrate their business data and applications entirely to the
cloud. So, the technological advancement called direct-
cloud takes up those challenges and attempts to provide a
secure cloud environment with high availability and high
performance. On the other hand, multi-cloud and
connected-cloud strategies are being adopted by many
organizations. The direct-cloud could be useful in multi-
cloud and connected cloud environments to ensure
security and availability. This paper has presented a
survey about direct-cloud solutions, multi-cloud, and
connected-cloud. The survey results illustrate that the
private or direct-cloud connection yields many benefits to
the businesses when compared to the traditional Internet-
based connections and multi-cloud and connected-clouds
are the recent cloud strategies for many business
enterprises.
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