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 

Abstract:T MobileT adT hocT networksT (MANETs)T areT aT 

subclassT ofT wirelessT adT hocT networksT havingT exceptionalT 

characteristicsT ofT dynamicT systemT topologyT andT movingT 

nodes.T MANETsT areT infrastructure-less,T selfT arrangingT 

networksT intendedT toT supportT mobility.T BecauseT ofT theseT 

attributes,T thereT isT needT ofT separateT routingT protocolsT forT 

MANET.T TheT advantagesT suchT asT non-limitedT versatility,T 

simpleT organizationT attributesT ofT MANETsT makeT themT 

exceptionallyT importantT andT veryT reasonableT mainlyT forT 

crisisT situationsT andT militaryT applications.T WithinT theT sightT 

ofT malevolentT nodes,T thisT prerequisiteT mayT leadT toT genuineT 

securityT threats;T forT example,T suchT nodesT mayT disturbT theT 

routingT process.T InT thisT specificT circumstance,T avoidingT orT 

identifyingT maliciousT nodesT launchingT grayholeT orT 

collaborativeT blackholeT attacksT isT aT challenge.T ThisT paperT isT 

focusesT onT surveyingT andT aT reviewingT ofT MANETT securityT 

attacksT andT approachesT toT defendT fromT vulnerabilities.T TheT 

routingT protocolT mainlyT concernedT inT thisT approachT isT 

DynamicT SourceT RoutingT ProtocolT (DSR).T TheT schemesT likeT 

Watchdog,T TWOACK,T AACK,T EAACKT andT CBDST haveT beenT 

usedT forT detectionT ofT maliciousT nodesT inT MANET.T OurT 

researchT aimT isT toT identifyT currentT trends,T openT challengesT 

andT futureT researchT directionsT inT theT deploymentT ofT 

MANETT byT consideringT theT maliciousT nodeT detectionT 

scheme.T InT orderT toT bridgeT theT researchT gapT inT termsT ofT 

performance,T detectionT rateT andT overhead;T alsoT toT overcomeT 

theT challengesT ofT existingT securityT issuesT regardingT 

MANET.T TheT aimT isT toT proposeT anT improvedT cooperativeT 

baitT detectionT schemeT (ICBDS)T toT detectT maliciousT nodeT 

maintainingT minimalT overhead. 

 

KeywordsT :T Watchdog,T MobileT AdhocT NETworkT 

(MANET),T Security,T EnhancedT AdaptiveT ACKnowledgementT 

(AACK,EAACK). 

I. INTRODUCTION 

ExploitationT ofT networkT dueT toT maliciousT nodeT attackT 

disruptsT theT reputation,T trustT andT confidentialityT ofT usingT 

totalT network.T FurtherT itT mayT leadT toT trustT andT privacyT 

issuesT andT canT preventT theT usersT usingT theT conceptT ofT 

MANET.T ThereT isT aT chanceT ofT newT flawsT becauseT ofT 

developmentT ofT newT codeT orT softwareT inT today’sT life. 

 

1.1 Security attacks categorization in MANET  

 
Revised Manuscript Received on July 25, 2019.  

Chetan S Arage, K. V. V. Satyanarayana, Department of Computer 

Science Engineering, Koneru Lakshmaiah Education Foundation, 

Vaddeswaram, Guntur – 522502,Andhra Pradesh, 

India;chetan.arage@gmail.com , kopparti@kluniversity.in 

TheT approachesT likeT EAACK,T Watchdog,T TWOACKT 

areT proneT toT falseT alarmsT andT falseT detections.T InT suchT 

kindT ofT situationT MANETT willT collapse,T noT matterT whichT 

securityT measuresT andT solutionsT areT beingT used.T Thus,T itT 

isT requiredT toT re-modifyT andT preplanT theT wholeT networkT 

whichT eventuallyT mayT leadT toT highT routingT overheadT inT 

termsT ofT cost.T AlthoughT thereT areT aT lotT ofT enhancementT 

inT technologyT ofT MANET,T butT itT isT vulnerableT toT manyT 

existingT andT newT securityT attacksT andT soT itT needsT toT beT 

addressed.T PassiveT attacksT includeT theT releaseT ofT messageT 

contentsT andT trafficT analysisT whileT activeT attacksT canT beT 

dividedT into,T masquerade;T reply;T modificationT ofT 

messagesT andT denialT ofT service. 

FollowingT majorT attacksT canT beT challengeT toT theT 

workingT ofT MANETT [25]. 

 

1.1.1. Denial of service attack (DoS) 

ThisT kindT ofT attackT isT especiallyT onT availabilityT andT itT 

isT executedT byT makingT theT resourceT unavailableT forT 

authorizedT users.T ThisT attackT worksT byT sendingT theT 

jammingT signalT intoT theT communicationT channelT soT 

preventingT legalT usersT fromT accessingT theT networkT andT 

itsT resources.T AttackerT eventuallyT sendsT hugeT amountT ofT 

garbageT trafficT toT aT particularT nodeT andT makesT disruptionT 

inT routingT process.T AttackerT mayT alsoT dropT allT theT 

packetsT forwardedT toT itT andT makesT trafficT informationT 

unavailableT forT otherT nodesT inT network. 

 

1.1.2. Distributed denial of service attack (DDoS) 

InT thisT attackT insteadT ofT singleT attacker,T multipleT 

stationsT actsT asT anT attackerT toT overwhelmT theT node. 

 

1.1.3.T TamperingT withT theT informationT  

InT suchT attack,T anT attackerT mayT tamperT theT 

informationT likeT currentT location,T routingT packetsT 

informationT toT disturbT theT MANETT functionality. 

 

1.1.4.T IDT disclosure 

ThisT attackT involvesT disclosingT andT stealingT theT 

identitiesT ofT otherT nodesT andT usesT thisT identificationT forT 

furtherT attacksT onT MANET. 

 

1.1.5.T WormholeT attack 

ItT involvesT twoT orT moreT 

thanT twoT maliciousT nodesT 

andT packetsT fromT oneT endT 
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ofT malevolentT nodeT isT tunneledT toT otherT maliciousT nodeT 

.TheseT dataT packetsT areT furtherT broadcasted.T ThusT itT 

disturbsT theT routingT inT caseT ofT multicastT andT broadcast. 

 

1.1.6.T BlackT holeT attack 

InT thisT kindT ofT attack,T maliciousT nodeT attractsT otherT 

nodeT byT sendingT themT informationT thatT itT hasT shortestT 

pathT toT theT destinationT andT inT suchT wayT insteadT ofT 

forwardingT theT packetsT toT theT destination,T itT simplyT dropsT 

allT packets. 

 

1.1.7.T SpoofingT attackT  

MaliciousT nodeT pretendsT toT beT aT legalT nodeT forT theT 

purposeT ofT stealingT sensitiveT andT privateT informationT forT 

gettingT privileges. 

 

 

1.1.8. Alternation attack 

ThisT attackT includesT delayingT ofT transmissionT ofT data,T 

replayingT theT earlierT transmittedT dataT orT modifyingT theT 

receivedT dataT packets.T  

T AttacksT onT MANETT canT beT categorizedT onT theT basisT 

ofT variousT attributesT likeT “internalT vsT external”T andT 

“activeT vsT passiveT attacks”T onT securityT parametersT likeT 

availability,T integrity,T confidentialityT andT authenticityT asT 

shownT inT table1T below. 

 

 

 

 

Table 1 – Security attack categorization in MANET 

 

II. LITERATURE REVIEW 

Over the recentT years,T manyT reviewT articlesT haveT beenT 

publishedT onT maliciousT nodeT detectionT inT MANET.T AT 

studyT ofT variousT recentlyT IntrusionT detectionT SystemT inT 

MANETT andT differentT classificationT ofT suchT approachesT 

employedT haveT beenT presentedT inT [1-3],[17-25]. 

T FollowingT areT theT majorT approachesT forT maliciousT nodeT 

detectionT inT MANET:- 

T 2.1T DynamicT SourceT RoutingT (DSR) 

T DSRT isT onT demandT sourceT routingT protocol.T InT this,T 

routeT pathT areT discoveredT atT theT timeT sourceT sendT packetT 

toT destinationT nodeT forT whichT itT hasT noT path.T DynamicT 

SourceT RoutingT hasT twoT phases 

T a)T RouteT discovery 

T b)T RouteT Maintenance 

AtT first,T sourceT nodeT initiatesT aT routeT discoveryT byT 

broadcastingT aT ROUTET REQUESTT packetT toT itsT 

neighborsT thatT containsT destinationT address.T InT turn,T 

neighborsT appendT theirT ownT addressesT toT ROUTET 

REQUESTT packetT andT rebroadcastT it.T ThisT processT isT 

followedT untilT packetT reachesT destinationT node.T 

DestinationT nodeT sendT backT ROUTET REPLYT packetT backT 

toT theT sourceT nodeT informingT theT discoveredT route.T IfT 

thereT areT multipleT pathsT receivedT byT sourceT nodeT thenT 

DSRT cachesT theseT routesT inT routeT cacheT forT futureT use. 

T InT secondT phaseT DSRT handlesT linkT breaks.T AT linkT breakT 

occursT becauseT ofT twoT nodesT onT aT pathT areT noT longerT inT 

communicationT range.T InT linkT breakT case,T intermediateT 

nodeT sendsT backT aT messageT toT theT sourceT notifyingT theT 

sameT issue.T TheT sourceT nodeT mustT tryT anotherT pathT orT 

followT routeT discoveryT ifT itT doesT notT haveT anotherT one. 

 

2.2T WatchdogT andT PathraterT  

T ThereT areT twoT techniquesT thatT improveT throughputT inT anT 

adT hocT networkT inT theT presenceT ofT nodesT willingT toT 

forwardT packetT butT failT toT doT so. 

T WatchdogT identifiesT misbehavingT nodesT andT PathraterT 

helpsT routingT protocolsT toT avoidT maliciousT nodes.T ForT 

example-T DynamicT SourceT Routing. 

T WatchT dogT methodT detectsT maliciousT node.T TheT 

watchdogT techniqueT isT aT strategyT proposedT beforeT inT 

differentT approachesT thatT distinguishesT misbehavingT 

nodesT actingT aloneT byT maintainingT aT bufferT thatT containsT 

asT ofT recentlyT sentT packets.T AtT theT pointT whenT aT nodeT 

forwardsT aT packet,T it’sT watchdogT guaranteesT thatT theT nextT 

nodeT inT theT pathT alsoT forwardsT theT packet.T TheT watchdogT 

doesT thisT byT hearingT allT 

nodesT promiscuously.T InT 

theT eventT thatT theT 

neighborT nodeT doesT notT 
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1 ID Disclosure Y Y  Y    Y 

2 Misconfiguration Y Y  Y  Y Y  

3 Worm Spreading Y  Y Y Y  Y  

4 Brute force Y Y  Y  Y Y  

5 Man in middle Y  Y Y Y  Y  

6 DoS Y Y   Y  Y  

7 DDoS Y Y   Y  Y  

8 Blackhole Y    Y  Y  

9 Warmhole Y   Y Y  Y Y 

10 Session Hijacking Y Y  Y  Y Y Y 
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forwardT theT packet,T itT isT namedT asT misbehaving.T InT thisT 

approach,T eachT packetT thatT isT overheardT byT theT watchdogT 

isT comparedT withT theT packetT inT theT bufferT toT checkT 

whetherT thereT isT aT match.T AT matchT affirmsT thatT theT 

packetT hasT beenT effectivelyT conveyedT andT itT isT expelledT 

fromT theT buffer.T IfT aT packetT hasT remainedT inT theT bufferT 

exceedsT theT timeoutT period,T aT failureT counterT forT theT 

nodeT inT chargeT ofT forwardingT theT packetT isT augmented.T 

IfT thisT counterT exceedsT aT predeterminedT threshold,T theT 

nodeT isT namedT asT maliciousT andT theT networkT isT informedT 

accordinglyT byT aT messageT sentT byT theT nodeT thatT 

recognizesT theT issue.T FollowingT figureT describesT theT 

workingT ofT Watchdog. 

 

 

 
Figure 1- Watchdog Method 

 

AssumeT thatT thereT existsT aT pathT fromT nodeT ST toT DT 

throughT A,B,C.T NodeT AT isT notT ableT toT transmitT allT theT 

wayT toT nodeT CT butT itT canT listenT inT onT nodeT B’sT 

communicationT .ThusT wheneverT AT forwardT aT packetT toT CT 

throughT BT ,T itT canT oftenT tellT ifT BT hasT tamperedT withT theT 

payloadT /T headerT orT not.T  

 

 
Figure 2- Node A can tell regarding tampering of data at 

Node B 

      For Watchdog method to work properly, it must know 

whereT aT packetT shouldT beT inT twoT hops.T WatchdogT hasT 

thisT requiredT informationT becauseT ofT DSRT andT itT worksT 

bestT onT topT ofT sourceT routingT protocolT [3]. 

T AdvantageT ofT thisT methodT isT inT theT caseT ofT extremeT 

mobilityT watchdogT canT increaseT networkT throughputT [4]. 

T WhenT anyT nodeT inT theT networkT becomesT wellT knownT toT 

pathraterT usingT routeT discoveryT process,T pathraterT assignsT 

itT neutralT ratingT ofT 0.5.T InT theT caseT ofT ratingT toT beT doneT 

byT aT nodeT itself,T itT assignsT withT 1.0.ThisT guaranteesT thatT 

whenT calculatingT pathT rates,T ifT allT remainingT nodesT areT 

neutralT nodeT (ratherT thanT maliciousT node),T pathraterT 

picksT shortestT pathT forT communication.T RatingsT ofT theT 

nodesT areT incrementedT byT 0.01T atT periodicT intervalsT ofT 

200msT onT allT activelyT usedT paths.T TheseT areT theT pathsT onT 

whichT nodeT hasT sentT packetT withinT lastT periodicT interval.T 

AT neutralT nodeT canT attainT maximumT valueT ofT 0.8.T InT [4],T 

itT isT proposedT thatT ratingT valueT willT beT decrementedT byT 

0.05T inT theT caseT ofT linkT breakT andT unreachableT node.T 

PathraterT doesT notT modifyT ratingsT ofT theT nodesT whichT areT 

inactive. 

T WhenT pathraterT learnsT thatT thereT isT aT maliciousT nodeT onT 

aT pathT andT itT isT notT ableT toT findT pathT freeT ofT 

misbehavingT nodes,T itT sendT aT ROUTET REQUEST.T  

T DisadvantageT ofT watchdogT andT pathraterT isT dueT toT 

mobilityT ofT nodesT thereT isT increaseT inT theT overheadT 

transmissionT fromT theT routingT protocol’sT 12%T toT 24%T asT 

mentionedT inT [7]. 

WatchdogT schemeT failsT toT detectT maliciousT nodesT withT 

presenceT ofT theT following:- 

T i.T AmbiguousT collisions 

T ii.T ReceiverT collisionsT  

T iii.T LimitedT transmissionT power 

T iv.T FalseT misbehaviorT reportT  

T v.T CollusionT  

T vi.T PartialT droppingT  

 

2.3T TWOACK 

2ACKT schemeT canT beT usedT asT anT add-onT techniqueT toT 

routingT protocolsT likeT DSRT inT MANET.T  

 
T  

 
FigureT 3-T EachT nodeT isT requireT sendingT backT anT 

acknowledgmentT packetT toT theT nodeT whichT isT ofT distanceT 

twoT hops. 

T ToT overcomeT weaknessesT ofT watchdogT scheme,T manyT 

researchersT proposedT newT approachesT toT findT theT 

solution.T TheT mainT aimT isT toT resolveT theT receiverT 

collisionT andT limitedT transmissionT powerT problemsT facedT 

byT watchdog.T TWOACKT detectsT misbehavingT linkT andT 

maliciousT nodeT byT givingT acknowledgementT toT everyT dataT 

packetT transmittedT overT eachT threeT consecutiveT nodesT 

fromT sourceT nodeT toT destinationT node.T EachT nodeT alongT 

theT pathT isT requiredT toT sendT backT packetT ofT 

acknowledgementT toT theT nodeT i.e.T ofT distanceT twoT hopsT 

fromT it.T TWOACKT worksT bestT onT theT topT ofT DSRT [5].T  

InT thisT work,T IfT TWOACKT packetT isT notT receivedT inT 

timeT asT threshold,T theT 

correspondingT nodeT isT 

reportedT asT malicious.T TheT 

sameT procedureT isT 
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followedT forT everyT threeT consecutiveT nodesT nextT onT theT 

pathT [5].T TheT advantageT ofT thisT methodT isT thatT itT worksT 

successfullyT toT solveT theT receiverT collisionT andT limitedT 

transmissionT problemsT facedT byT watchdog.T  

 

DisadvantagesT ofT TWOACKT areT asT followsT – 

T i)T AcknowledgementT procedureT followedT forT everyT 

packetT transmissionT processT addedT aT significantT amountT 

ofT routingT overhead. 

T ii)T TWOACKT hasT toT sufferT fromT degradationT ofT lifespanT 

ofT entireT networkT [3]. 

However,T manyT researchT studiesT areT workingT inT energyT 

harvestingT toT dealT withT suchT kindT ofT situationsT [7-9]. 

 

2.4T AACK 

TheT mainT purposeT ofT AdaptiveT ACKT schemeT isT toT 

overcomeT theT weaknessesT ofT watchdogT andT toT improveT 

TWOACKT scheme.T AACKT providesT lessT routingT 

overheadT asT comparedT toT other.T AACKT worksT betterT thanT 

TWOACKT andT watchdogT inT videoT applicationsT inT 

presenceT ofT maliciousT node [15].  

 

 

 

 
Figure 4- Working of ACK scheme 

 

As shownT inT figureT 4,T PacketT P1T isT sentT fromT sourceT ST toT 

destinationT nodeT E.T HereT destinationT nodeT isT requiredT toT 

sendT anT acknowledgementT backT toT theT source.T InT timeoutT 

caseT sourceT nodeT ST switchT toT TACKT schemeT whichT isT 

identicalT toT TWOACKT byT sendingT outT TACKT packet.T  

TheT advantageT ofT thisT methodT isT thatT AACKT worksT asT 

hybridT schemeT whichT reducesT theT routingT overheadT ofT 

theT networkT whileT disadvantageT isT thatT TWOACKT andT 

AACKT failT toT detectT maliciousT nodeT inT theT presenceT ofT 

falseT misbehaviorT reportT andT forgedT acknowledgement. 

FunctionT ofT AACKT andT TWOACKT dependsT onT 

acknowledgementT packet,T soT itT isT crucialT toT assureT thatT 

theT acknowledgementT packetsT areT validT andT authenticT 

[12].T ToT addressT thisT concernT itT isT requiredT toT adaptT 

digitalT signatureT forT enhancement. 

 

2.5T EAACK 

InT earlierT approachesT likeT TWOACK,T AACKT thereT isT 

problemT withT validityT andT authenticityT ofT 

acknowledgementT packets.T ToT overcomeT thisT scenarioT 

EnhancedT AdaptiveT ACKnowledgementT schemeT adaptT 

digitalT signatureT whichT areT mainlyT dividedT intoT followingT 

twoT categories-T  

T i)T DigitalT signatureT withT appendixT e.g.T DSAT [10].T  

T ii)T DigitalT signatureT withT messageT recoveryT e.g.T RSAT 

[11]. 

 

EAACKT proposedT inT [3],T designedT toT handleT threeT 

weaknessesT ofT watchdogT scheme 

T i)T FalseT misbehaviorT  

T ii)T LimitedT transmissionT powerT  

T iii)T ReceiverT collisionT  

TheseT casesT areT describedT inT figureT 5,6,7. 

 

 
Figure 5 – Receiver collisions both nodes B and D are trying 

to send packet 1 andT packetT 2T respectivelyT toT nodeT CT atT 

theT sameT time. 

 
FigureT 6T –T LimitedT transmissionT power.T NodeT BT limitsT itsT 

transmissionT powerT soT thatT [packetT transmissionT canT beT 

overheardT byT nodeT AT butT tooT muchT weakT toT reachT nodeT C. 
T  
 

 

 

 
FigureT 7T –T FalseT misbehaviorT report.T NodeT AT sendsT backT 

misbehaviorT reportT toT sourceT nodeT evenT thoughT nodeT BT 

forwardedT theT packetT toT nodeT C 
T  
T TWOACKT andT AACKT areT vulnerableT toT falseT 

misbehaviorT reportT attack.T FollowingT areT threeT majorT 

partsT ofT EAACKT  

T i)T ACKT  

T ii)T SecureT ACKT (S-ACK) 

T iii)T MisbehaviorT reportT authenticationT (MRA) 

 

2.5.1T ACKT  

ItT isT endT toT endT acknowledgementT schemeT itsT aimT isT toT 

reduceT networkT overheadT inT theT absenceT ofT networkT 

misbehavior.T WithinT aT predefinedT timeT threshold,T ifT 

sourceT nodeT receivesT anT acknowledgementT packetT thenT 

transmissionT isT successful.T Otherwise,T sourceT nodeT switchT 

toT S-ACKT modeT byT sendingT outT S-ACKT dataT packetT toT 

detectT misbehavingT nodeT inT theT route.T  

 

2.5.2T S-ACKT  

ItT isT improvedT versionT ofT TWOACKT schemeT [5].T TheT 

basicT principleT isT toT letT 

everyT threeT consecutiveT 

nodesT workT inT aT groupT toT 
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detectT maliciousT nodes.T FromT eachT threeT consecutiveT 

nodes,T theT thirdT nodeT isT requiredT toT sendT S-ACKT 

acknowledgementT packetT toT theT firstT node.T TheT purposeT 

behindT thisT isT toT detectT misbehavingT nodesT inT theT 

presenceT ofT receiverT collisionT orT limitedT transmissionT 

power. 

T IfT theT firstT nodeT doesT notT receiveT acknowledgementT 

packetT withinT predefinedT timeT thresholdT thenT secondT andT 

thirdT nodeT areT reportedT asT malicious.T InT TWOACK,T 

sourceT nodeT immediatelyT trustT theT misbehaviorT reportT butT 

inT EAACKT requiresT theT sourceT nodeT switchT toT MRAT 

modeT forT makingT confirmationT ofT misbehaviorT [5]. 

 

2.5.3T MRA 

T WatchdogT failsT toT detectT maliciousT nodesT inT caseT ofT 

falseT misbehaviorT reportT [3].T ItT canT beT generatedT byT 

maliciousT attackersT toT falselyT reportT innocentT nodesT asT 

malicious.T TheT mainT focusT ofT thisT schemeT isT toT 

authenticateT whetherT destinationT nodeT hasT receivedT theT 

reportedT missingT packetT throughT differentT path. 

T AtT theT startT ofT MRAT mode,T theT sourceT nodeT searchesT itsT 

localT knowledgeT baseT andT findsT forT anT alternateT pathT toT 

destination.T IfT thereT isT noT pathT existsT thenT theT sourceT 

nodeT startsT DSRT ROUTET REQUESTT toT findT anotherT 

route.T ByT adoptingT theT alternateT pathT toT theT destinationT 

node,T weT circumventT theT misbehaviorT reporterT node.T 

UponT receivingT MRAT packet,T destinationT nodeT searchesT 

itsT localT knowledgeT baseT andT comparesT ifT reportedT packetT 

wasT received.T IfT itT isT receivedT alreadyT thenT itT isT fineT toT 

concludeT thatT thisT isT falseT misbehaviorT reportT andT theT 

nodeT whichT isT responsibleT forT generatingT thisT reportT isT 

markedT asT malicious. Otherwise,T misbehaviorT reportT isT 

acceptedT [3]. 

T InT thisT schemeT itT isT requiredT thatT acknowledgementT 

packetT toT beT digitallyT signedT beforeT sendingT themT outT 

andT verifiedT untilT theyT areT accepted.T ToT addressT thisT 

concernT DSAT [10]T andT RSAT [11]T digitalT schemesT haveT 

beenT alreadyT implemented.T  

 

2.6T OtherT attacksT andT approaches 

T InT [17]T authorsT haveT proposedT thatT severalT multipathT 

routingT strategiesT areT adoptedT OptimizedT LinkT StateT 

RoutingT (OLSR)T protocol.T ImplementationT ofT MultipointT 

RelayT (MPR)T nodesT asT aT floodingT mechanismT forT 

distributingT controlT informationT hasT beenT includedT inT 

MANET.T InT thisT method,T theT constructionT ofT multipleT 

disjointT pathsT helpsT toT increaseT resilienceT againstT 

networkT failuresT orT maliciousT attacks.T InT OLSRT 

networks,T partialT link-stateT informationT isT generatedT andT 

floodedT exclusivelyT byT theT MPRs.T Therefore,T theT nodesT 

onlyT obtainT aT partialT viewT ofT theT networkT topologyT 

[17].InT additionT toT thisT floodingT disruptionT attacksT mayT 

impactT onT eitherT theT selectionT ofT theT MPRsT orT theT 

propagationT ofT trafficT information.T InT [17]T presentedT aT 

strategyT toT computeT multipleT strictlyT disjointT pathsT 

betweenT anyT twoT nodesT inT OLSR-T basedT networks. 

.T InT [18]T authorsT haveT triedT toT resolveT theT attackT issueT 

throughT theT designT ofT dynamicT sourceT routingT 

(DSR)-basedT routingT approach,T andT thatT wasT termedT asT 

theT cooperativeT baitT detectionT schemeT (CBDS).T ThisT hasT 

incorporatedT theT benefitsT ofT bothT proactiveT asT wellT asT 

reactiveT defenseT models..T Finally,T theyT haveT 

experimentedT withT theT simulationT outcome,T whichT haveT 

shownT thatT inT theT presenceT ofT malicious-nodeT attacks,T 

theT proposedT CBDST performsT wellT withT respectT toT theT 

ratioT ofT packetT delivery,T endT toT endT delayT andT routingT 

overheadT [18].ThisT schemeT isT describedT inT detailsT alongT 

withT modificationsT in[2]. 

T InT [19]T authorsT haveT designedT aT newT protocolT thatT 

grantsT anT effectiveT routeT discoveryT modelT alongT withT aT 

competentT ThreeT FishT algorithm.T TheT modelT hasT theT 

basisT ofT theT understandingT ofT nearbyT clustersT andT hasT 

effectivelyT usedT theT dataT forT minimizingT theT overheadT ofT 

routingT usingT CEAACKT inT MANETs.T TheT novelT 

distributedT routingT protocolT assuresT security,T anonymityT 

andT highT reliabilityT ofT theT establishedT pathT inT aT hostileT 

MANETT environment.T AnT enhancedT threeT fishT algorithmT 

usesT aT uniqueT keyT duringT theT encryptionT andT decryptionT 

processT toT ensureT theT safetyT ofT theT dataT duringT aT 

transmissionT [19]. 

T InT [20]T authorsT haveT doneT theT analysisT onT theT behaviorT 

asT wellT asT theT effectT ofT JellyFishT attackT onT TCP-basedT 

MANETs.T ImplementationT andT assessmentT allT 3T jellyfishT 

attackT variantsT viaT theT simulationT method.T AuthorsT haveT 

proposedT directT trustT basedT detectionT algorithmT whichT isT 

usefulT toT detectT andT removeT JellyfishT nodeT fromT activeT 

communicationT path.T InT thisT approach,T eachT nodeT usesT 

locallyT calculatedT trustT valuesT whichT areT collectedT overT aT 

timeT periodT toT identifyT whetherT itsT neighborT nodeT isT aT 

JF-attackerT orT notT [20]. 

T InT [21]T authorsT haveT investigatedT andT proposedT 

FbeeAdHocT securityT frameworkT whichT isT utilizedT theT 

fuzzyT setT theoryT asT wellT asT digitalT signature.T TheyT haveT 

recommendedT usingT aT toolboxT TRUTIMET withT 

MATLABT forT theT purposeT ofT networkT simulation.T 

OutcomesT ofT thisT simulationT haveT shownT thatT theT 

developedT modelT couldT counterT theT differentT typesT ofT 

attackT andT canT outperformsT whenT comparedT overT adT hocT 

on-demandT distanceT vectorT (AODV)T [21]. 

T InT [22]T itT hasT beenT foundT thatT theT influencedT nodesT 

couldT automaticallyT traceT backT onT findingT whichT nodeT 

triggersT originT ofT theT misbehavior.T WhenT theT requestT logT 

entryT wasT damagedT atT theT destinationT node,T theT NetProT 

couldT traceT andT findT theT logT requestT backT toT theT 

precedingT hopT node,T whileT anotherT injuredT logT entryT hasT 

beenT located.T TheT originT ofT anT observedT eventT wasT 

representedT asT theT eventsT chainT thatT comprisesT theT nodeT 

path,T whichT hasT generatedT theT faultT toT presentT device.T 

TheT correspondingT backwardT traceT hasT linkedT theT eventT 

toT theT realT cause(s).T TheT chainT wasT representedT asT theT 

eventT provenanceT [22].T First,T AuthorsT usedT NdlogT inT 

reasoningT expectedT logT andT thenT checkingT ofT whetherT theT 

destinationT hasT beenT influencedT orT notT isT done.T DueT toT 

theseT experiments,T itT isT provenT thatT NetProT isT scalableT 

andT practicalT forT useT onT realT MANETT routingT securityT 

[22]. 

T InT [23]T authorsT explainedT theT enhancedT modelT forT theT 

securedT transmissionT throughT theT initiationT ofT antT colonyT 

optimizationT basedT 

clusteredT basedT routingT 

protocolT (ACO-CBRP).T 

TheT nodesT havingT theT 
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appropriateT trustT valuesT enableT theT calculationT ofT theT 

trustT tablesT ofT theT MANETT forT detectingT theT jellyfishT 

attacksT [23].DataT transmissionT isT doneT usingT securedT keyT 

managementT [23].T TheT nodesT whichT areT havingT suitableT 

trustT valuesT couldT enableT theT assessmentT ofT MANETT 

trustT tablesT toT detectT theT jellyfishT attacksT inT theT networkT 

[23]. 

T InT MANET,T providingT authenticationT andT securityT toT 

location-basedT routingT isT aT crucialT task.T InT [24]T thereT isT 

aT defenseT overT SybilT attacksT andT alsoT authenticationT forT 

anonymousT location-basedT routingT inT MANET.T EachT 

randomT forwarderT nodeT equippedT withT tableT ofT RSST 

valuesT estimatedT fromT theT previousT messageT exchangesT 

acrossT aT zoneT toT detectT theT SybilT attack. 

FollowingT tableT 2T andT tableT 3T summarizesT theT 

approachesT discussedT aboveT withT features, challenges and 

highlights major methods and drawbacks. 

 

 

 

AuthorT [citation] Methodology Features Challenges 

GimerT etT al.T [17] MultipointT RelayT 

(MPR)T nodes 

 ImprovementT inT securityT  

 PerformanceT ratioT isT good 

 DecreasesT theT 

chancesT ofT 

constructionT ofT 

multipleT disjointT 

path 

ChangT etT al.T [18] cooperativeT baitT 

detectionT schemeT 

(CBDS), 

 GoodT packetT deliveryT ratio 

 BetterT performanceT overT 

routingT overhead 

 FeasibilityT ofT theT 

schemeT isT stillT inT 

research. 

 MessageT integrationT 

needsT improvement. 

SathiamoorthyT etT al.T 

[19] 

ThreeT FishT algorithm  ReducedT RoutingT overhead  LackT ofT dataT 

transmissionT 

securityT assurance 

 VulnerableT toT dataT 

interruption. 

VijayLaxmiT etT al.T [20] JellyFishT attack  ImprovementT inT 

ScalabilityT measures 

 NetworkT throughputT isT 

achievedT more 

 AccuracyT needT toT beT 

improved 

 NeedsT observationT inT 

monitoringT process 

MarjanKuchakiT etT al.T 

[21] 

 

FbeeAd-Hoc 

 AbilityT toT counterT theT 

attack. 

 

 OptimizationT conceptT 

isT required.. 

 SelfishT nodeT 

DetectionT isT 

impossible. 

TengT etT al.T [22] NetPro  DetectionT ofT theT directT 

andT indirectT attacksT 

automatically. 

 CanT traceT theT maliciousT 

node 

 AdditionalT securityT 

mechanismT needsT toT 

beT adoptedT forT 

effectiveT routing. 

SatheeshkumarT andT 

SengottaiyanT [23] 

CollaborativeT BaitT 

DetectionT SchemeT 

(CBDS). 

 AssuresT effectiveT routeT 

selection 

 EliminatesT theT majorT 

securityT issues.T  

 AdditionalT strategiesT 

shouldT beT 

implementedT forT 

preventionT fromT 

SybilT attack 

 PerformanceT metricsT 

mayT beT improved 

VadhanaT etT al.T [24] Location-basedT 

routing 

 PacketT dropT attackT 

detectionT isT easy. 

 

 StillT suffersT fromT 

maliciousT nodes.T  

Table 2- Summarizing approaches with features and challenges 
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Sr . 

No. 

Method Major  Drawbacks 

1 Proactive detection 

methods 

Required to frequently monitor the nearby mobile nodes to detection malicious 

nodes. Therefore regardless of malicious nodes existence, the overhead of 

detection is constantly created, and the resource used for detection is constantly 

wasted. 

2 Reactive detection 

methods 

Initiated the process of malicious nodes detection only when the significant 

packet drop reported at destination node. So possibility of packet loss introduced 

moderately by attacker in such methods. 

3 Hybrid detection 

methods 

These methods exploited the advantages of both proactive and reactive routing 

protocols; however the additional care of efficient algorithms design and 

monitoring is missing. 

Table 3- Major methods and drawbacks 

In additionT toT thisT workT theT followingT implementationT 

constraintsT hasT beenT identifiedT byT literatureT survey: 

1.T TheT limitationsT ofT someT currentT methodsT isT thatT 

maliciousT nodesT mayT stillT existT inT theT newT chosenT 

route,T andT thisT schemeT isT proneT toT repeatedT routeT 

discoveryT processes,T whichT mayT leadT toT significantT 

routingT overhead. 

2.T TheT existingT methodsT underT allT theT categoriesT 

proposedT soT farT theT MANETT securityT failedT toT 

estimateT theT exactT causeT ofT performanceT drop.T 

WithoutT knowingT theT reasons,T theT securityT methodsT 

markedT theT legitimateT nodeT alsoT asT maliciousT node.T 

ThisT isT mostT significantT challengeT ofT theT currentT 

MANETT securityT  

3.T TheT currentT securityT methodT forT MANETT doesT notT 

considerT theT linkT quality/congestionT parametersT whileT 

detectingT maliciousT nodes 

4.T TheT methodsT studiedT inT literatureT failedT toT achieveT 

theT trade-offT betweenT theT detectionT rateT performanceT 

andT QoST (QualityT ofT Service)T performanceT asT mostT ofT 

theT techniquesT basedT onT droppedT PDRT orT packetT 

lossesT asT keyT parameterT toT markedT nodeT asT malicious. 

5.T ThereT isT absenceT ofT securityT methodT thatT conductsT 

theT twoT stageT verificationT toT correctlyT detectT theT 

maliciousT nodesT byT consideringT theT otherT causes of 

packet losses. 

 

III. MOTIVATION AND RESEARCH QUESTIONNAIRE 

Sr 

No 

Question Motivation 

1 What is the current status of Malicious Node 

Detection System for MANET?  

(a) stand-alone, (b) cooperative, and (c) 

hierarchical 

2 Which architecture is popular among various 

Detection Schemes? 

Cooperative 

3 Why Security is important in MANET? Security is one of the important aspects in 

MANET to prevent malicious and 

evil-intentioned users from disrupting the normal 

working of the network. 

4 What are the other security mechanisms for 

enhancing security in MANET? 

Trust Mechanisms secure data forwarding by 

isolating nodes with malicious intentions using 

trust value on the nodes. 

5 Whether the existing Detection Scheme based 

security solutions are sufficient? 

Existing methods of intrusion detection have to be 

modified and new methods have to be defined 

6 Does Detection Scheme deployment in MANET 

has any impact on performance of network? 

Yes. Performance metrics needs to be defined. 

This should be extended for research study. 

7 Where the DS should be deployed for maximum 

performance and detection? 

A detection system (DS) is a system that monitors 

network traffic for suspicious activity and issues 

alerts when such activity is discovered 

8 Is it possible to employ some proactive security 

solutions along with DS in MANET? 

Prior  detection of attacks and malicious user from 

the network improves network performance as it 

reduces the effect that can be caused by that 

malicious user 
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9 Which simulation tools are available for traffic 

and network analysis and best suited for testing 

the performance of DS in MANET? 

It is very important to identify distinct as well as 

suitable simulation tools for MANET. 

10 On the basis of types of information sources- 

which are the types of IDS? 

Host‐based IDS, Network‐based IDS, 

Wireless‐based IDS, Hybrid 

Table 4 –Set of research questions and Motivation 

 

3. 1 ReviewT techniquesT andT strategiesT applied 

ThisT sectionT elaboratesT theT motivatingT factorsT forT 

conductingT thisT researchT onT DetectionT SchemeT onT 

MANETT alsoT theT reviewT strategyT usedT inT detail. 

 

3.1.1T ReviewT plan 

StagesT involvedT inT thisT literatureT reviewT onT DetectionT 

SchemeT forT MANETT includesT buildingT aT frameworkT ofT 

review,T downloadingT researchT articlesT fromT theT onlineT 

libraries,T analyzingT theT survey,T understandingT theT resultsT 

ofT theT review,T recordingT theT resultsT andT finallyT 

concludingT withT theT researchT challengesT involved 

 

3.1.2T ResearchT questionnaire 

TheT veryT firstT stepT inT theT literatureT reviewT involvesT 

formationT ofT researchT questionnaireT andT findingT forT 

relevantT papersT inT differentT onlineT databasesT andT 

identifyingT existingT techniques.T Table2T givesT theT setT ofT 

researchT questionsT andT correspondingT motivation.T  

 

3.1.3T SourceT ofT information 

DifferentT onlineT databasesT wereT searchedT forT findingT theT 

relevantT resourcesT toT conductingT thisT survey.T TheseT 

includeT SpringerT (www.springer.com),T GoogleT ScholarT 

(scholar.google.com),T ScienceT DirectT 

(www.sciencedirect.com),T IEEET ExploreT 

(www.ieeeexplore.ieee.org),T ACMT DigitalT libraryT 

(www.acmT .org),T WileyInterscienceT (www.interscienceT 

.wiley.com)etc. 

 

3.1.4T DataT extraction 

TheT relevantT outcomeT fromT eachT ofT 25T researchT papersT 

wasT extractedT after an in-depth review. Verification and 

cross checking of review outcomes were checked in this step. 

 

3.1.5 Study and analysis of references in the article 

AT briefT studyT ofT articlesT inT termT ofT aT numberT ofT citationsT 

ofT anT articleT hasT alsoT beenT doneT inT thisT review.T FigureT 8T 

describesT processT followedT forT conductingT literatureT 

survey 

 
Figure 8 –Conducting literature survey 

 

3.2 Features and Requirements of detection schemes 

Following are theT featuresT andT requirementsT forT idealT 

detectionT scheme:- 

•DeploymentT ofT schemeT inT MANETsT shouldT notT 

introduceT newT majorT weakness.T  

•T Over-headT shouldT beT optimal. 

•NoT modifications/T up-gradationsT toT theT existingT 

infrastructureT ofT MANET. 

•ItT shouldT provideT real-timeT automatedT protectionT 

againstT maliciousT nodesT withoutT anyT humanT 

interaction.T  

•ItT shouldT haveT theT mechanismT ofT self-defenseT andT 

shouldT beT ableT toT monitorT itselfT inT theT caseT ofT 

compromisedT byT theT attackerT orT not. 

•ItT shouldT beT interoperableT withT otherT detectionT 

schemesT ifT required. 

•ItT shouldT haveT highT detectionT rateT andT minimalT 

detectionT time. 

•DetectionT schemeT shouldT notT onlyT detectT theT attackT 

butT alsoT capableT ofT identifyingT theT sourceT ofT theT 

attack. 

•ItT shouldT performT equallyT forT bothT lowT densityT andT 

highT densityT networkT withoutT affectingT theT 

performanceT metrics. 

•TheT mobilityT ofT theT nodesT shouldT beT takenT intoT 

considerationT whileT detectionT ofT theT maliciousT node. 

•ItT shouldT haveT abilityT toT detectT multipleT attacksT withT 

equalT efficiency. 

 

3.3T DesignT considerationT forT detectionT scheme 

HighT mobility,T resourceT constraints,T absenceT ofT anyT 

centralizedT authorityT forT dataT management,T lackT ofT 

well-definedT boundaries,T networkT topologyT areT theT mainT 

designT considerationT forT aT MANETT [25]. 

IV. BRIEFT OVERVIEWT OFT PROPOSEDT WORK 

T TheT majorT aimT ofT thisT researchT isT toT presentT anT ideaT 

ofT theT baitT detectionT methodT forT MobileT AdT HocT 

NetworksT (MANETs)T withT goalT ofT securityT andT routingT 

performanceT improvement.T TheT proposedT methodT isT 

basedT onT theT techniqueT knownT asT CBDST (CooperativeT 

BaitT DetectionT Scheme)T whichT isT intendedT forT defendingT 

againstT differentT typesT ofT attacksT inT MANET.T ImprovedT 

CBDST (ICBDS)T methodT isT requiredT toT proposeT withT goalT 

improvingT endT toT endT delayT andT PDRT performances.T TheT 

resultsT ofT proposedT workT againstT existingT CBDST methodsT 

willT claimT thatT theT performanceT ofT endT toT endT delayT andT 

PDRT willT beT improvedT forT anyT numbersT ofT attackersT inT 

network. 

T FigureT 9T isT showingT theT systemT architectureT withT 

existingT andT proposedT approachT whichT willT beT adoptedT 

forT practicalT workT analysis. 
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FigureT 9-T ProposedT frameworkT toT detectT maliciousT 

nodesT attackT inT MANET. 

V. CONCLUSIONT ANDT FUTURET WORK 

ForT MANET,T securityT isT importantT researchT challengeT 

inT orderT toT defendT againstT malicious,T selfish,T andT 

grayholeT attacks.T InT thisT paperT weT haveT categorizedT 

attacksT inT MANETT whichT areT responsibleT forT disruptingT 

theT routingT process.T SourceT routingT protocolT DSRT andT 

theT methodsT likeT watchdog,T TWOACK,T AACK,T 

EAACK,T CBDST haveT beenT discussedT withT prosT andT cons.T 

ExistingT methodsT failsT toT estimateT exactT causeT ofT 

performanceT drop,T soT itT isT requiredT toT designT theT novelT 

twoT stageT improvedT cooperativeT baitT detectionT systemT forT 

MANETsT basedT onT reverseT trackingT functionT asT wellT asT 

packetT lossT analysis.T TheT proposedT ICBDS method will 

outperform the performance of previous DSR and CBDS 

methods. 

                  To increase the merits of research, it is 

required to investigate different possibilities of adopting 

hybrid techniques to further reduce the network overhead. It 

is also required to achieveT optimumT solutionT toT detectT 

maliciousT nodesT withT betterT performanceT metrics.T 

AnotherT futureT directionT isT toT useT efficientT cryptographyT 

techniqueT whichT willT helpT toT secureT theT dataT 

communication. 
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