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Abstract: Internet of Things (IoT) is a new Paradiagram in the
network technology. It has the vast application in almost every
field like retail, industries, and healthcare etc. It has challenges
like security and privacy, robustness, weak links, less power, etc. A
major challenge among these is security. Due to the weak
connectivity links, these Internet of Things network leads to many
attacks in the network layer. RPL is a routing protocol which
establishes a path particularly for the constrained nodes in
Internet of Things based networks. These RPL based network is
exposed to many attacks like black hole attack, wormhole attack,
sinkhole attack, rank attack, etc. This paper proposed a detection
technique for rank attack based on the machine learning
approach called MLTKNN, based on K-nearest neighbor
algorithm. The proposed technique was simulated in the Cooja
simulation with 30 motes and calculated the true positive rate and
false positive rate of the proposed detection mechanism. Finally
proved that, the performance of the proposed technique was
efficient in terms of the delay, packet delivery rate and in detection
of the rank attack.

Figure 1: Various applications in Internet of Things
This paper focused on the rank attack in the routing protocol
for low power lossy networks (RPL) protocol in the network
layer of the Internet of Things. The layers in Internet of
Things were shown in Figure 3.
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I. INTRODUCTION
The Internet of Things (IoT) is a new technology which
makes the computing ubiquitous [1]. The enabling
technologies for Internet of Things is wireless sensor
networks, cloud computing, mobile devices, etc. with the
advent of this technology any object around us can be
connected to the internet with unique identity. In 1999, Kevin
Ashton coined the term Internet of Things (IoT) [2]. By 2020,
the Internet of Things devices will create about $ 1.1-$2.5
trillion market value by connecting 2.12 million things to the
internet [3]. It has vast applications in different fields like
transportations and logistics, healthcare, smart environment,
personal and social, etc. [4]. Internet of Things has research
challenges like massive scaling, architecture and
dependences, creating knowledge and big data, robustness,
security, privacy, etc. [5].
The characteristics of IoT are, low size, low power, less
capacity devices, etc. so it is called as constrained devices. It
says that the Internet of Things devices are low powered, less
computing power and small in size. Due to this constrained
behavior of Internet of Things devices, most of these devices
were vulnerable to security and privacy issues. Most of the
attacks [6] are shown in the Figure 2.

Figure 2: Attacks in Internet of Things
The RPL is a routing protocol in the 6LoWPAN (IPv6 low
power wireless personal area networks). In this networks due
to the less security features this whole network suffer from
various routing attacks like rank attack, wormhole attack,
block hole attack [8]. The rank in RPL protocol is the
physical position of the node with respect to the border router
and neighbor nodes. Border router is a node which connects
the 6LoWPAN Internet of Things network and IPv6
traditional network. In the rank attack the attacker will
attracts other nodes to establish route through it by
advertising with false rank. This paper proposed a machine
learning based technique (MLTKNN) for detection of these
rank attack.
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existing node in the DODAG will act as the attack node. The
current work is focused on the mitigation of the internal
attacks.
This paper is organized as follows, in next section
discussed about the related work, in section III discussed
about the proposed system, implementation procedure was
discussed in the section IV, in section V results were
produced and finally conclusion and future work was
discussed in the section VI.

Figure 3: Layered architecture in Internet of Things
Figure 4 shows the IoT setup, which shows the general
connections between the Traditional network and the IoT
network. The Gateway/Border Router connects the both the
traditional network and IoT network with the internet
connection. The IoT network is purely Things network with
6LoWPAN protocol where the Things around us will be
connected.
In
the
traditional
network,
the
Fog/Cloud/Servers/Computers/Smart mobiles will be
connected.
Users
will
be
communicated
via
Web/Applications thought Computers/Mobile Phones, etc.
The current work was focused in the IoT network in the
RPL Routing protocol of the 6LowPAN network in the
network layer of the IoT network. The RPL is the distance
based routing protocol which creates Destination oriented
directed acyclic graph (DODAG). It creates a Spanning tree
(no cycles) and all nodes in the tree by default will point
towards the root node. The packets can be transfer toward the
root or away from the root. RPL will work based on the
control messages like the DODAG Information Object
(DIO), DODAG Advertisement object (DAO), DODAG
Advertisement object Acknowledgement (DAO-ACK),
DODAG Information Solicitation (DIS).

II. RELATED WORK
Raza, et.al. proposed a secure communication technique,
between the sensor networks and the traditional network.
Here the encryption and decryption mechanisms were used
for the authentication of the networks [7]. Abdual, et.al.
Proposed a rank attack based on the objective function in
RPL and perform the simulation. The simulation result shows
the wrong route, which enable to decrease the throughput and
increases the delay [9]. Anhtuan, et.al. Analyses the various
types of threats in the perspective of rank attack and provided
knowledge for mitigating the rank attack [10]. Linus, et.al.
has done a RPL comprehensive analysis in security of the
Internet of Things devices. Here various RPL routing attacks
here implemented and demonstrated in cooja simulator [11].
III. PROPOSED SYSTEM
This paper proposed a K-nearest neighbor based technique
for detection of the rank attack in RPL protocol for IoT based
networks. The rank attack in the RPL protocol is the physical
position of the node with respect to the border router (root
node) on the neighbor nodes. While formation of the
DODAG in the RPL protocol the attacker node may attracts
the border router for establishing a routing path with wrong
rank. For detection of this wrong node here proposed and
implemented a technique called MLTKNN based on the
Machine learning approach KNN algorithm. The step by step
algorithm is as follow.
To find the rank among the nodes in the proposed System
the metric used is the distance based matric, i.e
Distance (Rd) (X, Y) =
By using the above formula we can find the exact distance
between the nodes in the RPL protocol. So that enables to
send the packets in the shortest distance with less time delay.

Figure 4: IoT setup: that shows the connection between
IoT network and traditional network by using gateway
The DODAG construction will start from the root node. It
sends the DIO message to all the other nodes for construction
of the DODAG, other nodes will send the DAO message that
willing to form DODAG, root node based on the willing will
send the DAO-ACK message that you can join to form the
DODAG based on the Objective function in the RPL
(default/user choice). With this the DODAG will be formed,
if any new node want to join the existing DODAG then it
sends the DIS message. This process will be continues till the
task accomplished. By default the RPL has the security
mechanism to mitigate the External attack but it can’t
mitigate the internal attacks. The internal attack means the
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Figure 5: working procedure of the proposed system
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Algorithm: Proposed Detection process of the Rank
Attack
/* where ‘X’ is Border router node, ‘y’ is other nodes, ‘Z’ is
Rank attack node ‘Rd’ is a distance between the parent node
and child node, ‘R’ is the Rank of the individual node ,
Rd (X, Y) =

*/

0: Start
1: root node ‘X’ broad cast DIO (DODAG ID, Objective
Function, rank=0)
2: other node ‘Y’ receives the message DIO
3: calculates rank ‘R’ based on DIO
4 nodes ‘Y’ sends (unicast) the DAO to node ‘X’
3: node ‘X’ performs
4: calculates Rank ‘Rd’ for node ‘y’
5: if Rd = = R
6:
node ‘X’ sends DAO-ACK to ‘Y’
7: else
8:
node ‘X’ removes the node (rank attack node
‘y’==’Z’)
9: then node ‘Y’ adds the node ‘X’ as it parent
10: Node ‘Y’ multicasts the DIO message to other nodes.

drawn from the simulation setup with the 20% rank attack
nodes among 30 notes network. The Simulation Setup is
shown in Table 1. The figure 7 shows the Initial setup of the
cooja simulator after adding the require motes. The figure 8
shows screen shot at the time of the detection of the rank
attack, the figure 9 shows the average power consumption of
each node during the simulation, the figure 10 shows the
neighbors nodes of each node. Figure 11 shows the End to
End delay and Figure 12 shows the Packet delivery ratio of
the nodes with normal, attack and proposed system and it
shows that the proposed has an effective result compared
with the attack nodes alone. Finally the figure 13 shows the
True positive rate and figure 14 shows the true negative rate
effectively.
Table 1: Simulation Setup
Parameter
value

The working nature of the algorithm is shown in the Figure 6.

Figure 6: Rank calculation in RPL routing
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IV. IMPLEMENTATION
The proposed system was implemented in cooja simulator
based on the contiki operating system which is designed
particularly for the constrained devices. The proposed
algorithm is implemented in the border router node. The
border router node will check the distance of every node
physically within the radio range from the node to node based
on the distance metric. Then the calculated distance is
compared with the rank of the corresponding node. After
comparison of both the values based on the obtained value
the malicious node will be detected. Once the malicious node
detected it will be removed from DODAG.
In the cooja 30 sky motes are used. Among 30 sky motes
one sky mote is considered as RPL border router node. Where
the proposed algorithm was injected in one of the node and it
considered as RPL border router node. Other few nodes
among 29 nodes were considered as the malicious nodes with
rank attack (rank attack code was injected) and remaining
nodes has normal nodes (normal code without attacks). After
simulating with this setup the results are shown in next
section.
V. RESULTS

Figure.7 Proposed setup i.e. 30 sky motes with the
Normal, attack and proposed Detection Mechanism

The results were drawn in the contiki based Cooja
Simulators with the 30 nodes in the Network with 28 normal
motes and 1 with rank attack (malicious), 1 general border
router mote. And the results that shown in Figures(7-14), was
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Figure 8: Node 1 is Border router node with the proposed
algorithm, node 31 is the rank attack node and remaining
are the normal nodes.

Figure 11: End to End delay

Figure 12: Packet Delivery Ratio

Figure 9: Average Power Consumption of Nodes in IoT
network

Figure 13: True Positive Rate
Figure 10: Neighbors Count of the Nodes
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Figure 14: False Positive Rate
VI. CONCLUSION & FUTURE WORK
An efficient technique was proposed for detection of the
rank attack in the RPL based Internet of Things networks.
The proposed method will detect the malicious node (rank
attack) based on the distance calculations among the nodes
with respect to the border router. By verifying the calculated
rank and the original rank of a node, the malicious node was
detected. The proposed technique was proved that the node
detection rate is high in 30 nodes network and the
performance was high in terms of delivery rate and delay. In
future work the detection mechanisms for other RPL attacks
like, Worm hole and black hole attacks will be proposed and
implemented in contiki cooja simulator.
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