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Mélange of IoT and Ransomware
Aditya Tandon
Abstract: The use of IoT devices are increasing rapidly.
Since it integrates lots of devices, it provides lots of
benefits to the users. Large companies also have started
using it for coordination between the people and
machines. However, Security is a major issue faced by
IoT network. Trust is something that is necessary between
the devices, which means that the data is transmitted
without any tests to the trusted devices. IoT devices have
very less security features since upgrades and patches are
virtually non-existent. This makes it vulnerable to various
attacks like Ransomware. Hackers will simply be able to
take control of an IoT device and demand ransom for
letting it go. This may get problematic especially in
household devices. It is necessary to identify a solution for
this this since IoT is still in the budding stage. Hence this
work will analyse various available attacks in IoT and
provide solutions to combat the ransomware.

The number of cyber-attacks in the connected world are
growing at an alarming rate. The attacks are targeted
towards both individuals and large companies [10], Even
government agencies and armed forces are not spared
which has raised concerns over the security and privacy of
the general public [11]. The years 2014 and 2015
experienced an alarming rate of attacks and the number of
attacks has not reduced since then. The attacks are
becoming more destructive in the recent times [12, 13].
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Figure 1: Applications of IoT system
1. Introduction
Internet of Things (IoT) is entering into a promising era,
where tiny devices are getting embedded into general
household and commercial devices along with other sensors
for sensing the data from the environment. This can be used
for taking smart decisions and thereby controlling the
devices to the necessity of the user. This can be done
without the intervention of the humans. The number of IoT
devices is estimated to cross 225 billion within 2020 and a
major share of this will be wearable devices [1]. Real world
applications of IoT has been increasing and smart homes
that use these devices are growing. It is also not necessary
that they will be implemented in smart homes only, even
ordinary homes might have some independent smart
devices [2]. The devices are also implemented in smart
connected cars [3, 4], smart monitoring systems [5,6],
intelligent parking systems [7], and intelligent meters [8, 9].
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Even though IoT can make the life easier for humans,
there are lots of security concerns since they contain
sensitive information [14]. It is estimated that around 70%
of the connected devices are susceptible to cyber-attacks.
Smart cars are very vulnerable to such attacks since they
are a relatively new technology and contains lots of
unanticipated loop holes for IoT [15]. The security market
of IoT is anticipated to cross $29 billion by the year 2020
since the threats are foreseen to increase exponentially in
the future. Ransomware continues to increase and it growth
cannot be stopped. Hence, it has to be ensured that every
device in the IoT has the ability to maintain the data
confidentiality and integrity. This is necessary since
ensuring this will bring better development in the IoT [16].
The conventional security measures will not be able to
accommodate the IoT devices since a majority of these
devices have limitations on battery and resources, therefore
they need more resources for working on it [17]. The
security of IoT devices have been studied in detail in
different literature [18–27], however, these studies haven’t
discussed much in detail about ransomware which is a
growing threat online.
The automated nature of most systems and low security
features are major factors of success of cyber-attacks [28].
The raped entry of IoT has largely altered the features of
and working of the threats [29]. When lots of these new
devices are placed into force, there are lots of security risks
associated which exponentially increases the threats
involved [30, 31].
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2. Challenges in IoT network
There are a lot of challenges associated with the
security of the IoT platform. Making sure that the integrity
of the data stays intact has become challenging since there
is now lots of data and lots of devices connected together. It
has to be made sure that the collected data is not
compromised [32]. Eg. An attack on smart meters may
report a false data and may show that the user used less
power thereby creating a loss to the power company. There
are lots of research to improve the attacks [33], however,
they are still at an initial stage and requires more research
on data integrity in IoT.
Since the IoT devices are small and lightweight, they
have to compromise on other features like security and
CPU power. Since the encryption techniques several watts
of CPU power, it is difficult to fit the encryption techniques
in the devices [34]. Therefore, lightweight security
mechanisms have to be developed exclusively for these
devices. Having low battery capacity is another problem
since the security features increases the power
consumption. The existing lightweight security techniques
in [35–37] are still at its infancy and requires more
research. There is also a lack of upgrades and patches to
new security threats to these devices. This is due to the
storage and size constraints of the IoT devices [38]. Hence,
the manufacturers must look for an alternative approach to
address this problem.
The manufacturers find it difficult to provide support to
the devices since there are simply too much of them in
distributed locations [39]. Since, there is no physical
security, any attack can be made possible simply through a
USB device [40]. The existing security features on the
devices are primitive and with the users’ intention can pose
a serious threat to the entire IoT network. Providing
protection physically to all the devices is very challenging.
Privacy concerns are another factor since the attacks
target the private information of the individuals. Obtaining
information from the devices may attract some sensitive
information too which should not land in the wrong hands.
In facts, the security should be built in such a way that
these sensitive information must not leave the devices at all
[41]. New techniques to enhance the privacy of IoT devices
are discussed in [42, 43]. Another major concern is the
trust, since the IoT networks are connected to other
networks. Interacting with other networks with limited
security features may cause problems. Hence, the existing
networks must be upgraded in order to bring trust on the
IoT devices among the users [44]. It is suggested that the
connected networks must have good intentions between
them and must be transparent in all inter communications
[45].
Apart from the security and network challenges, there
are also software development challenges where new
software must be integrated along with the existing
software. Concepts like big data make a huge impact since
it cannot be implemented in existing systems and require a
huge infrastructure. IoT also requires humans to be in the
loop since not everything can be automated at this stage.

Figure 2: Challenges in IoT Network
3. Ransomware
A ransomware is a type of malware that takes control of
a system or data and restricts access to the devices for the
user. A large amount is demanded as ransom and the data is
released only after the payment is successful. The attacker
may threaten to delete the data permanently if the user
refuses to pay the amount [46]. Contrary to conventional
threats, ransomware may be more dangerous since the
entire parameters of the services like the availability,
integrity and confidentiality is affected,, which may lead to
a financial or information loss [47]. Its preliminary version
appeared in 1989 and was known as Aids info disk. It
spread through floppy disks and kept track on the number
of times a system was restarted. It got active once it is
restarted 90 times [48]. The files in the C directory either
got encrypted or hidden. However, it couldn’t spread to
large areas since the computer network were not as much
connected as they are today. The same technique was used
in the malware that appeared later, but started to demand a
ransom for reversing the effects. They spread through fake
applications, insecure websites, etc [49]. These applications
trick the users that the system is in danger and make them
to download fake applications thereby activating the
malware.
The number of attacks are growing exponentially since
earlier computers were not well connected and hence the
attackers faced difficulties getting money from the users.
However, the advent of crypto currencies like Bitcoin has
made it easier for the attackers to demand money from the
users anonymously. The large growth of IoT devices and its
inter-connectivity to the network has enabled the increase
in ransomware. The attack works different for devices with
and without displays [50, 51]. The hackers initially gain
access to the devices, encrypt the files and then demand the
ransom for unlocking the devices [52]. This is however
difficult in IoT devices since it is challenging for the
attackers to find the owners of devices. Most of the devices
are controlled by other devices and hence it is difficult to
tracks the hierarchy. The attacks take place only if the
attacker identifies the hierarchy in the network. Smaller
devices have not been attacked regularly since they are
insignificant to the attackers and the users may not pay the
ransom. While conventional ransomware attacks can be
done from a single server, attacks on IoT devices may be
required from multiple systems and devices [53]. There are
three types of ransomware


Crypto
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original functions. Hence, it is not very effective and it is
not used as widely as crypto Ransomware [60]. When both
these major ransomware are given, crypto ransomware
constitute around 64% of the total attacks while locker
ransomware constitute the remaining 36%.

Locker
Hybrid

3.1 Crypto Ransomware
This type of ransomware encrypts the data in the
devices and asks for ransom. Once the ransom is paid, a
key is then provided form decrypting the data. This is the
most commonly used type of ransomware due to its ability
to induce lots of damage [54]. It works on a different keys
combination where the encryption and decryption is done
using keys which is provided on paying the ransom. It is
more dangerous for IoT devices, where the back end
servers are attacked since they have lots of data [55]. The
most popular crypto ransomware is TeslaCrypt which is
considered to be responsible for 58.43% of all the
ransomware attacks. It can attack multiple devices
simultaneously making it a large threat to the IoT users.
The crypto Ransomware may be categorised into two types
based on the type of encryption.
3.1.1 Symmetric Crypto-Ransomware
It is a type of crypto-ransomware that utilizes a single
private key for both encryption and decryption. Different
types of encryption techniques may be applied like the Data
Encryption Standard (DES), Rivest Cipher 4 (RC4),
Advanced Encryption Standard (AES), etc. [56]. As the
name suggests, the same key is used for both encryption
and decryption. However, this makes it weaker since
sharing the same key leads to disclosure [57].
3.1.2 Asymmetric Crypto-Ransomware
It is a type of Crypto ransomware where different sets
of keys are used for encryption and decryption. While the
public key is used for encryption, a private key may be
utilized for decryption [58]. Hence, it can easily withstand
any tampering attempts. It works on a public – private keys
combination where the encryption is performed with public
keys since the same set of keys may be used for encrypting
multiple devices. The decryption is done using private keys
which is provided on paying the ransom. [59].
3.2 Locker Ransomware
While the crypto ransomware encrypts the data in plain
sight, the locker ransomware hides the data rendering them
invisible to the user. They might even alter the functionality
of the IoT devices making them work in other ways then
they are intended to [59]. They might even complete shut
down the device thereby disabling them. This may create
problems for the users or the organisation leading to losses.
When the ransom is paid and the data is restored, the files
remain intact and the IoT devices start to work similar to its

RANSOMWARE ATTACKS
Locker
36%
Crypto
64%

Figure 3: Challenges in IoT Network
3.3 Hybrid Ransomware
This type of ransomware combines the functionalities of
both crypto ransomware and locker ransomware. They are
more dangerous than both of the individual types since both
the data and functionality gets compromised [59]. It targets
both the front end and back end of the devices and is very
dangerous for IoT devices. However, launching such an
attack on IoT devices is difficult since it is challenging for
such a type to penetrate the multiple layers in the
heterogeneous system. But if the attackers are successful in
launching them, then the whole network may get damaged.
4 Spread of Ransomware
Ransomware like other malware have lots of different
ways of reaching their destination. Since the security
systems are getting improved and taking measures to stop
the malware, the attackers find different methods and
loopholes to maintain their spread. Since reaching the IoT
devices is difficult, there are not many ways for the
ransomware to reach these devices. However, the following
methods have been successful in delivering the ransomware
to the IoT devices.
4.1 Phishing and Botnets
Phishing mails are common where the attackers
camouflage their links as a legitimate service like banks in
order to click on a link. Phishing utilises social engineering
methods where the attackers portray themselves as other
legal authorities for collecting the data. This will enable
botnets to enter an IoT network attached to other files and
get activated, thereby compromising the entire network.
Botnets are a tool for the Distributed Denial of Service
(DDoS), where the attacks may enter from multiple
location at a same time with the help of botnets [61]. It is
difficult to secure the network once it gets compromised
since the data and network hierarchy of the device is known
to the attacker and may even
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share the details with other attackers and botnet
administrators. Hence, once compromised the network
remains as such for a long time even after getting rid of the
prevailing ransomware.

to pay the ransom very quickly since it will take a lot of
time to take any counter measures. The potential harm is
high and there are lots of other possibilities to the
connected vehicles.

4.2 False Advertising

5.2 Smart Homes

Lots of ransomware freely moves in general traffic
attached to other multimedia content [62]. The attackers
can place the malware in the traffic that is designated to a
certain user in both the back end and the front end devices.
False advertising a certain product makes the user install it
into the IoT system where the ransomware gets installed
thereby compromising the network. This is dangerous for
both security and privacy and can be avoided if the users
are careful to install only materials only from trusted
sources.

The number of smart homes are increasing day by day
in developed nations. The smart devices in homes can be
controlled remotely from anywhere in the world through
the internet. The houses can be locked and unlocked,
devices can be turned on and off remotely. However, these
advantages bring an enormous disadvantage, where the
hackers will also be able to gain access and control the
devices in the homes. They can increase the usage of our
electricity bills and even lock the houses denying entry or
exit from the homes.

4.3 Software-as-a-Service (SaaS)
IoT devices and network depend very much on the
cloud services to get the necessary data and directions.
When ransomware intercepts a particular SaaS and
compromise it, it enters the IoT network when it avails this
service. Initially, it might seem like legitimate content,
however, after getting installed, it spreads quickly inside
the network to all levels it has access to.
5 Case Studies
Since the IoT network is a fairly new concept, there are
not lot of ransomware attacks for IoT reviewed in the
literature. Some case studies and possibilities of
Ransomware in IoT are given below.
5.1 Smart Vehicles
The ordinary commercial cars have some kind of
connectivity with the internet in the recent times. Most cars
now have some kind of operating systems making them a
perspective IoT device. Hence, they are susceptible to
Ransomware attacks when they are connected to the
internet. Most of these units never receive an upgrade from
the manufacturer and hence they cannot resist the attacks
from the network attacks.
A ransomware attack on the car can be dangerous
especially on self-driving cars since they have the ability to
control your steering. The attacker can effectively lock your
car and demand a payment or even lock the steering wheel
for the ransom. This can cause a severe harm and put the
life of the user in danger, since the attackers will be able to
take control of the car while driving. The attackers may
start driving your car and steer it away from the traffic into
deserted places.
This brings problems economically as well. Larger
connected vehicles that transport goods may get
compromised and taken control bringing financial loses
since the cargo has to reach on time. This forces the owner

This a huge opportunity for ransomware since a huge
ransom may be demanded for letting the person outside the
homes. There are also chances of repeated attacks since the
attacker will prospectively know the way around the
network and may repeat the process again, thereby
repeatedly demanding the ransoms.
5.3 Medical Equipment
The medical industry is experiencing a drastic change
with the introduction of IoT devices. These devices are
used for diagnosing various devices and also keeping a
person alive. The devices may be controlled over the
internet so that the doctor or a medical representative may
keep an eye on chronic patients even when they are at
home. Bed ridden patients may even be controlled by the
doctors by regulating the supply of oxygen, etc.
However, when this technology falls in the hands of the
hackers, they use this opportunity to induce ransomwares
thereby gaining control of the equipment. This pts the life
of the patients at risk since they can project false
information to the doctors and also simultaneously weaken
the patients’ health. The attacks on these live saving
supports and other devices like MRI poses a serious threat
for the IoT network.
Since these devices are interconnected to each other in
the hospitals either through wired or wireless connections,
the infection can spread to other devices thereby allowing
the other devices to succumb under the hackers’ control.
With this, the entire network gets compromised thereby
increasing the ransom amount multiple fold. This puts the
processes at the hospital in a serious trouble and puts the
hackers in an advantageous position.
5.4Wearable Devices
The number of wearable devices have been increasing
recently and are an easy target
since the security features are
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minimal. There is even an unofficial term “Ransomwear” to
talk about this. However, these attacks are not a major
threat since the data stored in these devices and its
applications are minimal. Since the users are not entirely
dependent on them, the ransomware attack on the devices
does not have much consequence.

[65]. Some of the challenges may arise during mitigation
and combatting ransomware:

An attack on the device may lead to loss of some
minimal data. Resetting the device can remove the threat.
Hence, the attackers usually demand a very small amount
so that the users will be ready to pay the amount rather than
resetting them and losing their data. It will not be profitable
for the hackers to demand a huge sum since that would not
be profitable.
However, the attackers may infect a huge number if
devices at the same time and extort the money so that even
if 25% of them pay, they will be able to make a profit out
of the attack.
6 Combatting Ransomware
The attacks can be reduced to a certain extent by
ensuring certain checklists. Since every attack is different,
there is no single way of mitigating the attacks. Hence, the
entire network must be scanned regularly for any signs of
malware or attacks. The users must also be trained to
periodically switch off the devices and upgrading the
necessary firmware provided by the company. Other
defence strategies may be used where the ransomware may
be scanned at individual levels and layers [63, 64]. In spite
of these security measures, the attackers enter the systems
with some other bugs or loop-holes or even carelessness by
the users. If this happens, the damages must be reversed as
quickly as possible by the following methods.


A team of experts must be engaged to remove the
ransomware or to mitigate the damages that may
take place in the IoT network. The devices must be
switched off and efforts should be made to remove
the infection from the network. An alternative
device may be connected in place of the affected
system to ensure disruption of service.



While not everyone may have the resources and
affordability to hire experts, the users must have
basic knowledge on handling these threats. The
users must use a reliable security software to stop
these attacks and enhance the security in the system.



Since the data is main factor targeted by the
attackers, it must be regularly backed up by the
users to other servers. This may provide efficient
replacement of data even if it gets deleted by the
ransomware. If the data is backed up securely, the
users do not need to worry about spending money
on paying the ransom amount since their data is safe
and can be transferred elsewhere.

The challenges in the security of IoT arises due to rapid
rise and the sheer number of devices that are interconnected



The Ransomware cannot be combatted simply by
switching off the devices in most of the times since
the data has already been compromised and the users
do not have any other alternative.



The users also should not download certain types of
files and only download those that are absolutely
necessary. The device manufacturers may provide a
list of predefined file types thereby educating the
user on the type of files that is necessary and those
that can be considered to be safe.



Since the network and the devices are highly
heterogeneous, there are limitations in bringing a
uniformity to the design. The security protocols must
be designed specifically for individual types of
ransomware. Hence, new emerging attacks go
undetected till the firmware is upgraded to detect the
new ones.

7 Related Work
Security is the major aim in different domains like
wireless sensors and networks [66, 67], however, it is still
not completely developed in case of IoT networks. A
secure technique known as Authenticated Publish
Subscribe (AUPS) has been proposed by Rizzardi et al.[68]
by extending the existing IoT protocol. A secure
subscription system has been introduced within the protocol
with a novel key management technique, thereby
controlling the data flow in the system more efficiently. A
novel security framework has been proposed by Tao et al
[69] for providing better services in IoT enabled smart
homes through cloud models. This allows better flow of
information between devices of different manufacturers.
However, the proposed model has not been completely
developed to meet the security standards of live IoT
networks. A thorough security solution is proposed by
Moosavi et al. [70] for securing a IoT based healthcare
system. A Datagram TLS has been utilised between the
users along with the ability to resume the sessions. The
proposed model works efficiently than the existing models
on the metrics of energy consumption, throughput and
latency. However, the energy consumption is not as per the
standards and consumes a lot.
A distributed middleware layer system has been
developed by Sicari et al., [71], where the heterogeneous
data may be managed and its security may be evaluated.
The trustworthiness of the IoT data can be measured and
assessed. Integration of a key management system is
proposed as a future scope in this research. Perumal et al.
[72] has proposed a model to help the forensic investigators
in IoT networks. It works on the basis of multilayer model
in volatile based data preservation. Even though the
proposed technique may help the forensic investigators, it is
still difficult to conduct in practical live IoT networks.
Security related problems of
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wearable IoT devices have been investigated by comparing
the production techniques of the manufacturers with respect
to security and privacy [73]. An automatic authentication
system for identifying and recognising the forgery is audio
devices is performed in some devices [74, 75].
Sundaram et al., [76] have attempted to improve the
security in IoT systems in smart homes. In case of an
attack, the data may get lost using SQL injection and then
the OS might get corrupted. An encryption based hash
algorithm has been proposed so that the IoT devices like
thermostat and door controls may communicate securely.
Santos et al. [77] has stressed on improving the security
while communication between the IoT devices. To find a
way out of the different issues, an architecture has been
framed which allows the IoT devices to utilise DTLS where
the authentication takes place mutually. Similarly, Alcon et
al., [78] has proposed a technique to calculate the
secureness of the IoT system for different devices.
However, it was tested on a modal and not in real time
applications.
Small IoT devices uses different key sharing protocols
like PSK or RPK. They require implementing individual
objects for each users of IoT. This is difficult for large
number of objects. This has been addressed by Raza et
al.[79] by proposing a novel key based architecture known
as S3K. With this method, large number of IoT objects can
communicate with each other. Hernandez-Ramos et al.,
[80] has proposed a novel IoT architecture for
implementing necessary privacy and security measures for
the IoT devices throughout their lifetime. The
recommended architectural design in this research is based
on the design of diverse security and privacy mechanisms.
8 Scope for future research
There is a huge scope of research in the security of IoT
devices since the concept in still in development stage.
Since ransomware can enter into the network through any
security lapse, it should be ensured that the security is
increased through extensive research and development.
There are problems associated with third party
applications in the IoT devices. Some of these applications
may seek more access than what is required for its working
[81]. Ransomware can enter the devices through these
unauthorised applications lead to the complications. It is
difficult to control these applications since some of them do
not do so intentionally, but they are compromised without
their knowledge. This is partly due to presence of large
number of connected devices [82, 83]. These applications
get exploited to install dangerous codes [84]. The various
threats work differently for inducing the malfunctioning of
devices. There are several reason to these applications
getting compromised. The main reason is that the devices
are not able to receive any security patches [85]. Hence,
this should be enhanced to avoid and deter any type of
attacks on the network especially ransomware attacks,
thereby providing a great opportunity for research in the
future research.
Attack of IoT sensors are another target for the
attackers. They change the perception of data that is

received from the sensors leading to malfunctioning of the
device. They can also make the device to altogether stop
working and demand a ransom for allowing the sensors to
work [86]. These threats come from outside the entities
usually with the context of gathering information. As the
IoT is susceptible to different types of attacks, there are lots
of security problems. Ransomware is not the sole threat that
must be addressed. Future research can be undertaken for
improving the network against all the known attacks.
The network is susceptible to noisy data since having
large amount data leads to congestion in the network [87].
Most of the threats arises from the gap in authentication
and integrity. Some of the most common attacks other than
ransomware are Denial of Service (DoS) attack [88],
Unapproved Access of data and gateway attacks [89]. The
network can get compromised while transmitting the data
leading to problems. Research on preventing these attacks
has a huge scope for research in the future. Another scope
for research is security of sensors and actuators. Since
physical protection cannot be provided for the sensors
located in remote locations, more energy efficient devices
can be researched in the future.
9. Conclusion
There are a plethora of advancements in the smart
technologies that have paved the way for smarter and novel
techniques in the field of IoT. This is evident especially for
security features to mitigate the network attacks like
Ransomware. This chapter has studied the IoT network and
the challenges faced in the network. Security has been
pointed out the major issue in IoT devices and different
attacks are discussed. Ransomware, the major concern of
this chapter is discussed, and its types are studied.
The Ransomware in IoT devices are especially
concentrated upon and the problems faced in mitigating
them in IoT devices and network has been provided. Also,
case studies that concern the Ransomwares in IoT devices
are studied. Finally, different major research directions are
given for the researchers in future. It has been conveyed
that there is a major scope in the future for research since
the development and security are still in the infant stage for
IoT network. It has been pointed out that the IoT devices
are very vulnerable to ransomware attacks. Hence, it is
necessary to strengthen the security in the network in order
to mitigate the different attacks, especially ransomware.
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