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Efficient Scheduling for Multi-Block Updates in
Erasure Coding Based Storage Systems
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Abstract: High-speed Internet and ubiquitous networks
access become available to clients for access everywhere
at any time. Cloud Storage may be a model of internet
on-line storage wherever information is keep in storage
that typically hosted by other parties. Data robustness is
a major requirement for storage  systems. A
decentralised erasure code is suitable to be used in a
distributed storage system. We built a cloud storage
system that supports the performance of data
forwarding in secure way by use an AES and Proxy re
encryption. In this model owner will forward the
information with AES Encryption and in cloud storage
again the information will divide into several pieces in
small size, for this process we will use a key dividing
method. Data will place in different storage locations.
If the valid user access the data cloud will retrieve the
information as reversible manner.
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l. INTRODUCTION

Erasure codes area unit wide advocated as a
viable means that to ensure the data irresponsibleness
of storage systems distributed storage systems and
cloud storage. They cipher the first knowledge blocks
to generate new parity blocks, so a set of blocks is
comfortable to retrieve all initial knowledge. Erasure
codes area unit wide adopted in storage systems to
keep lots of the place for storing value. It is widely
known proven fact that economical codes suffer from
high disk 1/0 overhead throughout knowledge update.
As a final solution, long knowledge update latency is
difficult to be removed. This poses a large obstacle to
their wide adoption in on-line applications wherever the
latency may be a crucial concern. Real world
calculations are show that up to ninety of the write
Requests to storage systems might involve update
operations decreasing the 1/0 overhead of the update
operations is therefore a crucial concern towards
applying erasure codes in on-line applications. Presently
approaches usually take into account that the update
requests  solely involve little  knowledge and
consequently optimize the update of every knowledge
blocks in a freelance manner.
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However, we tend to notice that the requests with
giant sizes of update the info volume required to be
updated in every update area unit quite common in
current  storage  systems, particularly  for  online
applications. However, in typical storage systems with
upgrade support, the default block sizes area unit
usually little. Since the improving size is sometimes
much larger than the block size. Sadly, for erasure
codes, once the info blocks area unit upgrade, the
parity blocks should even is improve to keep up their
consistency.
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Figure 1: Flow Diagram

As a final solution, present upgrade methods can give
Significant I/O  overhead once change multiple
knowledge blocks. Such high 1/0 overhead can sorely
have an effect on the potency of knowledge updates
that is nonetheless to be self-addressed. By analyzing
the method of upgrade operations, we tend to notice
that the 1/O overhead of update operations is heavily
laid low with the update sequences. Hence, the key to
scale back the 1/0O overhead is to find an honest
upgrade sequence by victimization an economical
planning algorithm.

1. BACKGROUND WORKS

In straightforward integration technique Storing data in a
other  party’s cloud system affects on data
confidentiality. To provide strong confidentiality for
data in storage servers, a client will encode data by a
crypto graphical technique before applying an erasure
code concept to encrypt and store data, [5], [10].
When user wants to use a data, user needs to recover
the codeword symbols from cloud storage , idecode
them, and then decrypt them by using cryptographic
keys. General cryptography schemes secure the data
confidentiality, but also limit the functionality of the

storage system because a several performance are
supported over encrypted data. A  decentralized
architecture  design  for
storage  systems  offers
better  scalability  [9],

because a storage server
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can join or leave without control of a central authority.
Quechan Zhang (2010) presents a Qos Support for End
Users of 1/O-intensive Applications Using Shared
Storage System. They contemplate the risk of
constructing an erasure code for storage over a internet
when the data information sources are distributed. They
present Decentralized Erasure Codes, which are linear
codes with a specific randomized structure inspired by
network coding on random bipartite graphs. They
proved that codes are optimally sparse, and lead to
minimize communication, storage and computation cost
over random linear coding [4].

. PROPOSED iSYSTEM

In this project, we contemplate the model of
system that consists of distributed storage servers and
key servers. Since storing crypto graphical keys in one
device is risky, a client distributes his crypto graphical
key to key servers that shall perform crypto graphical
functions on behalf of the client. These key servers are
extremely secured by protective mechanisms.

Here Storage system has allocates by separate data
container. Once owner uploads the data with AES
encryption, system again takes the data and makes
Secured data segregation process. All the information
pieces to be saved in different location in storage
system. Here unique data distributor monitors all the
data and corresponding positions where it is saved.
When a user asks the data, secure cloud system will
provide the data in reversible manner. So our system
will protect our information from both Inside and
Outside hackers.

IV. SYSTEM DESIGN
A PROXY-RE-ENCRYPTION

Proxy re-encryption (PRE) allows a proxy to
convert a cipher-text encrypted under single key into
an encryption of the same information under another
key. The main concept is to place as little trust and
reveal as little information to the proxy as necessary to
permit it to perform its translations. However, in all
prior PRE schemes, it is simple for the proxy to detect
between that users a re-encryption key will remodel
cipher-texts. we propose the primary key-secrete PRE
construction and prove its CPA-protection under a easy
addition of Decisional Bi-linear Diffie Hellman
assumption and its key-privacy under the Decision
Linear assumption in the standard model.
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Figure 2: System Architecture

B. ERASURE CODE TECHNIQUE

In information theory, a forward error correction
(FEC) code is an erasure code for the binary erasure
channel, that transforms a information of k symbols
into a extended information with n symbols such that
the initial information can be recovered from a sub-set
of the n symbols. The fraction r = k/n is known as
the code rate, the fraction k’/k, where k’ denotes the
number of symbols needed for recovery, is called
reception efficiency.
C. OPTIMAL ERASURE CODES

Optimal erasure codes have the property that any
k out of the n code word symbols is sufficient to
retrieve the original information. These codes are MDS
codes and typically expensive when n is large. Lin et

al, gave an technique with O(n lﬂg ”}operations.

V. MODULE DESCRIPTION

1. REGISTRATION

For the registration of user with identity ID the admin
randomly selects a number. Then the admin adds into
the igroup user list which can be utilized in the
traceability phase. Once the user registered the account,
user will get private key to login and access the
account and that secrete key can be used for signature
of admin group.

REGISTRATION

Group Manager Group Members

Y

Figure 3: Registration

2. DATA SHARING
The application of canonical is data sharing. The public
auditing property is specifically useful when we expect
the delegation to be efficient and flexible. In this
scheme supplier to share his information in a secure
and selective way, with a cipher text expansion, by
distributing to every valid
user a single and small
aggregate key.
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Figure 4: Data Sharing

3. CLOUD STORAGE SYSTEM

Data robustness could be a major requirement for
storage systems. There are several proposals of storing
information over storage servers. One way to provide
data robustness is to copy a data such that each
storage server stores a replica of the message. A

decentralized erasure code is appropriate to be used in
a distributed storage system.
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Figure 5: Cloud Storage

4. PROXY RE-ENCRYPTION

The cryptographic system schemes which allow
other parties to change a cipher text which has been
encrypted for one client, so that it may be decrypted
by another client. By using this technique the encrypted
information in the cloud is again changed by the user.
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Reports and information are the two primary
forms, retrieved information from servers. Here some
overlaps between them, but questions are generally
selecting a relatively small part of the server, while
reports show high amount of information. Queries also
present the information in a standard format and it
usually shows on the display; whereas reports enable
data formatting of the outcome however you prefer

and is simply retrieved.
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Figure 7: Data Retrieval

VI. ALGORITHM

A. ADVANCED ENCRYPTION STANDARD (AES)

In AES is based on a design principle known as
a Substitution permutation network. It is fast in both
software and hardware. Feistel network cannot be used
by AES. It has a 128 bits fixed block size, whereas
Rijndael’s specification can be specified with in any
multiple of 32 bits and minimum of 128 bits of block
and key sizes. Most AES calculations are completed in
a finite field. The AES cipher is specified as a number
of repetitions of transformation rounds that convert the
input (plaintext) into the final output (cipher-text).
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v

It gives highly secured data stored in the cloud. Every File block File
client will have a public key and secrete key. Public
key of each client is known to everyone but secrete
key is known only the authorized person.
Eey  Expander | Ciphening
— o Encrypted File . Proxy-Re-Encryption Block &Deciphenng block
) Figure 8: AES Diagrams
! v B. MESSAGE DIGEST (MD5)
D3 File Splitting MDS5 is the third message digest algorithm, which
was developed by Rivest, is intended for use with
Il v applications of digital signature, which require secure
Hash Distributed Storage. method to compresses the large files before being
Value Svstem encrypted with a private key, under a public key
cryptosystem. MD5 is presently a standard, Internet
v Engineering Task Force (IETF) Request for Comments
SQL | Figure 6: Proxy-Re-Encryption (RFC) 1321. MD5 algorithm gives much more
guarantee of data
protection.
5. DATA RETRIEVAL
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Figure 9: MD?5 Diagram

Message-Digest Algorithm is used crypto graphic hash
function that gives a 128-bit (16-byte) hash value. Data
integrity commonly checked by MD5 and is also
employed in a wide variety of protective applications.
However, MD5 has been shown as a 32-digit
hexadecimal number.

VII. RESULTS iAND DISCUSSION

Figure 10: Home Page Screenshot

In this model owner will forward the information

with AES Encryption and in cloud storage again
the information will divide into several pieces in
small size, for this process we will use a key
dividing method. Data will place in different
storage locations. The information of data storage
will monitor by a unique information distributors.

il

Figure 11: File upload page

If the authorized user access the data cloud will
retrieve the information as reversible manner. Home
page is the index of the website, from the home
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page we can navigate to relevant pages such as,
Admin, Upload, Download, AES, Contact help.

: Figure 12: Interrupted page
If any indoor or outdoor hackers tries to create
changes and modifications in our files, in this method
can secure files from intruders and give alert messages
to admin such as date interrupted, hacker attack.

VIII. ADVANTAGES

Benefits are the storage system meets requirements of

information robustness, confidentiality, and information
forwarding by tight integration of encoding, encryption,
and forwarding process. Encoding and re-encryption
process independently performed by the storage servers
and also partial decryption process independently
performed by the key servers. Adjustment between
robustness and number of storage servers is highly
flexible.

IX. APPLICATIONS

This technigque is used to store the documents and
information in a secured storage. It can be used in
Banks, army and hospitals to store and protect the
high-level information files.

X. CONCLUSION

Erasure codes are hopeful for increasing the storage
system reliability due to its space efficiency compare to
the method of replication. Traditional erasure codes
divide information into data blocks equally and encode
data in separated data blocks. Heavy repairing traffic
will occur when clients read parts of the data. In this
concept, discrete data dividing method is wused to
completely avoid this problem. The crypto graphical
key concept is to encode information from the same
data block we design and implement this data layout
model into a Hadoop distributed file system like
storage system.

XI. FUTURE iIENHANCEMENTS

Erasure coding as an alternate method has emerged
as a secure technique from drive failure. Raid doesn’t
cut within the age of large capacity hard disk drives.
When disk's capacity is increase, bit error will occur.
Once a disk fails, the Raid rebuild technique starts,
during which there is no security against the next

mechanism  failure. The
risk of crashing during
simple operation

increasing with capacity,
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it is larger during Raid rebuild.
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