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Abstract: SOA is widely accepted for designing the projects
because it provides flexible and extensible architecture to solve the
business problem effectively. In fact, SOA attracts the consumer
because of its important features like reusability, modularity,
composability, encapsulation and interoperability but security is
always a concern for this architecture. Security implementation at
a granular level for service-oriented architecture is an important
concern. Service-oriented architecture is based on the distributed
architecture wherein different services are the part of the different
domain which is used to create an application. This causes
security issue when services are composed for the creation of an
application. Current security implementation at SOA based
projects don’t provide security at lower levels, however higher
level is secured. Proposed Model enhances the security and
reliability at lower levels of SOA using latest security techniques
which also helps in maintaining the SLA after the security
implementation.

Index Terms: Service-oriented architecture; Lower Levels;
Security; Reliability.

I. INTRODUCTION

Service oriented architecture is one of the popular
architectural design which is widely accepted for project
implementation on different platforms, so the need of SOA
security measures is also increasing. To keep services more
reusable, interoperable and composable, security measures
are ignored at lower layers of SOA reference architecture.
Unfortunately, the designer faced problem in the
implementation of secure SOA applications causes security
implemented at higher level only in service-oriented
architecture (Attri, R. and Grover, S.(2017); L. Srinivasan,
2006). End to end Security is difficult to achieve because it
requires each element to be secured (M. Azarmi et al.,2012).
Also, interaction between these elements should be secured.
A single unsecured element may compromise the overall
security of the entire system of systems, so security measures
should be taken at each layer (D. C. Chou, and K.
Yurov;2005).

The SOA Reference Architecture has nine layers which
plays different roles in the process of designing a solution for
SOA projects. SOA RA covers requirements aspect which
reflects what the layer enables and includes all of its
capabilities. It also include the logical aspect which consists
of the ABBs, design decisions, options, Key Performance
Indicators (KPIs) whereas the physical aspect of each layer
includes the realization of each logical aspect using
technology, standards, and products. Distribution of the role
has been done layer wise in SOA RA. Implementation of the
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interface or service are covered by the Operational Systems
Layer, the Service Component Layer, and the Services Layer
where as consumption of services are supported by Business
Process Layer, the Consumer Layer, and the Integration
Layer. Four layers which include Information Layer, Quality
of Service Layer, Integration Layer, and the Governance
Layer are called non-functional or supplemental layers. These
layers as a whole provide the framework for the support of all
the elements of an SOA. SOA reference architecture divides
the service design into five layers as shown in figure 1
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Fig 1: Layers of SOA Reference Architecture

The Operational layer and service component layer are
considered as lower layers of service-oriented architecture.
Operational layer is very first layer of reference architecture
which covers the requirement of client and prepare the
architectural design for the project.

The operation layer and service component layers are part
of service provider layer where security enhancement is
necessary to implement end to security. Legacy applications
are used for integration with new SOA based services. Also,
integration activity is started from service component layer
where security not considered to keep reusability of the
service as it is. Similarly, Service Component fulfills the goals
like Realizes one or more services, provides an enforcement
point for service realization,
provides an enforcement
point for service realization
but security is a concern
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when different services are composed to fulfill business
requirement. The lower layers of SOA which includes
Operational Systems Layer and Service Component Layer are
concerns for Providers whereas higher layers (Services Layer,
Business Process Layer, and Consumer Layer) are concerns
for the consumers. The author(s) proposes different ways of
security implementation to secure the lower layers of
services-oriented architecture. It will enhance the overall
security for service oriented architectural projects.

Section 1 describes SOA reference architecture and
security implementation at lower layers. In section 2, The
authors collected security issues at lower layers of SOA.
Section 3 focuses on literature review which includes related
research done by different researchers. It also describes the
framework and techniques to enhance lower layers security
implementation. Section4 covers security enhancement using
proposed model Section 5 contains an experimental analysis
of 100 sample services of different service oriented
architectural project which indicates that the proposed model
will be better in terms of security implementation as
compared to existing service oriented architectural
framework. Section 6 includes conclusion of the paper.

1. SECURITY ISSUE AT LOWER LAYERS IN SOA

Submit As per reference architecture, Operational layer
and Service component layer are considered as lower layers
of service-oriented architecture. As per existing SOA
framework, security is implemented at higher levels only
where in lower levels are left unsecured to keep services
reusable, composable and flexible. The Author(s) collected
some of the security issues:

+ Security attack on service at lower layers: Lower
Layers of service-oriented architecture are not secure
which causes a security attack.

+ Authentication and Authorization issue:
Authentication and authorization does not take place across
intended end points, such as between the requestor and
service provider. At lower layer authorization and
authentication is not implemented for the services as per
current SOA framework.

» Data security and data control Issue: Data security is
always a concern at lower layers of service-oriented
architecture. Sometime data is consumed by unauthorized
users.

» SOA development and usage Issue: Services at lower
layer are not secured. The consumption of the services for
creation of an application is not authorized causes security
issue.

» No trusted boundaries Specified for different layers:
Currently security is not required for interaction of data
between different layers of SOA.

» Unsecure Service discoverability: Services are
discoverable in SOA, any consumer can search the service
from different applications and even organizations. This
causes unauthorized use of services.

I11. LITERATURE REVIEW

Many researchers have already raised concern for SOA
security. SOA facilitates with different facilities like
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reusability, composability, interoperability and distributed
deployment bring security concerns especially at lower layers
where security implementation is not considered while
service interaction. Many research has been performed to
keep higher layer of SOA secured. To provide end to end
security to SOA based projects, lower level security
consideration is important. The Author(s) chosen some of the
research which provides security at higher layers of SOA can
be beneficial in security implementation at lower layers too.

Channabasavaiah et al. (2004) defines SOA as “an
application architecture within which all functions are defined
as independent services with well-defined invokable
interfaces which can be called in defined sequences to form
business processes”. Security is necessary for SOA based
project to authorize requests, encrypt and decrypt data as
required, and validate information. Trust based security
implementation has been proposed by these authors to
enhance the current security implementation, However the
proposed solution by these authors are beneficial for higher
layers of SOA. It defines the parameters and the output and
hence addressing the needs of security, policy, reliability and
accounting required for SOA (Papazoglou et al., 2006).
Azarmi et al. (2012) provided a way to achieve end to-end
security in SOA. Liu et al. (2014) described trust as an
approach to enhance the security.

Many researchers provided their ideas to enhance the
security using security certificate, trust-based model to satisfy
consumer security requirements (Anisetti et al., 2013; Cimato
et al., 2013, Kaluvuri et al., 2013; Katopodis et al., 2014;).
Michael Hafner and Ruth Breu provided model-driven
security approach which includes security goals in
domain-specific languages. Y. Badr and S. Banerjee provided
fuzzy logic which will be helful in achieving end to end
security. Security auditing approach has been provided by M.
Azarmi et al. SOA includes loose coupling, reusability,
interoperability, composability but the services are not secure
and reliable at lower level (Karastoyanova et al). The
author(s) found different ideas by different researchers as
shown in Table 1

Tablel: A survey on SOA Security:

Survey result of | Granul | Optional Impact
different SOA | arity

Security

Technigues for | Mediu | Address specific classes

SOA Security m of vulnerability

XML Threat | Very Specific security
Assessment Granul | operations required

Lists ar

Software Global | For SOA security
Engineering enhancement is need.
Models

It is observed that majority of research work is focused
around security
implementation at higher
level only to keep features
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like reusability, composability, interoperability unaffected.
The Author(s) proposes a model which enhances the security
at lower levels of service-oriented architecture. This
enhancement will also help consumer to achieve end to end
security.

IV. SECURITY ENHANCEMENT AT LOWER
LAYERS OF SOA

Service oriented architectural framework is widely accepted
by the consumer because of the facility provided in the
architecture are more flexible as compared to other
architecture. But Security is a concern for SOA, The
Author(s) have identified the area where security
enhancement is required to improve the quality of the
application.  Security enhancement at lower layers
(Operational layer and Service Component layer) is necessary
because interactions between these layers are still open, no
security is implemented. Whereas the authors found many
tools and techniques have been proposed by many researchers
for higher layer security implementation. To achieve end to
end security for SOA based projects, it is necessary to
enhance the security at lower layers (A. Shashwat, D. Kumar
and L. Chanana,2017).

4.1 Areas influenced by SOA Security standards
The Author(s) identified the area where security enhancement
is necessary to achieve end to end security:
a. Policy Standards
The policy standards include trust and Confidentiality.
b. ldentity Management
Identity management include business partner
entitlements and service partner entitlements
¢. Messaging integrity and confidentiality
This include lower layer security, key management and
encryption management.

4.2 Categories of Security standards

SOA security standard has three categories:

a. ldentity Management Standards

b. SAML - XACML, Liberty ID-FF — DSML, SPML -
WS-Federation is included under Identity
Management Standards.

c. Web Services Standards
WS-Security, WS Security Policy, WS-Secure
Conversation, WS-Trust, WS-Reliable Messaging is
included under Web Services Standards (Michael P,
Papazoglou, Benedikt Kratz, 2007)

d. Digital Security Standards
Digital Security Standards include XKMS -
XML-SIG, XML-ENC - TLS IPSec, PKI — SSL,
S/MIME — LDAP, Kerberos.

4.3. Interaction of Lower Layers of SOA and Security
Implementation

The proposed model enhances the security at lower layer of
SOA to achieve end to end security for SOA based project.
Current SOA model enables loose coupling interaction
between layers of SOA. This loose coupling allows services
to interact without security. Also, this helps in increasing
reusability, composability and interoperability. But security is
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a constrain for this architecture. Sometime provider of the
service has no ideas of the consumers who are consuming the
services and performance and security become an issue. The
current service interaction has been shown in fig 2:

Services Layer (Service Container)

Tnvokes Responses
/ | A
Binds
Service component Service Binding
Layer

I

Operational Systems Layer (solution Platform)

Fig 2: Existing Interaction of SOA Layers

The Author(s) identified authentication, authorization and
accounting implementation at lower layers of SOA. This will
enhance the security for SOA based projects which will help
in achieving end to security. The proposed model also
includes signed certificate installation for individual layers of
SOA, so that no layer can interact with other layer without a
valid certificate authentication as shown in fig 3:

Services Layer (Service Container) -AAA

Invokes(AAA) I Responses

Binds

Service component
Layer

Service Binding

i
AAA and secured
Certificate implementation

Secured Database
(For fetching security credentials)
Y

Operational Systems Layer (solution Platform) AAA

Fig 3: Proposed Interaction of SOA Layers (with Security)

4.4 Proposed Techniques for
security enhancement at
lower layers of SOA
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To ensure end to end security functions required are:
authentication, authorization, auditing, assurance. In SOA,
these functions will be helpful in making services as "security
services”. The Author(s) proposes AAA implementation at
each and every layer of SOA as part of security enhancement.

Service
Provider

Requester

Service

= Authenfication = = Authonzation =

Audit

Assurance

Fig 4: Service level security at SOA

4.4.1 Authentication at lower layers of SOA

SOA based project consists of service requesters, service
providers, and message exchange patterns (A. Shashwat, D.
Kumar and L. Chanana; 2018). The Author(s) found the
incorporation of the authentication, authorization, audit, and
assurance services ajdd true value with in the message
exchange. Many unauthenticated is processed which usually
causes heavy load on service. As part of the system
authentication system policies (such as password policies)
and complex protocols (like Kerberos) should be used to
validate the consumer (Mohamed Ibrahim B, Mohamed
Shanavas A R,2015).

4.4.2 Authorization at lower layers of SOA

Authorization is enforced locally in many systems. The
author(s) proposes fine grained implementation of
authorization for every layer of RA.

4.4.3 Audit services at lower layers of SOA

The implementation of audit and assurance services will
improve the security for SOA based projects. The Audit
service is responsible for detection and response features
whereas Assurance services provides confidence in the given
system. It will be helpful in achieving enhanced security and
reliability.

V. EXPERIMENTAL ANALYSIS - COMPERISION
OF PROPOSED MODEL WITH EXISTING MODEL

Because The authors have collected different security
concerns at lower level of service-oriented architecture. Using
proposed model, security can be enhanced at lower layer
which will also helpful in enhancing the end to end security.
Existing model has security implementation at higher levels
only. To provide secure application, security has been
implementation at both the levels of SOA and latest
technology has been used to maintain service level agreement
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for each service. A sample of 100 SOA services from different
domains has been taken for the experimental analysis. The
author tested security implementation and service level
agreement:

5.1 Proposed Model Implementation

The Author implemented all security standards
at lower layers of SOA without impacting
reusability functionality. Services will be ready
to be reused still but security standard will be
needed at lower layers too. The author uses
secured database and global cache techniques to
ensure authorization, authentication and audit at
followed at granular level of service. The author
used IBM integration bus to create different
services where security has been implanted at
granular level to ensure end to end security for
SOA. The author(s) tested the proposed model
to ensure SLA has no impact after the security
implementation at lower layers of SOA.

5.2 Proposed Model Test using SOAPUI

The author has chosen 100 exiting services of
SOA where security enhancement has been
performed at lower layer.

I
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Fig 5 : 11B message flow using Existing SOA framework
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The author(s) found lower layers security implementation
enhances end to end security for SOA based project.

Comparison of Existing Model vs Proposed Model
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Fig 9 : Comparison of Exfsting Model vs Proposed
Model

VI. CONCLUSION

Service oriented architecture has features like reusability,
composability, interoperability and distributed deployment
which are concerns for security implementation. The
Author(s) found major incidents of SOA are due to securiy
issues at lower layer. The Proposed Model enhances the
security at lower layers without impacting the service level
agreement. This model enhances the security at lower layers
of SOA using different security techniques. This
implementation will help in achieving end to end security for
SOA based project. Also, this model will be helpful in
enhancing the performance and reliability of each services.
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