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Evaluation for Improving Security Management
of Service Oriented Architecture At Meraki
Digital Indonesia
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Abstract: Meraki Digital Indonesia wants to evaluate security
management on Service Oriented Architecture that has been
implemented in this company whether it is in accordance with the
standards or not, using the COBIT 5 method. It is expected that
the suitability of the maturity level can be carried out in
accordance with the security management domain needed to
ensure the fulfillment of the basic requirements of organizational
information resources, namely the availability of integrity and
availability of data or information. As well as using the Analytical
Hierarchy Process algorithm to provide recommendations using
decision-making in solving problems with explicit logical
analysis, there are three principles that underlie AHP thinking,
which is compiling hierarchies, the principle of setting priorities,
and the principle of logical consistency. Then the evaluation
results using COBIT 5, there are 6 security management criteria
that are used as a basis for evaluating, among others, strategies &
policies, organizations, people, processes, technology and
facilities and domains that are used are Plan and Organizes (PO),
Acquire and Implement (Al), Deliver and Support (DS), and
Monitor and Evaluate (ME). Whereas for recommendations
needed by using analytical hierarchy processes, there are three
things that need to be improved according to the wishes of
stakeholders, namely the need to improve the criteria of
technology with a value of 0.132, facilities with a value of 0.137,
and people with a value of 0.161 according to the lowest ranking
on the tested criteria.

Keywords: Analytical Hierarchy Process, Cobit, Evaluation,
Service Oriented Architecture, Security Management.

I. INTRODUCTION

In the era of technology that is growing rapidly has
entered a new era faster than ever imagined [1] until now it
requires operational supervision in business to support the
business continuity of a company in accordance with company
rules using system integrated. System theory is a theory that
tries to explain order. The word system itself comes from
Greek to system which means arrangement. The system can be
defined as a whole in the sense of unity that is more than just
the sum of its parts, a number of elements and also the
relationships between them with each other [2]. Given the
long term benefits of adopting this new phenomenon [3]
currently, Meraki Digital Indonesia, one of the IT consultants
in Indonesia, has implemented Service-oriented architecture
to support data exchange between applications, improve
reliability, participate in business processes, and standardize
and consolidate applications owned by the company. Other
notions of Service-oriented architecture (SOA) [4] takes an
architectural approach to designing and implementing IT
solutions. Currently the implementation of Service-oriented
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architecture (SOA) developed has 7 applications that are
integrated and standardized so that the development process
in the future can be easily done. Applications developed
include HRIS applications, CRM, Incident Services, Payroll,
Big Data, Corporate Social Media, and Project Management.
To improve the security management of applications
developed, evaluation is needed to compile and maintain an
information security program to ensure the fulfillment of the 3
basic requirements of organizational information resources,
namely the confidentiality of the integrity and availability of
data or information. Along with the development of computer
and communication technology, managing computer and
network security programs will become increasingly complex
and challenging, this is to protect data or information in the
system so that it can only be accessed by those who have the
right show on figure 1.
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Figure 1: Corporate Application Architecture

Evaluations are carried out using one of several existing
frameworks, including COBIT, ISO 7799 and ITIL V3. Here
the author will use the COBIT 5 framework (Control
Objectives for Information and Related Technology). The
COBIT-5 as new comprehensive approach [5], COBIT is a
model designed to control the IT function and COBIT
provides an IT Governance instrument that allows manager to
bridge the gap with respect to control requirements,
information systems (IS) and information technology (IT)
issues and business risks, in order to communicate that level
of control of stakeholder, it enables the development of clear
policy and good practice for the control of IT throughout
organization [6]. Framework COBIT 5 as a reference in
conducting information system audits, in this context
Service-oriented rchitecture (SOA).
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The audit process is meant to detect the incompliance of the
product with standards, procedures or external requirements
[7] and this evaluation to assess the ‘as-is’ situation of the IT
function and wusing the result obtained to provide
recommendation to the IT function [8]. Meanwhile, in
addition to evaluations carried out, recommendations are
needed by stakeholder to solve a complex situation. In this
study the method used to provide recommendations using
decision-making methods from [9] by using the Analytical
Hierarchy Process (AHP) according to him to break down a
situation into its component parts and arrange this part or
variable into a hierarchical arrangement. In solving problems
with explicit logical analysis, there are three principles that
underlie AHP thinking, namely the principle of compiling
hierarchies, the principle of setting priorities, and the
principle of logical consistency. So, this is very necessary to
conduct  evaluations  while providing appropriate
recommendations to support improvements security
management in particular on Service-oriented architecture
(SOA) that has been implemented.

II. STUDY LITERATURE AND PREVIOUS STUDY

A. Auditing Definition

An audit is the collection and evaluation of the evidence
above information to determine and report the level of
conformity of the information with the criteria that have been
determined [10]. An audit must be carried out by someone
who is competent and independent. According to Sanyoto
[11], audits are divided into several types, namely; Financial
audit, operational audit, compliance audit and information
system audit. According to Weber [12] an information system
audit is the process of collecting and evaluating evidence to
determine whether a computer system has been establish and
implement a control system sufficient, all assets are protected
properly or not misused and guaranteed data integrity,
reliability and the effectiveness and efficiency of organizing
information systems. according to Agoes [13] Auditing is an
examination carried out critically and systematically, by an
independent party, on financial statements prepared by
management, along with accounting records and supporting
evidence, with the aim of being able to provide opinions
regarding the fairness of the financial statements. According
to Mulyadi [14] in general auditing is a systematic process to
obtain and evaluate evidence objectively about statements
about activities and economic events, with the aim of
determining the level of conformity between the statements
with the criteria that have been set, as well as the delivery of
results to users concerned.

B. IT Governance

Then IT governance is the responsibility of the board of
directors and top management. IT governance is part of the
management of the company and consists of leaders, all
members of the organizational structure and processes that
have the intention to ensure that existing IT supports and
assists in achieving organizational strategies and objectives
[15]. According to ITGI [15] there are several mechanisms
that can be used to assist in implementing IT governance,
namely; IT Infrastructure Library (ITIL), Control Objectives
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for Information and Related Technology (COBIT), ISO
27001, The Information Security Management Maturity
model (ISM3), AS8015-2005. The purpose of IT governance
according to the ITGI [15] is to get it realize the benefits of IT
that are expected, use and maximize these benefits, realize the
use of IT resources that are responsible, and can manage the
risks associated with IT appropriately.

C. Previous Study

Based on the background described there are several
previous studies that have successfully applied the COBIT
and AHP concepts. In the study [4] explain the evaluation of
the Credit Analysis Tool System Application using COBIT
4.1 with result the process has been closely monitored and
evaluated as to the extent of compliance with established
procedures and is able to take the necessary action if the
existing process does not work properly. Various automated
tools and systems are being used even if they are limited.
SABAK is optimal to get level four, but there is a weak
domain among other domains. Namely PO2 Define the
Information Architecture. An evaluation of the domain is
required. Other research [16] using COBIT 4.1 in higher
education, the study shows how the modification of familiar
framework of IS strategic plan and IT Governance framework
able to guide the University’s IS/IT direction and
management. Other research from [17] From the results of
testing on the effectiveness of controls there are controls that
are running, namely POS8.1. Quality Management System,
POS8.4. Customer Focus, POS8.5 Continuous Improvement and
PO8.6 Quality Measurement, Monitoring and Review, even
then because there is an application of ISO standardization.
The other control is DS5.9. Malicious Software Prevention,
Detection and Correction. Other research from [18] the result
hierarchical model which was established for this problem
may provide an insight regarding location selection problems.
Also as an example of a feasible solution to a real-world
location selection problem. Other research from [19] the
result assessment factors of network education is analyzed,
the assessment factors of network education have two
first-class assessment factors and six second class assessment
factors. The proposed network education evaluation method
is applied to network education evaluation of Tianjin
university. Other studies [20] explain using Cobit 5 to
evaluate using different criteria for projects selection, and in
this study explain the use of MCDM methodologies AHP and
TOPSIS proves to be suitable for the implementation of the
APO05.03 sub-process, which this method is for make
decision making to evaluate and visualize the criterion on
alternatives before reaching a final decision. Other studies
[21] explain using Cobit 5 to evaluate to control the value of
technology from many stakeholders. The result of the Navy IS
/ IT organization assessment showed that the Navy IS / IT
organization had accomplished the COBIT-5 framework, but
the processing of Navy IT capabilities were not maximal.
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From the previous research that has been distinguished
from this study by previous research is combining evaluation
methods using COBIT 5 and the Analytical Hierarchy Process
(AHP) to rank for recommendations needed to improve
service oriented architecture (SOA) that has been carried out
according to the wishes of company stakeholder.

III. METHOD

In this section, the author discusses methods, designs, data
collection methods, populations and samples and the stages of
research. Bodgan and Taylor [22] define that qualitative
methodology is a research procedure that produces
descriptive data in the form of written or oral words from
people and observable behavior. This approach is directed at
the background and the individual holistically (intact), so that
we cannot isolate individuals or organizations into variables
or hypotheses, but are seen as part of a wholeness [23]. The
research method used in this study is a qualitative method,
using case studies (objects), namely a systematic way of
seeing an event, collecting data, analyzing information and
reporting the results. In this case study, the main data
collection was carried out by interviewing and analyzing
company documents related to research.

A. Location Study and Data Source

The research was conducted at PT. Meraki Digital
Indonesia, Centennial Tower 29 Floor. JI. General Gatot
Subroto No. 27, South Jakarta, Indonesia . Then the data
sources in this research are two parts, primary data and
secondary data :

1) Primary Data : Primary data is data obtained directly
from the object research, in this case through interviews
with Chief Finance Officer Meraki Digital Indonesia

2) Secondary Data : Secondary data is data obtained from
the object's internal data research, such as data obtained
from books, journals, papers, and addresses of reference
websites that are related to the research title.

B. Data Collection

The data collection methods used in writing this research
are as follows:

1) Literature Study : This research was carried out by
searching and collecting data, sources of information and
materials obtained from books, literature, articles related
to COBIT, IT Governance, System Audit Information,
research methods used, and so on.

2) Field Study : This study is done by getting data directly
from object of research. Secondary data taken is data in
the form of Strategic Plan, Annual Financial Report, etc.

3) Interview : Conduct questions and answers with related
parties to get information and data - data needed.
Interviews were conducted both face to face and using
e-mail, due to the busyness and high mobility of the
speakers. For measurement of performance (maturity
level), the author uses a closed statement, where the author
limits the respondent to answer yes / no, with the source of
questions based on COBIT 5.

This is done in order to focus the question so that it is more
focused on performance appraisal and not too broad:
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1) Observation: Make observations directly on the
environment and the application of information systems to
the company and the use of the system information by
related users.

2) Questionnaire: Distributing questionnaires to Meraki
Digital Indonesia employees for reference to the system
maturity calculation there.

C. Data Sample

In this research using a method of collecting data from a
number of respondents with a written list of questions, then
processed to produce complete and valid information.
Questionnaire was conducted to obtain data. The distribution
of the questionnaire was carried out using the Purposive
Sampling method. Respondents on the research questionnaire
This consists of 10 respondents, including: 1 Chief Finance
Officer, 1 Information Technology Manager, 1 Hardware
supervisor and 1 supervisor software, and 6 IT staff. This
Research using the method of taking respondents with
Purposive Sampling. The purposive sampling method is the
determination of the sample by selecting certain samples that
are considered appropriate and focused on the objectives or
problems of this research within a population [24]. Then the
sample is selected to staff - staff who have an active role
related to Service Oriented Architecture (SOA) services.

D. Evaluation Method

The research method for evaluation using the COBIT
framework 5 and Analytical Hierarchy Process (AHP), at the
first method for evaluation used COBIT 5, this framework
allows the creation of IT control policies and best practice
across business levels [25]. In accordance with the rules in the
COBIT 4.1 framework there are stages that are used to carry
out evaluations, this evaluation will answer the manager who
responsible the information technology department as a
reviewer. As explained [26] stages of the audit process using
COBIT 5 framework consists of several stages:

Stage 1. Identify Business Goals

This stage will be carried out by SOA analysis as a description
of where the application will be headed. Then the business
objectives are adjusted according to their views in the domain
that is in COBIT 5.

Stage 2. Identify IT Goals

This stage will identify the objectives based on the SOA
application, at this stage the objectives of the IT Goals will be
obtained by connecting business objectives with IT Goals
based on COBIT 5..

Stage 3. Identify the IT Process

At this stage, a predetermined information technology process
will be identified. At this stage the information technology
process will be obtained from the linkages between
information technology processes that run in the process of
information technology processes based on the COBIT 5
framework.
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Stage 4. Control Objectives

This stage is continued from the IT process. After identifying,
control objectives are used as questionnaire material to fulfill
a data requirement that is needed in determining objectivity.
Stage 5. Maturity Level Calculation

In the fifth stage of this research is the calculation of maturity
level, according to the maturity model based on the COBIT 5
framework. Then the Stages conducted which are includes the
selection IT process on the COBIT 5, as well as data
collection which is consists of interviews, observations and
questionnaires, processing questionnaires, data analysis
include the current maturity and the expected maturity level,
strategy improvements based on COBIT 5 [26]. Then In
general, the maturity level assessment range is described as
follows:

Level 0 (non-existent)

The company does not have management in a process, it
cannot even assess what issues need to be considered. On this
scale, it is important to evaluate controls and make important
findings.

Level 1 (initial level)

The company has been aware of the issues that need to be
considered. The company does not have a standardized
process (standardized), but an informal process that tends to
be applied individually in case by case and in general (still
reactive or in accordance with sudden needs), the approach
used is not well organized. In this scale, the probability of the
risk occurring is not as large as a scale of 0 (zero).

Level 2 (repeatable level)

The company has a pattern for managing processes based on
repeated experience that has been done before. However, this
pattern has not been standardized and communicated, and
there has been no formal training given to each employee
regarding the procedure so that the ability of expert staff is
limited, besides that responsibility is given entirely to
individuals so that possible irregularities can occur.

Level 3 (Defined level)

Management has succeeded in creating a standard for
managing related processes, and has been communicated, but
has not been implemented in an integrated manner, but has
been required in its implementation. The procedure is still
simple and inadequate, has not received an evaluation
process, so there is still a possibility of irregularities.

Level 4 (Managed level)

The process has been monitored and evaluated properly
regarding the extent of compliance with the established
procedures, and being able to take necessary actions if the
existing process does not appear to work properly. Automated
tools and systems are being used even though they are still
limited.

Level 5 (Optimized level)

The process has reached the level of Best Practices because
the continuous improvement and comparison with other
companies. Information technology is used to run workflows.
Providing supporting tools for the effectiveness and quality of
processes that encourage corporate adaptation to changes.

The second method for recommendation used AHP, the
function of AHP is the process stresses the importance of the
intuitive judgments of a decision-maker and consistency in
the comparison of alternatives in the decision-making process
[27]. Basically, AHP is a general theory of measurement used
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to find the scale of ratio of both discrete and continuous

pairwise comparisons. These comparisons can be drawn from

the actual size or base scale reflecting the strength of feelings

and relative preferences [28]. This method will get a value to

get rank as stakeholder desire, the questionnaires will answer

only stakeholder and this method have some principles in

solving problems with Analytical Hierarchy Process (AHP):

1) Determining the hierarchy

2) Determining the priority of the elements by making
pairwise comparisons

3) Synthesis

4) Measuring consistency

5) Calculate index consistency

6) Calculate the index ratios

IV. RESULT AND DISCUSSION

In this research, discussing the evaluation of the SOA
implementation carried out, currently SOA is implemented
using Oracle E-Business Suite which is implemented in
Meraki Digital Indonesia. Seen the SOA architecture used in
figure 2:
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Figure 2: Oracle E-Business Suite Integrated SOA Gateway
Architecture[29]

Before getting the evaluation results, it is necessary to
determine the domain and measurement of control in this
research, based on COBIT 5 there are domains that play a role
in conducting evaluations, namely plan and organize (PO),
acquire and implement (Al), deliver and support (DS),
monitoring and evaluate (ME). The domain that has been
determined as the basis for the evaluation is carried out, and in
this research recapitulation of questions according to the
domain used can be seen in table 1.

Table 1: Domain and Control Measurement

Domain Control Measure COBIT 5
Strategy & Define an DS5.2,
Policies information security ~ P0O6.3

plan

Define the PO2.1,

information PO2.3

architecture

Determine PO3.3,

technological PO3.4

direction

Assess and manage PO9.1,

(IT) risks P09 .4,
P09.6

Organization  Information Security

Organization
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Data and system PO4.9
ownership
Manage segregation  PO4.11
of duties
People Manage IT human PO7.1,
resources PO7.2,
PO7.5,
PO7.6,
PO7.8
Ensure operations Al4.3,Al4.4
and use
Processes Change Al6.1,
Management Al6.2,
Al7.4,
Al7.6, Al7.8
Continuity DS4.2,
Management DS4.5,
DS4.9,
DSI11.5
Manage data DS11.2,
DS114,
DS11.6
Configuration DS9.1,
Management DS9.2
Manage third party DS1.5,
and supplier services DS2.3
Incident DS5.6,
Management DS8.3
Monitoring DSs.5,
ME2.1,
ME2.6,
ME3.3,
ME4.7
User Account DSs5.3,
Management DS5.4
Technology Secure infrastructure  AlI3.2,
Al3.3,
DS5.8,
DS5.10,
DS5.11
Manage malware DS5.9
attacks
Protect DSs5.7
infrastructure
component
Facilities Physical security DS12.2,
DS12.3

After obtaining the desired domain for evaluation, and
assessment can be carried out in figure 3 the results of
maturity that need to be evaluated per each domain.

0% controls ML = 4

D% controls ML =3

8% controls ML = 2

0% controls ML <= 1

Fig. 3: Legend Control Maturity Level
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Figure 4 show currently there are 6 domains that have been
evaluated, including strategies & policies, organizations,
people, processes, technology, and facilities. Details of the
evaluations conducted per each domain are described below:
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Fig. 5: Strategy and Policies Domain Maturity Level

Figure 5 explains that the obtained domain strategy and policy
maturity level is high, except for maintenance and monitoring
of a risk action plan with second level maturity (repeatable).
Due to the implementation of service-oriented that has only
been done for 1 year and In the security arena, there are
emerging SOA capabilities for things like authentication
services and audit trail collection [30], it is necessary to be
accustomed in carrying out the strategies carried out to carry
out maintenance and monitoring on the side of security
management.

Responsibilty for risk, security
and compiance

Fig. 6: Organization Domain Maturity level

Managermen! of information | Data and systern ewnership Segregation of duties

Figure 6 explains the domain organization, in this domain
control of responsibility for risk, security and compliance and
segregation needs to improve to optimize at maturity level
four. But overall this domain has been fairly good because the
management of information security and data and system
ownership has been optimized.
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Fig. 7: People Domain Maturity Level
Figure 7 explains the people domain in this domain, there are
still many things that need to be improved, including
recruitment and retention of personnel, personnel
competencies, knowledge transfer to end wusers, and
knowledge transfer to operations and support staff. Especially
the expert understanding area of security management. With
expert expertise, it can make it easier to protect the
application that is implemented, besides that, a lot of security
adjustments are needed for each service on the application.
And consultants are needed for training and providing
knowledge about the standard IT services to run service with
security and  providing
security orientation training
to end users with different
levels of training, because
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the understanding of end users is very different. This is
needed to create security awareness in all elements of the
company. while for clearance personnel, the procedure and
job change termination has been very good and has been
optimized. Because this will also have an impact on the
domain of the process required by all personnel to comply
with the company's operational procedure standards,
especially on security and company secrets.
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Fig. 8: Process Domz;in Maturity Level
Figure 8 on the domain process, overall has been very good

overall. The operational standards that have been
implemented have been previously optimized. With the
process running it has been consulted with the right consultant
to handle the process. But even though it can be optimized as
a whole, the process needs to be maintained and increase the
current maturity level for the next period.
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Fig. 9: Technology Domain Maturity Level

Figure 9 explains on domain technology, this domain needs to
be improved, especially in infrastructure resource protection
and availability and maintenance infrastructure that is still at
level one. For now, the resource is not maximized in
monitoring the infrastructure built so that a team that takes
turns takes 8 hours to carry out this task. As well as to
maintain infrastructure, it is better not to wait for vendors to
do preventive or corrective maintenance, but it is necessary to
regularly schedule a team that has responsibilities in carrying
out maintenance on a monthly or quarterly basis. As well as
cryptographic key management, network security, and
exchange of sensitive data still need to be improved, and
specialists are needed for the technology used.

40
30 1

20 4

Fig. 10: Facilities Domain Maturity Level

Figure 10 describes the domain facilities, in this domain
optimization of physical security and physical access steps
has been carried out. However, improvements to the physical
infrastructure storage facilities need to be carried out due to a
place that is sufficiently complete with data center
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infrastructure, and for the next day to develop data center
scalability, it will be difficult to do, not to restore data center
infrastructure facilities. After obtaining a basic evaluation
based on COBIT, then decision support is needed by
stakeholder who are in accordance with the wishes and
monitoring of security management in service-oriented that
has been implemented. In accordance with AHP rules, a
hierarchy is needed to achieve stakeholder desires as seen in
figure 11 which explains to achieve objectives at level one
and in which there are criteria at the second level which
contain strategies & policies, organizations, people,
processes, technology, and facilities and for the third level is
an alternative that is provided and adapted to the COBIT
domain, namely Plan and Organizes (PO), Acquire and
Implement (Al), Deliver and Support (DS), and Monitor and
Evaluate (ME). This information is then arranged in a
multilevel tree.

Goal

Strategy®&

i Facilities
Policies

Organization People Processes Technology

PlanZand®Drganizel]| Acquirefand?

Deli
Implement®{Al) SupportZ(Ds) Evaluatef{ME)

Fig. 11: Analytical Hierarchy Process Tree

After making criteria and alternatives desired by stakeholders,
the criteria are then weighted according to the rules of the
analytical hierarchy process consistently, after which the
values from the largest to the smallest are seen and given a
priority ranking to determine which criteria need to be
improved. The results obtained can be seen in table 2.

Table 2: Analytical Hierarchy Process Result

Security Final Rank Need
Management Result Priority Improve?
Criteria (Yes/No)
Strategy & 0213 6 No
Policies

Organization 0,183 5 No
People 0,161 3 Yes
Processes 0,175 4 No
Technology 0,132 1 Yes
Facilities 0,137 2 Yes

Table 2 explains that from the calculation results using AHP
based on Security Management criteria with a strategy &
policies value of 0.213 with 6th priority and no improvement
needed, organizational value is 0.183 with 5th priority and no
improvement is needed, people value is 0.161 with priority 3
and an improvement is needed, the process value is 0.175 with
the 4th priority and no improvement is needed, the technology
value is 0.132 with priority 1 and an improvement is needed,
and the facilities value is 0.137 with priority 2 and an increase
is needed. The conclusion from table 2 explains that there are
three criteria that need improvement, namely the first
Technology, both facilities, and the third person.
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These three criteria need improvement to improve security
management on service oriented architecture based on
stakeholder’s desire and to facilitate interpretation in figure
12.

Strategy & Policies

0.213 >
Facilities Ollsgrganization 6.
0.137 ®
1 7.
0132 s >
Technology l \ /0'161 People
> 9
0.175
Processes 10.
Figure 12: Analytical Hierarchy Process Result Radar i
V. CONCLUSION
Based on the evaluation results obtained there are several |,
conclusions obtained, namely the evaluation results using
COBIT 5, there are 6 security management criteria that are 13-
used as the basis for evaluating, among others, strategies & 4
policies, organizations, people, processes, technology, and  15.
facilities and domains that used are Plan and Organizes (PO),
Acquire and Implement (Al), Deliver and Support (DS), and 16.
Monitor and Evaluate (ME). As a result of the assessment
obtained for the people and technology criteria, it is necessary
to increase the maturity level described previously. Whereas 17,
for the recommendations needed by using analytical hierarchy
process, there are three things that need to be improved
according to the wishes of stakeholders, namely the need to 8
improve the criteria of technology with a value of 0.132, '
facilities with a value of 0.137, and people with a value of
0.161 according to the lowest ranking on the criteria tested.
These three criteria need improvement to improve security 19.
management on service oriented architecture and both of
these methods can convince stakeholders in evaluating not  20.
just the theory that is used but to measure evaluations based
on desires desired by stakeholders.
21.
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