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 
Abstract: At present, Wireless Sensor Networks (WSNs) is 

fastest growing technology which extensively adopting for various 
application services including; weather monitoring, traffic 
prediction, surveillance, research and academic fields etc. As the 
sensor nodes are randomly deployed in wireless environment, 
security metrics becomes most promising challenge where 
communication wirelesses networks facing today. In WSNs, 
sensor nodes acquires various security concern i.e. vulnerabilities, 
threats and malicious attacks. Due to the limited resource 
constraints like bandwidth demand, limited memory, 
computational cost and minimum energy consumption of sensor 
nodes makes the network security protocols unachievable. In this 
context, this comprehensive study provides extensive review of 
WSNs, various challenges mainly related to security attacks and 
their solution strategies to strengthen the network performance. 
The significant contribution of this survey study is to provide the 
comprehensive report on standard secure routing schemes 
introduced in the literature and pertaining them to secure and 
non-secure routing protocols for strengthening the WSNs 
lifetime. Furthermore, the study considers the most frequently 
used security protocols published between 2010 to 2019, and 
investigates the major issues towards the security provisions in 
WSN, which may help for designing a futuristic routing protocol 
for any WSNs. 
 

Keywords: Cryptography Algorithms; LEACH; Security 
Attack; Secure Routing Protocol; Wireless Sensor Network..  

I. INTRODUCTION 

With the fastest growth of computer networks and 
telecommunication systems, wireless sensor network (WSN) 
technology emerge as active and dynamic research area. A 
typical WSN incorporated with thousands of sensor devices 
that have inbuilt characteristics for sensing, processing and 
communication over the wireless channels. However, the 
major limitations of these networks include dynamic 
topology, large scale deployment, node mobility, storage 
energy and constrained, etc. These all resource metrics may 
directly or indirectly effects on network security system [1]. 
Though WSN has multiple features and limitations that need 
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to be taken into consideration. For example; network density, 
where multiple sensor nodes communicating simultaneously, 
medium access control and network scalability is the major 
challenge. Another significant limitation is size of the sensor 
nodes, where each node contains restricted amount of 
bandwidth, computation and communication capability.  
These limitations cause several challenges in the design and 
deployment of wireless networks at different layers of 
network protocol stack [2]. 

However, in WSNs secure and efficient routing is the 
essential factor to perform data transmission tasks. An 
efficient routing is the process of selecting appropriate route 
to forward the data packets from source to destination. The 
entire process is carries out at network layer where nodes are 
responsible to collect the data from the participant nodes and 
forwards the data packets to sink node and turn forwards the 
processed data to the end user [3]. However, WSNs employs 
various cryptography based routing protocols to ensure the 
secure communication between the nodes or networks.   Due 
to the dynamic characteristic of WSNs, these networks are 
more vulnerable for various malicious attacks such as; Black 
hole attacks, eaves-dropping attacks, Denial of Service (DoS) 
attacks and Distributed DoS attacks, etc [4]. In WSNs, 
intruder node may cause interferences leading to data 
communication or transmission failure between the sensor 
nodes. Robust and efficient routing protocols can be utilized 
to mitigate this problem and prevent the network from 
malicious attacks.   

The verities of routing protocols have been investigated by 
different researchers and utilized to strengthen the 
communication mechanism over the WSN environment.  The 
significant role of a reliable routing protocol is to establish a 
communication link and packet transmission over the 
network. The communication process among sensor nodes is 
administrated by routing protocols; therefore the overall 
performance of the any wireless network mainly depends 
upon adoptive routing strategy. Multiple numbers of energy 
efficient and secure routing protocols have been designed and 
implemented for various application services in order to 
enhance the communication performance of the WSNs [5]. In 
this context, the present comprehensive survey study 
classifies the routing protocols into three different categories 
viz; i) Mode of function, ii) Based on node performance, and 
ii) Network Structure (Shown in figure-1). 
 

A. Motivation 

 The present survey study done in the state of art of secure 
wireless communication 
network,  
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and can notice that more attention has not given yet for 
multiple applications to fulfill the all requirement in a single 
set of network model.  

The most recent routing protocols ensure data confidentiality 
and secure routing for specific networks and resolves 
particular query.  Therefore, the survey study suggests that the 
designed WSN should fulfill the end user requirements with 
the ability to balance the tradeoff between confidentiality, 
routing, communication, and energy efficiency. So, the 
comprehensive survey study mainly focused on prior routing 
protocols which provide secure communication. 

The organization of survey study is arranged as; section-II 
provides the literature review of existing methods. Section-IV 
illustrates the new research trends in secure routing protocols, 
followed by research gap in Section-V. Finally, section-VI 
defines the conclusion of the survey study.  
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Fig. 1. Classification of Routing Protocols 

The above figure represents the generalized classification of 
WSN routing protocols. The table-1 highlights the most 
prominently used routing protocols and is considered in the 

frequent research studies to resolve the security problems [6].  
According to the literature review, the most commonly 
utilized WSN routing protocols are Data centric, Location 
based and Hierarchical routing protocols. The data centric 
routing protocols performs based on query processing to 
degrade the transmission failure problems. Location based 
routing protocols performs data transmission to the sink node 
using the position of node information. Hierarchical routing 
protocols works on clustering based policies and aim is to 
reduce the energy consumption rate during data aggregation 
and data transmission process.     
Till date, there are various research studies has been 
concentrated on WSN security problems, in which gained 
more attaintion to enhance the WSN security with minimum 
energy consumption. The most prominent survey papers [7], 
[8] focused on security problems. However, with respect to 
security concerns none of the research study provided 
efficient solution till now, this survey study conclude that it 
was quite challenging task to understand the effectiveness of 
the prior techniques. The study strongly believe that security 
features can be incorporated with multiple parameters 
including delay, bandwidth, energy and etc, and it is not 
necessary to include cryptography schemes only. The closer 
look at the research trends shown in figure 2 which illustrates 
that transaction papers published over IEEE Xplore is very 
less. Figure 2 (a), (b) and (c) are quite less focused  
cryptographic techniques and can notice that more number of 
journals certainly do exists. Additionally, figure 2 (d) 
provided information on trust and reputation based security 
techniques which have limited research studies to till date. It 
shows only six research papers are published in IEEE Xplore 
worked on trust and reputation based technique to provide 
secure communication over the WSN environment. The 
similar research efforts can also be seen in other standard 
publishers including Springer, Inderscience, Elsevier, etc. 

 
Table 1. Comparisons of different routing protocols based on performance metrics 

 

Class of Routing protocol Example Energy usage Localization Mobility Security requirement 

Negotiation based SPIN [19] Limited No Yes Restricted 

Hierarchical LEACH [10] Maximum Yes Fixed High 

Hierarchical TEEN [11] Maximum Yes Fixed High 

Grid-based
 PANEL [12] Limited Yes Yes Restricted 

Chain-based
 PEGASIS [13] Maximum Yes Fixed High 

Location-based
 GPSR [17] Limited No Limited Restricted 

Location-based
 GEAR [18] Limited No Limited Restricted 

Event based QoSRP [21] Limited Yes  Yes  More 
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Fig.2 (a) Research work on Secure Routing in WSN 

 

 
Fig.2 (b) Research work on Cryptography Techniques 

in WSN 
 

 
Fig. 2 (c) Research work on Routing attacks in WSN 

 
Fig.2 (d) Research work on Trust and Reputation 

based security Techniques 

II. RELATED WORK 

There are various approaches presented by different authors 
pertaining to both secure and non-secure routing protocols 
over WSNs. This section discusses the current and most 
frequently used techniques of research published between 
2010-2018. 
 

Initially, there is various literature studies focused on 
reviewing search problems on secure routing in WSNs. 
Subsequently, existing studies considered several issues like 
as energy efficiency [9], location-based [10], Network 
topology [11] [12], network scalability and maintainability 
[13], effective data transmission [14], multipath routing and 
secure multi-path routing [15] [16] and security [17] etc... All 
those investigational studies provide a detailed study of 
different routing schemes. However, this section is mainly 
focusing on a comprehensive survey study of secure routing 
protocols in WSNs.
 
Ishmanov and Zikria [18] proposed a trust-based mechanism 
with secure routing strategy for WSNs and explored the 
current research study and identify the open research 
challenges by surveying proposed mechanisms. Later, they 
classified the prior routing protocols based on the type of 
routing attacks and presented comprehensive research on a 
trust-based mechanism to secure the routing in WSNs.
 
Kaur et al. [19], presented a trust-based secure routing 
mechanism that establishes a trustworthy secure routing 
between each sensor nodes to the destination node. The 
significance of the proposed routing protocol is to obtain 
information securely and protect the performance of the 
network from degradation and other resources. From this 
approach can protect information exchange, secure data 
delivery as well as update the rout by isolation of malicious 
nodes.
 
Rahayu et al. [20], introduced a combinational approach of 
secure routing protocol and secure data aggregation protocol 
i.e., the study proposed a LEACH-based secure routing 
protocol (SLEACH) so as to optimize the security level of 
any data-aggregation protocol. The principal motive of the 
proposed study is to show the significance of considering 
SLEACH and secure data-aggregation together in designing 
a routing protocol for any WSNs to attain energy aware 
secure routing protocol.
 
 The most recent, Fouad et al. [21], proposed an adaptive 
routing mechanism for WSNs, which is responsible for 
enhancing the WSNs performance using the dynamic 
multi-routing scheme. The aim was to find the shortest path 
among each node to the sink node. Due to this, it can consume 
less power and maintain the power consumption throughout 
the network by transmitting the limited data packets for every 
node. Additionally, it can reduce the data redundancy at the 
transmission process.
In Kumar et al. [22], have designed a 
significant security routing protocol for heterogeneous 
WSNs. The proposed protocol can identify the trusted 
adjacent sensor nodes in heterogeneous WSNs and discover a 
secure routing for secure data transmission.  
 
The proposed protocol adopted an ECC public key 
algorithmic approach to offer higher security for data 
delivery. Authors have shown that from the proposed routing 
protocol can reduce the computational complexity as well as 
improve the data combination efficiently. Additionally, the 
proposed protocol has drastically mitigated the storage 
requirement and energy usage at every sensor node within the 
network area through efficient key-management approach as 
compared with other existing approaches.
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 In every WSN, the most critical challenge is the energy 
consumption and prolongs the network lifetime, since that 
sensors can be energized by batteries in most cases. 
Therefore, by considering this issue, Lin and Donghui [23] 
proposed energy balanced routing protocol for WSNs. They 
adopted the fuzzy logic and k-means clustering approach to 
prolong the network lifetime. Also, they designed a genetic 
algorithm to obtain the fuzzy rule for various sizes of sensor 
networks.
 
 Another energy-efficient routing protocol (EE-RP) has been 
introduced by Khan et al. [24] i.e., multi-stage packet 
transmission scheme and proposed a CHs selection 
algorithm. The proposed algorithm utilized for efficient 
selection of CHs. Finally, the performance metrics and 
EE-RP are measured by comparing the results with existing 
protocols (i.e., LEACH and MoD-LEACH). 
 
Sung et al. [25], proposed an energy efficient routing 
protocol, which can offer the quality of services in terms of 
reliability and delay. The agenda was to minimize the routing 
control information's and hence can securely operate from 
energy-efficient perspective. From the result analysis, they 
proved that can broadcast the messages and sensor node can 
easily transmit the data to sink node by establishing of 
shortest route path as well as converse the energy.
 
In the research study of Li and Chuang [26], proposed a 
location-based energy efficient multipath routing protocol. 
By applying this mechanism can divide the entire network 
structure into several clusters and simultaneously sends the 
data packets through the clusters without interrupting to 
others. The main objective was to attain free-interference 
data transmissions. The proposed scheme handles a load of 
every cluster as per to the energy capacity of their nodes. The 
protocol doesn't discover a fixed routing path in advance, and 
therefore, it upholds high performance even if the topological 
structure change instantly.
 
Another most important factor to be tackled in any WSN is 
the network-lifetime. By considering this point, in [27], 
Saleem et al. introduced an empirical study on 
self-configurable autonomous, secure routing protocols. The 
primary intention was to minimize packet loss, delay, and 
energy consumption on WSNs. In this research, authors 
presented an architectural design along with experimental 
results of the proposed routing protocol. Finally, from the 
experimental study, they concluded that the proposed 
protocol provides high performance and can be implemented 
in real time WSN applications, e.g., environmental 
monitoring and surveillance systems.
 
Trust-based secure routing scheme is proposed by Qin et al. 
[28], to analyze the behavior of the sensor node, along with 
data transmission and energy consumption of the sensor 
node. Here proposed system evaluated the frequency of 
sensor node and discovered the optimal path from the source 
node to the sink node. Simultaneously, trust-degree and QoS 
parameters are integrated as routing measurements, which 
represents the optimized routing scheme by applying the 
semiring approach. Finally, from the simulation outcomes, 
they showed that the proposed routing protocol improves 
security as well as the effectiveness of WSNs.
 
An extensive set of data is exchanged over the WSNs; as a 
result, the challenge is how to improve the network 
throughput in service-oriented wireless networks. Therefore, 
Li et al. [29] have introduced service-oriented network 
architecture for WSNs.  The proposed secure routing 

protocol scheme provides multiple features like i)  data 
delivery with security, ii) application independent, iii) 
extensibility, and iv) secure load balancing. The system 
performance metrics were calculated in terms of evaluating 
packet deliver, end to end delay, and overall throughput. 
 
In another research study, Ganesh and Amutha [30], have 
introduced a secure routing protocol for WSNs using 
dynamic clustering approach. In this context, the entire 
network is partitioned in terms of clusters and selects the 
appropriate cluster-head based on energy factor, and 
remaining nodes are connected with particular cluster-head 
based on SNR values. The network security has been 
achieved by malicious nodes isolation exploiting sink based 
routing algorithm. From the proposed mechanism can 
achieve energy consumption and high packet delivery.
 
Liu et al. [31], have proposed a secure multi-path routing 
scheme and formulated a system optimization problem that 
maximizes the network security as well as network lifetime. 
Theoretical analysis and experimental results showed that the 
proposed multi-path routing mechanism outperforms in both 
security and lifetime under different metrics.
 
Zhan et al. [32] have designed a robust trust-based routing 
model for dynamic WSNs. The aim was to secure the 
multi-hop routing networks against malicious attackers. The 
main focus was on energy consumption and trustworthiness, 
which are the essential factors that secure the WSNs in a 
hostile environment. Also, a Tiny-OS framework is 
implemented for trust-based routing with minimum 
overhead.
 
In Taherian et al. [33] designed a secure and optimized 
routing protocol for WSNs by introducing swarm 
optimization algorithm. The primary emphasis was to adopt 
an AI approach to find a secure and efficient route in WSNs 
along with capable of aggregating the received information 
from the network and informing it to the activators.
 
Xiao et al. [34] proposed an energy optimization problem 
with secure routing scheme for heterogeneous WSNs. They 
introduced an improved anti-colony algorithm which 
determines the low-cost routing from cluster heads to 
base-station. From the simulation results shows that, can 
easily find the router attackers also observe the variation in 
data traffic and energy consumption rate.
 
Chen et al. [35] have designed a secure routing algorithm 
(i.e., BCDTV) which defines the easy way of selection of 
cluster-head and cluster establishment method. From this 
approach can aggregate and transfer the sensing information 
all over the network environment. The experimental results 
showed that the proposed routing protocol effectively prevent 
the network from malicious attack.
 
In Ahmed et al. [36] introduced energy and trust-aware 
secure routing scheme for WSNs i.e., TESRP, which adopted 
a distributed trust-based approach for establishing and 
separating malicious nodes.  Additionally, they showed that 
this approach could balance the energy as well as traverse the 
node via the shortest path. Also can achieve high energy 
consumption, throughput, and enhancement in network 
lifetime.
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Mariano et al. [37] proposed a secure geographic routing 
protocol for both Adhoc as well as WSNs.  In this paper, they 
utilized a lightweight localization method which allows for 
the detection of intrusion and prevents the network form 
several attacks (e.g., sink hole, black hole attacks). In the end 
system, précising localization and secures routing is 
evaluated and experimented in real time WSNs and Ad-Hoc 
networks.
 

In the research study of [38], [39] and [40]  authors proposed 
secure cluster based and energy efficient routing protocols 
which help for appropriate cluster head selection as well as 
the shortest path for secure data transmission. 
The following table.2 briefly discusses about existing 
approaches to secure routing protocols for any WSNs. 
 

 

Table. 2 Highlights the existing approaches to secure routing protocols for any WSNs 
Authors Problem Statement Technique Outcomes Advantage 
Ishmanov and Zikria 
[18] 

A trust-based 
mechanism to secure 
routing for WSNs
 

Comprehensive 
Survey study 

Articles related to 
specific attacks. 

-N/A- 

Kaur et al. [19],
 To establish a 
trustworthy secure 
routing in WSNs 

Trust-based secure 
routing protocol
 

Comparisons 
trust-aware routing 
protocols with the 
proposed scheme
 

secure data delivery and 
can update the rout 

Rahayu et al. [20],
 Secure data 
aggregation with 
secure routing. 

SLEACH, 
MS-LEACH 

Security, energy 
efficiency 

Improve security during 
the data aggregation 
process.
 

Fouad et al. [21]
 Shortest routing path 
and energy 
optimization 

Multi-attribute 
decision-making 
approach
 

Fault tolerance, 
scalability 

Can create a routing path 
as per user performance, 
reconfigure the network 
state.
 

Kumar et al. [22],
 Strong security for 
heterogeneous WSNs 

Elliptic curve  
Cryptographic 
algorithm 

Memory requirement 
and energy consumption 
with respect to secure 
routing protocols 

Can reduce the memory 
requirement and energy 
preservation. 

Lin and Donghui 
[23] 

Energy consumption K-Means clustering, 
Fuzzy logic 

Balance the energy 
consumption  

prolong the network 
lifetime 

Khan et al. [24]
 Multi-path data 
transmission 

Cluster heads (CHs) 
selection algorithm 

Throughput, energy 
efficiency 

Enhance the overall 
network lifetime 

Sung et al. [25],
 To provide an energy 
efficient QoSs 

QoS based routing 
algorithm, 

Reliability, delay, 
energy consumption  

Can reduce the routing 
control information and 
discover the shortest route 
towards the sink node.  

Li and Chuang [26], Location-based energy 
efficient 
free-interfering 
multipath routing 
system
 

Experimental 
analysis 

End to end delay, data 
rate, energy distribution 

Well balanced energy 
consumption, load 
distribution for sensor 
nodes. 

Saleem et al. [27]
 Autonomous, secure 
routing protocol 
 

Empirical study Delay ratio, throughput, 
energy consumption 

Can be implemented in 
real time WSN 
applications e.g., 
environmental monitoring 
and surveillance 
systems.
 

 
Qin et al. [28]
 Trust-based secure 

routing scheme for 
WSNs
 

Semiring theory Data reliability, energy 
consumption 

Improve the network 
lifetime and reliability of 
data transmission. 

Li et al. [29]
 Service-oriented 
framework model for 
multipath routing with 
security
 

Secure load 
balancing algorithm 

Packet delivery, end to 
end delay and 
throughput 

Improve the network 
performance 
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Ganesh and Amutha 
[30] 

Secure and energy 
efficient routing 
protocol 

Dynamic clustering 
approach 

Packet delivery, end to 
end delay 

Multi-hop wireless 
communication, a high 
transmission rate
 

Liu et al. [31]
 Secure and energy 
efficient multi-path 
routing scheme for 
WSNs 

3-phase disjoint 
multipath routing 
theory  

Transmission rate on 
total energy and on 
network lifetime 

Improvement of network 
security for both single 
and multi-black holes. 

Zhan et al. [32]
 Trust-based routing 
model for  dynamic 
WSNs
 

Experimental 
analysis 

Multi-hop data delivery Provides trust-aware and 
energy efficient route
 

Taherian et al. 
[33]
 

Design a secure and 
optimized routing 
protocol for WSNs 

AI approach (i.e., 
Swarm optimization 
algorithm
 

Data aggregation Can optimally aggregate 
the received data from the 
network. 

Zhenghong et al. 
[34]
 

Detect anomaly with a 
secure routing 
protocol for 
Heterogeneous 
WSNs.
 

Anti-colony 
algorithm 

Low energy 
consumption,  

high data transfer with 
high detection rate. 

Chen et al. [35]
 Secure routing 
algorithm 

Node convergence 
and trust-based 
routing algorithm
 

Energy and 
communication rate 

Can detect the malicious 
nodes. 

Ahmed et al. [36]
 Energy and 
trust-aware routing 
scheme for WSNs 

Multi-hop routing 
strategy 

Energy consumption, 
network lifetime 

Improve network 
performance.
 

Maiano et al. [37]
 Secure location-based 
routing protocol for 
WSN and Adhoc 
networks
 

Lightweight 
localization method 

Packet loss vs. malicious 
node
 

Defense from black-hole, 
sink-hole, etc.
 

Long and Choi [38] Low energy 
consumption in WSNs 

Theoretical analysis No. packet vs. No. 
sensors
 

Improve network 
performance.
 

Maitra et al. [39] 
 Secure routing scheme 
for secure data 
transmission 

Id-based scheme Comparative analysis Secure communication for 
WSNs 

From the literature study, have recognized that various 
routing protocols talks about various security measurement 
over the WSN. The proposed comprehensive survey study 
illustrates brief overview and provides significant 
contributions towards WSN security system by considering 
routing performance, methodologies and simulation tools. 
The following figure-5 shows the statistical analysis of 
existing research work towards WSN security which mainly 
considers the some significant performance parameters.  The 
study summarized the various routing protocols and security 
parameters and respective solution strategies using 
cryptographic approach. In the last have segregated the most 
prominent research papers and considered authors 
contributions with unique methodologies and experimental 
analysis. From the statistical analysis can figure outs that, 
most of the existing studies majorly focused on energy 
conservation factor, while very less research work has been 
done in the field of reduction of communication and 
computation cost. The reduction of communication overhead 
is the significant research topic in the state of art of WSN 
security. WSN have very less resources and security system 
introduced additional communication overhead. Hence it is 
essential to develop a security mechanism to strengthen the 
network lifetime during communication process.  

 
Fig.3. Statistical Analysis of Existing research work with 

respect to various performance parameters 
 

III. FUTURE TRENDSIN SECURE ROUTING 
PROTOCOLS 

From the extensive research study, can notice that few 
security-related challenges need to resolve. By pointing out 
those issues, the rest of this section discusses them as a future 
study.
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A. QoS Assurance and energy efficiency 
Nodes energy utilization is the fundamental factor in 
developing routing protocols for any WSNs to extend the 
lifetime of conventional WSNs. Nevertheless, adopting such 
energy efficient routing protocols in multimedia WSNs may 
result in energy loss due to the redundant or large data 
transmission on such networks. A suitable solution is 
proposed in [41] which resolves the energy loss problems and 
provide QoS oriented routing scheme which optimized the 
energy as well as QoS assurance among the sensor nodes and 
the sink node.  A secure multi-path routing can be explained 
in two ways; 1) it can be intended by multi-path exploration 
while retaining a single-route randomly during the packet 
transmission process. The aim of random path selection is to 
distribute the energy between the discovered paths equally. In 
this routing, the scheme can improve the reliability as well as 
strengthen the network security. 2) A secure multipath 
routing can also be attained by discovering multiple paths and 
employing them for containing distributed message along the 
discovered routes simultaneously. From this mechanism can 
minimize the end to end packet delay and detect and prevent 
from sinkhole attacks. The multipath routing mechanism also 
provides the QoS assurance needs more research for 
examining the tradeoff between QoS parameters and energy 
efficiency.
 
B. Network dynamics 
Most of the conventional WSNs are static. However, 
advanced technology shows that mobile nodes in WSNs have 
promising performance. Additionally, the current study on 
data aggregation exposes that data reporting via 
implementation and leveraging mobile sink is promising for 
energy efficient data aggregation than data reporting through 
multi-hop to static sink node. Thus, the prior study [22] [32] 
showed that networks which implemented mobile sink 
contain a high performance over the networks, the sink 
mobility discovers many challenges that need more 
consideration for further study. Example: the mobility of sink 
introduced the sink duplication attack. This may leak 
confidential information for the public or save it from 
reaching the authorized node. Thus, security is the main 
factor to resolve this kind of challenges in both static and 
dynamic network topologies.
 
C. Security in multipath routing protocols 
For any WSNs, security is becoming an essential factor 
because of the subjecting of several routing attacks (e.g., 
sinkhole attacks, warm hole attacks, Sybil attacks, DoS 
attacks, etc.).  Thus, in [42], researches introduced several 
types of secure routing protocols to prevent the network from 
these attacks. Nevertheless, new trends and new application 
in the research technology may require advance secure 
routing algorithms strengthen the security on WSNs. 

IV. RESEARCH GAP 

There are various approaches that have been investigated in 
recent times associated with the security problems of WSN. It 
must be noted that existing system does offer some excellent 
security towards data as well as towards communication 
system in most of the cases; however, there are still some 
open-ended issues towards the security solution which is an 
alarming concern if WSN has to be a part of futuristic 

networking technologies. Following are certain research gap 
explored after reviewing existing studies:
 
 More hypothetical and less practical approach: Existing 

approaches towards WSN security problems are 
constructed on the basis of theoretical hypothesis 
without considering various problems as follows: 

 Intrinsic problems: Implementation of security protocols 
demands the availability of flexible memory as well as 
storage sectors within a node. Unfortunately, owing to 
the lesser availability of storage, it is never feasible to 
implement high-end encryption approaches in WSN. 
Apart from this, the allocation of resources for executing 
such security protocols is very vague from the energy 
modeling concept in WSN. There is no standard 
practical energy efficient security protocol that has been 
proven to be resistive against practical threats in WSN.
 

 Extrinsic problems: The selfish/vulnerable nature of node 
may be caused due to limited resources as well as the 
consequence of adversary. However, at present, there is 
no such research work to claim the origination and 
identifiable limits of a selfish/victim node. Apart from 
this, the security protocols are never studied with respect 
to different networking impediments like interference, 
scattering, fading, etc. that is very much common in any 
wireless network. It is also feasible for an adversary to 
mimic such problems in the form of threat which goes 
undetected to attack in core networks. At present, there is 
no such practical solution to this problem.
 

 Low emphasis on grass-root problems: Every research 
work starts its discussion by assuming that there is an 
existence of some form of a specific adversary in WSN, 
and then the authors present their solution. However, 
little, they discuss if the adversary changes its strategies 
during the process of implementation of security 
protocol. In case the attacker adopts a dynamic strategy 
to launch attack than it can easily bypass any firewall 
system as any firewall system used has only some limited 
predefined information of threat levels. It is needed to 
understand that no attacker directly launches their attack 
in a practical scenario, and they will need to wait to gain 
some good trust to make its way inside the network. Such 
entry is gained by assisting the node to forward data and 
increase its reputation. It will mean that route request and 
route reply message forwarded by such node should not 
be relied upon. At present, there is no such report of 
standard work that emphasized the identification of 
legitimacy of the incoming request and its intention of 
future. 

V. CONCLUSION 

The significant contributions of this survey study, explored 
the several routing protocols to realize the secure routing for 
WSNs. Also, the study highlighted some critical 
characteristics influencing secure routing protocol design, 
and provides a comparative analysis among different routing 
protocols in each category. Furthermore, they have addressed 
some significant performance metrics in routing protocols, 
which help to solve the several challenges in WSNs.  
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However, it is noticed that, most of the research studies 
adopted cryptographic approaches which is much higher than 
non-cryptographic approaches. There is an advantage of 
adoption of cryptographic technique for robust 
authentication, but the implementation nature is recursive and 
repeatedly performs the encryption operation. Therefore, 
more amount of memory space is required for this, which is 
the major pitfall. The adoption of non-cryptographic 
approaches is carried out mainly using mathematical 
modelling and probability theory. In the past few years of 
research studies has found limited implementations in the 
form of mathematical-modeling. Hence, our future research 
work has the aim to develop mathematical modelling based 
security system and whose functionality will permit detection 
of uncertain nodes and is capable to address the most difficult 
forms of adversaries in sensor network. Finally, the research 
gap is carried by considering significant issues towards the 
security in WSN, which may help for designing a futuristic 
routing protocol for any WSNs. 
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