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Abstract- An alternative to traditional text-based password is 
being proposed. This aims to enhance the safety and security of 
the current system by adding a layer of additional security, the 
proposed system uses FIDO (Fast Identity Online) which unlike 
password catalogue, stores personally recognizing information 
data locally on the handler's device to defend it. FIDO's personal 
identification and local storing of biometric is an intended way to 
ease user apprehensions about personal data. Image-captchas 
have lately developed into a very prevalent and extensively 
organized crossways throughout the online networks to guard 
from the offensive things. Still, the developing competence in the 
system field has steadily weakened the safety of Image-captcha 
and has exposed them to attacks. Built on our valuation, we 
roughly recognize the defects in these methods of prominent 
structures, laterally with the perfect performance and plan. 
Ideologies for more secure captchas are formed from our 
findings which lean-to light on the considerate of measure and 
impact, for captcha solving. 

 
Index Terms-FIDO (Fast Identity Online), databases, 

personal identification.  

I. INTRODUCTION 

      In recent years, since the modernization in technology 
there has been a high demand to have privacy to one’s own 

personal data. The data needs authentication. Verification of 
an identity of a user in a system for accessing the 
confidential, personal data or system is authentication. 
Authentication ways or factors can be classified into 
different categories like single-factor authentication and 
multi-factor authentication which is done prior granting 
access. Authentication in a system uses the factor of 
knowledge class which is something the user knows like 
passwords, personal identification numbers (PIN’s), patterns 

and security questions.  
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So, stronger authentication is an approach of layers that 
relies on more than one authenticator. The current problem 
in the existing authentication systems are text-based 
passwords which was found introduced long back to tackle 
with different user’s personal data and we still use that old 

technology  that are prone to attacks such as dictionary 
attacks, brute force and problems such as shoulder surfing 
which can allow the user to lose one’s own password to a 

nearby observer[6] 

While having far better authentication techniques such as 
the OTP (One Time Password) that can generate different 
text passwords every time the user needs to authenticate. 
This OTP technique is far more, better way than the text 
based password as this is a simple and easy way to 
authenticate and there are very less chances of getting 
hacked, but has the disadvantage when there are server 
errors or issues, signal connectivity issues and can take extra 
time. Another problem also arises when the people with 
multiple accounts have to remember many different 
passwords or might be prone to the security breach when a 
person uses the same password multiple times for multiple 
accounts[2].  
Even though with the growing technology, there are always 
a number of different authentication methods created which 
make it easier, but not the safest. As a result, we propose a 
system which can be the future way of personalized 
authentication which is the concept of the password less 
graphical authentication system and that is based on the fact 
that people tend to remember visual images better than 
characters[3]. Also, adding to the fact that creating a secure 
text-based password of good security is also harder as well. 
Totally Computerized Community Turing trials (Captcha) is 
used to differentiate between computers and individuals, 
which is a popularly utilized technique to intensify the 
protection of the websites[4]. Most prevalent captcha that 
remains deployed in the physical system, which in existence 
can be commonly classified as whichever Image-captchas or 
text based captchas. Captcha based on images requires the 
handler to comprehend the images. In the customary captcha 
we perform identification operations like the selection of 
semantic pictures or clicking on semantic regions just as the 
on-air direction. Currently, Image-captcha’s remain more 

popular compared to the captchas based on text. Captcha’s 

remain more accessible and is considered to be more 
protected. A report that was published by the Tencent 
captcha facility was about one billion users have partaken in 
solving Image-captcha on their own websites [5]. Reports 
say that cloud services deliver Image-captcha intended for 
over 200000 top websites which includes jingdong.com, 
airbnb.com and tripadvisor.cn.  
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The popular search engine which is Google, has disclosed 
that Re-Captcha trials are being solved at a higher rate 
which is of millions each day. Hence, our end goal of the 
proposed or specified technology is a promising one because 
it actually is both password less and secure[9]. 
A. Types of Image-Captcha 
Now, in day to day life, the prevalent everyday Image-
captcha can be classified based on three types. Slide based 
Image captcha, Click based Image captcha and Selection-
based Image-captcha.  
Slide-based captcha usually requests the customer to slide 
the riddle to a valid segment of the image. The Tencent 
Slide Riddle is typically a captcha based on slides which is 
employed by numerous big scale web services[5].Selection 
based captcha usually proceeds with asking the user to 
choose the relevant candidate image sets with a proper and 
specific order which contains some semantic meaning 

forming an image-set. The captcha which is of the selection 
type is a wide prevalent method. Click-based captcha often 
requires the user to point out the specific semantic areas of 
the image. As it was the first recommended image captcha it 

had stood considerably as the great ancillary to text-based 
captcha. This contains more affluent data’s and have a larger 
scope of distinction. It is much easier for the user towards 
the completion of the puzzle, while it is definitely a tougher 
job for the machine. The safety forte of captchas that is 
based on text has been largely studied by research persons. 
Numerous kinds of communal solving personals, anti-
recognition and defensive methods have an extra layer of 
security in Image-captcha services. Still, there is a need for 
additional inclusive study, especially in the areas like 
existing methods. We must either concentrate on Synthetic 
Image-captcha, or on other specific cases for captcha 
systems. During the same period, the growing capabilities of 
machine learning and computer apparition are steadily 
diminishing. The safety of Image-captcha that are making 
the systems vulnerable to attack must be taken into 
consideration. The reports which have been published on the 
logical capability of the machine says that it’s possible for a 

machine to outdo a person in certain complicated 
identification errands. Exposing such controlling techniques 
of Image-captcha might become susceptible in certain 
systems. E.g.: In the year 2016, Sivorn A.I has employed 
deep learning methods to deal with one of the utmost 
prevalent Image-captchas. The advanced machines that are 
in existence are using progressive vision techniques trying 
to interrupt the Image-captcha. Many marketable companies 
have deployed an authoritative online service to accept 
visual tasks. These include entity finding and image 
classification. These works may be maliciously exploited 
using offensive algorithms to crack-in the captcha services. 

II. DESIGNS FLAW AND COUNTERMEASURE 

Grounded on our evaluation for error findings in these 

designs, we have identified numerous designs which have 
flaws in the prevalent captcha services:  
(1) Click-based captcha services often fail in applying 
cutting-edge anti-recognition techniques like rotation on 
inaccurate character. 

(2) Slide-based captchas frequently make use of similar 
images for generating encounters and in the employment of 
vulnerable malice detection procedures. They neglect these 
detection units for multiple reasons on execution ease;  
(3) Selection-based captcha predominately uses only a 
limited set of images. Machine-encoded text hints are 
simply detectable by applicant pictures; 
(4) Nearly most of the captcha providers often practice the 
same image collection in the generation of encounters in 
different schemes. Based on our results and assessment we 
tend to believe that these ideologies will be of help in 
designing the most secure Image-captcha practices of future 
security service. 

III. RELATED WORK 

A. History of Existing System 
● Use of a unique user name for each individual. 
● Uses of text-based password. 
● Acts as another layer of protection by means of 

text-based captcha. 
 
User name and Passwords are stored in the database of 
different sites which means if the database is compromised 
the user name and passwords are conceded as well also 
adding to the fact that images are better remembered by the 
human brain as images account upto ninety percent of the 
information sent to our brain since these images are 
processed sixty thousand times faster in the the brain than 
texts. 
Retention of images is also greater than retention of texts 
this effect is also known as picture superiority effect. 
Making use of the study by ebbinghaus to create an 
forgetting curve we can find how this system of image based 
password might be of greater significance since it is better 
remembered and also can be used to create a more secure 
system where the images are user defined therefore giving 
no significance information even in the case of an loss of the 
database.    

 
Fig 3.1 Ebbinghaus equation  

Captcha was discovered in the year of 1997 and the term 
captcha was coined and bought to use for the first time in 
the year of 2003. It has over the years evolved to be of 
different forms of which one is image captcha (Fig 3.2)  
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Fig 3.2 Captcha (existing system) 

The First version of captcha contained distorted character, 
rendering it to be different from the normal turing test and 
hence captcha was also known as the reverse turing test. 
These captcha’s were of fixed length and was therefore 
vulnerable to machine learning attacks. 
The early iteration of captcha was vulnerable and also with 
the advancement in the field of computers these captcha’s 
were becoming easier to crack. Therefore, it leads to the 
development of Recaptcha which was eventually owned by 
Google. The Recaptcha contained two words instead of one 
and was of variable lengths. With further advancements 
came the image based captcha then the slide based and the 
most recently used type of captcha is puzzle based captcha 
by certain websites. 
Now with the advancement of Artificial Intelligence, the 
image based captcha’s are brought under threat[9].  In order 
to overcome this, our work has been carried out, such as 
using users own uploaded images for generating graphical 
password such as captcha[3]. Also methods such as these 
are worked upon because of the fact that people tend to 
remember images better than characters according to 
research[6]. These graphical passwords such as the 
personalised user authentication system is based on 
differences in the processing ability of individuals. This is 
an added advantage of making passwords more secure[8].  
B. Proposed System (FIDO) 
The proposed system will make use of a graphical 
verification based on captcha which will be used as a second 
layer of fortification to the current text-based user name and 
password[1]. 
It uses Fast identification online (FIDO) and the IDP 
protocol to validate a user to secure the devices, as it uses 
two factor authentication, and absence vulnerabilities. 
The proposed system stores the password locally as a 
substitute of packing it in databases. 
FIDO chains are basically a (UAF) method which is an 
Universal Authentication Framework and (U2F) method 
which is an Universal Second Factor protocol[11].  
The proposed system is an addition to the existing 
authentication process. 
The Universal Authentication Factor offers the customer in 
manoeuvring which creates an innovative key pair. It is 
generated during registration of an online system by 
recollecting; the public key and the private key, which is 
registered in the online system. 
Throughout the authorisation, a client device is used to 
prove the protection layer of the private key. This service is 

achieved by the adoption of a trial method which includes 
the user–friendly actions which is like the provision of 
fingerprint detection service, typing of PIN, speaking into 
the microphone, or taking portrait-selfie. 

IV. RELATED TECHNOLOGIES 

SHIBOLETH 
Shiboleth is a software which provides open source service 
aimed at the understanding of Division characteristics in 
Safety Declaration (DSD) is a language on the basis of 
Extensible Mark-up Language. It is a necessary requirement 
for safety in exchange of information that is essential for an 
authentication service. Amid the difference in domains, 
Shibboleth comprises of three sections namely: (SP) Service 
Provider, (IDP) Identity Provider, and (DS) Discovery 
Service. These are labelled in element.  
Service Provider (SP)  
The Service Provider server delivers its crucial services by 
requesting the representative of a system user for using its 
services. The Identity Provider server licenses its use of 
accessing the control services constructed by the characters 
obtained from the Identity Provider.  
 Identity Provider (IDP) 
The Identity Provider server has a duty in the filtration of 
curving attributes of the federation community. Federation 
represents a linkage that has the dependable authentication 
relationship. Now the quantified general policy of the 
Identity Provider server contracts mainly a specified amount 
of information. The directory packages like (LDAP) 
Lightweight Directory Access Protocol server, Microsoft an 
(AD) Active Directory server accomplishes a customer 
verification service with the necessary ID’s / passwords and 
certification. 
Discovery Service (DS)  
In case of abundant Identity Provider servers, those that are 
available are taken into consideration by a Service Provider. 
The customer can also select the Identity Provider server. 
The Identity Provider server is generated after the Service 
Provider server is legalized. (DS) Discovery Service is 
essential for an extensive federation in shaping the Identity 
Provider server for the authentication of the user.  
(FIDO) Fast ID Online 
Fast ID Online is the central insight in using meek and 
influential local authentication, i.e. offline. In case of an 
online validation a detailed description of the data is 
specified along with various verification procedures like the 
usage of biometrics, etc. Fast ID Online Grouping is the 
pioneer in developing the requirement. Fast ID Online are 
made-up to be in the open standard for near future services, 
[11] Fast ID Online has the subsequent three structures:  
Testimonial evidence like biometric data, passwords usually 
do not stream onto a network because of the local 
verification.  
Biometric verifications are maintained as one of the frequent 
confirmation elements like PIN code or (NFC) Near Field 
Communication method.  
The registering specific testimonial evidence is often not 
required for the server cross.  
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Fast ID Online (2.0) is one of the recent descriptions. In Fast 
ID Online (2.0) the Web application program interface 
defines the requests made by the user. It responds by the 
cryptographic communications through web service. 

V. SYSTEM DESIGN 

 

 
Fig 5.1. System Architecture 

The system design depicts the involved elements in the 
system and the architecture diagram shows the detailed steps 
involved in each of the elements in the system and how they 
interact with each other. In this system we propose to create 
a captcha based on user images, where the user uploads nine 
images in a particular order in which it is easy for the user to 
remember it such as building a relation amongst images 
these images will then be used to generate the password. 
For authentication, nine images are generated similar to 
captcha of which six are from the user data set and three 
images from a random data set. Then, a button is generated 
with two options odd or even, now in order to successfully 
authenticate the user has to select six images from the user 
set in the same order in which the relation was formed. 
Now, from the remaining three images if they are related 
then the count of related objects must be selected as even or 
odd from the button provided. Only if both of these match, 
the correct key is generated to authenticate the user.  
A. System Overview  

Shibboleth have an exterior verification mechanism like the 
Identity Provider. The external verification system is 
customizable based on the user verification through a Fast 
ID Online server. So, through this external verification 
system, Fast ID Online server authenticates to access the 
Service Provider server through the user. This external 
verification system also readdresses the online user to a Fast 
ID Online server.  The Fast ID Online server executes the 
authentication service considering the user by allocating a 
gathering between the servers. Once the authentication 
procedure succeeds then the user’s characteristic data is 
delivered through an LDAP server. These are often 
combined to session IDs before. Now, the Service Provider 
grants services along the point. Precisely the session ID 
which is authenticated through the Fast ID Online server is 
collective with an Identity Provider server. Usually a user 
ID in the Fast ID Online database is unlike the user ID 
available in the Identity Provider server. A user ID is 

administered by every server and are acquired through 
information registry. The user attribution forms an LDAP 
for retrieval of the Service Provider, which is used by user 
ID’s of the Identity Provider server. It’s mandatory in the 
association of overlapping alongside user ID’s in Fast ID 
Online database. As the Service Provider database directly 
readdresses the user with the Identity Provider server, it 
doesn’t utilize the DS services within its structure.  

 
Fig.5.2 System Module 

B. System Configurations 
The Fast ID Online server, an Identity Provider server, a 
Service Provider server, and an LDAP server forms the 
succeeding steps for the verification sequence.  
1. The user contacts the Service Provider server via the 
client. In case the user has a genuine session to the Service 
Provider server, it distributes the services.  
2. The Service Provider server readdresses the user into the 
Identity Provider server. In case, suppose it’s ingenuous 
then the user has the binding session with the Identity 
Provider server. Then Identity Provider server jumps over 
the verification sequence and directly moves towards step 
no 7. 
3. In case of the customer being a new comer, then the 
Identity Provider server transmits the data to Fast ID Online 
server.  
4. The Fast ID Online server usually sends the validation 
call to the customer for resident verification. 
 5. Whenever a user makes a local validation through the 
client, the customer responds with a verification outcome 
through Fast ID Online Server. The Fast ID Online server 
checks whether the certification outcome is precise. If it 
accounts for being precise, then the Identity Provider server 
focuses on the session ID.  
6.  The Fast ID Online server portions the session ID with 
the Fast ID Online server and then, it immediately transmits 
the data to the Identity Provider server.  
7. The Identity Provider server obtains the necessary 
attribute containing the information. It confirms its user ID 
with the LDAP server with the available evidence that links 
it to the session ID. The Service Provider server accepts the 
available evidence given by the Identity Provider server.  
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Afterward, the Identity Provider server delivers the 
authorized characteristic evidence to the Service Provider 
server. Then the Service Provider server grants the 
necessary capability. In accretion, Meme cached is often 
adopted in a session administration services in multiple 
servers. 

VI. RESULT ANALYSIS  

The proposed system works based on the fact that the 
human brain can remember and process images faster than 
text and also based on picture superiority effect .we analyse 
the result of the proposed system and its effectiveness based 
on the ebbinghaus forgetting curve to compare the 
effectiveness and the advantages of image based captcha 
over text based conventional passwors. 

 
Fig.6.1 Result Analysis  

The Result shows that the retention of images over a 
duration of time calculated using the ebbinghaus equation. 
The figure (fig 6.1) shows that the text over a period of time 
with revision can be retained or is seen to continually 
decline to less than 20% however the images are better 
retained. Thus giving the proposed system an edge over text 
based passwords 

VII. CONCLUSION 

The existing research records that were examined for the 
feasibility of an authentication service with Shibboleth and 
Fast ID Online with the system provides a password less 
authentication login by checking the data stream of message 
course by file apprehension which confirms that it has no 
other way for an unapproved login attempt. Furthermore, 
considering the unsafe way in the authentication stage, 
registration stage and comparing it to the Fast ID Online 
verification technique with the traditional verification 
technique it’s viable to enter into the SP of Shibboleth 
password less. Hence, the problem alike passwords in 
authentication stage are resolved. Forthcoming problems are 
mostly during the registration stage, in detecting the deceit, 
and originality of the material distributed between servers. 
So the counter in contrast to those problematic registrations, 
have minimized the possible risky chances of terminal 
security while also maintaining the simplicity in the 
registration stage.  
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