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Abstract: The availability and use of cheaper and smaller 

sensors has brought an evolution in the field of Wireless Sensor 
Networks. The changes occurring in the environment can be 
observed, recorded through the large-scale deployment of sensor 
nodes that can build-up the much-required information system. 
Also, they are able to monitor and congregate data about the 
living organisms therein. In near future, millions more devices 
are expected to be connected. We focus upon the security services 
required by WSNs that are most challenging as compared to other 
networks. First, we introduce the commercially used motes with 
the comparison of technical and implementation related issues. 
Second, we analysed the variants of existing one-pass key 
management protocols for the resource constrained devices. Our 
aim is to provide a new direction to WSN Security through a 
restricted key distribution mechanism. 
 

Keywords: Forward Secrecy, Implicit Key Authentication, key 
distribution, Known/Unknown key Security, Motes, One-pass key 
Establishment, Wireless Sensor Networks  

I. INTRODUCTION 

In the last few years, our planet has become more crowded 
and has gone through a lot of changes. The constituent parts of 
the earth i.e. land, oceans, atmosphere, polar regions and life 
are responsible for the planet’s natural cycles and deep Earth 

processes [1], which now also includes human society. The 
rise in global temperature has led to melting of ice and 
increase in sea levels. The whole world is now facing extreme 
weather and water disasters. The basic requirements such as 
food, water and clean air are being affected by global change. 
The future may become far scarier than the simple rise in 
temperatures. Indeed, many such issues require solutions and 
strategies to effectively manage the planet’s physical, 

chemical, biological and social components. It may become 
possible with the help of technological advancements that can 
quantify the changes occurring by sensing and processing the 
data.  

The combined effort of both engineering and science, in the 
harsh climatological condition including the daily normal 
conditions, has provided us with the instruments that can be 
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used to detect, acquire, control and analyse environmental 
conditions. The instruments/ sensors be able to withstand 
extreme environments and supply us with the most accurate 
information. Now a days, many such sensors are available that 
can measure the changes occurring in the physical 
environment like temperature, cold, pressure, vibration, 
humidity, sound etc. that can predict the climates and alert us 
about incoming natural disasters. 

Technologies have evolved with a slope of steady scientific 
changes depending upon the market applications to fulfil the 
requirements of the society. The growth of wireless 
technologies with a strong base of theoretical framework have 
helped the evolution of sensor networks that can be applied 
for the automation and industrial usage. Currently, Wireless 
Sensor Networks (WSNs) are going through a more rugged 
phase driving its development and large-scale ubiquitous 
deployments. The availability of low-cost sensors has enabled 
voluminous deployment of WSNs in scientific and consumer 
applications that has also culminated the emerging Internet of 
Things (IoT). 

The Sensors are classified based on their usage 
characteristics, material and technology like: Temperature, 
Flow, Proximity, Displacement, Image, Moisture, Force, 
Viscosity, Gas and Chemical etc. The MEMS, CMOS and 
LED sensors that are available, can thus be used to track and 
control the environmental conditions.  

The widespread use of WSN technology, brings with its 
various vulnerabilities and possible threats from an adversary 
in a networked environment. Many such issues are 
investigated and described here while considering the 
advantages provided by the WSNs, to be used in a more 
efficient manner. First, we give an overview of the sensor 
networks and then discuss about the classical security 
protocols, attacks and their counter measures. 

II. WSN OVERVIEW 

Wireless Sensor Networks (WSNs) are defined as a 
self-configured and infrastructure-less wireless networks 
containing sensing, computing and communication elements 
that aim to give its controllers the ability to measure, collect 
and react to occurrences in the monitored environment. A 
sensor is a piece of equipment that can detect, the changes or 
happenings around or nearby, measure, record it and present 
them as a usable output. Usually, the sensor(s) are connected 
to a computing machine through a wire or wireless connection 
that stores the output from a sensor for further analytics and 
decision making. A team of researchers from the University of 
California at Berkeley in 1999 [2] combining the concept of 
micro-sensing with wireless communication, developed Rene 
(by CrossBow Technologies), named it as smart dust what we 
now refer to as Wireless Sensor 
Nodes or Motes [3].  
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Further collaborative effort of industry and academics has 
resulted in building modern large-scale smart sensor 
networks, henceforth referred to as Wireless Sensor Networks 
(WSN) technologies.  Examples of such initiatives include: 

 UC Berkeley - PicoRadio program (1999) 
 mAMPS - Project at MIT (2000) 
 NASA - SensorWebs (2001) 
 ZigBee - ZigBee Alliance (2002) 
 CENS - Center for Embedded Network Sensing (2002) 
 RFID - Radio-frequency identification (2005) 
 6LoWPAN - IPv6 over Low power Wireless Personal 

Area Network (2007) 
 ANT - Short wireless communication (2012) 
 BLE - Bluetooth lower energy (2012) 
 DASH7 - v1.0 of the DASH7 Alliance Protocol (2015) 
 Bluetooth Mesh Networking - allows for many-to-many 

communication over Bluetooth radio (2017) 

A. WSN Applications 

These initiatives along with the integration of 
Micro-Electro-Mechanical Systems Sensors (MEMS) and the 
availability of various physical, chemical and biological 
sensors have provided us with a large number of promising 
application areas [4]. A few modern sensing applications are 
categorized below: 

 Military: Control and monitoring the friendly forces, 
battlefield observation, inspection of opposing forces, 
damage evaluation, Nuclear, biological and chemical 
(NBC) attack detection and targeting. 

 Environmental: Monitoring oceanic, soil and 
atmospheric conditions, earth and planet exploration, 
detection of forest fire and pollution control. 

 Health: Observation of a person’s bodily processes, 

tracking and monitoring and providing patients 
information to doctors in a hospital. 

 Residential area Automation: manage household devices 
locally and remotely. 

 Agriculture: Sensors and their networks can successfully 
increase the food production to satisfy the multiplied 
demand for food. The sensors are can be used to: 
Collect weather, crop and soil information, 
Monitoring of distributed land, Irrigation, Fertilization 
etc. [5] 

 Commercial Applications: Monitoring product quality; 
environment control inside an office building; robotic 
control and guidance in manufacturing; industrial 
process control and instrumentation; coordination 
during disaster management; transportation and 
tracking the vehicles etc. 

B. The Motes 

A Mote consists of 8/16-bit processor with an EEPROM to 
act as non-volatile flash memory, external power source 
(battery), A/D converter (for sensor and actuator) and a radio 
transmitter [6], assembled into a package. They are made to 
be simple, non-obtrusive, embeddable in any environment 
and dynamically reprogrammable. The motes are able to 
connect and co-operate according to various models and 
architectures [7]. The key requirements of a mote are quite 
obvious, such as its ability to capture, process, store and 
forward the data automatically along paths integrated with the 

network infrastructure. A representative diagram is shown in 
Figure 1.  

TinyOS is an embedded, component-based Operating 
System, a core component at the heart of a mote that supports 
various ambient intelligent systems by successfully 
addressing the challenges of WSNs. This OS provides 

 

 
Figure 1: A Sensor Node 

interfaces among interconnected modules for common 
functions such as sensing, actuation, routing the packets and 
storage along with the ability to deploy a self-configuring 
network of devices. 

C. Sensor Nodes 

A Mote and a Sensor collectively work as a Sensor Node 
and henceforth referred to as nodes [8]. The sensor nodes are 
made viable with the emerging miniature technology, wireless 
transmission and digitization of electronic components that 
consists of tiny, low-price, low-power devices [9]. The nodes 
are deployed within a range for communication depending 
upon the applications like habitat monitoring, smart home & 
consumer electronics, security, military surveillance, 
environmental sensing, hospitals etc. They offer smart control 
based on the supply of accurate, instantaneous measurements 
to lower the energy requirements. Hence, the extensive 
adoption of Wireless Sensor Networks (WSNs) will 
revolutionize the way people live [10]. 

D. Architecture of Sensor Networks 

A Sensor Network consisting of small nodes can be 
deployed randomly in a remote environment or in a 
predetermined area of operation (land, underwater, 
underground) where the nodes do collaborate with each other 
to send data to the user [11]. These nodes are capable of 
sensing continuously, while communicating not only raw 
captured data but also partially validated and processed data 
with other nearby nodes via wireless medium. The unique and 
improved features of nodes endow us with many promising 
application areas, despite the constraints imposed by sensor 
networks. A typical WSN is shown in Figure 2. 

 
Figure 2: Typical Wireless Sensor Network Scenario 
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Realization of such networks need careful design of 
protocols that has engaged many researchers. Also, there are 
many other factors that influence the planning, 
implementation and deployment of a sensor network. The 
possibility of a nodes failure in a network can’t be avoided but 
it should not affect the overall network operation. The 
requirement of the number of nodes for some applications 
may range up to an extreme value of millions, eventually 
imposes scalability issues. For large scale implementation the 
production cost of a node needs to be kept low, possibly less 
than US$1. Apart from its small size, the nodes must consume 
extremely low energy. The ease of deployment, its ability to 
operate unattended being adaptive to the extreme 
environments, are among other requirements [12, 13]. 

Topology: - For a realistic WSN application, individual 
nodes in the network must be reachable in order to perform its 
task efficiently. Alike ad-hoc networks, multi-hop routing 
strategies are adopted that addresses the communication 
issues. Indeed, after deployment the topology for connectivity 
and coverage are of utmost importance. The coverage 
topology, describes the coverage and a reliable sensing area 
of operation and is concerned about how to maximize it while 
consuming less energy. The connectivity topology 
emphasizes on the message retrieval and delivery mechanism 
in the network. The power control/management mechanisms 
are suggested to control the radio power level and to maintain 
a good wake/sleep schedule to realize optimized connectivity 
and reduced energy consumption [14]. A WSN mostly 
operates on battery power, hence it is very crucial to its 
usefulness in terms of availability and lifetime of the network. 
Network lifetime can be increased by efficiently controlling 
the energy consumed by each individual node of the network 
[15], since the existence of the node is dependent on the 
lifetime of the battery. Hence, topology control is posed as a 
major issue. Also, the response time in a secured sensor 
network is a critical issue. The alarm messages with high 
priority must be sent immediately at any cost despite the low 
power operation mechanism. 

E. WSN Platforms 

Whenever researchers have tried to achieve levels of 
security, apart from its cost, it suffers a lot in terms of 
processing overheads and adequate memory requirement to 
perform cryptographic computations as it involves operations 
on thousands of bits. But WSN nodes that are designed to 
perform under constrained resources, do require a lightweight 
or optimized mechanism that has higher levels of security and 
to consume less energy. In order to implement the 
cryptographic primitives, the processor should be able to 
perform arithmetic operations on large integers efficiently. 
So, selection of hardware among the various motes available 
is equally important. 

Crossbow MICAz Mote module: (Now taken over by 
MEMSIC [16]): MICAz, is a 8-bit low processor platform 
that operates within the 2.4 GHz band and capable of being 
operated as a router. Also, it works as a base station with an 
interface to a standard PC. The MPR2400CA model equipped 
with the ATmega128L from Atmel, a low-power 
microcontroller can execute MoteWorks from its internal 
storage. The 51-pin slots, supports a wide selection of sensors 
and data acquisition and UART interfaces provides 
attachments for various external peripherals. The MICAz 
(MPR2400) equipped with IEEE 802.15.4 radio, is designed 

to offer both high speed transmission (up to 250 kbps) and 
security using AES-128 encryption. 

MoteWorks™ allows the implementation of customizable 

sensor applications with the help of the TinyOS and provides 
for reliable, (ad-hoc) mesh networking, cross development 
tools and a user interface to analyse and to configure. 

TmoteSky [17], is equipped with a 16-bit powerful 
processor and a wide variety of sensors attached to the main 
PCB that provides for increased performance, functionality 
expansion and TinyOS support. Its key Features are: 

 250kbps data rate, 2.4GHz 
 IEEE 802.15.4 radio, an onboard antenna with 100m range 
 8MHz, MSP430 microcontroller with 10k RAM and 48k 

Flash. 
 Integrated ADC, DAC, Supply Voltage Controller, DMA 

Controller 
 Light, Humidity and Temperature sensors 
 Consumes very low energy 
 Faster wakeup from sleeping state (< 6ms) 

 

Imote2 [18], is the most powerful (32-bit Processor) sensor 
platform that is more capable than the previously discussed 
nodes. It comes with the low power PXA271 XScale CPU and 
also attached to it with an IEEE 802.15.4 compliant radio and 
2.4GHz Antenna. 

Table 1: Features of Various Motes 
Motes/ 

Features 
MICAz 

Tmote 
Sky/TelosB 

Imote2 
SHIMME

R 
IRIS 

CPU Atmega128L MSP430 PXA271 T1 MSP430 Atmega1281 
Processing 8 bit 16 bit 32 bit 16 bit 8 bit 
Program 
memory  

128KB 48KB 32MB 48KB 4KB 

RAM  4KB 10KB 256KB 10KB 8KB 
FLASH  512KB 1MB 32MB none 512KB 
MicroSD 
slot  

None none none 2GB - 

Clock 
speed  

8MHz 8.19MHz 13MHz 4-8MHz 8MHz 

Radio  CC1000 CC2420 CC2420 CC2420 AT86RF230 
Frequency  
(ISM 
Band) 

2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 
2405 to 2480 
MHz 

Data rate 250kb/s 250kb/s 250kb/s 250kb/s 250kb/s 
Current 
Draw 
(Processor) 

8 mA 
1.8mA 
(TelosB) 

31mA - 8mA 

Weight 
W/O 
Battery (g) 

18 23 12 10 18 

Weight 
with 
Battery (g) 

63.82 68.82 80.73 10.36 69.4 

Battery 
Type 

2x AA 2x AA 3x AAA coin cell 2x AA 

Price 
(Approx.) 

US$99 EUR90.00 - EUR199 US$115 

Model 
WSN- 
PRO2400CA 

TPR2420CA 
IPR 
2400CA 

- XM2110CA 

 

The most common features of various popular motes are 
presented in Table 1, but the actual specification of motes that 
are available today may vary from one model to other. These 
typical motes with 8 or 16-bit processors having only 4KB of 
data memory and 48KB of program memory, it is really very 
difficult to incorporate the security primitives except the only 
Imote2 that comes with high-end platform. Another important 
aspect we could not ignore, is the consumption of power 
during wireless transmission of encrypted data by the sender 
node as well as reception and decryption of ciphertext by the 
receiver node. Hence our aim is to find an ideal security 
solution for sensor nodes.  
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Although computationally powerful microcontrollers like 
PXA271 and ARM920T comes with word size of 32 bits, 
more than 256kB of RAM memory and 4MB of instruction 
memory that can accommodate the symmetric and 
asymmetric primitives but power consumption during awake 
is more than 44mA as compared to MSP430F16x and 
ATmega128L microcontrollers that consumes only 8mA. 

F. Data Management in WSNs 

The architecture of WSN [4], based upon the deployment 
strategy can be categorized as Data acquisition network and 
the Data Dissemination Network. First one is supposed to 
collect data from the environment and transmit them with 
minimal or no recessing to the base station. The other one may 
be connected to wired or wireless network that provides an 
interface to the data acquisition network. Various deployment 
strategies [19] for the WSNs are: 

 Collect and Transmit (Simple model) - The nodes 
sense the data and the values are simply sent, directly 
to the base station with minimal data processing.  

 Collect and Forward model - Each node is supposed 
to collect the data values that are followed to the 
base station, being routed through the intermediate 
nodes. 

 Self-Organizing model - During the last decade many 
new devices have come up like sensors that triggers 
the development of new applications with increasing 
communication complexities, to fulfil our 
day-to-day needs. For a unmanned environment, it 
sometimes requires the nodes ability to organize 
itself as per the network topology or randomly and 
can perform node discovery, routing and 
maintenance.  

 Data fusion model - provides for an energy 
optimization technique by reducing communication 
to the aggregating nodes where a group of nodes 
forming one cluster, collects environmental data that 
are aggregated at the cluster heads and then sends the 
only packet to the central collection point. 

G. Security Issues of WSNs 

Wireless Sensor Networks can be deployed in wide variety 
of areas and most of these applications require physical 
security (tamperproof devices) and a secured data 
transmission and protection scheme for stored data [20]. In 
order to protect from stealing the data or leaking the sensor 
readings, packets can be encrypted using symmetric key 
mechanism and then can be sent from one node to other. The 
use of a key and hence key distribution is a crucial factor in 
building a secured channel for WSNs. Apart from hiding data 
during transmission, the node has to secure the internally 
stored data that may contain the secret key in its memory. 
Data integrity, i.e. protection from modification, needs to be 
achieved through authentication of entities and authentication 
of the key that ensures the actual identity of other parties so 
that the receiver is able to verify the sender. This requires both 
secure protection of the key and exact identification of those 
entities, having the right to use it [21]. 

Apart from these basic services, the WSNs are supposed to 
collect highly sensitive information from open or hostile 
environments that are vulnerable to attacks on the software 
and hardware, should be equipped with higher levels of 
defence mechanisms. As per the requirement of the 

applications, the sensor nodes are distributed being connected 
to each other via wireless links and collect data in a 
collaborative manner. These data packets are periodically 
transferred to a sink node, that works as gateways for further 
processing. In such a scenario, the possibility of active and 
passive attacks like injection of fake data or eavesdropping 
are quite obvious [22, 23]. Therefore, a great deal of research 
activities is being carried out to secure the WSNs with 
efficient mechanisms.  

The tiny nodes are most often deployed in unattended 
hostile/toxic areas where they do interact with the 
environment to collect data and broadcast them through other 
nodes to the end-user. If large number of nodes are deployed, 
sometimes it becomes impossible to visit them after 
deployment. Hence, they are required to be configured 
carefully before deployment. The possibility of accidental 
failure of nodes or causing physical damage to the node can’t 

be avoided. Also packets when sent through wireless medium 
may suffer from interference and distortion, or dropping of 
packets due to congestion and a Denial-of-Service (DoS) 
attack from an adversary may affect the entire network, 
making it much difficult to fulfil its purpose. 

Thus, collection of accurate and secured data through 
sensor nodes from harsh environment is a real challenge. A 
malicious adversary or an insider can manipulate the nodes or 
the channel because of the public as well as the distributed 
nature of the network. Any intentionally planted device can 
observe the flow of data and then try to tamper the nodes, 
modify and then retransmit packets, change the routes of 
packets and steal the identity etc. 

H. Possible Attacks on WSNs 

An attacker in WSNs may passively look for sensitive 
information by applying traffic analysis and monitoring, 
eavesdropping without affecting the natural flow of data in the 
sensor networks, thus remains beyond the knowledge of the 
user. But there exist various active attacks like DoS, flooding, 
alteration of data, fabrication, black hole, repeated 
transmission of packets, sinkhole, spoofing, jamming, 
overwhelm, man-in-the-middle attack, selective forwarding 
and fake node. Indeed, the attacker is able to take control over 
and can supervise all the communications from nodes [23, 
24]. A few of them that are highly susceptible to side channel 
attacks are listed below:[25] 

 Denial of Service (DoS): The adversary may try to 
disrupt the normal operation of the node or the entire 
network by sending superfluous packets and services 
become unavailable to the authorized users. 

 Jamming: A kind of DoS attack whereby the jammer 
inserts RF signal with an intention of blocking the 
wireless channel, eventually preventing the sensitive 
or high priority information from reaching its 
destination. 

 Blackhole/Sinkhole Attack: An attacker can get the 
access to stream of packets by implanting a powerful 
node to pull or misdirect all the packets, while 
listening and responding to routing requests from the 
deployed nodes and acting as a shortest path to BS 
while influencing the routing. 
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 Hello Flood Attack: A node belonging to the 
adversary with very high transmission range, sends 
HELLO packets to all reachable nodes. The victim 
nodes may confuse the attackers’ node as a 
neighbour and use it during data transmission to BS. 

 Wormhole Attack: is a threat to distance-based 
routing mechanism without compromising a node in 
the sensor network whereby the attackers’ node 

attempts to provide a single-hop fake shorter route 
that can actually be reached through multihop. 
Hence it creates an illusion of a tunnel, where the 
two end points seem to be nearer than the actual 
distance. 

 Node Subversion: If an adversary physically captures 
the node, then the possibility of revealing useful data 
along with the key stored in it cannot be avoided thus 
affecting the entire network. 

 Node Malfunction and Outage: Any technical error in 
the node may produce erroneous data e.g. if the 
cluster head that is responsible for aggregation of 
data is malfunctioning or stops operating due to 
some or other reason, that poses as a threat to the 
integrity of WSNs. 

 Sybil Attack: In Sybil attack [26] an adversary node 
with a malicious intention can illegitimately take on 
multiple identities that are either stolen from 
destroyed nodes or fabricated arbitrarily and acts as 
a different node that can be initiated during voting, 
distributed storage and data aggregation. 

 Cut-and-Paste Attack: In the absence of hashing or 
proper authentication mechanism, an attacker can 
modify by altering the bits of an encrypted message 
and then sends it to the receiving node where the 
modified message gets decrypted without realizing 
the forgery. 

 Oracle Attack: an adversary trickery applied upon a 
honest principal who inadvertently reveals some 
information. Hence, the honest principal is used as a 
tool by the adversary to gain information which 
otherwise she cannot possibly have obtained. 

Another kind of attack by the insiders that should not be 
overlooked where the authenticated nodes can be misused for 
alteration, eavesdropping, misrouting or dropped packets etc. 
Hence security is essential to ensure the presence and reliable 
functioning of the nodes. 

Routing data packets in WSNs are unreliable, since the link 
quality in wireless medium differ and the nodes may fail. If 
the nodes are deployed in large scale, it may require multiple 
hops to finally reach the destination (sink) node, eventually 
increases the power consumption and decreases the life time 
of the nodes. The packets: 

 during transmission may get affected or lost due to 
channel errors. 

 may clash during simultaneous broadcast from two or 
more neighbouring nodes. 

 may suffer from latency due to multi-hop routing or 
network congestion. 

So, scalability that influences the routing protocols need to 
be adaptive to the changes and must be designed to support 
the increased workload while keeping the nodes alive for a 
longer lifetime. There are many additional security attributes 
that are required for the security of any key establishment 
protocol. The specific key requirements are as follows: 

 Implicit Key Authentication, the assumption whereby 
one party is sure that no other party aside from a 
precisely identified second party (and possibly 
additional identified trusted entity) may gain access 
to a particular secret key. 

 Known (Session) Key Security. We also generally 
expect the adversary will be able to obtain session 
keys from any session other than the one under 
attack. 

 Unknown Key Share Security. Infrequently the 
adversary may be unable to obtain any useful 
information about a session key, but can deceive the 
protocol principals about the identity of the peer 
entity. 

 Forward Secrecy. When the long-term key of an entity 
is compromised the adversary will be able to 
masquerade as that entity in any future protocol runs. 
However, the worst situation may arise if the 
adversary can also use the compromised long-term 
key to obtain session keys that were accepted before 
the compromise. Protocols that prevent this are said 
to provide forward secrecy. 

 Key Compromise Impersonation Resistance. Another 
possibility may rise if the long-term key of an entity 
A is compromised i.e. the adversary may be able to 
masquerade not only as A but also to A as another 
party B. Such a protocol is said to allow key 
compromise impersonation.  

 

WSNs have put many new challenges because of its major 
design obstacles. The study of these challenging issues 
provides for the base to work on secured sensor networks. The 
individual sensors with very limited resource available in it 
are required to execute complex algorithms or programs. For 
example, the MCS410CA, is a locality aware module of 
MICAZ low-energy Processor/Radio Cricket mote [27] has 
an 8-bit Atmel ATMega128L processor operating at a speed 
of 8 MHz with 4KB of RAM, 128KB of Program memory and 
512KB of FLASH storage. For such type of resource 
constrained device, the size of the software must also be 
small, fast and energy efficient. 

III. EXISTING CRYPTOGRAPHIC MECHANISMS 

The security of data in a network involves, the encryption/ 
decryption of data using symmetric key schemes like 3DES, 
AES, where the two nodes within a range for communication 
need to share a ’secret key’ and has diverse requirements like 
processing capability, time, word length, memory, key length, 
etc. and hence, its suitability of use for a sensor network is 
essential. As seen in, [28] only a few algorithms can be fit into 
these nodes. Some block ciphering algorithms run on a 
fixed-size block of bits while others operate as stream of 
individual bits or a byte at a time and goes through various 
rounds of continual operations with their subkeys. 

Any two entities with their associated identities that wishes 
to establish a secured communication link needs a shared key 
which is used till the end of a session. For multiple sessions or 
communication with other parties, a fresh (unique) key is 
required that involves interaction among them using key 
establishment protocols. 
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A. Key Establishment Protocols 

For conventional networks, there are three categories of 
popular key sharing techniques: trusted third-party, 
self-enforcing and redistributions of keys. A trusted 
third-party mechanism depends on a trusted entity (server) for 
key conformity among the communicating entities. But these 
traditional key distribution and key exchange protocols with 
the help of trusted third-parties is not a good idea for 
large-scale sensor networks that is based on infrastructures. In 
the absence of a stable infrastructure, securing and managing 
the independent nodes of a sensor network bring with it a 
great challenge. Although, one major advantage here is that 
the actual user of the network is available as a trusted third 
party for key distribution that can pre-install a single 
mission-key for all. But if the nodes are managed remotely, 
the likelihood of physical attack (e.g. Physical tampering) is 
more than a traditional PC and impossible to detect. Indeed, 
symmetric key solutions fail when a few nodes are physically 
captured by attackers. The self-enforcing protocols, relies on 
public key techniques like Diffie-Hellman key exchange [29] 
or certification using RSA [30] that requires enormous 
computation, memory and energy from tiny sensor nodes. The 
third one is key pre-distribution, where distribution of keys 
occurs prior to deployment of nodes and seems to be feasible 
for WSNs. A wider view is given below. 

For a secure communication between two adjacent nodes 
the most conventional protocols use pair-wise shared secret 
keys in the context of symmetric encryption by adopting a key 
pre-distribution mechanism [31]. First of all, a mesh network 
requires pre-distribution and a minimum storage space for 
nearly (n-1) keys in an individual node and n(n-1)/2 per 
WSN, that blocks the storage space and sounds impractical 
for large-scale WSNs. Secondly, it is hard to decide the sensor 
nodes that will be neighbours in specific applications. Hence 
pre-distribution of a very large number of shared secret keys 
for all neighbourhood pairs is not a feasible solution. In 
another way, each node may be installed with a master secret 
key prior to deployment that can be used to acquire a new 
pairwise secret key. Such a scheme could not protect the 
nodes from node capture attacks and the attacker may 
eventually disrupt the entire network through the captured 
node. Some researchers suggest hardware level alternatives 
for storing the master keys but 
they are not safe always. 

A downside of the symmetric key mechanism is the need 
for a secured key exchange algorithm to achieve its goal in 
WSNs. A preferred technique in asymmetric cryptosystem, 
referred to as Public Key Cryptography (PKC) comes to the 
rescue that generates two different keys: (a known Public Key 
and a secret Private key) being tied to a key ring. The 
generation of such a pair of keys can be accomplished through 
RSA [30] and ElGamal [32].  

RSA, the most widely used algorithm, is observed to be 
computationally expensive for the tiny nodes and a minimum 
of 2048 bits key size is mandatory. ElGamal encryption, 
based on the complexity of calculating discrete logarithms, 
can be used but the key size is also equivalent to RSA scheme. 
As presented by Gura et. al. [33], Elliptic Curve 
Cryptography (ECC) using pseudo-Mersenne primes fields (a 
curve defined by the equation y2 = x3+ax+b), provides for 
smaller key lengths, faster addition/multiplication, along with 
lower memory requirement, energy consumption and 

bandwidth savings. ECC has provided us with primitives like 
ECDSA for signature and ECDH for key agreement. The 
major advantage of ECC scheme is the scalar point 
multiplication that can be accomplished through point 
addition and doubling. The length of the resulting message to 
be transmitted using ECC’s 160-bit key was found to be 
shorter than RSA’s 1024-bit key. Indeed, well-matched for 
smaller devices. 

A feasible solution to this is to enforce the continuation of a 
public key infrastructure (PKI) in WSNs. In traditional PKI 
the certification authorities (CA) are responsible for 
authentication of public keys through a signed certificate that 
carries the identity and the public key of the specific node. But 
the deployment of PKI in WSNs is not easy due to its 
networked nature (decentralized) and requires various 
functional units like Certification & Registration Authority 
(CA/RA), a Certificate repository and a certificate 
management system. 

Munivel & Ajit [34] proposed a micro PKI, a lightweight 
implementation of PKI for WSN whereby the base station 
(BS) is required to be authenticated exclusively with the use 
of a pair of keys [35]. The sensors in the network use the 
public one (key) to authenticate the BS, while the BS uses its 
own private key to decrypt the data sent by sensors which 
ensure its confidentiality. It is claimed to be energy saving and 
ensures significant threshold of security. In order to set up 
secure tunnels between sensors, the researchers have 
proposed sensor to sensor handshakes that is managed and 
controlled by the base station. The BS being responsible for 
Registration, Certification, digital signature for certificates 
and other management activities like validation of certificates 
to check whether they have been revoked, it would be a costly 
affair for the BS for these PKI related communications. 

B. Random key pre-distribution 

Key pre-distribution is a mechanism where the keys are 
decided a priori from an initial keying material (e.g. any type 
of unique information or an algorithm that generates keys) or 
from a key-pool (list of keys). In static keying mechanism the 
keys once assigned by the manufacturer or by the base station 
are not updated after initial deployment. In dynamic key 
establishment scheme the keys are established by a fixed pair 
(or group) of entities on demand that also varies during 
subsequent runs and is also referred to as session key 
establishment. 

Eschenauer and Gligor [31] has proposed a revolutionary 
efficient probabilistic distribution scheme, “random key 
pre-distribution,” whereby each node is supplied with a 
random subset of keys and their IDs from a larger set of keys 
(pool) prior to deployment. Any two nodes can exclusively 
select a common key from within their subsets using the key 
discovery mechanism and use it as their shared secret key for 
communication after deployment and one of the remaining 
keys from the key ring can be used as a path-key. If a greater 
number of keys are compromised then a greater number of 
links also get affected. The support for re-keying was also 
suggested with the help of a key revocation mechanism for the 
compromised or expired keys.  
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Other researchers have proposed new means of key 
distribution schemes addressing the storage issues like the 
q-composite random key pre-distribution scheme, multi-path 
key reinforcement scheme and random pair-wise key scheme 
[36] to enable node-to-node authentication. The first one, 
assumes that any two nodes in its subset, have at least q 
number of keys and one of them can be chosen to set up a 
secure link. The link can be confirmed by matching their 
respective node IDs for authentication and pre-distribution 
requires at least q shared keys between a pair of nodes for 
establishing a secured link. The second one uses multiple 
indirect routes to set up a secure link. This method increases 
the number of communication links eventually increasing the 
energy consumption and overburdens the level of security in 
the network. These shared keys after its distribution, can’t be 

used always (conventionally, session keys have a limited 
lifetime) and also needs to change the expired keys with 
re-keying those nodes that enforces another overhead on the 
sensor networks [37]. 

In [38], a deterministic scheme for a larger network is 
suggested that relies on key matrix manipulation and named it 
as symmetric key generation system (SKGS). Each entity is 
supplied with a low volume of secret information from which 
a pair of nodes can obtain its pairwise key that uses only (λ 
+1) memory spaces where, λ < n. The other nodes in the 
network are secure until the adversary compromises at least l 
nodes e.g. if more than λ nodes are compromised, the entire 
network gets affected. Hence the resilience against the node 
capture depends on the value of λ.  

An Energy-Efficient dynamic Key Management (EEDKM) 
scheme [39], based on Exclusion-Based System (EBS) and 
t-degree bivariate polynomials, provides for rekeying locally 
(within a cluster) and can be performed infrequently. This 
does not affect or propagate to the other clusters of WSN. 
Since it uses a secret key between the BS and cluster heads 
(sensor node), it can authenticate the nodes and executes 
rekeying without consuming more energy. EEDKM still has 
computational and communication overheads. 

A Location-Aware Combinatorial key management 
(LACKM) scheme [40] relies on Exclusion Based System 
(EBS) whereby the cluster heads (gateways) performs key 
refreshing for the nodes under its control, through the 
exchange of few messages only. A powerful command node 
authenticates the cluster heads that are fixed at a known 
location ensures communication reliability. It also enables a 
trade-off between the number of keys stored and the volume 
of network traffic due to the rekeying operations. The 
potential of collusion has been reduced by grouping the nodes 
based on their geographical location, eventually eliminates 
the requirement to store a large number of keys at every node. 

A Hierarchy-based dynamic key management scheme 
(HDKMC) [41] is based on Hierarchical cluster architecture 
and Splay tree-based rekeying mechanism. This scheme 
performs better by saving more energy through dynamic 
management of keys at runtime phase by observing the 
current status of the node. It can also reduce the frequent 
exchange of messages for key renewals but requires special 
very powerful (high-energy) nodes. 

A Key management scheme with the help of the 
deployment knowledge (KMDK) [42] for WSNs, suggests 
formation of hexagonal grids consisting of equal group of 
nodes and can make use of stored secret information of 
neighbour nodes more efficiently to supply pairwise keys. 

KMDK can achieve a better connectivity with a short-range 
communication and a lower memory requirement and is 
resilient against node capture. However, getting prior 
deployment knowledge for many applications is intricate. 

In a Traffic-Aware Key establishment Scheme for WSNs 
[43] can setup shared keys for the active sensor nodes only 
that actually has data to be transmitted because most of the 
nodes might be sleeping after unnecessarily acquiring a 
shared key where the key is rarely used. Hence it wakes up 
only those necessary nodes, based on the topology 
information of the network but requires use of RTS/CTS 
frames to control the network. 

IV. ONE-PASS KEY ESTABLISHMENT 

In two-pass or multi-pass authenticated key establishment 
mechanisms, both the parties have to perform at least one 
round of communication in order to establish a session key 
[44, 45]. 

In One-Pass key establishment, the sender computes a 
session key SK and an associated message. The computed 
values are required to be transmitted to the specific entity 
using the its public key and sender’s secret key. From the 

received components the receiver computes the SK again, that 
is the same as the one computed by the sender, using sender’s 

public key and the other party’s secret key.  
Data that are gathered within the sensor network, are very 

precious and sensitive. Hence, in order to safeguard these 
collected data or messages that are transmitted between any 
two neighbouring nodes, an efficient and secured 
cryptographic protocol that supports mutual authentication 
and key establishment is essential. The existing protocols 
attempts to establish a Pairwise key/ Two-Pass Key between 
any two nodes that wishes to communicate. The energy 
consumed during the wireless transmission of a byte of data 
from a sender is comparable to executing 3000 CPU 
instructions by a general processor. One-Pass Key is a new 
paradigm where the Key Establishment can be implemented 
while communicating in one direction only, where the sender 
and the receiver compute the same key at their own end. i.e. 
the receiver calculates the key from some secret values, 
received from the sender. 

Many key exchange algorithms e.g. DH protocol that either 
suffers from Man-in-the-middle attack or lacks 
authentication. If we use signature schemes and public key 
infrastructure for achieving authentication then it becomes 
computationally heavy as well as complex for the resource 
constrained devices in WSNs. We have incorporated a new 
means to key control using Identity-Based cryptography 
mechanism in this thesis, contributing to the construction of 
an efficient one-pass key establishment protocol and its 
security validation.  

In order to apply security services and to implement the 
security mechanisms in WSNs is a great challenging job. 
Although, the traditional cryptographic techniques have 
provided us with many solutions like symmetric-key, 
public-key, key distribution and authentication techniques, 
still key distribution requires new solutions during 
transmission of data from one node to another. 
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 The efficient use of keys during encryption and 
decryption, depends completely upon the secure and efficient 
key distribution mechanisms in WSNs. Hence our endeavour, 
in securing the key distribution process through the proposal 
of a new protocol, will be able to safeguard the nodes from 
various kinds of possible threats and attacks. 

The network protocols for WSNs needs to be designed 
carefully for efficient and effective use of nodes. Given an 
application and the coverage area, assessment of the number 
of nodes to be used and the range between the nodes e.g. the 
decision of a topology becomes very important. In an ideal 
situation, the number of motes that varies from a few to 
several hundred, are usually deployed much closer to each 
other to reduce the energy requirement to transmit the 
packets. Since battery is the main power source of the nodes, 
the lifespan for many applications depends upon the 
algorithm’s computational complexity, frequency of 
operation and communication overhead. 

A. Existing One-Pass Key Establishment Protocols 

The very need for security in the modern wireless devices 
(nodes), designing a secure and efficient One-pass key 
agreement protocol has been a challenging job. Amongst the 
numerous attempts made by researchers, the best-known 
methods to one-pass key establishment protocols include: 

 KEA: The Key Exchange Algorithm (KEA) designed by 
the NSA. [46] 

 Unified Model: The one-pass variant AK protocol. [47] 
  MQV: proposed an efficient protocol for authenticated 

key agreement. [48] 
 HMQV: a variant of MQV protocol. [49] 
 OPAK: The protocol claims to achieve the highest level 

of security with one-pass mechanism against a wide 
variety of security attacks, at the expense of slightly 
higher computational cost. [50] 

 KE-WR: Two protocols are proposed: a novel suite of 
One-Pass Key Establishment Protocol.[51] 

 Gorantla: an ID-based key exchange protocol that allows 
a set of parties to agree upon a secret session key over 
a public network.[53] 

A comparative study of the security aspects and the 
vulnerabilities of existing One-pass key establishment 
mechanisms have been discussed here and the summary is 
presented in Table 2. 

Table 2: Assessment of variants of One-pass methods 
*Scheme   IKA PFS KKS UKS KcI LoI 
KEA  x  x x x 
Unified 
Model 

 x   x x 

MQV  x  x x x 
HMQV  x  x x x 
KE-WR-I  P  x P x 
KE-WR-II    x  x 
Gorantla     x  x 
OPAK  x  x x x 
Mishra [52]       

 
*IKA: Implicit Key Authentication, PFS: Perfect forward 
secrecy, KKS: Known Key Secrecy, UKS: Unknown Key 
Share, KcI: Key-compromise Impersonation, LoI: Loss of 
Information, P: Partially Satisfied  

We have gone through a few key establishment protocols that 
uses Diffie-Hellman and Identity-based schemes where, 
authentication primarily relies on long-term keys that can be 
correlated with identities like passwords or biometric 
information. Three different architectures have been 
generalized. The nodes may already have a shared secret key 
that is used during encryption or message authentication 
(MAC) or an off-line server be used to pre-distribute public 
key certificates that binds the key to the node’s identity or a 
trusted server can share the key whenever data transmission is 
required. Hence the key must be in possessions of the two 
parties intending to communicate, in addition to the trusted 
server but no other adversary. Also, the protocol must assure 
the two (possibly unidentified) nodes have acquired the same 
key (session key). 

V. CONCLUSION 

In this paper, we provide the taxonomies of key 
management schemes for WSNs, along with their issues. We 
have emphasized upon the key distribution schemes and 
observed the existence of only a few One-Pass key 
establishment protocols for WSNs and some of them are 
found to be only the variants of these protocols. Therefore, a 
gap in this area of research inspired us to inscribe and 
motivated us to carry forward our work towards the 
development of secured key establishment protocols for low 
processor devices.  
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