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Abstract: The immense growth in the video content retrieval 
and video content analysis have motivated the practitioners to 
migrate the video contents and the analytic applications on to the 
cloud. The cloud computing platform provides scalability for 
applications and data, which enables the application owners to 
deal with complex algorithms, which is needed for video content 
analysis and retrievals. The primary concern of the video data 
retrieval on cloud services are the weak security for the standard 
data during migrating from one VM to another VM. Also, the 
standard encryption algorithms have failed to demonstrate higher 
performance during encryption of a large file. Hence, the demand 
of the recent research is to ensure reduced performance 
implications for video content encryption over cloud services. This 
work proposes an adaptive encryption and decryption algorithm 
for large video data over cloud as Encryption as A Service (EAAS). 
This work proposes a novel key age calculation dependent on 
Quartic Polynomial Randomization. The quartic part utilized in 
the proposed calculation can produce numerous defining 
moments, which makes the calculation results hard to foresee and 
the utilization of polynomial randomization can further build the 
haphazardness of the defining moments. Likewise, the higher size 
of the video information must be diminished without rotting the 
data and without trading off the security. Subsequently, this work 
proposes a novel key edge comparability extraction procedure 
utilizing versatile movement. The similitude areas in the key 
casings contains comparable data and, in this manner, can be 
scrambled all around. This diminishes the time unpredictability to 
a more noteworthy broaden. Associated with the comparable line 
of advancement, this work likewise proposes time limited 
encryption and unscrambling calculations, which can separate 
between the comparable and unique areas and decrease the time 
intricacy further. The proposed algorithm demonstrates nearly 
40% improvements over the standard encryption algorithms. 
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I. INTRODUCTION 

 The improvements in the technology have motivated the 
digitization of the contents and video-based contents are the 
priority for various obvious reasons. A number of recent 
researches have converted into a product for collecting, 
sorting, searching and storing video contents. Also, it is 
notable that a good number of companies are established for 
the video data processing. These companies have to be 
obliged to the generic guidelines for content process as 
highlighted in the research by C. Tikkinen-Piri et al. [1]. The 
primary focus of these guidelines is to protect the data from 
other invasions or in simpler words protecting the privacies. 
The recent research by G. Pillai et al. [2] have demonstrated 
that, the higher volume of information capture in the form of 
video data has increased tremendously and further the 
concerns for the privacies are also increasing. Regardless to 
mention, that the contents are mostly stored on cloud and the 
benefits are rightly highlighted by Dey NS et al. [3].  

Nevertheless, the privacy concerns are not new for the 
video data contents and have not emerged with cloud 
computing. The older literatures such as the work by A. 
Cavallaro et al. [4] have significantly demonstrated the threats 
back at 2007. Through, a good number of research attempts 
were made, still the similar risk factors persist as showcased 
by Q. M. Rajpoot et al. [5].  

Further, the generative approaches for data encryptions are 
highly sophisticated but due to the higher size of the video 
data contents and distributive nature of the data on cloud, a 
newer approach is the demand of the current research 
addressing the following challenges:  
 The standard encryption and decryption algorithms are 

designed for shorter amount of data as elaborated by C. 
Babel et al. [6]. Thus, for large scale data such as video 
contents, the performance of these algorithms is not 
guaranteed. 

 Also, the larger sizes of the video contents are always a 
challenge for encryption and decryption. Thus, for the 
reduction in size, various methods such as key frame 
extractions are invented as demonstrated by T. Naga Raja et 
al. [7]. However, further reduction possibilities must be 
explored as key frames can also content nearly similar 
regions.  
Henceforth, considering these challenges, this work 

establishes the novel algorithms to address the recent issues.  
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II.  CLOUD COMPUTING FOR STORAGE SERVICE 

In this section of the work, the fundamental techniques along 
with the advantages are discussed.  
Cloud storage works through information centre virtualization, 
providing finish users and applications with a virtual memory 
design that's ascendible consistent with application needs. In 
general, cloud storage operates through a web-based API 
that's remotely enforced through its interaction with the 
shopper application's in-house cloud storage infrastructure for 
input/output (I/O) and read/write (R/W) operations. 

When delivered through a public service supplier, cloud 
storage is thought as utility storage. non-public cloud storage 
provides an equivalent quantifiability, flexibility and storage 
mechanism with restricted or private access. 

A. Usability and Accessibility 

Users will simply drag and drop the files within the cloud 
storage. It's simple to save lots of all the files and information 
within the cloud, no technical information is needed for this 
purpose. The keep files are often simply accessed from 
anyplace within the world with simply several clicks and an 
online affiliation. 

B. Security 

Business homeowners are often positive that when the info 
is kept within the cloud, it is safe. The most effective factor 
regarding victimization cloud storage is that server 
information is distributed across redundant servers and also 
the information keep within the cloud is safeguarded against 
any variety of hardware failure. Cloud servers conjointly give 
machine-controlled backups and snapshots so as to form 
positive that your information is safe. 

C. Cost Savings 

Businesses and organizations will scale back annual 
operative prices by utilizing cloud storage. Affordability are 
often ensured if information is kept on-line within the cloud. 
Users will guarantee extra value savings as a result of internal 
power and resources don't seem to be needed on an individual 
basis for storing the info. 

D. Easy Sharing 

Data keep in cloud storage are often simply shared with 
purchasers and colleagues in a simple and secure means. you'll 
simply share access to a specific cloud surroundings or to the 
whole account with another user. 
Henceforth, migrating the applications to the cloud services 
along with the video contents are highly popular.  
In the next section of the work, the data encryption 
fundamentals are analysed to identify the scopes for 
improvements for large file encryption over cloud storages.   

III. DATA ENCRYPTION FUNDAMENTALS AND 

PARALLEL RESEARCH OUTCOMES   

In this section of the work, the parallel research outcomes, 
recent and traditional methods, are discussed critically.  
The collected information or the video data is always been a 
prime focus for the intruders and the applications collecting 
the data is responsible the for privacy. As the listing by the G. 
Mainard et al. [8], the applications must follow certain 
guidelines during the collection and processing of video data 
as,  

Firstly, the video information accumulation process must be 
transparent. This ensures the reduced threat in capturing the 
data from illegal sources and by illegal methods.  
Secondly, the purpose of the data collection must be legal and 
very specific. So that, intruders cannot use the data for ill 
purposes.  
 
Thirdly, the processing of the video information must be 
standard to ensure integrity of the data is kept intact.  
Fourthly and most importantly, the information must be stored 
and transmitted securely with the help of novel encryption 
algorithms.  
These guidelines are not unique and are applicable to any kind 
of video information collected from any sources as pointed by 
D. George et al. [9]. Also, the work of G. Petro et al. [10] 
clearly demonstrates that the threats are higher for personal 
information collected.  
Henceforth, in the light of the recent history of data theft, 
reported by Data Protection Commissioner [11], it is 
mandatory that all identifiable parameters must be removed 
from all video information for any kind of further processing. 
The recent researches have demonstrated many strategies to 
protect the information. The work by S. Stalla-Bourdillon et al. 
[12] have demonstrated that the weaker protection for 
anonymous data and strong protection for the personal 
information. Nonetheless, it is been observed that the 
anonymous data can also be used for illegal purposes. The 
work of S. Gilad-Gutnick et al. [13] have showcased that, 
from an anonymous facial video dataset, the actual personal 
information can be extracted. Hence, the work by S. 
Stalla-Bourdillon et al. [12] is criticized by other researchers.  
Nonetheless, the video information encryption is always been 
a challenge and must be addressed with higher security 
concerns and higher performances [14].   
Furthermore, in this section of the work, an attempt to realize 
the standard data encryption methods are made. The work by 
R. Dasari et al. [15] have made a noted attempt in realising and 
understanding the algorithms, which are further elaborated.    

A. Data Encryption Standard or DES  

The first algorithm in this study is DES and referred under 
the category of symmetric algorithms.  

Graphical Analysis of the DES Algorithms [Fig – 1]: 
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Fig. 1  DES Algorithm Scheme [15] 

 

B. Advanced Encryption Standard or AES  

Graphical Analysis of the AES Algorithms [Fig – 2]:  

 
Fig. 2  AES Algorithm Scheme [15] 

C. RIVEST, SHAMIR and ADLEMAN Standard or RSA  

Graphical Analysis of the RSA Algorithms [Fig – 3]:  

 
Fig. 3  RSA Algorithm Scheme [15] 

Information about final paper submission is available from 
the conference website. 

IV. PROBLEM FORMULATION  

 
In this section of the work, in the light of the parallel 

research outcomes, the problem is formulated. In order to 
establish the thought, the work presents the following 
mathematical model.  
Lemma: The time complexity of the encryption algorithm can 
be achieved for video data encryption using the key frame 
measures and the similarity index.  
Proof: The video data contents are high in size and volume, 
hence it is natural to realize that, the generic encryption 
algorithms cannot be applied for getting better results in terms 
of time complexity.  

Assuming that, the complete video data, which is retrieved 
and must be transmitted over the data centre networks or must 
be stored for further retrieval processes is denoted as V[] and 
each video information is denoted as Vi. This analogy can be 
presented as,  

 
1

[]
n

i
i

V V


   (Eq. 1) 

Here, n is assumed to be the total number of video data or 
video information component.  

Further, each and every video information component, Vi, 
must be extracted in number of frames, F[], and number of key 
frames, KF[]. This can be mathematically formulated as,  
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And,  
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  (Eq. 3) 

It is to be observed that, the key frames are extracted based 
on the similarity measures with the notation of Sim() and the 
frames are extracted based on the time intervals.  

Furthermore, assuming that, each frame or each key frame 
demands t time for encryption and the number of frames are m 
and the number of key frames extracted are n, then the total 
time complexity can be represented as, T1 and T2, respectively. 
This analogy can be represented as,  

 1T m t    (Eq. 4) 
And,  

 2T n t    (Eq. 5) 
 
As,  
 m n   (Eq. 6) 
 
Henceforth,  

 1 2T T   (Eq. 7) 
Naturally, the time complexity is reduced to a greater 

extend due to the reduction in key frames compared to the 
total number of frames.  

The key frames are also observed to be partially similar 
with the other key frames. Thus, applying a key frame to key 
frame similarity measure can identify the regions, which are 
similar and can be encrypted once. Assuming two identified 
key frames as KF[j] and KF[j+1] and having similar and 
differential regions on the key frames as r1 and r2 respectively. 
This can be mathematically presented as,  

 

 1[ ] [ 1]KF j KF j r     (Eq. 8) 
And,  
 

 2[ ] [ 1]KF j KF j r     (Eq. 9) 
 
Thus, the final encryption time T3, can be presented as,  

 
/

3 1
1

( ) ( )
n k

j

T n t r j


     (Eq. 10) 

Here, k is number is key frames where similarities can be 
identified based on regions. 
Finally, the reduction in overall encryption time complexity 
can be formulated as,  

 1 2 3T T T    (Eq. 11) 
Thus, the inclusion of key frame concepts and the 
region-based similarity measures can reduce the encryption 
time complexity for video data or vide information 
significantly.  
Based on the proposed mathematical model in this section of 
the work, in the next section, the proposed algorithms are 
furnished.  

V. PROPOSED ADAPTIVE ENCRYPTION & 

DECRYPTION ALGORITHM  

In this section of the work, the novel proposed algorithms are 
elaborated.  

Firstly, the key generation algorithm is elaborated here.  
Algorithm - I: Key Generation Based on Quartic 
Polynomial Randomization Algorithm (KG-QPR) 
Step - 1. Initialize the Quartic Polynomial function as f(X) with N 

order 
Step - 2. Select two prime numbers based on f(X) as A and B with 

randomization of Order N 
Step - 3. Calculate R as R = A product B 
Step - 4. For each N as i 

a. Calculate α(i) = [A{f(XN)-1}] XOR [B{f(XN)-1}] as 
polynomial component  

b. Calculate β(i) = α(i) XNOR [A{f(XN)-1}] XNOR 
[B{f(XN)-1}] as public component  

Step - 5. Generate the public key as PK = {α[] XOR β[]} 
Step - 6. Generate the private key for similar regions as PSRK = 

{α[1..N/2] XNOR β[1..N/2]} 
Step - 7. Generate the private key for dissimilar regions as PDRK = 

{α[N/2..N] XNOR β[N/2..N]} 

Step - 8. Report final keys as PK, PSRK and PDRK 
 
Numerous projects endeavor to confirm or approve 

permitting keys over the Internet by setting up a session with 
an authorizing use of the product distributer. Progressed 
keygens sidestep this component, and incorporate extra 
highlights for key confirmation, for instance by creating the 
approval information which would somehow be returned by 
an initiation server. On the off chance that the product offers 
telephone actuation, at that point the keygen could create the 
right enactment code to complete initiation. Another 
technique that has been utilized is actuation server copying, 
which fixes the program memory to "see" the keygen as the 
true enactment server.  

 
Algorithm - II: Key Frame Similarity Region Extractor using 
Adaptive Progression Algorithm (KFSRE-AP) 

Step - 1. Accept the set of Key Frames as KF[] 
Step - 2. For each KF[] as j 

a. Calculate region similarity as KF[j], KF[j+1] as RS[i] 
Step - 3. Calculate mean RS[] as RMS 
Step - 4. For each KF[] as n 

a. If region_similarity(KF[n], KF[n+1])> RMS 
b. Then, Mark regions as SR[] 
c. Else, Mark regions as DR[] 
d. Report SR[] and DR[] for each KF[n] 

 
Similitude learning is utilized in data recovery for figuring 

out how to rank, in face confirmation or face distinguishing 
proof, and in proposal frameworks. Likewise, many AI 
methodologies depend on some measurement. This 
incorporates unaided adapting, for example, bunching, which 
gatherings together close or comparable articles. It likewise 
incorporates managed methodologies like K-closest 
neighbour calculation which depend on names of close by 
items to choose the mark of another article. Metric learning 
has been proposed as a pre-processing step for a considerable 
lot of these methodologies.  
 

Algorithm - III: Time Restricted Region Encryption 
Algorithm (TRRE) 
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Step - 1. Accept PK, PSRK and PDRK 
Step - 2. Accept SR[] and DR[] 
Step - 3. Accept KF[] 
Step - 4. For each KF[] as m 

a. Apply PK and PSRK for SR[m] for 
encryption  

b. Apply PK and PDRK for DR[m] for 
encryption 

Step - 5. Merge KF[] into video data V[] 
In cryptography, encryption is the path toward encoding a 

message or information with the target that singular 
acknowledged get-togethers can get to it and the people who 
are not upheld can't. For explicit reasons, an encryption 
envision all around utilizations a pseudo-self-confident 
encryption key made by a figuring. It is on a basic level 
possible to loosen up the message without having the key, 
simultaneously, for a productive encryption plot, wide 
computational resources and points of confinement are 
required. An upheld recipient can without a lot of a stretch 
unscramble the message with the key given by the originator 
to recipients yet not to unapproved customers. 
 

Algorithm - IV: Time Restricted Region Decryption 
Algorithm (TRRD) 
Step - 1. Accept PK, PSRK and PDRK 
Step - 2. Accept V[] and extract KF[] 
Step - 3. Extract SR[] and DR[] from KF[] 
Step - 4. For each KF[] as m 

a. Apply PK and PSRK for SR[m] 
b. Apply PK and PDRK for DR[m] 

Step - 5. Merge KF[] into video data V[] 
Henceforth, in the next section of the work, the obtained 
results are furnished and discussed.  

VI. RESULTS AND DISCUSSION  

The results obtained from the proposed algorithms are highly 
satisfactory and have outperformed other parallel research 
work outcomes.  
In this section of the work, the results are furnished with 
improvement orientation discussions.  

 
 
Firstly, the outputs from the similarity detection algorithm 

is furnished here [Table – 1].  

TABLE I 
SIMILARITY DETECTION  

Data Items Number of 
Key 
Frames 

Similarity 
Threshold (%) 

1 141 62 
2 65 63 
3 103 64 
4 133 56 
5 176 76 
6 115 87 
7 157 76 
8 144 68 
9 64 85 

10 95 60 
11 154 86 
12 117 71 
13 99 74 
14 113 64 
15 112 76 

16 88 65 
17 88 69 
18 92 88 
19 89 84 
20 66 80 

The visual outputs are also furnished here [Fig – 4] [Fig – 
5]. 

 
Fig. 4  Similarity Region Detection – Sample 1 

 
Fig. 5  Similarity Region Detection – Sample 2 

The obtained outputs are also analysed graphically here 
[Fig – 6].  

 

 
Fig. 6  Similarity Region Analysis using Adaptive Thresholding  

Histogram shape-based strategies specifically, yet in 
addition numerous other thresholding calculations, make 
certain suspicions about the picture power likelihood 
appropriation. The most widely recognized thresholding 
strategies deal with bimodal dispersions, yet calculations have 
likewise been created for unimodal appropriations, 
multimodal disseminations, and roundabout conveyances.  

Secondly, based on the adaptive thresholding method, the 
key frames are separated, and the results are furnished here 
[Table – 2].  
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TABLE II 
SIMILAR AND DISSIMILAR REGION DETECTION FOR EACH KEY FRAMES 

Data 
Items 

Number of 
Key Frames 

Number of 
Frames with 

Similar 
Regions 

Number of 
Frames with 
Dissimilar 
Regions 

1 141 93 48 
2 65 65 0 
3 103 88 15 
4 133 132 1 
5 176 147 29 
6 115 98 17 
7 157 97 60 
8 144 103 41 
9 64 54 10 

10 95 64 31 
11 154 149 5 
12 117 80 37 
13 99 77 22 
14 113 94 19 
15 112 70 42 
16 88 78 10 
17 88 88 0 
18 92 61 31 
19 89 89 0 
20 66 41 25 

An entomb coded edge is partitioned into squares known as 
macroblocks. From that point forward, rather than 
straightforwardly encoding the crude pixel esteems for each 
square, the encoder will attempt to discover a square like the 
one it is encoding on a recently encoded edge, alluded to as a 
source of perspective edge. This procedure is finished by a 
square coordinating calculation. On the off chance that the 
encoder prevails on its inquiry, the square could be encoded 
by a vector, known as movement vector, which focuses to the 
situation of the coordinating square at the reference outline. 
The procedure of movement vector assurance is called 
movement estimation. 

The obtained outputs are also analysed graphically here 
[Fig – 7]. 

 

 Fig. 7  
Key Frame Separation Based on Similar and Dissimilar 

Regions 
Third, the key generation and encryption times are analysed 

here based on the proposed algorithms [Table – 3].  

TABLE III 
KEY GENERATION AND ENCRYPTION TIME ANALYSIS  

Data 
Items 

Key 
Generation 
Time (ms) 

Similar 
Regions 

Encryption 
Time (ms) 

Dissimilar 
Region 

Encryption 
Time (ms) 

Total 
Encryption 
Time (ms) 

1 5117.88 210.726 1330.992 6659.598 

2 5117.88 182.436 0.000 5300.316 
3 5117.88 196.278 400.758 5714.916 
4 5117.88 343.147 26.414 5487.441 
5 5117.88 394.269 665.694 6177.843 
6 5117.88 240.845 405.585 5764.310 
7 5117.88 238.363 1397.800 6754.043 
8 5117.88 244.543 1073.972 6436.395 
9 5117.88 151.135 242.340 5511.355 

10 5117.88 177.165 755.160 6050.205 
11 5117.88 397.174 138.720 5653.774 
12 5117.88 196.064 878.787 6192.731 
13 5117.88 187.147 554.994 5860.021 
14 5117.88 211.798 492.708 5822.386 
15 5117.88 183.232 1077.972 6379.084 
16 5117.88 187.424 242.340 5547.644 
17 5117.88 196.638 0.000 5314.518 
18 5117.88 166.414 755.160 6039.454 
19 5117.88 197.901 0.000 5315.781 
20 5117.88 91.733 660.156 5869.769 

 
The obtained outputs are also analysed graphically here 

[Fig – 8]. 

 
Fig. 8  Key Generation and Encryption Time Analysis  

Finally, the decryption times are also analysed and 
furnished here [Table – 4].  

TABLE IV 
DECRYPTION TIME ANALYSIS  

Data Items Decryption Time (ms) 
1 10753.76 
2 12404.42 
3 12008.79 
4 14549.09 
5 11424.80 
6 17926.41 
7 15941.28 
8 10524.29 
9 15616.60 

10 11013.63 
11 16237.28 
12 18612.21 
13 10695.54 
14 11080.23 
15 16716.87 
16 14129.81 
17 15805.38 
18 12271.77 
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19 18545.92 
20 11558.40 

The obtained outputs are also analysed graphically here 
[Fig – 9]. 

 

 
Fig. 9  Decryption Time Analysis  

Henceforth, in the next section of the work, the comparative 
analysis is furnished and elaborated.   

VII. COMPARATIVE ANALYSIS   

In this section of the work, the comparative analysis is 
furnished. For any proposed novel methodology, the novelty 
and the improvements must be established by comparing the 
work with parallel research outcomes.  
Henceforth, the proposed algorithms from this work are 
compared with the parallel research outcomes and the 
comparative results are furnished here [Table – 5].  

TABLE V 
METHODOLOGY COMPARISON 

Method Name & 
Comparative Study 

Methodology Mean Key 
Generation Time 

(ms) 

Mean Encryption 
Time (ms) 

Total Process 
Mean Time 

(ms) 

Mean Decryption 
Time (ms) 

DES [Sonal Sharma et 
al.] [16] Generic Encryption  5736.00 3004.00 8740.00 19899.00 

AES [Sonal Sharma et 
al.] [16] Generic Encryption 6884.00 3547.00 10431.00 20848.00 

RSA [Sonal Sharma et 
al.] [16] Generic Encryption 7078.00 3829.00 10907.00 21406.00 

Proposed Method 
(KG-QPR, 

KFSRE-AP, TRRE & 
TRRD) 

Key Generation Based 
on Quartic Polynomial, 

Similarity Region 
Extractor using 

Adaptive Progression, 
Time Restricted 

Region Encryption & 
Decryption 

 5117.88 774.70 5892.58 13890.82 
 
Further, the improvements in terms of time complexity is 

also analysed here [Table – 6].  

TABLE VI 
IMPROVEMENT ANALYSIS  

Method 
Name 

Encryption Process 
Improvements 
compared with 
Proposed (%) 

Decryption Process 
Improvements 
compared with 
Proposed (%) 

DES [Sonal 
Sharma et 
al.] [16] 32.58 30.19 

AES [Sonal 
Sharma et 
al.] [16] 43.51 33.37 

RSA [Sonal 
Sharma et 
al.] [16] 45.97 35.11 
 
The obtained outputs are also analysed graphically here 

[Fig – 10]. 
 

 

 
Fig. 10  Improvements Analysis  

Henceforth, it is natural to realise that the proposed method 
is a significant improvement over the existing methods.  
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Further, in the next section of the work, in the light of 
comparative analysis and results obtained, the conclusion of 
the research is presented.  

VIII. CONCLUSION  

Primarily focusing on the issue of video information 
privacy, this work has analysed the parallel research outcomes 
and identified several scopes for improvements including the 
reduction of time complexity. The parallel research outcomes 
have established various methods for key generations. The 
concern with key generation algorithm is for generating a 
higher order and secure key, the time complexity increases to 
a greater extend and for controlling the time complexity, the 
generated keys must compromise of the security. Hence, this 
work proposes a novel key generation algorithm based on 
Quartic Polynomial Randomization. The quartic component 
used in the proposed algorithm can generate multiple turning 
points, which makes the algorithm results difficult to predict 
and the use of polynomial randomization can further increase 
the randomness of the turning points. Also, the higher size of 
the video data must be reduced without decaying the 
information and without compromising the security. Thus, 
this work proposes a novel key frame similarity extraction 
process using adaptive progression. The similarity regions in 
the key frames contains similar information and thus can be 
encrypted globally. This reduces the time complexity to a 
greater extend. Connected to the similar line of progress, this 
work also proposes time restricted encryption and decryption 
algorithms, which can differentiate between the similar and 
dissimilar regions and reduce the time complexity further. 
The work demonstrates a significant 45% and 35% reduction 
in time complexity for encryption and decryption process 
respective to be identified as one of the notable research 
outcomes on this domain of study.   
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