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 
Abstract: In recent years, security has become progressively 

vital in mobile devices. The biggest security problems in android 
devices are malware attack which has been exposed to different 
threats. The volume of new applications by the production of 
mobile devices and their related app-stores is too big to manually 
examine the each and every application for malicious behavior. 
Installing applications which may leads to security vulnerabilities 
on the smart phones request access to sensitive information. There 
are various malwares can attack android device namely virus, 
worms, Botnet, Trojans, Backdoor and Root kits due to these 
attacks the users is compromised by privacy. Root kits and viruses 
in mobile phone and IoT devices improve along with smart device 
versions are very difficult to detect or to the least costly. There are 
3 places where the trace of these root kits / virus is visible namely 
CPU, Baseband and Memory. In the new approach we will use 
machine learning to detect “anomaly” usage pattern and a remote 

(master server) will analyze and verify the presence of such 
threats. This research work aims to develop a pipeline to 
investigate if any application present in a smart device is a 
malware or not. This pipeline uses HMM algorithm to read 
anomaly in application behavior, deep learning with Deep Belief 
Networks (DBN) to classify application events, and bootstrapping 
algorithm using random forest to categorize the application itself 
after malware or benign. 
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I. INTRODUCTION 

In 2016, the Smartphone users will exceed by 2 billion and 
also in US population 65% will own a Smartphone [1]. In 
worldwide the most popular mobile device OS is android [2]. 
Also around the worldwide, more than 190 countries android 
is available and download more than 1.5 billion apps by the 
users from the Google play store in every month [3]. The 
approval of android in both official and unofficial app 
markets has brought the attention of malware apps. Many of 
the anti-virus software are to detect malware by using a 
signature-based method. Though, detecting the known 
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malware and unknown malware which are highly active is not 
detected and the systems from the malware attacks can suffer. 
The increasing number of challenges we face today has lead 
for the development of complex malware detection approach 
for Android platform. 
 

 
Fig.1. Device Infection Procedure 

 
Figure 1 illustrated the flow from malware sharing to device 

infection. When the malicious form of the transportation app 
is installed, it authorizations whether the fake plugin is 
previously installed and, if not, downloads from the server 
and installs it. After that, it downloads and performs a further 
instinctive trojan binary which is alike to the trojan which is 
released by the fake plugin. After everything is done, it 
connects with the C2 servers and handles received commands. 
This research work to detect android malware which has been 
dynamically looking for various ways. Many researchers have 
been used classification of ML algorithms to classify the apps 
in order to identify if an android app is attacked by malware or 
not. The arbitrary sets are classified into various categories by 
using ML. In the malware case, the representations of vector 
features are malicious and benign files that can be extracted in 
various ways and most commonly from the application of 
binary code. Malware detection are commonly used by ML 
algorithms namely Naïve Bayes (NB), K-Nearest Neighbor 
(KNN), Decision Tree (DT) and Support Vector Machine 
(SVM) [4,5]. The traditional ML algorithms from the 
malware can potentially learn the behavior features. 
Unfortunately the performance of most ML algorithms 
depends on the extracted features accuracy.  
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In addition for improving the performance of malware 
detection, it is often challenging to extract meaningful 
behavior features. Hence, malware detection using traditional 
ML algorithms are still somewhat unsatisfying [6]. Though 
the current anti-virus systems are effective against 
predetermined malware and improved for mobile devices, 
they cannot show the performance which has unknown 
signature against new malware [7].The analyzes of current 
attacks must be established for predicting the occurrence over 
forthcoming attacks with learning based methods and systems 
[8].This research work aims to develop a pipeline to 
investigate if an app in a smart device is a malware or not. In 
the first phase, introduces a method as Hidden Markov Model 
(HMM) that performs behavior patterns of apps in smart 
phones to detect anomaly. In second phase, introduces Deep 
Belief Network (DBN) on emerging an efficient framework 
for detecting malware and classify the event as the harmful or 
benign event using deep learning. This might permit the DBN 
for determining by either corresponding of input features to 
benign or malware events which act as binary classifier. In 
third phase, introduces classification of Random Forest to 
detect by examine the malware application behavior data if an 
android device has been compromised. 

II. PROBLEM DEFINITION 

Digitization of the world is growing at rapid speed where 
the smart homes devices mobile users are increasing day by 
day as the device can provide convenience, security, and 
energy efficiency to users. With the increasing need and use 
of mobile and smart devices in digital world or 
telecommunications, there is a raise in malware attacks in 
mobile devices and IoT (Internet of Things). There have been 
numerous topical instances of smart devices being hacked for 
violation of privacy and also misused so as to perform DDoS 
(Distributed Denial of Service) attacks. Presently, many 
researches are focused mainly on identification of anomalous 
activities that can arise in mobile’s app and smart home 

environment. They are focused on vulnerable points like 
Application Program Interface (API) and user permission 
grand like authentication and authorization which run 
sandbox not in practical environment. In response to this 
problem, our study proposes to investigate several options for 
making smart phones and smart devices are more secure. Our 
work focuses on anomaly detection, analyzing the time series 
of all events from all application in the smart device and 
detection of malwares in the live practical environment. 

III. LITERATURE REVIEW 

Madhawa et. Al [9] provides the several network security 
enhancements based on Software Defined Network (SDN) in 
IIOT thereby reducing the property of consistency attacks. 
The anomaly detection is the model of intrusion detection 
mode with negligible false positives in the industrial process. 
Lu and Hou [10] described the model of android malware 
detection in order to detect the android malware effectively. 
This model is based on the declared permission. It can consist 
of two layers. The detection of enhanced RF algorithm is used 
to analyze the first layer whereas in second layer for analyzing 
the fuzzy sets produced by the detection of sensitive 
permission rules matching. Geneiatakis et al. [11] provide an 
efficient technique of permission certification. This paper, 

researcher had been combined by both static analysis and 
runtime information and then identified if they are follow the 
least restricted or over restricted to the profit mobile 
application. Min et.al [12] provides by original RF judgment 
while the decision tree count is 100 in RF is said to be better 
classification. Lashkariet.al [13] described to detect not only 
the masked apps, or malicious but also to identify them as 
particular malware or general malware on mobile device. 
Arora et.al [14] proposed with minimum number of features 
to arrange the network traffic features and analyzed for better 
processing time and detection accuracy. Chen et. Al [15] 
described on behavior destructive features for malware 
variant detection method by combining a static and dynamic 
analysis. Li et. Al [16] proposed to detect the android 
malware by deep learning methods and to detect the families 
of malicious applications by automatic detection engine. 
Martinelli et. al [17] described as a new field of ML from 
benign application to detect malware automatically. The 
malicious application detection is applied using deep 
learning. Yoeet.al [18] proposed using Convolutional Neural 
Network (CNN) for an automated malware detection 
technique. Baskaran and Ralescu [19] focused on the android 
OS based on ML algorithms that summarize the development 
of malware detection technique. Chumachenko [20] presents 
malware classification and detection that suggested the 
methods for ML. Additionally, the study performed with ML 
approach can be useful as a base for further research in the 
field of malware analysis. 

IV. RESEARCH METHODOLOGY 

In this new approach we will use machine learning to detect 
“anomaly” usage pattern and a remote (master server) will 

analyze and verify the presence of such threats. This research 
work aims to develop a pipeline to investigate if an app in a 
smart device is a malware or not. This pipeline uses HMM 
algorithm to read anomaly in application behavior, deep 
learning (with in DBN / CNN) to classify application events, 
and basic classification algorithm (with in random 
forest/SVM) to categorize the application itself after malware 
or benign.  This research work considers comparative study of 
user DBN and CNN for deep learning, and random forest and 
SVM for classification of app. The overall block diagram is as 
shown in Figure 2.  

 
Fig. 2. Proposed Block diagram Detection of Malware 

attacks 
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Phase: 1  
Apply HMM to process the events data. 
Phase: 2  
Detect anomaly from HMM output   
Apply deep learning to classify the events 
 
Phase: 3  
Apply Random forest/SVM to classify the application as 
malware or benign from previous result. 
A. In First Phase, apply Hidden Markov Models for 
Anomaly Detection to process the events data 

In order to detect the behavior pattern changes present in 
the smartphone applications is said to be anomaly detection 
whereas it can be performed using statistical model 
construction which consists of metrics resulting from flagging 
and system operation as some instructive metrics observed 
that may have an essential deviation over statistical from the 
provided model. In this phase, anomaly detection will use 
machine learning to detect “anomaly” usage pattern and a 

remote (master server) to analyze and verify the presence of 
such threats. The process of discovering the malicious 
behavior which targeted network and its resources is said to 
be anomaly detection [21].However, this research focus on 
the performance of anomaly detection in various application 
field namely business news monitor, detection of hardware 
fault, monitor of network alarm and instruction detection. 
This research deal with anomaly detection issues includes 
wide range of time series data that may provide an important 
activities and entries number. Hence, the major focus of this 
process is to discover several fascinating and rare events with 
less delay and minimal amount of false alarms [22].In order to 
study and analyze the behavior patterns of apps in a smart 
phone and a smart TV using Hidden Markov model or one of 
its variants.   
1. A Framework for Evolving an HMM 
There are several parameters utilized in HMM namely  
N = Number of states present in the model. 
t = time for specific instant. 
Si = {S1,S2,S3…..Sn} whereas several individual state present 
in the  model. 
M= Number of individual symbol observation per state. This 
symbol represented the physical output to be modeled. 
V = {V1,V2,…Vm} represent several individual symbol. 
A = Probability distribution while transition state. 
B = Probability distribution of the observational symbols 
Π = Probability distribution of initial transition state. 

However, there is different sequence of states represented 
as OO = OO1, OO2, OO3….OOT is said to be indirect 

observation of hidden state whereas ‘T’ is mentioned as total 

number of observation considered. Hence, the proposed 
methodology is considered depend on HMM by distance of 
behavioral consists of subsequent parameters. As an instant, 
this model with ‘N’ may be considered as hidden states 

whereas it is assumed as 5 and M is expressed as observation 
once the hidden state are accounted a SS1, SS2 and SS3 but 
the value is 2 for SS4 and SS5. 

Once the step of parameter estimation is completed and 
followed by training HMM with forward procedure. The 
forward variable = B (OO1, OO2, OO3, OO4, OO5, qt = Sn| 
λ) 

The ‘B’ represents partial observation sequence probability 

for OO1, OO2, OO3, OO4 and OO5 whereas the individual 
state is represented as Sn with a given time “t” for a model. 

However, the observation sequence “λ” for OO1, OO2, OO3, 

OO4 and OO5 have indicated the symbol of discrete 
observation of state S1, S2, S3, S4 and S5 correspondingly. 
Hence this case value of OO1, OO2 and OO3 has ranged from 
1 to 6 and in the case of OO4 and OO5 the value has ranged as 
1 or 2. Thus the involved steps in forward procedure are 
illustrated by equation (i),(ii) and (iii). 
In order to initialize the value of forward variable is  

αt(n) =   n* bn (OO1)                 (1) 
Where 1 <= n<= 5  
Induction step in the Forward variable Process 

     
(2) 

Where 1<=t<=T-1 and 1<=p<=5. 

Final step in the Forward variable Process 

   
(3) 

Therefore, B (O | λ) is the sum of all the π  t (n) values.  
At present, the probability distribution of every state is 

manipulated and combined those probability distribution 
from every state for acquiring a mean probability distribution 
that can be correlated with every individual state based on 
anomalies behavior pattern of probability distribution are 
classified namely normal, medium and high as the anomaly 
type. 
B. In Second Phase, to classify the events by applying 
Deep Learning 

In this phase, apply deep learning to classify the event as the 
harmful or benign event. In ML, the most recent area of 
research is Deep learning. Geoffrey Hinton proposed in 
decision making to mimic the human brain. Deep Learning 
showed its supremacy during the last few years in many other 
fields such as image recognition, image processing and voice 
recognition. In this paper DBN is used for detecting the 
malware to classify the events. The power of DBN is 
implemented by layer-by-layer learning policy, which lies in 
their capability to renovate both the learning feature vectors 
and input vector. There are some certain layers have features 
that gets accomplished from the preceding layer which 
promises more sophisticated. DBN is otherwise known as 
reproductive graphical model. It consists of Restricted 
Boltzmann Machines (RBM) stacked number whereas the 
layer of RBM are connected together to the same layer 
without connecting the units is known as undirected graphical 
model. DBN has stacked RBM as unsupervised network that 
act as a sub network for hidden layer which is considered as a 
visible layer. After, the sub-networked hidden layer is treated 
as a visible layer for the subsequent layers and this process 
gets iterated. The every RBM present in a sub network is a 
contrastive divergence with layered and performs the layers 
as a feature detectors whereas this fine-tuned process gets 
applied after the process of pre-training for determining 
whether the input features relates to benign event or harmful 
by allow DBN using supervised learning to act as binary 
classifier. 
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Each RBN contains input layer that represents as visible 
layer (V) and hidden layer represents as (H) and associated 
with each other as a weight vector (W). 
The following steps discussed in detailed given below: 
1. For training the dataset, set the states of visible units. 
2. Start with positive statistics by contrastive 

divergence ) = P( ). The hidden layer units 

estimated by individual activation probabilities which are 
indicated in 

P ( ) = σ( )          (4) 

Where “b” is represents the bias of the hidden layer 
 

σ(x) = 1/ (1+exp(-x))                (5) 
σ(x) represents the function of logistic sigmoid. 
3. For considering the negative phase from hidden to visible 
by calculating the statistics of negative for reconstructing the 
visible units by the same technique 

) = P( )             (6) 

The probabilities of individual activation can be estimated for 
visible layer units by using the equation below 

  
                                (7) 
   
 

Where“a” represents the bias of visible layer 
Update the weights using equation 

 
  (8) 

4. Repeat till the required threshold is attained for all the 
training samples. 
5. After processing all the layers for attaining the finest 
classifier performance by fine tuning the obtained results. 

This leads with android security to analyze either the input 
features corresponds to a harmful or benign event. 
C. In Third Phase, apply Random forest to classify the 
application as malware 

In this phase apply Random Forest algorithms to classify 
the application of the malware or benign from previous phase. 
The random forest based on decision trees that present’s 

random attribute selection. The traditional decision trees in 
the attribute set choose best possible attribute of the recent 
node. The RF randomly chooses from the set of attributes by a 
division of the K attributes of the node. Then it chooses from 
the subset for the partition in an optimal attribute. RF is a 
classifier to determine by the number of individual categories 
of tree output which includes multiple decision trees. The 
proposal of this paper based on learner of RF by CART 
decision tree. For instance, the application of android is 
categorized into two namely malware and benign. 
The following bootstrapped random forest training process is 
given below.  
Step 1: The given representation of S represents the training 
of sample set, T represents the test of sample set, F indicates 
characteristics measurement, t represents the amount of 
CART decision tree, f indicates number of features per node 
and d defines the strength of every CART decision tree. 

Step 2: For the i-th tree, S(i) represents the training set which 
is extracted from S that otherwise known as root node of 
sample and start from the root node for training. 
 
Step 3: If it is reached by end condition and set it as the leaf 
node by the current node. The output predicted in the current 
node for the classification problem, sample set is the biggest 
number of c(j). 
Step 4: Replicate the above process 2 to 3 till entire nodes 
have been trained or categorized as leaf nodes.  
Step 5: Replicate the steps above process 2 to 4 until all the 
“t” trees have trained. 

This leads to categorize the application itself after malware 
or benign from the previous result and communicate result 
back to mobile device. 

V. RESULT AND DISCUSSION 

We evaluated our framework in terms of detection 
accuracy, precision and recall of rewritten applications. 1,260 
malware samples from the Mal-Genome project were used in 
the experiments. An experiment for detect the behavior 
pattern changes present in the smartphone applications is said 
to be anomaly detecting. Our results are promising to obtain 
an accuracy for events data is 0.93, precision for events data is 
0.968 and recall for events data 0.95 to identify the malware 
family. In DBN has been developed. The pro-posed 
framework achieves 99.1% accuracy for the present dataset to 
classify the events from mal-ware and good ware 
applications. The overall accuracy of the model is 0.9526 
within the bounds within the bounds of [0.9411, 0.9514]. The 
resulting accuracies have shown that Random Forest model 
achieved a 0.9526 classification accuracy for the given 
malware dataset are shown in table 1 and figure 3. 

Table-I: Performance evaluation based on classify 
malware behavior, events and application 

Algorithm Accuracy Precision Recall 

HMM 0.93 0.96 0.95 

DBN 0.99 0.97 0.96 

RF 0.95 0.99 0.95 

 
Fig. 3. Performance evaluation for accuracy, precision 

and recall 

VI. CONCLUSION 
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Mobile devices including smart home accessories are 
ubiquitous and become common targets of malware attack. 
Several solutions are exits that tried to detect malware, but not 
successful yet. This research work proposes a 3 stage pipeline 
the combination of ML algorithm to detect malware form its 
behavioral pattern including requesting of permission. 
Although the methodology proposed here provides efficient 
HMMs model for behavior patterns of apps in a smart phone. 
After detect anomaly from HMM output apply an efficient 
computational framework for classify the event as the harmful 
or benign depend upon Deep Belief Network (DBN) has been 
developed and categorize the application itself after malware 
or benign using Random forest algorithm. This pipeline is 
used to detect a malware in a smart device with acceptable 
QoS. 
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