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On the Secrecy Outage of Wiretap Channel

Reshmitha Bethi,

Abstract: In wireless data transmission, providing security over
communication channels has become a growing concern.
Traditionally cryptography is used to provide secrecy. However,
physical layer studies show that it allows a huge potential in
providing secrecy. In this paper, secrecy outage probability is
derived for Rician fading channels. A new secrecy metric
Generalized Secrecy Outage Probability(GSOP) derivation is
considered to overcome the limitation of traditional Outage
probability for both passive and active cases of eavesdropping.
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I. INTRODUCTION

The Information-theoretic study differentiates the main
channel from the eavesdropper channel by developing
comparative metrics between both channels, such as channel
capacities and signal to noise ratios(SNR). It was understood
that randomness is one of the main elements in the physical
layer security implementations. In this paper, we shall study
the effectiveness of fading in providing secure
communication. Shannon’s cipher system [1] was the first
model considered with metrics such as entropy, mutual
information, and conditional entropy. Shannon’s notion of
perfect secrecy depends on Eve’s capacity to decode D from
X where D is the original message and X is the code word
obtained after encoding message with a key, K. Thus, K
played a mgjor role in his studies. When entropy of K is
greater than D, perfect secrecy is achieved. Shannon’s work
was extended by Wyner[2] later by Csiszé&r and Kdrner[3].
They proved the existence of the channel codes which
resulted in the possibility of secure and reliable transmission
when we consider discrete memoryless channels. These
codes are called wiretap codes.

Perfect secrecy is defined as zero mutual information;
compromising this perfect secrecy condition, strong secrecy
isdefined as zero information leakage; Weak secrecy iswhen
the information leakage is zero on average but not on each
channel use. Their studies were extended to Gaussian wiretap
channels. In [4], term secrecy capacity Csisdefined and was
understood that it is the difference between the capacities of
the main and wiretap channels. The limitations of Gaussian
wiretap channels can be overcome by considering
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communication schemes exploiting feedback such as secret
key agreement schemes by Maurer [5]. Thangarg et a. [12],
shown how low-density parity-check(LDPC) codes can
achieve the secrecy capacity of the erasure wiretap channel in
an asymptotic manner. These codes are shown to be used in
providing perfect secrecy communications at rates below the
secrecy capacity of other channels. Transmission and power
rate alocation schemes were presented for secure
communication through fading channels by Gopalaet al. [7],
Liang et a [8], and Li et a [9], in which an ergodic secrecy
capacity of fading channels was derived. Parada and Blahut
[6] established the secrecy capacity of various degraded
fading channels. Barros and Rodrigues [10] provided a
detailed characterization of the outage secrecy capacity of
slow fading channels, and in such channels, it is shown that
information-theoretic security is guaranteed by fading alone,
and this is true even in the case where average
Signal-to-noiseratio (SNR) of alegitimate receiver—without
the need for public communication over a feedback channel.
Later in [13], Rician fading channels are considered and, a
closed-form expression for strictly positive secrecy capacity
(SPSC) isderived.

[I. SYSTEM MODEL

We consider the wireless system setup depicted in Fig.1,
where a legitimate user (Alice) wants to send a message to
another user (Bob). A third party (Eve) is also capable of
intercepting the information. And it is also considered that
Alice has channel side information of Bob but does not have
CSl of Eve. Here we consider quasi-static fading channels.

X hag Y
MESSAGE —» ALICE » BOB » D=D
D
N B //ﬂ
Pas \\\.\: ( 3/ hep
BVE | » DzD
Fig.1. System model
Message D is encoded into code word X=

[x(1),x(2),..x(i)...x(n)] which is transmitted through a
quasi-static  fading channel. Y is the output of the main
channel (channel between Alice and Bob) received at Bob.

Y=Xhyp+Ny, (1)
h,p is the channel fading coefficient between Alice and
Bob. N, is the zero-mean circularly symmetric complex
Gaussian noise of the main channel. The third party i.e. is
Eve, is capable of eavesdropping the signal sent by Alice by
observing the channel output of another independent fading
channel. Z is the output of the wiretap channel (channel
between Alice and Eve) received at Eve.
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Z=XhggtN,, (2
h,g is the channel fading coefficient between Alice and
Eve. N,, is the zero-mean circularly symmetric complex
Gaussian noise of wiretap channel.

Theinput is subjected to a power constraint that is
1

SN EIXDP] < Py

where P, corresponds to average transmit signal power, E[¢]
is the average value. Fig.1. depicts the system model for
active eavesdropper that is Eve interrupts the communication
between Alice and Bob. P; is the jamming power used by
Eve. h, isthefading coefficient of the channel between Eve
and Bob . When P; =0 then that means Eveis passivei.e., not
interrupting the communication. Here we now consider
passive Eavesdropper case.

Secure communications over quasi-static channels are
determined by instantaneous fading realization. The
instantaneous signal-to-noise ratio (SNR) at Bob’s receiver is
thus given by

M= P, |hagp|?/Ny (3
Likewise, the instantaneous SNR at Eve’s receiver is given

by
W= Pt|hAE|2/NW 4

1. SECRECY PERFORMANCE ANALYSIS

In the following Secrecy outage probability (SOP) and
Generalized secrecy outage probability(GSOP) are derived.
We consider Rician fading in the main channel, then the
probability density function (PDF) of M takes the following
form

fu(@m) = a(l + ky,) exp(—ky,) exp[—a(l + k,,)m] X
Ih[2/aky, (1 + kp)m], (im = 0)(5)

Where a=1/E[M], k,, isthe Rician factor defined astheratio
of signal power of the dominant path to the sum of the
scattered path. E[M] is the average of M.
The cumulative distribution function (CDF) of M can be
expressed as

Fy(m) =1-0Q,(\/2km,\/2a(1 + k)m)  (6)

Where Q,(e,*) isfirst-order Marcum Q function defined as

0@ p) = J; xew [~ (F29) | (e dx (7)

Where a, are non-negative real numbers and I,(e) is
modified Bessel function of the first kind of order zero.
Similarly, when we consider Rician fading in the wiretap
channel, then the PDF and CDF of W respectively are

fww) =b(1 + k) exp(—k,,) exp[—b(1 + k,,)w] X
Iy[2/bk,, (1 + Kk, )w], (w = 0)(8)

Where b=VE[W], k,, is the Rician factor of eavesdropper
channel, E[W] stands for the average of W.

Fy(w) =1—0Q,(2ky,y/2a(1 + k,)w) 9)

according to [4] the secrecy capacity of the quasi-static
fading channel is

2 2
C, = %log (1 + —lhA:IL Pt) - %log (1 + —lh‘;\fvlvpt) (10)
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Here the secrecy capacity for one realization of the
quasi-static fading channel, from equations (3), (4) and (10),
isgiven as
C. = {log(l +M)-log(1+W),M > W)
s Lo M <w)
A. Secrecy Outage Probability
Secrecy outage is the probability of secrecy capacity less
than some target secrecy rate and is given as
PO(RS) = P(Cs < Rs)
where Rsisthe target secrecy rate.
The secrecy outage probability is given as the following

Py=1-P

(12)

Where, P isthe probability of secrecy capacity
P Cs :P(CS > T)
Here Pr(*) is the probability function, which implies

Pe, = P(log =2 > R,)

1+W

(13

1+ M
Pe, = P[l +W> exp (Rs)]
=P[M > (1 + W) exp(R,) — 1]
= [ fuw fu (m)dm] dw
0

J;1+W) exp(Rg)—1
Using the property of a probability density function that is

Fe(o) = f fe()dx

1- Fe(x) = f feGOdx

We obtain as the following
Pey = [ ) (1= By (14 W) exp(R) — 1))aw
0

=b(1 + ky)exp (—ky,) X [ exp[-b(1 + ky,)w] x
Io[2/bk,, (1 + k,)w] x
Q:(y2km,+/2a(1 + k) [exp(Ry) (1 + w] — 1) dw

When the value of k,,, or k,, becomes zero the Rician
distribution becomes Rayleigh distribution. Different
combinations obtained are as follows

1. Rayleigh/Rayleigh (k,, = k,,=0)
2. Rayleigh/Rician (k,, = 0,k,, > 0)
3. Rician/Rayleigh(k,, > 0,k,, = 0)
4. Rician/Rician(k,, > 0, k,, > 0)

(14)

Equation (14) can also be used to characterize the following
four cases. The first case can be reduced after substituting
k., = k,,=0, asthefollowing
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Py
=1- bf exp[—bw]exp (—
0

2a(expR;(1 +w) — 1) d
2 ) v

=1- bf exp[—bw] exp(a — aexp(R)
0
— aexp(Ry)w) dw

=1-b f expla — aexp(Ry)] exp(—b — aexp(R;)e) dw
0

[ee)

=1 — bexpla — aexp(Ry)] f exp(—b — aexp(R,)w) dw

0

__ b+aexp(Rs)—bexp(a—aexp(Rs))
- b+aexp(Rs)

(15
The second case can be reduced as the following after
substituting k., = 0,k,, > 0

Po=1-b(1+k,) X exp (—k,,) f, exp[—b(1 +

k)W) X Io[24/bk,, (1 + k,,)w] x

Ql(O,\/Za[exp(Rs) 1+w]- 1) dw (16)

The third case can be reduced as the following after
substituting k,,, > 0,k,, = 0

Py =1 — bexp (0) fmexp[—bw] x I,[0]
0

X Qy (\/ka,\/Za(l + k,)[exp(h) (1 +w] — 1) dw

Pp=1- bfooo exp[—bw] X
Q:(V2km,+/2a(1 + k) [exp(Ry) (1 +w] — 1) dw  (17)

The fourth case (k,, > 0,k, > 0) can be given as the
following

Py =1-b(1+k,)exp (—k,,) [, exp[-b(1 +

k)Wl x Io[2y/bk,, (1 + k,,)w] x
Q:(y2km,+/2a(1 + k) [exp(Ry) (1 +w] — 1) dw  (18)

The drawback of secrecy outage probability is it doesn’t
consider decodability of an eavesdropper, and cannot
characterize how much information was leaked when the
outage occurs. Thus a new metric was considered. General
Secrecy outage probability(GSOP) [16] is the new secrecy
metric that establishes a link between the secrecy outage
probability and the decodability of the message by the
eavesdropper. Fractional equivocation (A) was considered in
this metric. Thisis defined as

H(D |2)

A= =0

(19)
D is the message sent, Z is the message Eve received. A
guantifiesthe level at which Eveis confused.

General Secrecy outage probability is defined as

Pesop = P(A< a), O<a<l (20)

Where 0<6 <1 is the minimum acceptable fractiona
equivocation. Classical secrecy outage probability is simply 0
= 1. 1-A gives the ratio of information leaked to eve to the
entropy of the origina message.
From [16] we have

1, if W< 2Rb~Rs _ 1
A= w’lf 2R0Rs 1 < W < 2Rb —1 (21)
0, if 2R—1<w
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GSOP translates to P (A <0) =P (1 — A>1—0), which tells us
the probability of information leak greater than value 1- 6.
B. Generalized secrecy outage probability for passive
Eavesdropper
GSOP in terms of SNR of eveisgiven as
Pgsop=P(LE 0D < )
=P(R, —log,(1 + W) < R,q)
=P(log,(1 + W) > R, — R,0)
=P((1 + W) > 2Rp=Rsx)
=P(W > 2Rv=Rsx _ 1)
Let 2Rp=Rs« — 1 =g
Pgsop=P (W =6),

_p (1hagl*Pe
P(W >0)=P (—NW >0)
GNW)
Py
9NW>
Py
Let 2 = 4
Pt
=1— CDF(A)

0<0<1 (22)

= P (Ihusl? 2

=1—CDF<

(23)

Where |h,g|? is fading coefficient of wiretap channel, P, is
the transmission power.

GSOP for Rician and Rayleigh distributions as follows

For Rician distribution, the GSOP is given as

Posorcen = 1= (1= @ (V2R /2D +16,4))

=Q1(y/2ky, /2b(1 + k,,)A) (24)
For Rayleigh distribution, the GSOP is given as
A
Pesop(ray=€ w (25)

C. Generalized secrecy outage probability for active
Eavesdropper

Till now we have considered the passive Eavesdropper
which means eve does not interrupt the communication
between Alice and Bob. Now we will consider the active case
of Eavesdropper where eve tries to disturb the
communication between Alice and Bab.

The GSOP from equation(22) is given as Pg50p= P (W =0),
for an active case
_ |hagl?P;
" Ny +BP
Where |hyg|? isthe fading coefficient of wiretap channel, P,
is the transmission power and P; is the jamming power.
Pgsopa=P (W =0)

:P(lhAElzpt 2 6)

Nw+ﬁP]
Ny, + [P; )0
=P |hye)? = M)
Py
Ny + BP; )6
1 — CDF M)
Py
|_et (Nw+ﬁPj)9 _ B
Pt
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Pgsopa = 1 — CDF(B) (26)

In Active case, GSOP for Rician and Rayleigh distributions
are asfollows
For Rician distribution, the GSOP is given as

Pesoparn =1 — (1 -0 (\/ka.\/Zb(l + kw)B))

=Q,(y/2ky,/2b(1 + k,,)B) (27)
For Rayleigh distribution the GSOP is given as
B
Pssop(ray = € EW) (28)

These equations are analyzed to observe how GSOP varies
depending on different conditions.

IV. RESULTSAND DISCUSSION

Here the results for different cases are plotted
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Fig.2. YE(M)( &) vs Secrecy outage probability, when
k,, = ky=0 from Equation.(15) ),b=10,, R¢=0.5.
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Fig.3. VE(M) (&) vs Secrecy outage praobability when
Ky, = 0,ky > 0 from
Equation.(16),b=10, ky, =6, R¢=0.5.
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Fig.4. VE(M) (@) vs Secrecy outage probability, when
k,, > 0,ky = 0 from equation.(17)
b=10, k,, =6, Rg=0.5.

From Figs.2-4 we can observe that as a i.e,, YE(M) and
Rican factor of wiretap channel (k,,) are increasing secrecy
outage probability(SOP) isincreasing and as k,,, isincreasing
SOP is decreasing. In Fig.3. and Fig4. k,, or k,, appear
exclusively and show different trends. Asfor k,, itsincrease
means that the direct path between Alice and Bob is possible
which results in the decrease of SOP. In the case of k,, its
increase the direct path between Alice and Eve thereby
increasing SOP.

GSOP

Passive
B Eavesdropper

06 !

05F 1
1
’I
04f —8— =03
-0 0=0.5
- - 6=t

03 1 I 1 I 1 1 I T
10 20 30 40 50 60 70 80 90 100

pt
Fig.5. GSOP vs P, for passive and active eavesdr opper
Ricain fading from Equations.(24) and (27)
a=1, Ny=1, k,, =2, =1, P;=10dB.
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Fig.6. GSOP vs P, for passive and active eavesdr opper
Rayleigh fading from Equations.(25)and (28)
a=1, Ny=1,E(W)=1, =1, P;=10dB.
From Figs.5-6 it is observed that GSOP increases as
transmitting power(P;)increases and as 0 increases GSOP
decreases. 0 is the highest value of SNR of Eve allowed.
GSOP is the probability of SNR of Eve greater than the
allowed value theta. Higher 6 would reduce the range of
values that outage probability could be risked to, which
reduces the GSOP which we observe in Figs5-6 SNR is
proportional to P;, so as P, increases probability of SNR
greater than theta increases thus GSOP increasesin Figs.5-6.
We observe thisrelation.
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Fig.7. GSOP vs P, for active eavesdropper Rician fading
from Equation.(27) a=1, Nyw=1,E(W)=1, =1, P,=10dB.
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fading from Equation.(28)
a=1, Ny=1,E(W)=1, =1, P,=10dB.
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From Figs.7-8 we can observe that as jamming power (P;)
increases GSOP is decreasing and as 6 value increases GSOP
is decreasing.

1

0.9 F

0.8 [

0.7}

GSOP

0.6 Active Eavesdropper

Passive Eavesdropper

0.5

6=0.3
———————— 6=0.5
----6=1

B it SRR SRR LS.

0.4 r
y - - O

0.3 ! L . .
0] 1 2 3 4 5 6
kW
Fig.9. GSOP vsky, for passiveand active eavesdropper
Rician fading from Equations.(24)and (27)

a=1, Ny=1, B=1, P,=10dB, P;=100B.

From Fig.9 we can observe that as Rician factor of Eve
(k,,)increases GSOP is increasing and as 6 value increases
GSOP is decreasing.

V. CONCLUSION

We have analyzed secrecy outage probabilities of Rician
fading channels and observed how outage probability is
affected by different factorslike average SNR and the Rician
factors of the fading channels . A new secrecy metric called
GSOP is derived to overcome the drawbacks of secrecy
Outage probability and how the GSOP is affected depending
on transmission power(P;), jamming power(P;) and Rician
factor(k,, ) is observed. It is shown that as theta value
approaches one GSOP decreases and doesn’t fall below 0.9 in
the passive eavesdropper. Till now a passive case of the
eavesdropper is considered where eve doesn’t disturb the
transmission between Alice and Bob. We considered the
active case of eavesdropper and observed that in the active
case too, as theta value increases GSOP decreases, but its
value is reducing below 0.9.

Thiswork can be extended to a case where both channels
follow rician fading and also can be extended to other fading
channels like Nakagami, k-u fading. Furthermore, work can
also be extended to the different system model, for example,
MIMO systems communications where Alice, Bob and Eve
can have multiple antennas.
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