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Abstract: Attackers, spread all around the world, have become
a major threat to SCADA systems, since they started using
opened-standard networks, integrated to corporate networks and
accessing the Internet. It istruethat there are also many different
security solutions and techniques available, such as firewalls,
encryption, network traffic analysis and a few others, though,
intruders still managed to gain access and control delicate
systems. Pointed as a non-invasive solution, intrusion detection
systems (IDS) are able to monitor and report activities of any
anomaly or strange patterns. However, dueto the lack of SCADA
network traffic data, such 1DS solutions are still primitive and
based on just well-known vulnerabilities and attacks, where a
dedicated I1DS is necessary to properly protect SCADA in water
distribution systems. This study highlights SCADA wulnerabilities
and security issues, through a qualitative approach, using known
attacks and examples in security as case studies and aiming to
present scenarios on this issue, as well, an overview of today’s
SCADA wulnerabilities and main threats. Results show that the
identification of Intrusion Detection Systems (IDS), with their
approaches and types, also widely implemented in regular IT
networks, help on providing a higher security level and identifying
abnormal traffic data. Such systems have indeed shown a good
success rate on identifying malicious traffic in SCADA networks,
mainly because of their evolution to Ethernet and open
communication  protocols. Based on these singular
characteristics, studying SCADA networks and their
communication protocols is seen as a major factor to properly
develop robust security mechanisms and tolls.
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. INTRODUCTION

Attackers, spread al around the world, have become a

major threat to SCADA systems (Supervisory Control and
Data Acquisition), since they started using opened-standard
networks. It istrue that there are also many different security
solutions and techniques available, such as firewals,
encryption and a few others, though, intruders still managed
to gain access and control delicate systems. Pointed as a
non-invasive solution, IDSs are able to monitor and report
activities of any anomaly or strange patterns. However, dueto
the lack of SCADA network traffic data, such IDS solutions
are dill primitive and based on just well-known
vulnerabilities and attacks, where a dedicated IDS is
necessary to properly protect SCADA in water distribution
systems[1]. A deeper approach to SCADA security risks
and vulnerabilities, shows that such systems were mainly
designed to give an answer to efficiency rather than security,
where it was used closed networks with a really low risk of
attack. Though these networks were initially developed and
thought to be working in an isolated way from other
communication networks, today’s pictures show a total
different scenario, where SCADA systems started to be
integrated into corporation networks and the I nternet, through
the use of TCP/IP communication networks and
open-standard protocols. This new reality, brought new
vulnerabilities and attack vectors became available and easier
to explore. Recent studies confirm that attacks have
unfortunately increased over the years, where, before the year
of 2000, nearly 70% of the reported events were related to
attacked from malicious insiders. On the other hand, after
2001, the top 70% reported events were related to attacks
executed from outside of the SACADA network. Cases where
an attacker gains access to the system’s network, since it may
be possibleto gain control over the entire system and devices,
may result in serious damages, financial losses and, in a
deeper approach to water systems, have also a high impact on
human health, putting lives in danger[2]. Designed to
maintain a high level of performance, SCADA
communication protocols do not have strong security toolson
their own, using just simple mechanisms that are not able to
properly protect the communications, and, consequently,
opening ways for attackers to succeed [3]-[5]. [6] state that
the low SCADA security level is directly related to financial
issues, where are based in less expensive TCP/IP, Ethernet
and Microsoft Windows systems that have a large number of
known vulnerabilities and security problems.
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It is possible to identify two different categories of SCADA
security issues, being the first one related to terrorist attacks
and other direct security threats and the second one related to
indirect security threats, including spyware, virus and other
threats on the software level. Moreover, [7] points that on
SCADA, security issues are mainly related to the legacy
problem of outdated operating systems and other software,
that is not always easy to update or patch, since the system
must be in operation 24h aday, 7 days aweek. Also, systems
are not redesigned for many decades.

Their nature, controlling and monitoring critical industrial
infrastructures makes it difficult to apply security patches,
where a test environment is, apart from expensive, almost
impossible to maintain and a simple patch, if not careful and
properly applied may result in the disruption of the service or
even ends opening more vulnerabilities or back doors. Such
concerns make SCADA systems to still work on old and
outdated software that are, most of the time, no longer
supported by their developers and vendors. Countermeasures,
similar to the onesimplemented on regular I T systems, are not
easy to apply. SCADA is a sensitive system where a simple
break on the communication may result in grave danger and
damages. Some of the existing countermeasures, such as
cryptography algorithms, like [8], [9], require extreme
caution and their implementation must be carefully followed.
However, some mechanisms are indeed able to protect
SCADA systems without putting them in a danger stage,
including firewalls and intrusion detection systems. Also,
VPN connections and dedicated lines are pointed in away to
promote SCADA security. Though, firewalls are not efficient
when the attack vector is an authorized computer outside or
inside the automation system that has already been corrupted
[10]. Taking the example of an authorized engineer that can
use his laptop connected to a SCADA LAN, if the laptop is
infected by malware, may allow unauthorized access to the
system [11].

As it was mentioned before, IDS systems are one of the
countermeasures that can be applied to SCADA networks,
however, current IDS techniques are till in their embryonic
stage and far from achieving their maturity. Classica
Signature-Based approaches are primitive for such critical
systems [12], confirming the need of development of
well-tailored and dedicated intrusion detected system to
SCADA and automation systems in water distribution [10].
There are many different Model-Based intrusion detection
techniques proposed for SCADA networks, however, almost
none of them can actually be implemented in real systems
[13].

A. Research Objectives

This paper highlights SCADA systems used on water
distribution systems’ (WDS) control ana management, aiming
to answer the following questions and objectives:

1) To understand the different SCADA modules and
characteristics,

2) To understand the different possible security approaches
capable to protect SCADA systems without compromising
their normal performance.

Il. LITERATURE REVIEW
Many different attacks, including denial-of-service,

flooding and code injection that were not anissuein old times,
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are now possible threats to SCADA networks using opened
communication standards and protocols. The example of the
Stuxnet that, in 2010, attacked the Iranian SCADA system
controlling the uranium enrichment, came to give a warning
that new SCADA networks are in need of a high level of
security and protection. The malware damages all databases
and infected not just the Iranian SCADA, in 2010, but also a
larger number of other systems, since 2009, where more than
100.000 infections were registered aso in Indonesia and
India. Apart from destroying the system databases, no other
major consequences were registered and no lives were put in
danger. Though, this malware, came to aert the major risk
that modern SCADA systems are facing, if robust precautions
and countermeasures are not developed and properly
implemented [14]. There are aready a few studies focusing
SCADA networks’ security and privacy, including
mechanisms such as fireworks and cryptography. The study
developed by [15] isagood example on the analysis of some
possible security solutions for SCADA systems, focusing on
its unicast, multicast, broadcast and polling communications.
The authors apply secure cryptographic algorithms, including
theRSA, AES and SHA2 hash to the different communication
types, in a way to protect the communications among the
different SCADA devices. They declare that the experiment
results presented a good efficiency of the system, while using
cryptography, highlighting that unicast communications were
able to achieve around 91% of the norma system
performance, when no algorithm is applied. Though, the
authors do not mention any information of the impact rate that
those algorithms may cause to the communications neither to
their possible application to wireless sensors and other low
powered devices with low computational capabilities. Taking
the lack of security in traditional SCADA communication
protocols and standards as the study foundation, [16]
described 1EC62351 and AGA-12 as the new SCADA
standards that offer a higher security level for the
communications, however, such standards also show a lower
system performance. Due to the use of cryptography that
demands messages encryption and  decryption,
communications are performed in a much lower rhythm,
decreasing the normal processing and communication time
and, consequently, turning the system slower and with alower
performance. In away to addressthisissue, authors propose a
lightweight algorithm, using a public key structure (NTRU),
to allow end-to-end security. Their results declare a better
system performance, when compared to the traditional RSA
and ECC agorithms, included on these new SCADA
standards, and faster encryption and decryption process.

Another important cryptographic approach is presented by
[8]. The authors take advantage of the Elliptic Curve concept
of the DiffieeHelman to develop an algorithm that uses
sessions keys in the master station. This study uses a
decentralized key distribution model, taking into
consideration the low computational capabilities of dave
stations and remote devices. Results show a comparison
between this solution and other similar ones,
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where, in this case, it was achieved a lower delay time and
energy consumption. Early SCADA IDS solutions were
basically monitoring techniques able to detect abnormal
behavior of the system and most studies used to focus on
lightweight model algorithms and fuzzy techniques to detect
such abnormal symptoms. According to those studies,
intrusion patternsin SCADA networks are needed and may be
developed through traffic correlation and system
configuration for man-in-the-middle attack monitoring.

Among the existing studies in thisfield, the major research
methods highlight the use of white and blacklist rules, the
need of real industrial network traffic analysis and the need of
automated rules production to given an answer to large
networks [17].

[18] stated that installation of a dedicated and up to date
IDS system in SCADA networks perimeter or intersection
may significantly increase the protection and security levels
not just in the network, but also to the entire system.

(1. METHODOLOGY

This study is performed in a qualitative way, focusing on
known attacks and examples of SCADA security mechanisms
as case study. A gualitative approach makes it easier to
achieve results and answer the initial objectives and research
guestions, using international documents, articles and books
as may data source. The study provides an overview of
todays’ SCADA threats and vulnerabilities, highlighting some
countermeasure and cryptographic solutions, through a
qualitative analysis [19]-[25].

IV. RESULTSAND FINDINGS

Intrusion detection system, as mentioned by [7], is a
mechanism that can be applied to improve SCADA systems
security. Recently, intrusion detection systems, or IDS, are
being proposed to help network administrators to analyze the
security risks and detect attacks against their SCADA
networks and SCADA systems [13], [26].

Like on SCADA, IDS systems are widely implemented in
regular IT networks, in order to identify abnormal traffic data.
Such systems have indeed shown a good success rate on
identifying malicious traffic in SCADA networks, mainly
because of their evolution to Ethernet and open
communication protocols. Though, there are also weak points
related to this type of security mechanism, where specific
attacks to communication protocols and devices are not
correctly identified. To address this issue, an effective IDS
system must be able to inspect and analyze SCADA message
payloads [13].

Most SCADA systems have dready included a firewall
device, protecting the system and network by specific actions
and rules. Analogically speaking, afirewall can be seen as a
protecting wall, providing a secure access to and from
outside. On the other hand, an IDS system can be seen as
cameras and sensors that constantly monitor the place. It is
usually composed by a management console, to manage and
report intrusions, and the sensors that work as agents,
monitoring network devicesin real-time [11].

Historically speaking, there are different types of intrusion
detection systems, classified according to their nature and
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way of working [27]. [13] classify IDS systemsinto two main
categories: Signature-Based and  Anomaly-Based.
Signature-Based approaches are designed based on known
attack patterns and are used as rule sets, such as the ones used
by Snort IDS. Incoming traffic is then compared to these
rules, in order to identify abnormal traffic among the normal
one[13], [27].

Contrasting with the previous category, Anomaly-Based
methods are based on the idea of normal behavioral profiles,
flagging divergent profiles during intrusion detection. This
type of approach often returns a high false alarm rate, when
detecting new attacks[13], [27]. Itisalso commonto find IDS
systems categorized as Host-Based (HIDS) and
Network-Based (NIDS). When compared, a Host-Based IDS
system assumes the responsibility of monitoring the behavior
of asingle host, while a Network-Based IDS system collects
evidences through network traffic data analysis [11], [12].
[28] consider the combination of these two IDS categories as
the best way to protect SCADA networks against
cyber-attacks, though, they are still too immature to be widely
deployed. Also, it ispossibleto identify aweak point in HIDS
that must be improved, when it may fail to correctly detect an
intrusion in case the host is compromised. In conventional
IDS systems, the paradigm of denying access to malicious
packets by dropping them or their root is entirely accepted.
However, due to their critical nature, such paradigm is not
acceptable in SCADA networks. SCADA systems require
regular and constant communications among devices and
controllers, where an unavailable root or packet may
compromise the entire system, resulting in catastrophic
consequences [18].

Intheir study, [12] highlighted the existing weaknesses and
singular characteristics of SCADA systemsthat must be taken
into consideration before the implementation of an IDS
system. SCADA main components, such as PLCs and RTUs
have usualy low computational and memory capabilities,
making them not suitable to alocate a HIDS that must be
installed on the host itself for it to be analyzed. On the other
hand, NIDS sensors can be installed in a separated machine
connected to the network to be monitored. Such approach can
be easily integrated with the SCADA system, where it is
necessary to understand and anayze communication
protocols. However, in their current implementations,
SCADA communication protocols, which were initialy
designed to work in serial communications, are embedded
into TCP packets’ payloads. Traditional NIDS, such as Snort
and Suricata[13], have no capability to understand well those
protocols and only recently a set of ad-hoc rules and
pre-processing modules have been turned available for
SCADA attacks detection. Such approach misses the most
significant potential threats to SCADA networks as they do
not analyze SCADA protocol messages. [29] state that the
performance of current IDSs is still too poor when compared
to the increasing number of existing vulnerabilities. Many
IDS are based on expert rules that are manually designed and
created, describing only known attack signatures.
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The authors developed a framework to better analyze the
technical challenges in general 1DSs, based on machine
learning, including the data acquisition and feature extraction,
real-time detection and machine learning. Sharing SCADA
traffic datais a vital factor to better improve IDSs, analyzing
security risks and develop appropriate security solutions.
However, privacy of communicationsis a big concern among
SCADA owners, making difficult to obtain traffic data to be
analyzed and, consequently, resulting in less robust IDSs.

A key challenge with SCADA traffic data is the large
number of variables and attributes that must be analyzed,
including categorical attributes with unranked nominal
values, numerical byte counts, categorical protocols and
hierarchically structured IP addresses [26]. Penetration
attacksin SCADA systems are also rarely reported, dueto the
sensitive nature of these systems, therefore, network traffic
and logged data are not turned publicly available for security
experts to analyze and discover possible solutions.

In order to address the issue of the privecy in the
communications, authors developed a framework (privacy
preserving framework) capable of satisfying the privacy
requirements while maintaining sufficient data utility.
However, the research was limited due to the lack of proper
modelling tools and had an issue related to the computational
time problem, forcing the use of paralledl computing with
multi-core-CPUs and GPUs. Once again, [30] state that
SCADA security is a magjor role to properly protect and
manage critical industrial infrastructures and must be
carefully implemented to avoid not just possible attacks, but
also damages to the system that may cause catastrophic
results. Asso, authorsfocustheir study on the use of Intrusion
Detection System, highlighting their major importance and
identifying them as major tools to properly find, track and
control malicious events on the system and its networks. The
authors devel oped an anomaly detection mechanism that uses
traffic periodicity as base, where this periodicity is the key
factor for any DoS and information gathering attacks (Fig. 1).
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Fig. 1. Periodicity Based Anomaly Detection in SCADA
Networks— Sour ce: (Barbosa et al., 2012)

On their research, [31] wanted to address four attack
categories (reconnaissance, response injection, command
injection and denia of service) through the investigation of
traffic periodicity and telemetry patterns on SCADA network
traffic, because they state that the majority of SCADA
network traffic presents periodic patterns. To fulfil their
objectives, the authors started creating an analyzer algorithm,
abletoidentify the periodicity characteristics and designed an
auxiliary module to analyze telemetry patterns.
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[32] state that intrusion detection in real-time is yet a
problem without a concrete solution. For critical systems such
as SCADA networks, the inexistence of a strong defense
mechanism able to cooperate with another security
mechanism for intrusion detection may result in false positive
alarms or mistakes on the origin of the intrusion and,
consequently, put the entire system in a high-security risk.
The authors also state that the effect of the most known
attacks may result in devastating costs on SCADA systems.
Therefore, to properly address this issue, they identify the
development of an IDS system specifically design to SCADA
systems and networks, able to ensure adequate balance
between high accuracy, low false alarm rate and reduced
network traffic over-systems, as a must [32]. Protecting
SCADA systems and networks against cyber-attacks and
other types of threatsis a pertinent theme with importance not
just to smart water systems, but also to other types of
industries [33].

A more recent study, done by [34] focus the use of
Intrusion Detection Systemsin wireless sensor networks used
on industrial environment (WISN), namely the ones used on
SCADA systems.

The authors state that WISN are seen as one of the main
targets for attackers, suffering from the same type of security
issues and security threats that affect classical wireless sensor
networks (WSN). [34] also state that, in SCADA systems, due
to their singular nature, controlling sensitive and critical
infrastructures, attack consequences may result in simple
network accesses, but also in a complete control and
shutdown of the entire system.

Thisisamajor concern, since it may affect many different
areas, such asfinancial and economic and, in worse scenarios,
human lives. In order to addressthisissue, the authorsidentify
the need of Intrusion Detection Systems, associated to
cryptographic and secure authentication mechanisms as main
security features to be implemented.

However, such mechanisms and techniques cannot be
applied to WSN in the same way they are used in classic
wireless networks, as they have several characteristics, such
as low processing power and low energy consumption needs,
demanding primary adaptation.

An efficient Intrusion Detection System must be able to
collect and analyze al exchanged packets in both local and
end-to-end communi cations.

Based on this fundamental principle, [34] focused on the
development of an IDS scheme, specially designed to
networks used by SCADA systems, building a wireless
backbone to increase the network security. The study held by
[35], focuses, once again, on anomaly detection system
applicable to SCADA networks and its communications, but,
this time, not emphasizing intrusion detection systems in
particular, but different anomaly detections applied within a
resilience framework. Their results show, in 2014, anincrease
of 100% of SCADA’s cyber-attacks, when compared to the
previous year, concluding that thisis due to alarge number of
vulnerabilities applied to new opened networks that are now
being used by SCADA systems and that security mechanisms
are still not robust enough as it was expected.
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Specific devices, such as master terminal units and remote
terminal units, are also threatened by possible vulnerabilities
exploitation, taking advantage of the weak authentication
mechanisms available on communication protocols (Modbus,
DNP3 and Profibus). Therefore, [35] state that prompt
anomaly detection in SCADA systems and its supporting
communications infrastructure is a critical issue that must be
addressed as soon as possible. This study, however, was
performed in a laboratory environment, where datasets were
obtained through the simulation of real anomalies and normal
activities in gas pipeline, controlled by a SCADA system.
Results may be different if the techniques are applied in red
time systems.

Recent studies focus a State-Base approach to a dedicated
SCADA IDS protection. As described by [10], [11] the
normal devices state can be used to detect attacks and
anomaliesin the network. [17] states that a Status-Based IDS
is capable of detecting a single Modbus packet attack by
analyzing the normal operation of the system. Also, [28]
states that this approach is more advanced than a
Signature-Based NIDS, since it monitor the states of a
SCADA system, detecting a complex attack through traffic
analysis and keeping track of the system states, comparing
them with the stored rules. Critical state rules represent the
combination state of related control devices, where an attack
isidentified if thiscombinatorial state achievesacritical state
for the system. A good example on this IDS approach was
studied by [11], however, the author focused just SCADA
systems for power grids.

The study performed by [12], focuses specifically on
Modbus and DNP3 protocols and how a state-based intrusion
detection system could be done. The authors state, once again,
that classical signature-based IDS approaches are considered
primitive, in relation to SCADA and other industrial systems,
since they are able to protect against single packet-based
attacks only, where protection related to more robust and
strong attacks is ill not enough. Moreover, authors also
highlight the issues brought by the use of modern
technologies to improve performance in SCADA systems,
opening the systems to a large number of vulnerabilities and
security issues. On their study, they present an approach to the
design of a state-based IDS system to protect Modbus and
DNP3 SCADA networks, aiming to protect them from more
complex attacks than the ones approached with
signature-based rules. The solution, however, uses a virtual
representation of the real system, being in constant contact
with it and updating its virtual database, not just based on the

D
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network traffic, but also from the real values of the system,
which may result in a vulnerability by itself. Focusing on the
same solution, [36]-[38] propose a specia language for
state-based DS rules and packet capture, however, such rules
must be manually created and do not respect system privacy,
where data, such as|P addresses, are kept visible. In addition,
authorsdo not use any type of database encryption, putting the
system itself in a vulnerable level. Their solution requires a
pre-design organization of rules, so all SCADA components
are properly addressed.

V. CONCLUSION

Based on many different scholars, it ispossible to highlight
some of the main issues SCADA systems are facing, due to
their evolution to TCP/IP networks. Not just the number of
vulnerabilities is higher, by the no existence of security
mechanisms on its communication protocols and the lack of
patching and updating of operating systems that work 24h a
day, 7 days a week, the systems are constantly put in a great
danger. Security mechanismsare till primitive and not robust
enough to protect such sensitive systems. The use of
traditional security tools does not properly protect SCADA
and the use of cryptography must be applied with special care,
since they may disrupt communication among system’s
components. Also, sensors are not powered enough to dedl
with robust cyphers, neither algorithms, making cryptography
adifficult solution. Moreover, the lack of network traffic data,
dueto privacy issues, turnsit difficult to properly develop and
design security solutions dedicated to SCADA, where the
study of traditional anonymization agorithms and their
combination into a dedicated anonymization tool may
increase privacy level and give SCADA owns abetter comfort
on providing their systems’ network traffic data to be used on
research. Existing IDS rules for SCADA systems are still not
robust enough and based on known attack signatures. IDS is
pointed as one of the best possible solutions to increase
SCADA networks security.
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