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Abstract: Cryptography plays a major role in the network 

security. In order to secure the data one must do encryption of the 
original message. In this paper, the design and analysis of high 
speed and high performance BLOWFISH algorithm is 
implemented in VHDL coding and compared with AES 
(Advanced Encryption Standard) algorithm. The BLOWFISH 
algorithm involves the process of giving the data and key as input 
to the encryption block. BLOWFISH encryption algorithm is 
designed and programmed in VHDL coding. Then it is 
implemented in Xilinx 10.1. This research is carried in the 
following steps: designing of encryption algorithm, writing VHDL 
code, simulating the code on “ModelSim altera 6.5e”, 

synthesizing and implementing the code using Xilinx’s ISE 

10.1.This research aims in developing flexible and technology 
independent architectures in the areas of VPN software, file 
compression, public domain software such as smart cards, etc. 
Also presents the comparison of BLOWFISH and AES 
algorithms. Experimental results show that BLOWFISH 
algorithm runs faster than AES algorithm while both of them 
consume almost the same 

Power. 
 
Keywords: BLOWFISH algorithm, AES algorithm, 

Cryptography, Feistel Networks, Encryption. 

I. INTRODUCTION 

The secure data communication is directly attributed to 

the nature of the Cryptosystems. Cryptosystems use 
cryptographic algorithms, with keys and different protocols to 
work effectively. The security of encrypted data is entirely 
dependent on two things, one, the strength of the 
cryptographic algorithm and the other the secrecy of the key 
while under the transmission over a channel. Advancement in 
this direction is the newly approved and widely adopted 
secret-key algorithm known as Rijndael Algorithm, has been 
selected as a standard algorithm by the National Institute of 
Standards and Technology (NIST).  
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Though there are several designs and implementations of 
this algorithm in Software and Hardware, many lack 
coordination, optimization and justification among the 
parameters of interest-Throughput, Speed, Power, Cost, etc. 

Cryptology is the art of secret writing. Cryptography allows 
storing secret information and transmitting it across insecure 
networks so that it is not possible to read by any other person 
except the intended recipient. Data which is read and 
understandable without any special methods is said to be 
plaintext/clear text. The method of separating plaintext in 
such a way as to hide its contents is called encryption.  

Encrypting plaintext in an unreadable text or 
understandable language called cipher text. Encryption helps 
in hiding the information from anyone for whom it is not 
intended, even those who can see the encrypted data. The 
procedure for reverting cipher text to its original plaintext is 
called decryption. 

In this research, the design and analysis of high speed and 
high performance BLOWFISH algorithm is implemented in 
VHDL coding and compared with A-E-S algorithm. The 
BLOWFISH algorithm gives the data and key to the 
encryption block as input, later implementing many blocks as 
Fiestal network block shown in Figure.2. Initially, the 
BLOWFISH encryption algorithm is designed and 
programmed in VHDL coding. Then it is implemented in 
Xilinx 10.1. 

 
(a)  

 
(b) 

Fig.1. (a) Encryption (b) Decryption 
 

 Figure 1 is the block diagram of blowfish Encryption and 
Decryption. In this research Blowfish, is a block cipher 
secret-key method, designed and analyzed. It is a Feistel 
network, repeating encryption function for about 16 times. 
The size of block is 64 bits, and size of key is of 448 bits. 
Blowfish is a block cipher key of variable length. 

It is very fast compared to AES when applied with 32-bit 
microprocessors. The comparison of two algorithms AES and 
Blowfish is carried out in this research.  
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Blowfish is observed as most effective in execution time 
and in terms of transmission speed. This research proposes to 
design and simulate Blow fish and AES by using VHDL 
coding. 

The steps included in the research are encryption algorithm 
designing, writing VHDL code, simulating the code on 
“ModelSim altera 6.5e”, synthesizing and implementing (i.e., 

translate, map and place and route) the code using Xilinx’s 

ISE 10.1. The HDL (VHDL/Verilog) ultimately aims at 
developing flexible and technology independent 
architectures. Thus, the project ultimately aims at 
implementing the BLOWFISH encryption and AES algorithm 
on Xilinx’s IES 10.1 to achieve that which algorithm is more 

effective. Application areas include VPN software, file 
compression, public domain software such as smart cards, etc. 

 
Fig.3. Fiestal Network 

II.  RELATED WORKS 

A cryptographic algorithm is used in the encryption and 
decryption process. It works with a key either word or number 
to encrypt into cipher text. The security is dependent on 
accuracy of cryptographic algorithm and key secrecy. The 
cryptosystem comprises of many keys and protocols. PGP is a 
example cryptosystem. Rosen, E., at.al. [1] proposed side 
channel attack based on the analysis of power traces for 
obtaining the encryption key. Power traces can be used to 
detect bit flips which secure the key. Balancing the bit flips 
with opposite bit flips has been proposed, by the use of 
opposite logic.  

RSA and El method is implemented for mobile systems 
because of its ease of operation and faster. Cryptographic 
algorithms are very accurate in the security of wireless sensor 
networks (WSNs). The energy efficient block cipher 
algorithm is needed, as these operate without human 
interference for a prolong period with a very little energy.  

Symmetrical key uses two keys one for encryption and 
other for decryption to communicate. Conventional 
encryption has incredible benefits. It is very fast. It is 
especially useful for encrypting data that is not going 
anywhere. However, conventional encryption alone as a 
means for transmitting secure data can be quite expensive 
simply due to the difficulty of secure key distribution since 
they are vulnerable to major attacks while transmission. 
Asymmetric key encryption uses two keys; when one key is 
used to encrypt, the other is used to decrypt. It solves the 
problem of secure key-distribution by adopting a public key 

for encryption and a private key for decryption. Examples 
include Elliptic Curve Cryptography (ECC). But they are 
more complex than their symmetric counterparts and require 
more processing power. 

Hash function is a one way encryption technique and 
cannot preserve the integrity by converting back. The 
combination of the two encryption methods combines the 
convenience of public key encryption with the speed of 
conventional encryption. Conventional encryption is about 
1,000 times faster than public key encryption. Public key 
encryption in turn provides a solution to key distribution and 
data transmission issues. Used together, performance and key 
distribution are improved without any sacrifice in security.  

Symmetric and Asymmetric key encryption technique offer 
confidentiality for the privacy of data. Authentication is also 
provided where a key acts as identity proof. Hash functions 
the data integrity where is not altered. Asymmetric key 
encryption is used for non-repudiation. AES is the Advanced 
Encryption Standard. AES algorithm and Rijndael algorithm 
are used interchangeably. There are several algorithms 
proposed for AES, including RC6, Blowfish, and skipjack. 
However, Rijndael is selected because of its flexibility and 
simplicity. 

III. METHODOLOGY 

The AES specifies the algorithm to support variable key 
sizes of 128, 192, and 256 bits. The algorithm operates as a 
2D array consisting of four rows of bytes. Each row contains 
Ni bytes, where Ni is length of the block divided by 32.  

The array is denoted with symbol A and each byte has two 
indices, with row number Ri in the range 0 <=Ri< 4 and its 
column number Ci in the range 0 <=Ci < Ni. This permits an 
individual byte denoted to as A[Ri,Ci]. Since AES specifies 
Ni = 4, the range for Ci, the column number of the State, is 
0<=Ci < 4. Number rounds to be executed in AES algorithm 
depends on key size. 

The number of rounds is represented by Nγ, where Nγ = 10 
when Nƙ = 4, Nγ = 12 when Nƙ = 6, and Nγ = 14 when Nƙ = 8 
shown in Table:1. 

 
Table:1 Key Length, Block Size and Rounds numbers 

 
The AES algorithm has 128 bits for input and output with 0 

and 1. The cipher key has a sequence of 128, 192 or 256 bits. 
The sequences are numbers with 0 and 1, starting and ending.  

The AES algorithm  processes as sequence of eight bytes.  
The byte values are represented as concatenation of 

individual bits 0 and 1 in AES algorithm in the order {b7- 
b0}. These bytes are represented as polynomial expression. 

b7


7+b6


6+b5


5+b4


4+b3


3+b2


2+b1


1
+b0=Σb

i


i 
The various operational blocks required and the state flow in 
this design consideration of the AES-128 algorithm is shown 
in Figure.3. 
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Fig.3. AES Algorithm Flow 

The other algorithm used in this research is BLOWFISH. 
This is compared with AES algorithm. BLOWFISH is used 
effectively for protecting data from intruders. It takes variable 
key length of 32 to 448 bits for securing the data. BLOWFISH 
algorithm is used on communication link and for file 
encryption where key does not change frequently. 
BLOWFISH algorithm is very fast encryption algorithm 
implemented on 32-bit microprocessors. 
   

 
Fig.4. Blowfish Algorithm Fiestel Network 

Data encryption takes place with 16-round Feistel network. 
Every single round comprises of a key-dependent permutation 
and key-data dependent substitution. All operations are XORs 
and additional operations are four indexed array data. 

A Feistel network is a method of converting any function 
into a permutation. It has many block cipher designs. The 
Feistal Network working is described below: 

 
Blowfish uses a large number of sub-keys. These keys must 

be pre-computed before any data encryption or decryption. 
The sub-keys are calculated as follows: 

 

IV. RESULT AND DISCUSSION 

The AES algorithm is coded in VHDL and simulated on 
modelsim to check the desired functionality. The input 
message, plaintext and keygive are 128 bits. The rounds 
performed are N-1. The simulation result is shown in the 
below Figure 5. The inputs given are keygive and plaintext, 
the out is cipher text. (127:0) shown in Figure 6.  

 

 
Fig.6. AES RTL Schematic 
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Fig.5. AES Output 

The BLOWFISH algorithm result is shown in Figure 7. The 
input message; key1 to key18, lisource and resource taken are 
32 bits. The inputs given are key1 to key18,lisource and 
resource. The outs are lifinal and rifinal. (31:0) is the number 
of bits used. 

The Blowfish cryptographic algorithm without pipelining, 
was rated at 590 Mbits/sec maximal throughput, which is 
204% as fast as the leading (pipelined) competitor. With 
pipelining, this design reachs 10.667 Gbits/sec throughput. 
The power consumed during operation is 63 mW. 

 
Fig.7. BLOWFISH RTL Schematic 

 
Fig.8. BLOWFISH Algorithm output 

V. CONCLUSION 

In this research high speed BLOWFISH cryptographic 
algorithm is presented. This method has maximum throughput 
of 590 Mbits/sec which very fast without pipelining. With 
pipelining it is observed that the throughput has reached to 
10.667 Gbits/sec. The power consumed with this design is 63 
mW during operation which is very less. This algorithm has 
high speed encryption than AES algorithm. This algorithm 
provides more security in internet and networking 
applications. The encryption speed, accuracy and power 
consumption is compared for AES and BLOWFISH. 
Experimental results proven Blowfish algorithm runs with 
faster encryption speed than AES algorithm while both of 
them consume almost the same Power. 
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