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Abstract: The technique of hiding information with coexistence
of other information is called Steganography. Usersusually stores
their documents in the form of images so this can be achieved
using steganography. | mage steganography can be performed in
spatial-domain, Transformation-domain and hybrid domain. A
new hybrid domain based steganography for hiding multiple
imagein a singleimage is proposed in this paper. The properties
of Discrete wavelet transforms is used for developing the
algorithm that provides security and also reduces the storage
capacity in huge databases. While storing various documents of a
user in a huge database confidential and integrity has to be
Maintained. Possibility of mismatching of document in huge
databasesis very common and data storage for maintaining those
documents are challenging task. I n this Approach, multiple secret
images are embedded in a single cover image to get stego image
using hybrid domain. Discrete Wavelet Transform (DWT) and
Least Significant Bit (LSB) techniques are used in embedding
multiple images that reduces the storage capacity along with,
enough security. The proposed algorithm provides acceptable
Peak Signal to Noise Ratio (PSNR) ratio and data capacity of
hidden information is more compared to existing methods.

Keywords: Cover Image, DWT, LSB, PSNR, Secret Image
Steganography, Stego Image

. INTRODUCTION

Steganography [1-3] is a technique of embedding data such
that it doesn't draw the attention of the hackers.
Steganography means covered writing and is originated from
two Greek words with ‘Steganos’ means covered and
‘graphia’ means writing. In cryptography data is hidden by
scrambling it so that it is unreadable but gives a clue to the
hacker.

In recent era, information exchange takes place electronically
where new issues, requirements and opportunities are
emerged. It is intended that only the authorized person has
rights over the data during communication so that
unauthorized persons cannot seize the information. Hence,
steganography is used to hide the datain other data for secure
communication. Consider a person who wishes to deliver
some information to recipient such that no one else knows
about the information, this can be achieved using
steganography technique.
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Different types of steganography methods used for
embedding information are:

Text Steganography: It alows the user to embed text
behind other files by altering the format of text or afile to
generate an arbitrary character within the text file. In this
technique atext file is preferred as a cover mediawherein the
secret data is embedded. In this technique, the data is more
susceptible to the hackers. Since, the hacker recognize the
pattern and decodes the secret data easily. The process of text
steganography is difficult since it lacks a large-scale
redundancy of information when compared to audio, image
and video-based steganography.

Image Steganography: The image steganography
technigue has gained much attention in the field of
steganography. Image steganography techniques are of three
types:

1. Spatial-Domain Steganography: In this some bits of
both cover image and secret image are directly
manipulated for embedding secret data.

2. Transformation-Domain Steganography: The first
and foremost thing is to convert the spatial-domain
images to transformation-domain and then embeds
the secret data.

3. Hybrid-Domain Steganography: Both spatial
domain and transformation-domain techniques are
employed for hiding secret image in cover image.
Initidly cover image is converted to
Transformation-domain and then the concept of
spatial-domain is applied to hide the secret image.

Video Steganography: Embedding information in a
video is similar to image steganography where different
frames of video are considered to embed information in it.

Audio Steganography: The Audio steganography is
most interesting technique as it involves Human Auditory
System. Best way to achieve the audio steganography isto use
Ultrasound range to transmit secret information.

Theaim of thiswork isto hide the information in image by
providing security and to reduce the storage capacity in huge
databases. Consider, a bank where customer’s data like,
account details, photo, Aadhar, PAN and few more details has
to be collected and maintained in database. Similarly, in
defense, medica field, colleges, some public and private
sectors where multiple data of a person or user are stored in
databases as image. First, the database is secured using
cryptography. If at al hackers can attack and get information
about individuals steganography provides the security at next
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Next, the memory required to store the data of individual is
again a challenging issue as it contains more information in
the form of multiple images. Similarly, data security and
storage issues are more chalenging in most of the
applications or systems. In some social networks the most
preferred technique is batch steganography [4] where a secret
image is embedded to multiple cover image for transmitting
over a communication channel. This was implemented and
developed by [5-6] in which the user can embed the secret
information in a batch of images.

The idea of having a single image that is embedded with
al information of an individual such that only photo of
individual is visible to unauthorized person gives better
security and as the number of images are reduced to one,
memory required for storage is less compared to having three
or four images. Many algorithms are developed in image
steganography ~ ranging  from  spatial-domain  to
Transformation-domain and extended to hybrid domain.
Proposed method uses hybrid domain steganography for
embedding multiple imagesin a single image.

A. Moaotivation

Steganography has widespread application in hiding secret
information, When a digital image is considered the main
advantage is that (i) it is composed of bit planes and pixels.
The MSB of the pixels or MSB Bit planes corresponds to
maximum information of the image and LSB contributes less
information of the image in time domain. (ii) when DWT is
applied on image it is divided into different frequency sub
bands. like MSB intime domaini.e., LL sub-band coefficents
comprises the highest information of the image and other
sub-bands contains very less information about image. The
LSB and sub bands are used for hiding secret information.
Many steganography algorithms discuss about for hiding a
single image and not for multiple images [1-18]. Similarly,
many compression algorithms exists but these are not
combined with steganography. The main idea is to hide
multiple images in a single image so that when image
steganography is performed memory required to store the
secret images is reduced. The storage space required to store
oneimageisnow sufficient to store an image that contains the
secret images.

B. Contribution

Inrecent years, large scal e of information has been transferred
through digital media where safety and security is the major
issue to be considered. Many security algorithms are used for
providing security. One such security isto hideinformationin
other information so that intruder fails to get the secret
information. With the growing technology digita
documentation is preferred over paper documents. Storing
multiple documents or information as a image with
confidentiality is a challenging task and memory constraint is
one more issue. In this paper, we have steganography
technique to devel op an a gorithm to hide multiple key images
in asingle image to provide security and to reduce the storage
space using DWT and L SB technique.

C. Organization

The rest of this paper is organized as follows: Related
works are discussed in Section 2 and 3 respectively. Problem
statement defined in section 4 proposed model and algorithm
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design are explained in section 5. In section 6, proposed
model and detailed algorithm is discussed. Experimental
results are discussed in section 7. Conclusions are presented
in section 8.

[I. RELATED WORK

Steganography has been practiced for centuries as the
technology improved and people depended on digita
technology as part and parcel of their life. The digita
technology has moved forward in such a way that everything
isavailable at finger tips. But, the question arises how secure
isthat digital technology. Though steganography is not a new
technique, still it is one of the safe and secure techniques for
hiding information when compared to other data securing
technique like cryptography. Though different steganography
technique are available, Image steganography is widely used
and is more secured considering the properties of digital
image.

Vikas et a., [7] proposed a (LSB) steganography method
using midpoint circle approach to hide information. The
method overcomes the drawbacks of basic LSB approach in
which it is difficult to identify the secret message and
improvesthe data security level for a single embedded image.
Shalu et a., [8] proposed a new algorithm using fractional
Fourier Transform to hide scrambled secret information into
cover image with wavelet coefficients. Alpha bending
technique is used for hiding secret data in cover image after
executing Arnold transform on cover image followed by
DWT to the cover image and secret image. IDWT is used to
generate scrambled secret image. The data capacity is
discussed for a single image. Yinan et a., [9] proposed a
technique for conserving the histogram of the cover imagein
the stego image to minimize the visua distortionsin it. Gray
scale images are decomposed into small fragments based on
gray value and the same gray value of key images are
embedded into the cover image. Randomization isinvolved to
confirm the conservation of the histogram of cover images.
Histogram and distortions are discussed for hiding one secret
image. Prabhakarn et al., [10] proposed a steganography
technique based on Discret Wavelet and Inverse Wavelet
Transformation. Fusion process is employed in hiding key
image data into cover image. Severa combinations of DWT
and IWT are employed on both images to improve the stego
quality. It isobserved that DWT and IWT technique are used
for embedding only one key image in cover image

Bingwen et al., [11] proposed a steganographic technique
using binary image to decrease the distortion on texture. In
this method, cover vector is generated to get super pixel by
dividing the scrambled images. Pattern framework code is
employed to reduce the embedding distortion in an image.
The rotation, complement and mirroring-invariant local
texture patterns are taken from the binary image. The changes
in complement, rotation and mirroring-invariant local texture
patterns distortion shows a robust relationship with the
detectability for hiding a single key image.

Aayushi et a., [12], proposed a DWT technique is used for
embedding secret data,
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focus is on decreasing the complexity in image embedding
through DWT technique while providing lesser distortion
with better security in the stego image. The five LSB of the
LL 2 band coefficient of cover imageisreplaced by five MSB
of the secret image pixel with a acceptable data hiding
capacity.

Elshazly et al., [13], proposed a secured embedding
algorithm using hybrid IWT-LSB embedding technique that
embeds bitstream of the secret text into the LL band
coefficients of LSBs of integer wavelet transform (IWT) of an
image to form stego-images. Median filter is used on stego
image and then IWT is applied on the image to perform
steganography on the LSB of LL Band coefficients. Only
median filter is applied for removing the distortion of stego
image. Linjie et a., [14] proposed a class of new functions
referred to as Uniform Embedding Distortion function (UED)
for secure image steganography. The minimum distortion for
the information given with the code word is determined using
Uniform Embedding Distortion Function by considering the
pattern of frame coding, which instead of random adaptation
and tries to distribute the embedding changes uniformly to
guantized Discrete Cosine Transform coefficients of all
possible magnitudes. Less statistical detectability is
accomplished with better PSNR and acceptabl e data capacity.

Zhang et da., [15], proposed an image embedding
algorithm based on DCT and Latent Dirichelt Allocation
topic classification. LDA topic model isused for categorizing
the database of image which belongs to a particular topic
considered and DCT for 8 X 8 block is applied on the images.
The robust feature sequence is created with relation between
the coefficientsin adjacent blocks. Feature sequence, location
coordinates and image path is created by an inverted index.
To achieve steganography, the secret datais transformed into
a binary sequence and divided into segments. The image
whose secret information segments. The feature sequence
location considered are chosen as the cover image according
to the index. Sathisha et a., [16] proposed an image
steganography method based on lifting wavelet transform.
The mantissa part of cover image is replaced by the secret
image. The LWT is performed on cover image and secret
image of sizes| * | and 3l * 2| respectively. The mantissa
values of HL band, LH and HH band of cover image are
converted to real values. The LL band of secret image is
embedded in mantissa part of different bands with a better
PSNR for hiding sinlge secret image. Fengyong et al., [17],
proposed a batch steganography method for hiding data in
social network. It is different from the previous
steganography methods where a user only considers an
individual image. In this method, multiple images can be
hidden. To assign payload to multiple images optimal
embedding strategy is applied. Feature Back Replacement
(FBR) iterative search is used for recovering of secret image.
Secret image is hidden in multiple cover images in a batch
with good capacity and acceptable PSNR value between
cover and stego image.

[11. BACKGROUND WORK

Many steganography algorithms are proposed and
developed from different researchers, few of the related
works are discussed in section Il. Existing steganographic
algorithms are focused on hiding a single image in other
image with an intention of increasing the PSNR to get the
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quality stego image. But going forward and exploring the
steganography algorithms, it is observed that steganography
not only means to hide an information indirectly it is a
compression algorithm also. With this idea, we are
developing a steganographic agorithm to hide multiple
images in a single image. By hiding multiple images in a
single image, memory required to store a single image is
sufficient. In this work, we have proposed a new Hybrid
technique algorithm consisting of DWT and LSB techniques
for hiding multiple images.

IV. PROBLEM DEFINITION

A. Problem Statement

From the above discussions and survey, it is evident that
visible encrypted messages draw the attention of the intruder.
This provokes intruders to decrypt the cipher text. However,
by embedding the message or information into an image, it is
hard to draw the attention of others i.e., whether it is
containing any secret information or not as the processed
image and original image looks similar in naked eye. Thiswill
make the message more secure. But with the development of
technology, paperlesswork has been increased drastically and
the digitized information need to be stored securely is a
challenging task. Image steganography hides one image in
another image so that the memory required store oneimageis
sufficient to save two images. Thus, security can be increased
using steganography for digitized information with less
storage space.

B. Objectives

PSNR is one of the important parameters in deciding the
quality of steganographic agorithm. Higher the value of
PSNR more secure the secret image. In this work, we have
focused on security of the information in an image.

The objectives of the work are:

e To hidemultipleimagesin asingleimage.
e To get an acceptable PSNR value.

C. Assumption

e Sizeof secretimagesislessthan or equal to onefourth
of the cover image.

o Sizeof the CoverimageisM x M i.e., square image

V. PROPOSED MODEL

The proposed method is to embed multiple images in a
single image using hybrid domain steganography such that
only authorized person have access to hidden data. In this
work, three secret images are hidden in a single cover image.
Prerequisiteisthat all secret imagesand cover image are color
images and secret images size should be half of the cover
image. Imageis divided into MSB and LSB in which MSB of
the image gives maximum information and LSB is used for
data hiding. Image is transformed from spatial domain to
freqguency domain by applying DWT technique. The
generated coefficients from DWT are modified to embed
secret images.
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The proposed method uses Discrete Wavelet Transforms
and L SB Technique to encode multiple key imagesin asingle
cover image. Red, Green and Blue planes are extracted from
the cover image and key images. Each plane of cover imageis
decomposed into four sub-bandsnamely, LL, LH, HL and HH
using DWT technique. The extracted R-plane of secret
images are then embedded into LH, HL and HH sub-bands of
R plane of cover image using LSB technique. LL Sub-band
contains the significant information of the image and not used
for embedding secret image. Next, IDWT isapplied on all the
four bands to get a stego image in spatial -domain.

To retrieve the secret images from the stego image, first
stego image is decomposed into Red, Green and Blue planes
and DWT is applied to get the four sub-bands as discussed
earlier. Later by using LSB technique secret images are
retrieved.

Two metrices such as, embedded rate or data capacity and
PSNR are used to validate the quality of the images before
and after embedding process. The block diagram for
embedding multiple key images into a single cover image is
shown in Fgure 1 and extracting secret images from stego
image is shown in Figure 2.

aaaaaaa

s g0

Transformation Domain e

Fig 1: Embedding Process using Hybrid Domain
Steganography

The proposed embedded and retrieval process are discussed
in the following subsections.

A. Embedded Process

For embedding secret images in cover image, it is assumed
that, secret images should be less than or equal to one fourth
of the cover image. Single level decomposition of DWT is
applied on a cover images to get four sub bands. The first
sub-band contains the maximum information of cover image
and other three sub bands contains just an attribute of the
image and can be ignored. These bands which can be ignored
are considered for hiding secret images.
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Fig 2: Decryption Processusing Hybrid Domain
Steganogr aphy
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The cover image represented by

X(0,0) X(0,1) e ¥(O,N-1)

X(i,j) X(l 0) X(l 1) ......... X(L N — 1)
X(M, 0) X(M, 1) --------- XM—-1,N-1)

HereM =N
The key images A, B and C are represented by

A(0,0) A(0,1) e A(0K—1)
A(mjn): A(l 0) A(l 1) ......... A(l,f{;—l)

A(L,O} A(L, 1) --------- A(L-1,K-1)

HereK =L
Similarly, other two key images B(m,n) and C(m,n) are
represented.

Single level decomposition is applied to cover image
using DWT to get the sub-bandsLL, LH, HL and HH. Among
these LH, HL and HH bands vaues are first converted to
UNM between 0 to 255 i.e., 8 bits (1 byte). Lower nibble of
each byte is replaced by upper nibble of the key image. Once
the embedding process is done IDWT is applied on LL and
other three updated sub bands to get the stego image in
spatial-domain.

Different sub-bands coefficients of a cover image in
transformation domain after applying DWT are represented

by

X,(m,n) - LL band
200 j) = ‘E(m, n)--- LH band
Xz(m,n)--- HL band
X,(m,n)-- HH band

Embedding key/secret imagesinto all the sub-bands except
LL involves bit wise operation. Image contains R, G and B
planes. For al the planes same bit wise operation is performed
which is given by

f(m,n) = bitand (f(m,n), XX)
g(m,n) = bitshift(g(m,n),Y)
g(m,n) = bitand(g(m,n),ZZ)
h(m,n) = bitor(f(m,n),g(m,n))
where,
f(m, n) isplanes of sub-bands
g(m,n) isplanes of key image
h(m,n) is sub-band with embedded information
XX, ZZ are 8-bit UNM (Unsigned Number)
¥ isaninteger
Pictorial representation of embedding processis shown in
Figure 3.

Cover Image sub-band value

=

1o 1]o]1]o

Secret Tmage pixel value

Stego image value

Fig 3: Embedding Processin Single Pixel Value
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Sub-band coefficents after hiding data in transformation
domain can be represented by
X,(m,n) - LL band

Y,(m,n) --- LH band
Y;(m,n) - HL band
Y,(m,n) --- HH band

=Y(ij)

Applying IDWT to get theimage in spatial domain isthe
stego image represented by

¥Y(0,0) ¥(0,1)
¥Y(1,0) X(1.1)

Y(O,N — 1)
Y(LN —1)

Y(ij) =

v(M.0) X(M.1) VM — 1N — 1)

B. Decryption Process

For decrypting or recovering key images from stego image,
reverse operation is performed on stego image. A DWT is
performed on stego image to get sub bands. Except LL band
other three bands are converted to UNM between 0to 255i.e.,
8 hits (1 byte). upper nibble and lower nibble contain the
information of cover and secret key images respectively.
These nibbles are separated from stego image, upper nibbleis
appended with zerosfor itslower nibble. And separated lower
nibbleisshifted left by four values and append with four zeros
to get key images as shown in Figure 4. The gray color in the
Figure 4 shows the appended zeros.

Different sub-bands coefficients of a stego image in
transformation domain after applying DWT are represented

by
Y, (m,n) - LL band

Y,(m,n)--LH band
Ya(m,n)-- HL band
Y,(m,n)-- HH band

Y(i,j) =

Decrypting secret images from all the sub-bands except LL
involves bitwise operation. For al the planes same bit wise
operation is performed and given by

h(m,n) = bitshift (h(m,n), X)
glm,n) = bitand(§(m,n),YY)
where,
h(m,n) is sub-band with embedded information
g(m,n) isthe recovered key image
Xisaninteger
YY is 8-bit UNM (Unsigned Number)

Pictorial representation of embedding processis shownin
Figure 4.

‘lll‘oll‘lll‘ﬂlﬂlStegoimage\'alue
nn Recovered Cover Image sub-band vale
nnn Recovered Secref Image pixe] value

Fig 4: Decryption Process from a Single Pixel Value
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C. Algorithm

Embedding and extraction process of multiple secret image
into a cover image are discussed in algorithm 1 and 2
respectively.

Algorithm 1: Embedding Secret Images

Step 1: Read Cover image and secret images of size M x
M and M/2 x M/2 respectively

Decompose Cover image in to its RGB planes.
Decompose Secret imagesin to its RGB planes.
Perform DWT on Cover image RGB planesto get
Approximate (LL), horizontal (LH), vertica
(HL) and diagonal (HH) sub bands. So that for
every plane four sub-bands in
Transformation-domain are obtained

Resize the RGB planes of secret image as
required.

Replace LSB of R plane horizontal sub band by
MSB of R plane of secret image 1

Replace LSB of R plane vertical sub band by
MSB of R plane of secret image 2

Replace LSB of R plane diagonal sub band by
MSB of R plane of secret image 3

Step 9: Repeat steps 6 to 8 for G and B planes

Step 10: Perform IDWT to get new RGB planes

Step 11: Combine al the planes to get a new stego image.

Step 2:
Step 3:
Step 4:

Step 5:
Step 6:
Step 7:

Step 8:

Algorithm 2: Extracting Secret |mages

Step 1: Read Stego image.

Step 2. Decompose stego imagein to its RGB planes.

Step 3:  Perform DWT on stego image RGB planesto get
approximate, horizontal, vertical and diagonal
sub-bands. So that for every plane, four
sub-bands in  Transformation-domain  are
obtained.

Step 4:  Extract LSB of each R plane sub-bands of secret
image to get R planes of secret images

Step 5:  Extract LSB of Each G plane sub-bands of secret
image to get G planes of secret images

Step 6:  Extract LSB of each B plane sub-bands of secret
image to get B planes of secret images

Step 7. Combine RGB planes separately to get key

images

1330

Different cases can be performed on steganography
technique for hiding key image in cover image and the case
employed in thiswork is shown in Figure 5(a) and Figure 5(b)
as aflow chart.

Figure 5(a) represents the flow diagram and the process of
proposed algorithm for embedding multipleimagesinasingle
image. Similarly, Figure 5(b) representsthe flow diagram and
the procecss of proposed algorithm for recovering key images
from stego image. Both the process involves spatial and
transformation domains.
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Input
Cover Iimage

!
L

Apply DWT to
Cover Image
Planes

L

Initialize
LL 2LL
K, >LH
K; 2HL
K; >HH

<

Apply IDWT

L

Concatenate
RGB

<

Stego-Image

Input
Key Images: K ,K;.K;

{

Decompose to RGB Planes

Fig 5(a): Embedding M ultiple Imagesusing DWT and
L SB Technique

VI. PERFORMANCE EVALUATION

A. Performance Metrices

Hiding Capacity or embedded rate (ER): It is the
maximum amount of key information that can be hiddenin an
embedded cover image and is represented in number of bitsor
bytes given by,

&
M wN

ER=

bpp
Where,
K : Total number of bits embedded
M = N: Size of cover image

Mean Square Error (MSE): It is the square of error
between cover image and stego image and is calculated by

MSE =

l & |l' " L 3 -
MxN f-jll(X(I’JT) — Y(i,/))?

Where,
X(i,]) : Cover pixel value
¥(i,f) : Stego pixel value
M=N : Size of the image
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Input
Cover Image

L

Decompose to RGB Planes

L

Apply DWT

<

Re-Initialize
LL 2LL
LH 2> K,
HL 2> K,
HH 2 K,

U

Apply IDWT

U

Concatenate RGB

U

Recovered
Cover Image

Fig 5(b): Recovering Multiple Key Images and Cover
Image from the Stego-Image

Peak Signal to Noise Ratio (PSNR): It isthe peak signal
to noise ratio used to determine the quality of the image
before and after steganography. The acceptable value of
PNSR for atypical 8 bit imageis 30 to 50 dB and is given by

Recovered Key
Images: K. K; K3

Histogram(H): Histogram represents the tond
distribution in an image i.e., graphical representation of
number of pixelsin animage at different graylevels.

Entropy (E): Entropy is the measure of uncertainty or
randomness of an image given by

E: 1
4

B. Performance Analysis

For the performance analysis, the images named Lena,
Mandril, Peppers and Jet are considered as shown in Figure 6.
The embedding process is performed by hiding three images
in another image. The performance parameter such as hiding
capacity, MSE and PSNR is cal cul ated.

Hiding Capacity for a regular 512x512 gray scale cover
image of 8-bit pixel and a secret image of size 256x256 with
8-bit pixel, the embedded rate or hiding capacity is 0.375,
0.468, 0.5625 bpp (depending on the number of bits used to
embedded in cover image).

MSE and PSNR for different images is computed and
tabulated in the results. Higher the hiding capacity inturn
decreasesthe PSNR value. PSNR is maintained around 38 dB
inthe proposed al gorithm. Histogram of both cover image and
stego image is calculated and
represented in graphical way.

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication

Exploring Innovation



OPEN 8 ACCESS

Both histograms looks similar in pattern ensuring that even
after modification to cover image to get stego image both
lookslike identical.

(b)
Fig 6 (a): Cover Image, (b) Key Imagel, (c) Key Image2, (c) Key Image3

Images used for the experimental purpose are shownin Figure
6. Figure 6(a) is the cover image with size M x N and 6(b-d)
are key images of size M/2 x N/2. When one imageis used as
cover image other three images are used as key images.

VIlI. RESULTS

The agorithm proposes a secure image steganography
technique for embedding multiple secret images in a cover
image using a hybrid domain technique comprising of
DWT-LSB agorithm. The proposed algorithm is developed
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Difference in the Entropy of Cover Image and Stego

image is calculated to know the deviation of information.

using m-scripts and performed on standard set of images.
Higher the PSNR value data recovered is more, hence PSNR
value of key image is also calculated in the proposed
algorithm. For different embeded rate and number of images
hidden, the PSNR valueistabulated inthe Tables 1 to Table5
with difference in entropy for hiding 3 images.

For different cover images and secret images the PSNR
calculated is given in Table 1 to Table 4 and PSNR for
multiple images is shown in
Table5.
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Hybrid Domain Steganography for Multiple Images using DWT-L SB Method

Table- I: PSNR Obtained for Lena Image for Hiding
Single Key Image with Different ER

L enalmage

Secret/Key PSNR of cover PSNR of Secret Embedded
image imagein dB imagein dB Rate in bpp
Pepper 40.5605 29.3239 0.125
Jet 36.3193 29.208 0.125
Mandril 39.1067 29.1183 0.125
Pepper 35.4641 34.3638 0.25
Jet 32.4918 39.6165 0.25
Mandril 34.616 35.1469 0.25

Table- I1: PSNR Obtained for Pepper Image for Hiding
Single Key Image with Different ER

Pepper Cover Image

Secret/Key PSNR of cover PSNR of Secret Embedded Rate
image imagein dB imagein dB in bpp

Lena 39.8843 28.9086 0.125
Jet 36.5017 28.9466 0.125
Mandril 39.2944 28.9125 0.125
Lena 35.3859 34.8076 0.25
Jet 32.8793 36.1076 0.25
Mandril 35.0984 34.1932 0.25

Table-l11: PSNR Obtained for Jet Image for Hiding
Single Key Image with Different ER

Jet Cover Image

Secret/Key PSNR of cover PSNR of Secret Embedded
image imagein dB imagein dB Ratein bpp
Lena 39.6796 28.9883 0.125
Pepper 40.5537 29.2924 0.125
Mandril 39.1127 29.0539 0.125
Lena 34.8982 35.8968 0.25
Pepper 35.4675 34.7601 0.25
Mandril 34.6374 35.8439 0.25

Table- 1V: PSNR Obtained for Mandril Imagefor Hiding
Single Key Image With Different ER

Mandril Cover Image

Secret/Key PSNR of cover PSNR of Secret Embedded
image imagein dB imagein dB Ratein bpp
Lena 39.008 28.9883 0.125
Pepper 39.7559 29.2654 0.125
Jet 35.9955 29.2323 0.125
Lena 33.9493 35.1186 0.25
Pepper 34.3685 34.5115 0.25
Jet 32.0938 39.5985 0.25

Table-V: PSNR and Difference in Entropy Obtained for
Hiding Three Key Image With ER = 0.375

Hiding three imagesfor ER = 0.375
Cover PSNRin Diff in
Image PSNR in dB Secret Image | dB Entropy
Pepper 29.391
Lena 33.4955 0.0325
Jet 29.111
Mandril 29.178
Lena 29.13
Pepper 33.7105 o >8.844 0.0284
Mandril 29.097
Lena 29.15
Jet 33.9841 Peoper 23.461 0.1609
Mandril 29.247
Mandril 31.8817 Lena 29.047 0.0092
: : Pepper 29.355 |
Jet 29.078
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Histogram of cover image and stego image obtained for
hiding multiple images are represented in Figure 7 (a-d).
Histogram shows the pixel distribution of image before and
after steganography.

Histogram of Lena Image
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Fig 7(a): Histogram of L ena I mage Before and After
Hiding Multiple Images
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Fig 7(b): Histogram of Pepper Image Before and After
Hiding
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Fig 7(c): Histogram of Jet Image Before and After Hiding
Multiple Images
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Fig 7(d): Histogram of Mandril Image Before and After
Hiding Multiple Images

VIIl. CONCLUSION

Multiple secret images are embedded into a single image and
PSNR for cover and secret images in the proposed algorithm
is in acceptable range. the algorithm is proposed for data
security and to reduce the storage capacity with a acceptable
PSNR value between 29 to 32. Memory required to store four
images in database now can be replaced by a single image by
reducing the memory as well securing the data.
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