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Multi-tier Framework for Optimizing Pairwise
Key Predistribution in Sensory Applications
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Abstract: Security has been always a prominent concern in
Wireless Sensor Network (WSN) irrespective of the evolution of
various scientific approaches that mainly mechanizes key
management approaches to secure the communication system
among the resource constraints sensors. Out of various key
management approaches, pairwise key is one effective approach
to ensure cost effective key management scheme; however, review
of existing approaches shows that they still are characterized by
various issues connected to optimized performance. Adopting
analytical research methodol ogy, the proposed system implements
an optimized multi-tier framework for resisting key-based threats
and it targets to introduce a lightweight pair wise predistribution
of keysby joint integration of enhanced public key encryption and
digital signature. The study outcome shows that proposed system
offer a better security performancein contrast to existing pair wise
predistribution of keys.

Keywords: Pairwise keys, predistribution, Key agreement,

Security, Attacks.
. INTRODUCTION

The adoption of the Wireless Sensor Network (WSN) has
been prominently increasing owing to its cost effective remote
monitoring capabilities [1],[2]. The sensors follow various
clustering schemes in order to carry out data aggregation
process [3],[4]. In such communication scheme, usually the
members nodes forward the physically sensed data to their
assigned cluster head which is then forwarded to either sink
(using single hop) or to different cluster head (using
multihop). Although, WSN is completely backed up by a
stable topology as well as infrastructure, but there are always
good possibilities of faults among the operations being
carried out by the resource constrained sensor. There are
various possihilities of intrusion in WSN both in the form of
internal or external attack. There are various studiesthat have
been discussed for addressing key agreement issue with
respect to self-enforcing approach, trusted-server approach,
and key predistribution approach [5],[6]. Out of all these, key
predistribution scheme is found to be more used in existing
system that distributes the information of secret keys is
carried out before the sensors are actually deployed in the
simulation.
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The decision of the keys can be well defined in advanced if
the neighborhood information exists, which is quite
impractical as magjority of the deployment strategy of the
sensors are actually randomized and not on predefined basis.
At present, there are various predistribution schemesin WSN
that doesn’t use such dependency of apriori information of the
deployment of sensors. The better form of the solution will be
to allow the compl ete set of the sensorsto use asecret key that
can be considered as master key. In order to achieve a better
form of key-agreement, it is now feasible for different sensors
to utilize this master secret key and thereby get the pairwise
secret key [7]. However, such approaches are found to reduce
theresiliency of the WSN performance that is not anticipated.
It will mean that upon event of a compromisation of even a
single sensor than the complete network will be rendered
vulnerable.

Existing mechanism from the literatures recommends
reposting such master key over certain form of hardware that
isfree from any form of physical damage or any security risk
[8],[9]. It will mean that hardware-based approach is claimed
to offer protection towards such master key; however it is not
completely feasible as it will maximize the consumption of
resources as well as cost associated with each sensor. At the
same time, there is no evidence till date that hardware based
security approaches are aways safe as there is the possibility
to break-in. There are certain other forms of the
predistribution scheme of the secret keysin WSN that allows
the sensors to carry a specific number of secret keys in the
form of pairwise and this information is accessible only for
that specific sensor node while the another specific sensor
node in the form of source and destination respectively. It is
claimed that such security policies are potentially strong as it
isnot feasible for the adversary node to influence the security
strength of other sensors. Unfortunately, such approaches are
not considered as practical approaches as they cannot be
supported by sensors with restricted memory.

Another significant problem is that it is not feasible for
adding new sensors as there is no new secret key to be
allocated by the existing deployed sensors. Therefore, the
proposed system discusses about a novel approach of
pairwise key distribution scheme where applicability of the
different test environment is valid. The idea is to ensure
multi-tier framework by including a superior authentication
scheme using enhanced public key encryption and digital
signature. The prime agenda of the work is also to resist
various forms of malicious attacks of dynamic order.
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The organization of the paper is as follows: Section “A”
discusses about the existing literatures where different
techniques are discussed for detection schemes used in power
transmission lines followed by discussion of research
problems in Section “B” and proposed solution in “C”.
Section | discusses about al gorithm implementation followed
by discussion of result analysis in Section IlI. Finaly, the
conclusive remarks are provided in Section V.

A. Background

At present, there are various studies that have been carried
out towards securing WSN that is briefed in our review work
[10]. There are various works that has been carried out
towards key predistribution in WSN. Most recently, the work
of Albakhri and Harn [11] have used probabilistic scheme
using group key based predistribution of the keys using
multivariate polynomial scheme. Consideration of the
mobility factor using Gandino et a. [12] where the g-s
composite technique has been adopted for an effective design
of key distribution policy in WSN. The work of Yagan and
Makowski [13] has investigated the impact of the encryption
keys for assessing the key strength over key predistribution.
Harn and Hsu [14] have used polynomial -based approach for
constructing a group keys using multi-variant function with
claimover controlling computational complexity. Yavuz et al.
[15] have used combination of the probability concept with
scaling conditions for constructing arbitrary graph
considering specific number of connectivity. Yagan and
Makowski [16] have constructed a model on the basis of
conventional scheme of the predistribution of the keys where
the isolation technique has been used for securing the
network. The works of Rasheed and Mahapatra [17] have
presented key generation approach on the basis of the
polynomial function over mobile sinks. Apart from this, there
are various schemes towards securing key management in
WSN. The recent work of Afianti et al. [18] hasused elliptical
curve encryption along with digital signature in order to offer
better security in WSN.

The work of Du et al. [19] has used public key that is
independent of any certificate along with usage of aggregate
signature scheme. Deepa S. R. et a. [20] has shown that
Cluster optimization in Wireless sensor networks using
particle swarm optimization reduces the energy consumption
as energy isvery important in information security. Adoption
of re-signature over proxy is considered in the work of Zhang
et al. [21] on the basis of public-key encryption. Yang et al.
[22] have aso made use of the signature scheme that is
independent of any certificate specifically meant for
internet-of-things ~ security  aspects. Nearly  similar
environment is also considered in the work of Zhu et a. [23]
where the authors have presented a short signature scheme
that reduces computational overhead. Xie et a. [24] have
enhanced the signature policy that doesn’t uses certificates
specifically used in medical sector for protecting privacy
factor. Study considering generation of the signature from the
gateway node is carried out by Chang et al. [25] using GPU
acceleration. Shim [26] has presented an authentication
scheme where | D based encryption mechanism has been used
along with the signature scheme. Adoption of the signcryption
has been seenin work of Ting et a. [27] where identity-based
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encryption and public key infrastructure has been used. Wel et
al. [28] have used similar identity-based security scheme
where signature policy has been constructive for secure
sharing among the users. Adoption of elliptica curve
encryption over hardware design of the sensor was
investigated by Liu et al. [29] while the problems associated
with the privacy factor is addressed in the work of Lo [30]
using similar approach over vehicular sensor network. The
next section discusses about the issues connected with
existing approaches.

B. Research Problem

The significant research problems are as follows:

o EXxisting approaches are more focused on pairwise key
distribution with less emphasis on the key storage
optimization and faster response time.

o Adoption of public key encryption is not subjected to
second level of security assessment that results in faster
events of compromisation in case of interna attacks.

e Computational complexity associated with the
implementation of the pairwise key predistribution
mechanism is assessed |ess.

o Hybridized scheme of pairwise key predistribution still
suffers from complexity problems in presence of
dynamic attack that is required to be solved.

C. Proposed Solution

The proposed study is an extension of the prior work
carried out in [6] where the emphasis was basically into
pairwise key generation method. The current work is
emphasizes on the evolving up with a multi-tier framework
with an aid of pairwise key distribution. The mechanism used
in the proposed system is as shown in Fig.1.It shows that the
complete methodology is classified into two stages of
implementation. The first phase of the implementation
emphasizes over the strengthening the authentication system
while the second phase emphasizes over the validation of the
data being received by the sensor

Key-pool Identification Condition for | invalid Abort
construction tags Intrusion | Connection
¥ A
Apply
. Compute
Public K_ey discriminant
| encryption
Generate Generate %Ollﬁ;:;r:] of invalid
Signature secret key p zing
key size
| Validate
signature

Fig.1 Adopted M ethodology of Proposed System
The study uses the first phase of implementation prior to
data aggregation where the communication is carried out
between member node and cluster head node. The second part
of the implementation is carried out during the post data
aggregation stage where the communication is carried out
between two cluster heads. The proposed system constructs a
keypools where the identification of the tags are used for
constructing a security token for

safeguarding this key pools.
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Upon setting up a condition of intrusion, when the positive
event is matched then the connection is aborted which
otherwise will be followed by applying aquadratic expression
where the identification tags are used for constructing the
tokens. These discriminants generate a root of quadratic
expression that finally resultsin the secret key that is used for
data aggregation.

For better optimization, the proposed system performs
optimization of the key size further to control the size of the
key without compromising the security strength of the secret
key. Finaly, an enhanced public key encryption is used
followed by a mechanism that further generate signature for
protecting the message being propagated. Finally, the
received signature is subjected for validation where
connected dependency leads to failure of authentication by
the malicious node thereby resisting them. Finally, only the
legitimate sensors are capabl e of performing authentication of
the generated digital signature in cost effective manner
leading to good balance between security and communication
in WSN.

II. SYSTEM IMPLEMENTATION

The main agenda of the proposed system will be to frame
up a multi-tier modelling where pairwise key distribution
plays a significant role with a purpose of safeguarding the
secure communication system in WSN. This section discusses
about the assumptions considered, implementation strategy,
and execution flow of the proposed system.

A. Assumption Considered

The primary assumption of the proposed system isthat the
deployments of the predistribution secret keys are carried out
in random order. The study considers that there is a mutual
secret key between two adjacent sensors for a secured
communication. The secondary assumption of the proposed
study is that there is certain form of algorithm being
autonomously executed by the sensor in order to check and
eliminate the revoke keys. The study also considers that no
attackers that intrude the network in the beginning of
simulation while the intrusion is only possible when the
attacker resides within the transmission zone of the sensors.
The third assumption of the proposed system is that base
station is considered to have abundant resources as well as
highly tolerant from any degree of fault. Hencethey are highly
secured from any form of attacks. The fourth assumption of
the proposed system isthat thereis no privilege of the sensing
data by the intermediate sensor and therefore the data stream
will be free from any form of new embedded data while
performing data aggregation.

B. Strategy of Implementation

The proposed study is designed using an explicit concept to
offer security both prior and post of data aggregation using
pairwise key distribution method. The study investigates
about the implication of mobile sinks as well as novel
multi-tier architecture for resisting replication attack in WSN.
The prime aim of the proposed system is to design a secure
framework using the concept of triple key distribution where
the three nodes share the common keys for the purpose of
secure data aggregation. The proposed security scheme
performs secure data aggregation and ensures maintaining
security by two phases. The first phase of implementation is
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before data aggregation: A multi-tier pair wise key
distribution is proposed that ensure secure and reliable data
transmission procedure among the entities of WSN. An
attacker module is designed that can be static or mobile and
can either be active (physically compromise the nodes) or
passive (eavesdrop on messages) considering both inside and
outside attacks. The system uses 128 bit key size chosen from
key-pool. Therefore, a pair wise key distribution ensures
secure communication between two nodes while multiple key
pai rwise distributions ensures secure communi cation between
sensor nodes, cluster-node, and base station. Therefore, an
optimal secure environment will be accomplished even before
or at the point of initiating the data aggregation process. The
second phase of implementation is after the data aggregation.
This phase is basicaly further more enhancement of the
previous phase where the user 1D and the user public key will
be used interchangeably without making any distinctions.
Although the bio-inspired agorithms used in the previous
modules of the work are capable enough to perform effective
routing, efficient selection of aggregator node, but it lacksthe
counter policy to mitigate the threats of intrusion within the
network. Hence, the capability of the bio-inspired computing
to perform effective data aggregation is further more secured
using cost-effective security measures.

The prime intention of this phase is to ensure sender node
ambiguity and unforgeability. Therefore, for this purpose, the
system uses Elliptica Curve Cryptography using
SHA-1/MD5 based hash function to perform encryption on
the message to be transmitted among the nodes. Finaly,
Elgama Signature Scheme is considered where it is further
more enhanced to perform the Sender anonymity, signature
generation, followed by signature verification. The proposed
concept also uses a concept of clustering, hierarcha data
gathering in order to overcome the direct transmission energy
loss and increase the network life time. Therefore data from
individual nodes gets aggregated at cluster head and then goes
to the sink node or base station. To avoid the effect of node
capture attack anovel approach of three nodes share common
keys is employed called triple key distribution for secure
forwarding, in clustered sensor networks. Basically, the idea
isto carry out multi-tier key distribution mechanismin WSN
considering a better form of key agreement scheme for higher
security standards in communication. The first part of the
study considers generation of secret key very unique in
multiple  progressive steps  which  strengthen  the
authentication process prior to data aggregation. It will mean
that this form of communication usually takes place between
member node and cluster head. The second part of the study is
to further optimize the authentication performance to boost up
the key predistribution process in WSN where an enhanced
digital signature scheme has been utilized for the purpose of
validating the message being forwarded by the sensor.

This part of the implementation is carried out between the
cluster head asthelast phase of the data aggregation wherethe
secured packet isfinally forwarded to the sink node.
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C. Execution Flow

The complete process of the execution of the proposed
system is carried out by two processes where first process of
key predistribution is carried out prior to data aggregation
while the second process of key predistribution is carried out

in after data aggregation.
a. Algorithm for Securing Distributed Keys Prior to
Aggregation

This agorithm is responsible for formulating a unique
secret key that will be used for primary authentication of the
member node with itsallocated cluster head. For this purpose,
the sensor nodeis allocated a unique secure identification tags
which are dynamic in order. The significant steps of the
proposed algorithm are as follows:
Algorithm for Securing Distributed Keys Prior to
Aggregation

Input: n (number of sensors)

Output: t/ o(Secret keys)

Start

1. Fori=1l:n

2. If Ma3z=Mg3

3. Flag ‘Abort communication’
4. End

5 Ife>l

6. compute B; & Bo.

7. If B<y

8. compute Tag and Gap

9. Else

10. Flag ‘Abort communication’
11. EndIf

End

The discussion of the steps of the algorithm is as follows:
The agorithm considers all the sensor nodes n (Line-1) and
then checksif an explicit variable m (which is aso the part of
secureidentification tags) for both node A and node B issame
or different (Line-2). In case if both the parameters are found
to possess the samevalue thenit islikely that node B is either
attacker or compromised node asit is not supposed to possess
the value of m and hence all the communication leading to
node B is aborted (Line-3). The next part of the algorithm
implementation is about computing the polynomial variable o
(Line-5) which depends upon other two parameters m, and
my,; hence m = {my, m,, mg} is considered as set of secured
identification tags of sensors A and B. The study then
computes the discriminant 8, and S, obtained using m; and m,
and « variable (Line-6). The interesting point here is that the
obtained value of the discriminant f; and S, is used for
comparing with the threshold secret key y that can be
allocated by the user (Line-7). This step of operation offers a
significant control of computational complexity by
controlling the balance between the generated key size and
security strength. Upon finding the positive condition, the
proposed system computes two keys tag and oag.

The first key tag iS computed by concatenating cumulative
keys considering m1 factor for both node A and node B. The
second key oag is computed by applying cryptographic hash
function on prior key 7tag concatenated with identity
information of node A and node B. Hence, this computation
leadsto ageneration of final secret key oag Which will be used
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by the cluster head in order to carry out further secure
transmission of the fused data to another cluster head (via
multihop technique). If the condition stated in Line-7 isfound
not to be valid than it will mean that there is no common key
between two communi cating nodes. Absence of common key
will state that one of the node has violated the proposed
security protocol and is under captivity of adversary and
hence any communication with uncommon node is truncated.
It isto be noted that the algorithm fixes the value of m (=m,
m,, ms) throughout the data aggregation process, athough it
can be changed by the user at any point of application. It also
depends upon the communication demands of the sensor
nodes.

Another interesting point to be noted in the algorithmic
operation is that there are fair possibilities that the adversary
could gain information about the identification tags of the
sensor node A as well as sensor node B. Fortunately, the
designisconstructed in such away that an adversary node will
have to compromise the common key which is near to
impossible as for that the adversary will be required to
compute the shared key. Therefore, there are strict forms of
dependencies of various variableswhich isjust impossible for
the attacker to have an access on. Another interesting part of
the implementation is that it has a potential supportability
towards mobile networks too as it just uses the pairwise keys
for carrying out authentication between two nodes. However,
this authentication mechanism can be further strengthened if
the process of secret key generation is further more
safeguarded against privacy problem. This mechanism is
further followed by next agorithm where signature is used.

b. Algorithm for Securing Distributed Keys Post to

Aggregation

Thefirst algorithm discussed in Section 2.3.1 isresponsible
for generating a secret key purely on the basis of pairwise
predistribution in WSN. However, the generated secret key is
aso required to be safeguarded against any possibilities of
adversaries. Therefore, this part of the agorithm is
responsible for applying enhanced elliptic curve encryption
for further ensuring the best version of the secret key followed
by applying enhanced digital signature for potential trap-door
function. The significant steps of the proposed algorithm are
asfollows,
Algorithm for
Aggregation

Input: o

Output: Vaid/Invalid Signature

Start

1. choose rand(k)

2. R=f(k, h, Q)

3. compute s>f(k, h)

4. generate U(msg)

5. vdlidateif (msgy)=1, 2, ....n

6. H->hash(msg, implicit_param)

7. compute private and public key

8. For > (implicit param, public key)=private key

/llrephrase this steo

9. consider valid signature

10.Else

Securing Distributed Keys Post to

k= o
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11. Flag ‘Abort communication’

12.End

End

The discussions of the above agorithmic steps are as
follows: In this case, the study considers that transmitting
node (clusterhead) intends to forward the message msg with
higher degree of privacy within the proximity of its network.
The system considers that there are specific numbers of the
authenticated transmitting node and therefore, the first step
will be to perform the authentication process. The study
considersthe private key k, which is obtained from o from the
prior algorithm and the selection process is carried out
randomly (Line-1). The system then computes a implicit
parameter that is scalar product of B and [N|. This operation
is followed by applying enhanced elliptical curve encryption
using function f(x) whose dependable parameters are i)
pairwise keysk, hashed value of the message msg and implicit
parameter, and public keys Q (Line-2). The algorithm then
performs computation of the signature s which is again
depending upon a function with input arguments of pairwise
key k, implicit parameter and hashed value h (Line-3).
According to the proposed system, the algorithm defines the
secret message msg using an explicit function U(x) which
usually consists of message msg, set of al generated
signatures S, implicit parameters, public key (Line-4). The
encoded message is then forwarded by one cluster head to
another cluster head owing to the adoption of the multipath
propagation in WSN. The next part of the implementation is
associated with the validation of the message. Thefirst part of
the validation process includes assessing the encoded
message from the source cluster head to possess a replicate
file of public key (Line-5). Upon successfully finding the
copy of the public key, the receiving node then performs
series of checks.

Inthe preliminary checksi) if the public key Q ismore than
0, ii) the numerical score of the public key should lie within
the samedlliptical curve, andiii) there should be only specific
number of public key. Upon finding all the validated cases of
the public key, the next step of the algorithm will be to check
the contents of the encoded message i.e. implicit parameter
and public key are of integer type. In case, they are found not
be of integer type than it is believed that certain malicious
codes are internally being executed which could tamper the
key and resulting in real numbers and hence in such case the
signatures are rejected. This operation is followed by
applying cryptographic hashing function over message msg
and implicit parameter (Line-6). Private and public key are
computed in subsequent step (Line-7). The final step of this
algorithmisto assessif the value of the implicit parameter of
the summation of the scalar product of implicit parameter and

Retrieval Number: B6242129219/2019©BEIESP
DOI: 10.35940/ijitee.B6242.129219
Journal Website: www.ijitee.org

3778

I nter national Journal of Innovative Technology and Exploring Engineering (1JI TEE)
ISSN: 2278-3075 (Online), Volume-9 I ssue-2, December 2019

public key is found equivalent to private key. Otherwise, the
algorithm declares the signature to be damaged and hence
they finally reject the signature if found tampered. Only in
validated condition, the agorithm alows successful
continuation of data delivery or else it disrupts al the
communication from the other node whose signature is
revoked. Thisinformation isfinally updated to other nodes so
that the infected node cannot intrude other regular nodes
during the process of data aggregation. Hence, the proposed
system offers significant coverage of safety after the data
aggregation process too.

1. RESULT ANALYSIS

The scripting of logic of the proposed study iscarried out in
MATLAB environment using 200-500 sensor nodes
deployed in 1100x1200m* simulation areas. The study
outcomeis compared with existing schemes of predistribution
of keys in WSN, where the outcomes are compared with
probabilistic scheme, deterministic scheme, and hybrid
scheme. All the outcomes of existing approaches are averaged
in order to simplify the comparative analysis.

The outcome shown in Fig. 2 and Fig. 3 shows that
proposed system offers reduced execution timein comparison
to the existing strategies of key predistribution in WSN. It can
be seen that execution time for authentication algorithm is
quite reduced in comparison to the existing system. However,
the time for the second algorithm is analysed with further two
more factors i.e. Signature generation time and signature
validation time. The signature generation time for proposed
system is found to be 0.3869 seconds while that of existing
system is 0.7442 seconds. Similarly, the signature validation
time for the proposed system is 0.2651 seconds while that of
existing system is found to be 0.5421 seconds. Hence,
cumulatively, proposed system offers better performance in
comparison to existing system of predistribution of keys in
WSN. Another reason for faster processing time is reduced
dependencies of storing the pre-distributed keys as the secret
keys once relayed is directly used by the node and doesn’t
required to be stored. Apart from this the signatures also
undergo the same process and hence, there is less memory
consumption for the proposed system in contrast to existing
system.
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Fig. 5 Comparative Analysis of Packet Delivery
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Fig. 4 and Fig. 5 highlight the comparative anaysis of
residual energy as well as packet delivery ratio. Owing to the
usage of public key encryption, it isinevitable that there will
be two forms of keys as well as it will be recursive in its
operation. Therefore, there are fairer chances of drainage of
energy among the sensors while performing data aggregation
and security operation all together. The analysis shows that
consumption of energy is quite reduced for proposed system
as shown in Fig.4. The prime reason behind this is proposed
system doesn’t have any form of recursive operation and it is
only progressive. Apart fromthis, the usage of elliptical curve
cryptography is amended in such a way that it doesn’t
generate al the prime numbers (as private keys), but it
generates one best number out of it. This causes 80%
reduction of iterations for generation primefieldsin elliptical
curve cryptography and hence, no much memory or iterations
are demanded in proposed system. Hence, residual energy is
high for proposed system. On the other hand, packet delivery
ratio of the proposed system is found to be in good
performance as shown in Fig.5.

The prime reason behind this is proposed system uses
multipath propagation where the authentication is carried out
in very faster mode. This results in faster processing of
secured routes with lesser dependency on key management
schemes unlike existing system. Apart from this, the
mechanism of validation also requires only few parameters
which are based on encoded message and hashing thereby it
leads to faster dissipation of the data packets where the
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authentication effort is reduced. Hence, a good score of
packet delivery ratio can be witnessed in proposed system.
Hence, the proposed system offers significantly better
security and with its respective good balance with the
communication performance too.

1V. CONCLUSION

Offering potential security standards for the resource
constraint nodesin WSN isone of the most challenging tasks.
However, there are many key management approaches being
evolved in existing time where it is found that pairwise key
predistribution offers better key management strategies in
WSN. Therefore, this approach discusses about the novel
simplified integrated framework that carry out optimization of
the pairwise key predistribution approach using joint
implementation of enhanced public key cryptography and
digital signature. The study outcome shows that proposed
system offers better outcomes in contrast to existing system.
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