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Abstract: Manual Signatures are used in authentication
worldwide. But they are still not used in VANETSs and in ad hoc
networks for security. In our research we try to use manual
signature in place of Digital Signatures for the security of
message and stimulated the same by pattern recalling mechanism
of Artificial Neural Network using Elman Back Propagation
Algorithm to create pseudo digital signature. These pseudo digital
signatures are now used as the identity of message sender in
communication. We also maintained the speed of manual
signature recognition and verification to stop the delay in
identification of the sender.
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I. INTRODUCTION

As the Internet of Things (I0Ts) growing rapidly the interest
of the society is also growing in the field of Intelligent
Transportation System (ITS).[1] VANET is the main
component of the ITS and it is the most talk research areain
the traffic application now days. In VANETSs the security of
data and messages which are save on vehicle and transmit
during the communication, is the most important concern and
all these things depend on the broadcasting channels. But
these wireless channels on road are very much prone to data
leakage, intrusion and attacks by third parties.[2] Thereis a
great need to construct atrust worthy platform for information
and message security for VANETS. Existing technologies
mostly focus on the use of techniques which needed third
party as an authentication authority and this can aso create
threat to personal data of the vehicle driver and users. End to
End authentication is also not possible in VANETs due to the
high speed of vehicles, so the traditional security schemes
cannot be applied on vehicle. Thusthere is need of some new
approachesfor vehicular privacy.[1] In this paper we propose
a mechanism that is based on use of driver biometric datain
form of manual

Revised Manuscript Received on December 30, 2019.
* Correspondence Author
Ekta Narwal*, Department of Mathematics, Maharshi
University,Rohtak. India. Email: ekta_narwal @yahoo.com
Sumeet Gill, Department of Mathematics, Maharshi
University,Rohtak. India. Email: drsumeetgill @gmail.com

Dayanad

Dayanad

© The Authors. Published by Blue Eyes Intelligence Engineering and
Sciences Publication (BEIESP). This is an open access article under the
CC-BY-NC-ND license http://creativecommons.org/licenses/by-nc-nd/4.0/

Retrieval Number: B6452129219/2019©BEIESP
DOI: 10.35940/ijitee.B6452.129219
Journal Website: www.ijitee.org

3548 & Sciences Publication

signature to verify the identity of sender whenever a message
is sent by him over wireless channel. [3]

. WHY MANUAL SIGNATURES

Many biometric approaches are widely used in the security of
messages in VANETS but in our research we focus on using
manual signature for identity verification of sender because of
various important features of manual signatures. They are as
follows:[2]

e Manua Signatures are minimaly intrusive in
comparison to other biometric approaches.

e We can change or modify manual signature without
any certification authority. So many variations can
be possible in manual signatures.[4]

e We can create public or private keys using manual
signature, which provides a grid to the users. They
can then create pseudo code using that grids and
these images can be used to create keys or digital
signatures.[5]

e In manual signatures we don’t need a third party
certification to verify the signature.

I1l. EXPERIMENT DESIGN

This section discussed about the setup to convert the manual
signatures into pseudo digital signature and then simulate
themfor verification using ElIman Back Propagation Model of
Artificial Neural Network [6], [7]. The simulation process is
done by using Neural Network Tool Box of MATLAB. The
driver produces manual signature on a piece of paper and then
these manual signature converted in soft form two ways. First
is just clicking the picture and saving that on a particular
folder in the vehicle’s computational device. Second by using
Image Acquiring Tool Box this application uses device
camera for live capturing. The images captured through this
mechanism are aso stored in the particular place in the
memory system. These images are now converted into some
new format by applying various morphological techniques.
The formatted images are unrecognizable and will be used as
pseudo digital signature to verify the message sender identity
inVANETSs. After that, network trained by using Elman Back
Propagation Model of Artificial Neural Network so that
verification process did not take much time.

The system learnt the pseudo digital signatures and verifies
them just in no time.[8]
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The flowchart of the complete process is given in
Figure-1.We used four manual signatures during our research
displayed in Figure-2. All these signatures are converted into
pseudo digital signatures shown in Figure-3. Table | shows
the parameters used in our experiment during training.

Take Image of Manual Signature

Converting Image to Suitable Format

Convert Formed Matrix
in Suitable Format for
Training

RGBto Gray
Scale
Conversion

ConvertImage to Pesudo
Digital Signaturseby
Applying Image Filters

Gray Scale to
Binary

Train Neural Network (Recognition & Verification of Pesudo
Digital Signatures)

Flman Back Propagation Model Train Network and Check Validation

Figure 1 Simulation of Manual Signature

PARAMETER VALUE

Neuronsin Input Layer 100

Number of Hidden Layers 2

Neuronsin Hidden Layer 20 | 30 | 40 | 50
Neurons in Hidden Layer 100

Training Model Elman Back Propagation
Data Division Random

Training Function Traingdx

Performance Mean Square Error
Minimum Gradient 1le-05

Maximum Number of Epochs 1000

Maximum Fail (Validation of | 06

Training)

Time Delay Between 0 and 1

Tablel- Parametersfor the Network

Figure 2 Original mages after Cropping (Size 100X 100)
Used for Training
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Figure 3- Morphed Images prepared to be used as Pseudo
Digital Signature

All pseudo digital signatures are then converted into 100X100
matrices to feed them in the Neural Network Tool Box. All
thevaluesinthe matrix arein binary form. Input and the target
of the network are same. During first training 20 neurons, in
second 30 neurons, inthird 40 neuronsand in forth training 50
neurons kept in the hidden layer of the network. Input and
target matrices were of size 100X 100 for every network.

IV. RESULTSAND FINDINGS

Four experiments were performed using 20, 30, 40 and 50
neurons respectively in hidden layers.

Tablell to Table V show the various network parameters like
epochs taken by each training, time taken by each and mean
square error during each learning process of various pseudo
digital signatures. Figure 4 and figure 5 depict the
comparisons of performances of various networks on the
basis of time, epochs and neurons used in hidden layers.
100-20-100

Training Epochs Time MSE

Training-1 114 0.01 0.22571
Training-2 118 0.1 0.22863
Training-3 133 0.01 0.36431
Training-4 119 0.02 0.15173

Tablell- Training Resultsfrom first network
100-30-100

Training Epochs Time MSE

Training-1 129 0.04 0.09565
Training-2 114 151 0.12025
Training-3 114 0.01 0.12025
Training-4 139 0.1 0.08984

Tablelll- Training Results from second network

100-40-100
Training Epochs Time MSE
Training-1 118 0.27 0.15114
Training-2 123 1.05 0.20692
Training-3 133 0.01 0.3315
Training-4 134 0.01 0.14387
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Table IV-Training Results from third network
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100-50-100 | Training-4 | 122 | 0.01 | 0.045638 |
Training Epochs Time M SE Table V-Training Results from forth network

Training-1 134 0.01 0.056518

Training-2 115 0.37 0.2605

Training-3 119 0.01 0.10033
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Figure 5- Comparison of time taken by trainings of various networks
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