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Abstract: The retinal pattern biometrics varies to every 
individual and it is one of the most efficient form of identification. 
Retinal scanners use infrared rays along with non-invasive color 
retinal cameras and are very effective in getting a retinal image. 
We differentiate retinas using segmentation of retinal vascular 
branch.Further Bifurcation and cross over points are used 
Steganography is the art of hiding information within another file 
which can be image, video, audio, text etc. After getting the retinal 
details, steganographic methods are used to transfer this file 
securely over the internet. Once received at the receiver, it can be 
used for verification of user authenticity    

 
Keywords : Biometrics, non-invasive, vascular branch, 

bifurcation, cross over points, geometric hashing, steganography 

I. INTRODUCTION 

Identifying a person through his different biological features 
(fig 1) is the current trend in authentication. Knowledge based 
methods like user id, password, object-based methods like 
tokens are not efficient against attackers. Biometric data can’t 

be changed easily as it is different to every individual. Many 
industries, colleges, hospitals, military and other government 
agencies are implementing biometrics. Many mobiles are 
already using finger print authentication. This data should 
always remain confidential as it is required for further 
communication. We also have to remember those tedious 
passwords. There are various biometric data like DNA, 
earlobes, iris, retina, hand geometry, odour, signature 
recognition, typing style, vein structure, voice recognition 
[1,2,3,4]. A survey is found from [5,6,7,8,9]. 

 

 

Different types of biometrics 
DNA: DNA is mostly encountered in health care 

institutions. It is based on genetic characteristics like 
chromosomes  

Ear: Depends on the shape of the ear. Pattern recognition 
and image processing are used in this process 
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Eyes-iris recognition: Iris determines the color of the eye. 
The different nerve patterns can be converted into code for 
authentication Face recognition: Facial features are used for 
recognition. Eigen face principles can be used 

Eyes-retinal recognition: Retinal blood vessels are 
observed which have different patterns 

Gait: Walking styles and other behaviour aspects are 
observed 

Finger-prints: Unique ridges and valleys on the surface of 
the fingers are used for authentication 

Odour: authentication is done based on a person’s smell 
Signature recognition: Analysis of signatures 
Voice recognition: voice is used to identify the user 
Non-inverse color retinal cameras do not use the principal 

of pupil dilation and it can be integrated well with biometrics 
[10]. Non-mydriatic camera is used to get the vascular 
structure of retinal images [11]. Many retinal biometrics are 
available but retinal muscular pattern holds a firm grip over 
the others. The light enters into the eye and the reflection is 
obtained which is then converted as an image to be sent. Most 
algorithms are based on image detection as opposed to feature 
points such as branch, bifurcation and cross over points. 
Geometric hashing is also used to identify these feature points 
in blurred images. Information hiding techniques like water 
marking and steganography are a added bonus along with 
standard encryption. Cryptography makes data look 
confusing but will still invite attackers. Cryptography makes 
the information undesirable but steganography hides the 
information itself. In water marking when data is changed, a 
change in water marking will be observed. Steganography is 
hiding one data in another data. The data to be safe guarded 
will be present in another data called the carrier data. The data 
can be text, image, audio, video etc. Usually the carrier file 
should be large enough to hold the data without disorienting 
its actual appearance. Figure 2 portraits different type of 
steganography.[26] Text steganography: Hiding the 
information as a text message. They are two methods. 
Linguistic steganography which contains semantic and 
syntactic methods. It also contains format based which 
involves line shift coding and word ship coding. 

Image steganography: Images are the most popular carrier 
objects used. There are many algorithms where we hide the 
information as a specific type of image. 

Audio steganography: Audio steganography is used to 
transfer data by modifying or changing an audio signal. We 
hide secret text on audio contents 

Video steganography: Video is used as a carrier file as they 
are big in size and data can be transferred very easily 

Network steganography: The data will be hidden in the  
TCP headers and they will be transferred when the tcp packets 
are being sent in the network layer 
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Fig 2. Different types of steganography 

II.  LITERATURE REVIEW 

There are different authentication schemes described in 
[8,12,14,15,16,17]. These authentication schemes are very 
different to each other. Some involve marking techniques and 
the others use a different approach. Eyedentify [13] is 
available in the market. It maps the vascular pattern using a 
camera and records up to 192 points. These systems are used 
in different medical and other government institutions which 
require high security. In [18] they have a technique called 
vascular graph. Filters are used in this method. The vascular 
graph is constructed using different approaches which helps 
to authenticate. In [14] a method has been used based on 
fourier transforms to evaluate retinal biometrics. The cosine 
values are taken into consideration. Template based matching 
of retinal images was proposed in [15]. Here first a template is 
constructed and then stored in a data base which can then be 
compared with a person biometric during the authentication 
phase In [16] a new technique which involves registration of 
biometrics using retinal vessel tree. The tree is constructed 
iteratively and then after the complete construction of the tree, 
the features are analysed and come to a conclusion. Reference 
points are taken to get the accuracy. Retinal vascular 
bifurcation and cross over points were proposed in [15]. Fig 3 
shows the bifurcation and cross over points. Deep learning 
was used in this method. In [20] a network security 
mechanism was initiated using retinal biometrics. Vessel 
networks were implemented. Morphological thinning was 
used in [21], a cryptography key is generated to ensure 
network security. In [22] they had developed a mathematical 
method using gaussian derivative for retinal blood vessels. 
Bifurcation and cross over points are identified as square 
images. Biometric security framework was developed by 
[23]. In [24] phase congruency biometrics was used and in 
[25] retinal vessels were matched using fundus images.   

Hisham al Assan in [26] used biometric cryptosystem 
with steganography using a key exchange algorithm. However 
very primitive technique has been used. In Biometric key 
generation technique used in [27]. Hybrid techniques are used 
to great effect. In [28] face biometrics have been involved 
with steganography. In [29] a new technique called the 
discrete wavelet transform has been applied to the retina. This 
improves the accuracy during steganographic authentication. 

 

Fig 3. Vascular branch(square), bifurcation(circles), 
crossover(star) points 

III. METHODOLOGY 

The retinal scanner will be used to get the raw but 
accurate images of the retina. The infrared rays will be used 
for this sole purpose. The retinal images are then converted to 
YUV images using multiline method[29]. Then we get the 
image of the optimized retinal data. Image steganography is 
then applied. The optimized image is embeddded in the cover 
image and this cover image is sent through the network 
completely undetected. At the receiver we separate the cover 
image as well as the optimized image an then this image can 
be used for further authentication 

YUV images:  YUV uses the pipeline of color images 
using a variety of encoding mechanism. Color images are 
encoded with a person being considered, which allows less 
bandwidth when it comes to components regarding to 
chrominance. Transmission errors are reduced compared to 
RGB mode because of the artifacts related to compression. 
Interfacing using equipment’s related to photographic illusion 

. Y stands for luminance and the UV for chrominance 
The next step is determining the bifurcation points and 

cross over points from the obtained segmented images. Care 
must be taken to remove the noise and get the optimized 
images accurately 

Determine crossover points: The number of vessel 
segment and their angle is calculated. The cross over point 
each as vertex of the angle and computation of coordinates. 
We use the formula (θ = atan(dy/dx)) where dy and dx are 

differences in the respective axis. Four is the ideal number of 
segmented vessels and the angle between the retinal vessel 
structure should be 180∘.Then the values are chosen as 
follows.[30] 

Determine Bifurcation points: From segmented 
and branch vertices, the bifurcation points are detected 
based on the children blood vessels as they are easier to 
detect. The width is expected to be equal so that it is 
benific and angle less than 90 degree is preferred.  

So to identify birfucation points , vessel segment 
breath should be known.. x is the x coordinate and y is 
the y coordinate then                  

 nx = cx + sin θ 
ny = cy − cos θ 
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Based on the formulas corresponding bifurcation  and 
cross over points are detected[30]. Figure 5b illustrates 
this precisely[30] 

Steganography: A 2-3-3 LSB technique is used to 
successfully hide the secret pictures.The cover image should 
not change when the size of secret image increases.. We 
embed color retinal secret image into a colored cover image. 
Using cryptography along with steganography enhances the 
security. Color space plays an important role in increasing 
network efficiency and minimizing memory consumption. 
YUV color space provides reduced bandwidth for 
chrominance components 

Least significant bit: LSB insertion is a easy and 
practical approach to hide information in a cover  image. The 
LSB(the 8th bit) bit which is changed and we can replace it 
with a bit from the secret image We can use a16,24,32  bit 
image , a bit each of  green, blue  is utilized and represented as 
a byte. We can store 3 bits in each pixel. Figure 6 shows LSB 
steganography 

Figure 6 LSB steganography 

For a 24 bit image of 3 pixels 

(00101101 00011100 11011100) 

(10100110 11000100 00001100) 

(11010010 10101101 01100011) 

We choose a number 200, The binary representation of this 
number is 11001000 is embedded in the last bit. There will be 
a new grid given by: 

(00101101 00011101 11011100) 

(10100110 11000101 00001100) 

(11010010 10101100 01100011) 

The number is added to the primary 8 bytes of the grid. We 
should be able to change the 3 bytes itself. In the worst case, 
to hide a secret image, we only need half the bits if the cover 
image is big enough. There are 256 ways of selecting different 
colors. There will be no differences or minute differences if 
we change the LSB bit. These changes are unrecognizable for 
human beings. Therefore, the messages can be easily hidden. 
If the cover image is very large we can use the last bit as well 
as the bit before that and differentiation is not possible 

In the example given above, the continuous stream of 
bytes of the image from the byte in the beginning to the end of 
the content can be used for information hiding. However, this 
approach can be easy to detect. The security can be improved 
in a way by introducing a secret key which deals with the 
minimum no of pixels to be changed. Even if he comes to 
know that LSB steganography is used there is no way he can 
access the image because of the presence of the available 
secret key  

 LSB and Palette Based Images 

GIF and PNG are available in pallet over the network. 
Message can be in the palette or into the data of the image. 
Both the methods have its own advantages and disadvantages. 
The first method can be used to make the algorithm more 
secure. If the pallet size is large enough it is an excellent 
method but on the other hand if the pallet size is small it can 
affect its efficiency and through put. The second method has 
more storage space but good security scheme can be a 
problem. The noise model also has to be considered by using 
the sensitivity of the color. It is therefore difficult to encode 
and synchronize. 

Encryption 

Arnolds catmap technique is used for encryption which 
strengthens steganography. The knowledge of caos must be 
known to us. It means disorder, random orientation, 
disorganization , entropy etc consider an image with x rows 
and y columns. Using this technique it randomizes the original 
organization of the pixels. After iterating n times the original 
image reappears 

 

  
Figure 7 Taking secret image as input 

In the beginning we take the secret image which is the 
segmented retinal image and then we choose a cover image 
which is three times larger than the secret image. Then 
embedding of the secret image is done using the 2-3-3 LSB 
technique. Then the stego image is displayed. The image then 
travels over the channel through the internet and we receive 
the secured retinal image at the receivers side. The entire 
steganographic process is shown in figure 8 



 
Steganography for retinal biometrics 

 

530 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: B6497129219/2019©BEIESP 
DOI: 10.35940/ijitee.B6497.129219 
Journal Website: www.ijitee.org 

 

Figure 8 2-3-3 Image steganography 

Embedding algorithm  

Step1: Read the Secret retinal image.  

Step 2: Change shade space of secret image from RGB to 
YUV. 

 Step 3: Read cover image. 

 Step 4 : Embedd each byte of secret image inside 3 pixels of 
cover image using 2-3-3 LSB technique.  

Step 5: Output the stego image. 

Extraction algorithm  

Step 1: Retrieve secret image from stego image using 2-3-3 
LSB technique. 

 Step 2: Change the secret image from YUV to original color 
space RGB. 

IV. RESULTS AND DISCUSSION 

. The  snapshots of the system while execution is  presented 
using screenshots. The analysis is done on an image and 
results are shown using different snapshots and tables 
 
Main Graphical User Interface: 
 Figure 9  shows the GUI which is displayed when the initial 
program is executed. It has three buttons. The first button is to 
select a secret retinal image and change it to YUV color 
space. The second button is to select the cover image under 
which retinal image can be hidden. The third button is to 
create a stego image which is a combination of both 
 

 
Figure 9 Initial GUI containing 3 buttons 

Then   we select secret image and change to YUV’ button is 

pressed a folder opens from which we select a secret image  
and it is then converted to YUV color space. GUI displaying 
the selected plain secret image and YUV based image is 
shown. 

 
Fig 10 YUV conversion 

Figure 10 shows the window which contains the results. The 
YUV converted image is  placed inside the cover image to 
make a stego image. From the stego image the hidden image 
i.e., the secret image is retrieved a to get the converted back 
original image. There is a button ‘Back to Main Screen’ which 

goes back to the initial GUI window 

 

Figure 11 Results 

s Normalized absolute error (NAE) computed by a formula 
and it is a measure of how far the stego image is from the 
original cover image with the value of zero being the perfect 
fit.[32] Big value of NAE indicates a  dull quality of the 
resulting image after embedding. The value of NAE is 
calculated using the Equation. 

 

 

Where H and W are height and width, P(i, j) represents the 
original image and S(i, j) represents corresponding stego 
image. 
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Table1: NAE for different secret images 

Cover Image Secret Image NAE 

Image.jpg Normal.jpg 0.047 

Image.jpg Normal1.jpg 0.045 

Image.jpg Normal2.jpg 0.053 

Image.jpg Normal3.jpg 0.061 

Image.jpg Normal4.jpg 0.034 

Image.jpg Normal5.jpg 0.031 

Image.jpg Normal6.jpg 0.045 

V. CONCLUSION 

Retina scan has its own advantages. We can get false 
positive outputs very easily, and it remains throughout a 
person’s life. It cannot be altered very easily because it lies 

deeply within one’s eye. In addition, retinal scan error is very 

rare ie 1 out of 10000 where as finger print has 2 in 1000. 
There are some disadvantages too, it is some what 
uncomfortable to people. Some diseases like glaucoma, 
diabetes can harm the retinal structure [34] in older 
population. Retinal scanners are extremely costly compared 
to  other biometric scanners. We also need a lot of training to 
identify retinal reliability. For the time being it is only used in 
the defense, FBI etc. 

 There is more need for security because most of the 
important transactions are happening over the internet. NAE 
values in2-3-3 is better than the previous version of 3-2-2.   
There is a drastic improvement in NAE values. Combining 
cryptography with steganography provides a better and higher 
security. YUV color space adds more value to the secret 
image as the combination of both of them make the image 
undetectable and even if the image is found then it is very 
difficult to decrypt the information because of its benific 
presence 

Combining retinal biometrics is an excellent aspect as 
this extremely confidential retinal configuration of  a person 
can be transferred undetected through the internet  
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