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Abstract:  As Mobile Ad hoc Networks (MANETs) are 
established using battery-powered nodes, the major concern to 
minimize the power consumption of the nodes is still a challenge 
while the lifetime of the network is taken into account. Thus, 
power-aware routing is the effective way to handle the situation 
that aims at minimizing the power consumption and network 
overhead in order to increase the network lifespan. Therefore, an 
effective power-aware secure routing protocol is designed using 
the proposed Fuzzy Krill Herd-based Grasshopper Optimization 
Algorithm (Fuzzy KH-GOA) such that the secure path is 
determined. Hence, it is evident that the routing path for 
transmitting the data packets is effectively decided using the 
proposed algorithm, which is based on the fitness parameters, 
such as fuzzy function, delay, distance, and power consumed by 
the path. The significance of this research relies on the link 
lifetime estimation for which the lifetime of the routes is detected 
in order to measure the link failure. The performance of the 
proposed Fuzzy KH-GOA reported the values of 23.858 J, 0.016 
sec, 0.783, 0.840, and 10.908 sec, respectively in the absence of 
the attack and 22.624J, 22.624sec, 0.773, 0.812, and 9.862sec, 
respectively in the presence of attack for the measures, such as 
power, delay, Detection Rate (DR), throughput, and average Link 
Life Time. 

 
Keywords: Grasshopper Optimization Algorithm (GOA), 
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I. INTRODUCTION 

MANET is an infrastructure-less network, which contains 
self organizing nodes such that each node acts a router in the 
ad hoc network. The mobile nodes operate independently as 
they do not require any centralized base station [1] [20] [21]. 
Hence, the ad hoc network is termed as “for this purpose” 

[4] [16] [17] [18].  The communication link used in the ad 
hoc network is broadcast, which is different from multicast, 
where the messages are broadcasted from the source node to 
the destination node [5] [12] [14] [15]. The malicious 
mobile nodes often misroute the data packets so that the 
high nodes having high mobility may damage and interrupt 
the data transmission. To protect the ad hoc network from 
the external and internal attacks is the basic need to be 
addressed properly [3] [22].  
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As the ad hoc networks are deployed easily, they are widely 
used in various applications, such as disaster relief 
operations, and military [1] [23]. 

When the mobile nodes lie in the same communication 
range then, each node communicates with other node 
through single-hop or multi-hop network. When the node in 
the ad hoc network moves out of the transmission range 
then, the link between the nodes will break. To solve the 
node failure and link breakage problem, the energy-efficient 
methods are introduced in MANET. When the power of 
mobile node decreases, the node moves to die and this 
problem can be controlled using the efficient power-aware 
routing (EPAR) approach. EPAR minimizes the 
consumption of power and eliminate the packet loss in 
single mobile node by selecting the path with maximum 
power [4] [19]. Most of the proposed routing protocols in 
MANET are based on the hop count metric such that it 
concerns only the shortest path and eliminate the solidity 
concerns. The link stability may affect due to the nodes 
mobility, residual energy, available bandwidth, and so on. 
These factors lead to route reconfiguration and link 
breakage in MANET. Hence, it is required to prefer stable 
path rather than selecting shortest path [6].Stability-based 
routing protocol is used to select the long-lasting path. 
Moreover, the parameters, such as pilot signals, relative 
speed, and signal strength are used for computing the link 
stability [7].  

The research intends to concentrate on developing a 
power-aware secure routing protocol based on the proposed 
Fuzzy KH-GOA algorithm in order to enable the secure 
communication and in addition, the lifetime of the nodes are 
evaluated for ensuring the link breakage maintenance. The 
proposed Fuzzy KH-GOA algorithm selects the optimal path 
based on the maximization fitness function and the fitness 
parameters include delay, distance, fuzzy, and power 
consumed by the individual nodes in the path. The role of 
the fuzzy function in the proposed algorithm is that the 
fuzzy function boosts the performance through evaluating 
the mobility of the node, capability of the node, previous 
records, and reputation among the neighbors. Moreover, the 
link breakage mechanism is activated in the network using 
the lifetime parameters in order to maintain the 
communication link in the network. Thus, the proposed 
method concentrates in enabling the power and secure-
aware communication in MANETs thereby, assuring the 
smooth communication with the help of the link breakage 
mechanism in MANETs. 
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The major contribution of this research is as follows: 
The first contribution is regarding the power-aware 

secure routing protocol named as the proposed Fuzzy KH-
GOA algorithm, which finds the route optimally for data 
transmission between the source and the target nodes. The 
path with less delay, minimum power consumption, less 
distance, and maximum fuzzy function is selected as the 
best path based on the maximization fitness objective. The 
proposed fuzzy KH-GOA is the integration of the fuzzy 
principle in the KH-GOA, which inherits the characteristics 
of Krill Herd (KH) and Grasshopper Optimization 
Algorithm (GOA). 

The second contribution of the research is regarding the 
link breakage maintenance mechanism in MANET, which is 
activated in the network based on the lifetime parameters in 
order to assure the smooth performance of the network.  

The rest of this paper is organized as: section 2 
describes the existing methods of power-aware routing, and 
section 3 explains the mobility model of MANET. Section 4 
elaborates the proposed optimization algorithm along with 
the link break maintenance. Section 5 discusses the results 
and discussion of the proposed algorithm, and finally, 
section 6 concludes the paper.  

II. MOTIVATION 

In this section, various existing routing protocols are 
discussed along with their merits and demerits. Moreover, 
the challenges associated with the routing techniques are 
explained. 

2.1 Literature survey 

Various existing power secure routing protocols are 
reviewed in this section. ChrispenMafirabadza and 
PallaviKhatri [1] developed an efficient power-aware 
AODV routing protocol to maximize the lifespan of 
network. It saved the nodes energy and attained better 
throughput and packet delivery ratio by reducing the dead 
nodes. This protocol was highly suitable in the high dense 
network and their performance was evaluated in terms of 
100 and 300 nodes, but it consumed more battery power. 
Md. MahbuburRahman and Md. Akhtaruzzaman [2] 
introduced a power-aware routing approach to determine the 
network path in MANET. It used the combination of 
weighted metrics, like battery power, velocity, and distance 
to select the route. It effectively maximized the performance 
and lifespan of network. However, it failed to consider the 
packet loss. Mukherjee, S et al. [3] developed an enhanced 
average encounter rate AODV (EAER-AODV) protocol to 
select the optimal path in ad hoc network. The trust model in 
the routing protocol used the nodes opinion that contains 
distrust, uncertainty, and trust components. The source 
mobile node selected the reliable route by eliminating the 
malicious node. It attained better delivery ratio, but failed to 
consider the energy consumption. Femila, L. and Beno [4] 
modeled an efficient power-aware routing (EPAR) approach 
to distinguish the capacity of nodes by considering the 
battery power. The path with less cost was selected and the 
data rate was effectively controlled using this protocol. 
Moreover, the lifetime of the node was maximized and the 

energy consumption was reduced, but failed to consider the 
energy cost. 
Gopinath, S et al. [5] developed a secure location-aware 
routing protocol in MANET. The key role of this approach 
was to select the multicast group in a secure manner. 
Moreover, the public key decryption and the encryption 
model were considered by deploying the security to protect 
the node from attackers. The parent or the source node 
broadcasted the data packet once it received the plain text. It 
attained better packet delivery, but failed to use the 
signcryption through certificateless routing. Singal, G et al. 
[6] developed a link stable multicast routing protocol to 
determine the lifespan of network. It computed the link 
stability factor and considered the path having maximum 
lifetime. The efficiency of protocol was enhanced by 
reducing the path length. Palaniappan, S. and Chellan, K [7] 
introduced an energy efficient routing protocol to provide 
reliable and stable route. The monitoring agents computed 
the link reliability factors to find the path with more 
reliability. It increased the delivery ratio of packet and 
decreased the energy consumption, but failed to reduce the 
delay. Jayalakshmi, V. and Razak, T.A [8] introduced a 
trust-based source routing protocol to find the route to meet 
the security requirement of packet transmission. It achieved 
significant enhancement in terms of packet delivery ratio. 
However, the trust decision attributes failed to incorporate 
the trust value. 

2.2 Challenges 

Some of the challenges associated with the existing 
power-aware secure routing protocols are discussed.  

In the perspective of multihop ad hoc networks, 
selecting the optimal route among various routes in an 
effective and efficient way, poses a challenging issue in 
MANET [10]. 

Due to the characteristics, like unreservedly freely and 
dynamic topology, the link breakage arise frequently in 
MANET, which is the major complex issue in wireless 
network [9]. 

To ensure security in the ad hoc environment is a 
major challenge. Moreover, to implement end-to-end 
reliability, limited resources, and QoS mechanism were the 
challenging issues in MANET. 
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III. PROPOSED FUZZY KRILL HERD-BASED GRASSHOPPER OPTIMIZATION ALGORITHM FOR 
SECURE ROUTING IN MANET 

 

 
Figure 1. Block diagram of the proposed Fuzzy KH-GOA based secure routing in MANET 

 
To transmit the data securely and to prevent the packet 

loss in MANET, it is necessary to have the secure routing 
mechanism in order to find the secure route to transmit the 
packet without any path conjunction. The link used to 
transmit the data packets can enable secure communication, 
which is  

decided using the optimization algorithm. In this 
section, the secure routing initiated from the source  

node to the target node is elaborated. Figure 1 shows 
the secure MANET routing. 

The secure routing phenomenon involves three major 
steps, such as path discovery, optimization model, and 
optimal path discovery. Accordingly, the total number of 
the possible paths is discovered and then, the optimal route 
is selected using the proposed Fuzzy KH-GOA algorithm 
based on the fitness measure, such as delay, distance, 
power, and fuzzy factor. Once the optimal route is selected, 
the nodes communicate the data through the selected 
optimal path. 
 
 3.1 Solution encoding  
The solution encoding is the representation of the solution 
to be determined using proposed algorithm. Let us consider 
w number of paths in MANET, among which the optimal 
path s is selected using the proposed Fuzzy KH-GOA 

approach such that s lies in the range of ws 1 , 
respectively. The solution specifies w paths from which s
optimal route is selected by the proposed algorithm based 
on the fitness value.  
 
3.2 Fitness function 
The fitness function is computed for all the possible w
paths and the optimal route is selected based on the 
maximal value of the fitness using the proposed fuzzy KH-
GOA. The path contributing towards less delay, maximum 
fuzzy function, minimum distance, and less power 
consumption is selected as the optimal path. The fitness 
measure is determined using the following equation. 





k

z
zJF

1

   (6) 

where, z represents the total number of intermediate nodes 

in the selected path, k denotes the total nodes, and zJ
indicates the node factor. The node factor is used to 
generate the secure path to transmit the information from 
source to target nodes. During path discovery, the stability 
of the nodes is evaluated based on the node factors, such as 
power, delay, distance, and fuzzy function. The node factor 
is represented as, 

      iii
x
iz SXJ   111

4

1
 (7) 

where, 
x
iX denotes the fuzzy function, iS represents the 

power consumed by thi node, i indicates the delay of thi

node, and i represents the distance between thi node and 

the previous node.  

3.2.1 Fuzzy system 
The fuzzy system [25] assists the selection of the optimal 
path in order to perform the data transmission in MANET 
by considering the input factors, such as previous record, 
node capability, node mobility, and reputation 
neighborhood. The input factors are fuzzified to select the 
optimal path for routing the packets. The steps involved in 
the fuzzy system are explained as follows:  
i) Fuzzification: It receives the crisp input from the input 
variables and estimates a degree to which the input belongs 
to the specific fuzzy sets is called as fuzzification.  
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ii) Inference system: The fuzzified inputs are fed to the 
antecedents of fuzzy rule, which is further passed to the 
membership function. Finally, the outputs obtained from all 
the rules are combined.  
ii) Defuzzification: The combined output of fuzzy set is fed 
as input to the Defuzzification, where the single crisp 
number is generated as output. The fuzzy function used to 
select the routing path is expressed as, 
 

 x
i

x
i

x
i

x
i

x
i RILKfX ,,,   (8) 

where, x
iX denotes the fuzzy function, x indicates current 

time, x
iK indicates previous record, which means the 

history of thi node at time x , x
iL represents the mobility of 

node i at time x , x
iI specifies the actual capability of thi

node at time x , x
iR represents the reputation among 

neighbors of thi node at time x , and f denotes fuzzy 

operator, respectively.  
Previous records: To make the data transmission, the 
reputation system takes the input from the previous record, 
which is given as, 
 









  21

2

1

2

1 x
i

x
i

x
i XXK   (9) 

where, 1x
iX denotes reputation value at time 1x , and 

2x
iX indicates reputation value at time 2x , 

respectively.  
Node capability: It is defined as the ratio of total 
transmitted bytes to total capacity, which is expressed as, 



H
I x

i      (10) 

where, H is the total transmitted bytes, and  is the total 

capacity. 
Node mobility: The movement nodes specified as node 
mobility, where some node uses predefined path and some 
node moves randomly. Based on their responsibilities, the 
mobility of nodes is discovered, and is specified as 
arbitrary. When the nodes move fast, it affect the selection 
process of nodes, and when the movement of nodes is slow, 
it is easy to manage the neighborhood nodes. The mobility 
values obtain medium, low, and high value based on the 
movement of nodes as fast and steady. Based on the nodes 
location, the mobility factor is calculated as, 

 


x
i

x
ix

i

ZZdist
L

,1

    (11) 

where,  x
i

x
i ZZdist ,1  indicates the difference between 

the location of thi node at time  1x and x , and 

represents normalization factor.  
Reputation neighborhood: The total number of neighbor 
nodes situated close to the node is termed as reputation 
neighborhood. It is calculated using the below equation as, 





J

r
ir

x
i J

J
R

1
,

1
  (12) 

where, J denotes number of neighbors, and r is the 

neighboring node.  
 
3.2.2 Power 
The less power consumed by the mobile node is 
responsible to transmit the packets, which is computed 
using the Eq. (1) 
 
3.2.3 Delay 
The delay factor is computed based on the nodes available 
in the path, and the delay must be minimal for the optimal 
path. The delay is given as the ratio of number of nodes in 
the path to the total nodes, which is represented as, 

ki


      (13) 

where,  represents the total number of nodes exist in the 

corresponding path, and k is the total nodes. 
 
3.2.4 Distance 
The distance is computed using the difference of distances 

between the thi node and  thi 1 node with the 

normalization factor, which is expressed as, 

 



1, 


iidist

i    (14) 

where,  denotes the normalization factor. The above 
factors are used to evaluate the fitness of the route to 
forward the data packets, such that the optimal fitness is 
computed to determine the optimal route using the 
proposed optimization algorithm. 
 
3.3 Proposed Fuzzy Krill Herd-based Grasshopper 
Optimization Algorithm 

The proposed Fuzzy KH-GOA is the integration of 
Grasshopper Optimization Algorithm (GOA) [28] and Krill 
Herd (KH) algorithm [27] to select the optimal path for 
data transmission in MANET. The proposed algorithm is 
effectively suitable in determining the optimal path for 
effective power-aware routing. KH algorithm simulates 
herding behavior of the krill individuals and the minimum 
distance of the krill towards the food source is considered 
as the objective function of the krill movement. The 
position of krill individuals are updated based on the 
factors, like foraging activity, random diffusion, and of 
movement other krill individuals. Here, the behavior of the 
krill is modeled using the adaptive genetic operators. Here, 
the individual krill move towards the optimal solution when 
it searches the food with high density. The swarming 
behavior of GOA enables the optimization algorithm to 
achieve effective performance in route selection. Due to the 
fine tuning of parameter, the proposed algorithm is 
considered as more effective than the nature-inspired 
optimization algorithms.  
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GOA balances the exploration and exploitation phase 
by changing the zone coefficient, which provides the GOA 
to be accurate in global medium rather than the local 
optima. GOA has the tendency to solve the optimization 
problems in the unknown search space. The integration of 
GOA with the KH algorithm is offered to select the optimal 
route effectively to increase the performance of 
optimization. The update equation of KH is modified with 
the GOA to compute the optimal solution. The algorithmic 
steps involved in the proposed KH-GOA algorithm are 
explained as follows: 
i) Initialization: Initially, the algorithmic parameters, set of 
solution, and the termination criteria are defined. In the 

initialization phase, the solution size V  with U  solutions 
is randomly initialized. Each solution in the solution size 

V is specified as, 

 Ug VVVVV ,...,...,, 21   (15) 

where, U denotes the total population size that lies in the 

range of Ug 1 . 

ii) Fitness evaluation:  The fitness function is evaluated in 
the optimization algorithm to find the optimal solution. 
Here, the fitness function is computed based on the factors, 
like delay, power, distance, and fuzzy function using the 
Eq. (6). The solution with the best fitness value is accepted 
as the optimal solution.  
iii) Update the solution: Let us consider the U number of 

solutions, which are generated in maxw iterations such that 

the best and worst solutions are generated. The updated 
solution contains the parameter that has the affinity to 
move towards the best solution by discarding the worst 
solution. According to KH algorithm, the position vector of 

the krill at the interval w and w is represented as, 

   
dw

dV
wwVwwV g

gg   (16) 

   
dw

dV
wwwVwV g

gg   (17) 

where,  wVg denotes 
thg solution at thw interval. 

However, the parameter w is carefully set in the 
optimization problem as this parameter acts as a scale 
factor. GOA updates the position based on the grasshopper 
position, target location, and current position. The location 
of search agent is describes through the grasshopper status 
with respect to the target position. Hence, the update 
equation of grasshopper is represented as, 

    *
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p
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   (18) 
where, y represents decreasing coefficient, p indicates 

dimension, U is the total number of grasshoppers with the 

dimension p , k and g indicates the location of 

grasshopper. pW and pY are the upper and lower bound at 

dimension p . h indicates the strength of social forces, 

gkm denotes the distance between two grasshoppers, and 

*
pQ is the best solution. Let us assume 1U ,  

       
*
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1
1

2 ˆ
2 p

g
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g

pppp
g Q
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wVwV
VVh
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ywwV 





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   (19) 
By substituting the Eq. (17) in Eq. (19), the resulted 
updated equation is expressed as, 

   
   

*

1

1

1
2 ˆ
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g

g
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p
g
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m
dw

dV
wwwVwV

VVh
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ywwV 
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




  (20) 
After rearranging the above equation is represented as,S 
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(23) 
 
iv) Replace the best solution: Once the position is updated 
based on the fitness value, the solution that yields the 
maximum fitness is replaced as the optimal solution.  
v) Termination: The above steps are repeated until the best 

solution is obtained until the maximum iteration maxw . 

Algorithm 1 shows the pseudo code of the proposed Fuzzy 
KH-GOA algorithm. 
 

Algorithm 1. Pseudo code of the proposed Fuzzy KH-
GOA algorithm 

Sl. No Pseudo code of proposed Fuzzy KH-GOA  

1 Input: Population V  

2 
Determine the optimal solution 

*
pQ  

3 Begin 

4      Population initialization 

5       Update pW , pY , y , h , and m  

https://www.openaccess.nl/en/open-publications
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6 
     while maxww   

7      for  Ug 1  

8      Compute F using the Eq. (6) 
9 

     Update  wwV p
g   using Eq. (23) 

10      Generate new solution 

11      Reevaluate F  
12 

      Compute 
*
pQ  

13       1 ww  

14 end while 

15 
return 

*
pQ  

16 Terminate 

3.4 Link breakage Maintenance 
After selecting the secure route using the proposed Fuzzy 
KH-GOA, the lifetime of the nodes is calculated. While 
transmitting the data to the neighboring hop, it is required 
to detect if its link to the neighboring hop is broken. When 
the node considered that the link is broken then, the link 
breakage maintenance process is carried out by calculating 
the lifetime of the routes. During the route traversal of data 
packet, the lifetime of the route is computed at each hop. 
Each node computes the lifetime of the route between itself 
and the previous hop. However, the LLT of the node is 
calculated as,  

     
 22

2222











r
 

  (24) 

where, 
vu a

s
va

s
u aa  coscos  , 11 c

v
c
u aa  , 

vu a
s
va

s
u caa  sinsin  , and 22 c

v
c
u aa  , 

respectively. Here,  21 , c
u

c
u aa denotes the coordinate of 

node ua ,  21 , c
v

c
v aa represents the coordinate the node va , 

ua represents the direction of motion of node ua , 
va

indicates the direction of motion of node va , s
ua denotes 

the mobility speed of node ua , s
va indicates the mobility 

speed of node va , respectively. Based on the rate of link 

failure, the link breakage is identified [25] [24]. The link 
reliability is computed using the below equation as, 

  qeq      (25) 

where,  is the probability, q denotes the time at which the 

link is work, and  represents the average link failure rate. 
Average link failure rate is the inverse of lifetime of the 
route, which is specified as, 

s

1
      (26) 

where, s denotes the link lifetime. The average link failure 
rate is compared with the threshold in order to decide to 
transmit the data using the selected route or to perform the 

re-routing process. When   , re-routing is done to 

transmit the data from the source node to the target node, 

and if   , then the node transmit the data in the 
selected route.  

IV. RESULTS AND DISCUSSION 

The results and discussion made using the proposed 
algorithm is explained in this section with respect to the 
evaluation metrics.  
 
4.1 Experimental setup 
The implementation of the proposed Fuzzy KH-GOA 
algorithm is carried out in the NS2 simulator using 
windows 10 OS with 2 GB Ram, and Intel processor.  

4.2 Evaluation metrics 
The performance achieved by the proposed algorithm is 
analyzed and evaluated using the metrics, like power, 
delay, detection rate, LLT and throughput. 
Power: The node used to transmit the data requires high 
power and the power consumed by the proposed algorithm 
is specified using the Eq. (1) 
Delay: It is the time taken by the packet to travel from 
source to destination, which is computed using the Eq. (13).  
Throughput: It is the amount of data packets received by 
the destination at a specific time, which is calculated as, 




 

    (27) 

where,  is the number of packets received at time  . 

Link Life Time (LLT): It defines the lifetime of the link in 
network, which is calculated at each hop while traversing 
the route request. Each node computes the lifetime of the 
route between itself and the previous hop. 
Detection rate: It is defined as the ratio of number of 
malicious nodes detected accurately to the total number of 
nodes in network. 

4.3 Comparative methods 
The performance enhancement of the proposed algorithm is 
revealed by comparing the proposed with the existing 
methods, like Fuzzy Reputation dynamic source routing 
(FR-DSR) [30], Ad hoc On-demand Multi-path Distance 
Vector protocol-Secure Adjacent Position Trust 
Verification (AOMDV-SAPTV) [29], and secure reputation 
based routing [31], respectively. 

and KH-GOA based routing is 0.7125, 0.714, 0.704, and 
0.753, while the proposed Fuzzy KH-GOA obtained better 
throughput rate of 0.801, respectively. 
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                       (a)                                              ( b)                                                      (c) 

Figure 2. Comparative analysis with attack, a) delay, b) DR, c) average LLT, d) total power consumed, e) throughput 
rate 

 

                       (a)                                              ( b)                                                      (c) 

 

 

 

 

 

Figure 3. Comparative analysis without attack, a) delay, b) DR, c) average LLT, d) total power consumed, e) 
throughput rate 

4.4 Comparative discussion 
Table 1 represents the comparative discussion of the 
proposed algorithm. It is clearly depicted that the proposed 
obtained significantly better performance in the 
presence/absence of network attack. The delay obtained by 
the existing methods, like FR-DSR, AOMDV-SAPTV, 
Secure reputation based routing, and KH-GOA based 
routing is 0.069sec, 0.071sec, 0.076sec, and 0.070sec, 

while the proposed Fuzzy KH-GOA obtained lower delay 
of 0.062sec for 10sec in the presence of the attack. The 
average LLT obtained by the existing methods, like FR-
DSR, AOMDV-SAPTV,  
 
 

  

(d) (e) 

  

(d) (e) 
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Secure reputation based routing, and KH-GOA based 
routing is 8.369sec, 9.127sec, 9.391sec, and 9.837sec, 
while the proposed Fuzzy KH-GOA obtained the average 
LLT of 9.862sec for 90sec in the presence of the attack. 
The throughput rate obtained by the existing methods, like 
FR-DSR, AOMDV-SAPTV, Secure reputation based 

routing, and KH-GOA based routing is 0.827, 0.824, 0.817, 
and 0.831, while the proposed Fuzzy KH-GOA obtained 
better throughput of 0.840 for 10sec in the absence of the 
attack. 
 

 
Table 1. Comparative discussion 

 
Metrics/Methods 

 
FR-DSR 

 
AOMDV-
SAPTV 

Secure 
reputation 

based routing 

KH-GOA 
based 

routing 

proposed 
Fuzzy KH-

GOA 
 
 
 
With attack  

time=10sec Delay 0.069  0.071 0.076  0.070 0.062 
time=50sec DR 0.686 0.688 0.691 0.734 0.773 
time=90sec Average LLT 8.369  9.127 9.391 9.837 9.862 
time=50sec Power 14.849  14.842 16.156 20.869 22.624 
time=10sec Throughput rate 0.7891 0.791 0.799 0.802 0.812 

 
 
 

Without 
attack  

time=10sec Delay 0.057  0.057 0.059 0.026 0.016 
time=50sec DR 0.684 0.704 0.694 0.780 0.783 
time=90sec Average LLT 10.198 8.277 8.628 10.619 10.908 
time=50sec Power 16.713  16.127 21.223 23.160 23.858 
time=10sec Throughput rate 0.827 0.824 0.817 0.831 0.840 

 

V. CONCLUSION 

In this research, an effective Fuzzy Krill Herd-based 
Grasshopper Optimization Algorithm is proposed to enable 
the optimal power-aware secure routing in MANET and 
finally, the link breakage maintenance mechanism is 
initiated in the research in order to sustain the effective 
lifetime of the network throughout the communication 
process. The optimal path is computed based on the fitness 
measures particularly, with minimum delay and energy. 
The optimal path ensures the routing mechanism in a robust 
and efficient manner. Hence, the secure power-aware 
routing protocol developed and the link breakage 
maintenance phenomenon initiated in the research is 
reported as the remarkable point of attraction to extend the 
lifetime of the network. The analysis of the methods reveal 
that the proposed Fuzzy Krill Herd-based Grasshopper 
Optimization Algorithm attained better performance with 
values of 23.858 J, 0.016 sec, 0.783, 0.840, and 10.908 sec 
for the metrics, like power, delay, Detection Rate, 
throughput, and average Link Life Time (LLT) in the 
absence of the attack scenario, and 22.624J, 22.624sec, 
0.773, 0.812, and 9.862sec in the presence of attack 
scenario. In future, the performance of routing and lifetime 
maintenance shall be enhanced through any other hybrid 
algorithms of optimization and immune computing 
algorithms. 
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