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Abstract: The cloud-based logistics services allow cost 

reduction, higher elasticity, flexibility, and maximum utilization 
of resources for performing high computations and data 
analytics. Logistics and security are complex issues with the 
corporate entities when these are to be used for taking critical 
issues. To understand these, this paper discusses a conceptualized, 
flexible security framework for cloud-driven digital supply chain 
in Agricultural. Moreover, a security enhancement layer is 
included at each layer of the cloud with a feasibility study on 
protecting user information in the logistics services ambiance. 
Also, the Data Residency for cloud-based logistics services is 
elaborated with Data Security analysis. Further, the article 
discusses the possible solutions to handle the security concerns of 
the logistic model. 
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I. INTRODUCTION 

Non In recent years, the development of cloud computing 
has been considered as a unique feature among the key 
progresses in the area of computing. The distribution of 
quick, reasonably-priced and scalable services to people and 
corporate establishments is referred to as cloud computing. 
It is a ground-breaking standard that expedites the clienteles 
to implement their project operations and also aides to store 
the information in the third-party possessed servers. Since 
the implementation of cloud computing standards has 
several benefits like pliability, universal availability, 
convenience, easy maintenance, and economic pay-per-use 
billing models for corporate entities [1] [2]. The cloud 
computing services are divided into three major categories, 
software as a service (SaaS), Platform as a Service (PaaS), 
and infrastructure as a service. The applications are running 
in the cloud are known as SaaS, and it presents an 
architecture that can run several instances of itself regardless 
of location. PaaS is a platform that enables developers to 
write applications to run on the cloud.  
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This would have various applications that can be deployed 
instantly. The last category is infrastructure as a service that 
can be accessible by internet technologies and shares the 
computing infrastructure. The sharing resources are like 
servers, storage, security, databases, etc. Four different 
models are suggested in cloud computing. The first model is 
the public deployment model in which the third parties or 
any organization operated and distribute services to the 
public domains. The second is the private model, which is 
owned and operated by the organization and severed for 
their internal users. The third model is a community model 
which operated and organized for specific communities. The 
last model is a hybrid, which is a mixture of two or more 
clouds [3][4][5][51][52]. These providers also account for 
modern-day networks, such as 5G, Internet of Things, as 
well as novel allocation strategies for handling diversified 
services [6][7]. Mostly, the Cloud Service Providers are 
responsible for handling and functioning of the Public cloud 
infrastructure [51]. Furthermore, it is accessed by an 
extensive assortment of registered clienteles, and the CSP is 
liable for the configuration and organization of these 
services. While considering the private cloud infrastructure, 
it is handled and functioned by either the CSP or clienteles. 
However, in some particular scenarios, both the CSP and 
clienteles are involved in handling and managing the private 
cloud infrastructure that is owned by a solitary client. The 
community cloud infrastructure is catered for the needs and 
utility of a particular selective cluster of establishments. The 
hybrid cloud is the amalgamation of several disparate cloud 
models like the public, private and community exemplars 
for providing tailored infrastructure utilities depending on 
the needs of an establishment or institution [8][9][10][11]. 
The organizations can evade a conciliation of their 
functioning efficacy by implementing the cloud associated 
infrastructure for swiftly enhancing, successfully 
recognizing and utilizing the scientific elucidations [12]. 
Amongst the corporate entities, the private and public cloud 
associated elucidations are mutually attaining prominence. 
Nevertheless, as a result of witnessing the goals of the 
business entities and also considering the cost-to-serve 
metrics, it can be observed that solely the private cloud 
models are contending with the predominantly available 
public cloud models. Additionally, hybrid clouds are 
designed and tailored based on the specific necessities of 
corporate organizations. Furthermore, for constructing a 
hybrid cloud model, at least a solitary public and a single 
private cloud infrastructure are essential. Moreover, based 
on the necessities of corporate enterprises, numerous public 
and private cloud services can be amalgamated together to 
build a hybrid cloud infrastructure. Besides, the hybrid 
cloud services are a seamless and an equilateral blend of 
both the exterior and interior assets that offer a perfect 
fusion of swiftness, cost leadership, dynamism and service-
levels [13].  
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Therefore, hybrid cloud services seem to be the finest and 
appropriate infrastructure for Logistics Services. 

 
Fig. 1 An illustration of a Cloud Architecture 

 
 

Fig. 2 Cloud and supporting technologies deployment in 
logistics and supply chain networks [17]. 

Based on Gartner Inc, 2016 reports [5], the hybrid cloud 
infrastructure will be replacing the existing private cloud 
services. Furthermore, the report suggests the fact that 
during the completion of 2017, nearly fifty percent of the 
business organizations will switch over to hybrid cloud 
services. Cloud computing architecture, as described in Fig 
1, indicating the essential required components in cloud 
computing. The cloud computing architecture composed 
servers, storage, networks, and clients. The cloud-based 
delivery is conducted between the front end platforms 
(clients, mobile devices) and backend platforms (servers, 
storage) through the network. Fig. 2 demonstrates the cloud 
and supporting technologies deployment in logistics and 
supply chain networks [14]. Fig. 3 illustrates the cloud 
computing architecture used in logistics services and its 
visual model is presented in Fig.4. 

 
Fig. 3 Cloud Architecture for Logistics Services. 

In general, the logistics networks are complex structures 
created by offering valuable services to the final consumer 
or business entities [13-15]. This network primarily focuses 
on the exchanges and movement of material and information 
amongst the business enterprises. Also, the logistics network 
is a highly intricate edifice in which the business entities can 
be connected, with mutual communication amongst each 
other; and the word chain signifies a modest chronological 
group of associations. Moreover, the logistics networks 
enable the corporate entities to differentiate amongst the 
worthiness of building partnerships and the notion of 
combined efforts for attaining a better final consumer 
fulfillment. Lately, the implementations of cloud 
infrastructure based logistics networks have achieved a 
significant status among the business firms for enhancing 

the competence of these networks. Besides, the logistics 
networks that are integrated with the cloud infrastructure 
will be facilitating the critical processes such as logistics 
planning, purchase orders, tracking and monitoring, delivery 
and so on, and at the same time, the overall efficiency of the 
processes will also be enhanced. Cloud-based logistics 
technology is more effective in comparison to the traditional 
means of data as it facilitates the sharing of information 
much more comfortably and faster [16]. 

The following are some generic advantages due to the 
utilization of cloud infrastructure in logistics networks 
a) Agile operations of the corporate entities: Primarily, the 

most significant advantage achieved using deploying 
the cloud infrastructure is the agility in the operations of 
the corporate enterprises. This scenario ascends because 
of secured data management and end-to-end 
amalgamation. Further, in any logistics network, the 
corporate enterprises attempt to execute several 
commercial operations, which may be widely divergent. 
However, certain operations are based on vital data that 
is part of everyday corporate tasks. Conversely, the 
public cloud infrastructure can be deployed if the data 
utilized is not so vital. Besides, vital operations can be 
executed by employing private cloud services. Also, the 
corporate entities can surpass the security issues and 
can also control their assets using broadening their 
requirements. 

b) Cost optimization and leadership: The cost-leadership is 
the other main advantage of deploying cloud 
infrastructure in logistics networks. Additionally, this 
leads to the lessening of the overall expenditure. 
Moreover, based on the corporate tasks and its 
requirements, the enterprises can devise and decide 
upon the usage portion of the public and private cloud 
services in the hybrid cloud infrastructure. The vital 
tasks are relatively scarcer. Therefore the functioning 
expenses get significantly lessened due to the scalable 
facilities in cloud infrastructure. Subsequently, the 
cloud amenities possess the capability to scale rapidly 
and competently between the distributed data centers of 
the cloud at a cheaper rate than buying a lavish 
apparatus or leasing the massive data centers with 
permanent infrastructure. 

c) Augmented security and disseminated task-force: In 
general, security and data integrity are two fundamental 
apprehensions, while deploying a public cloud. On the 
contrast, better security can be realized by using hybrid 
cloud infrastructure services. Therefore, corporate 
entities can achieve superior security to their 
operational practices using retaining the data away from 
the public cloud network. Moreover, the operational 
expenditure can be decreased by making the routine to 
perform effortlessly across diverse ambient settings. 
Additionally, the hybrid cloud services provisions a 
disseminated task-force by employing the primary 
security features that can be amalgamated with the 
business data centers to guarantee data integrity. 
Furthermore, it can be ascended between manifold 
exterior elucidations to safeguard consistency and also 
to offer higher availability. 
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d) Improved functioning and operation: The corporate 
entities might achieve supreme throughput by augmenting 
the available possessions of their commercial practices. 
Moreover, while considering the scenario of the business 
organizations, the service level agreement can be 
enhanced, and outage duration can be decreased by 
deploying the exceptionally scalable system. These 
systems provide the necessary dexterity and are believed 
to be dynamic. 

e) Corporate firms and its international influence: Normally, 
the business firms can be connected with the external 
merchants through the cloud network, which improves the 
efficiency of the supply chain network. When essential, 
vertical scaling can be achieved as a result of the 
flexibility in the functioning of the cloud network. This 
scenario can further augment the modeling, imagining, 
and scheming of the amenities. 
This paper incorporates a security framework for cloud-
based logistics services, which enables an organization to 
implement its logistics services securely. A security 
enhancement layer is included at each layer of the cloud 
with a feasibility study on protecting user information in 
the logistics services ambiance. In section II, the related 
work is presented. In Section III the data residency for 
cloud-based logistics services is elaborated and  Data 
Security analysis presented in Section IV. Section V gives 
solutions to the problems, and finally, Section VI 
concludes the paper. 

 

 
Fig. 4: Visual Model of Cloud Computing. 

 

 
Fig. 5 An overview of entities involved in authentication 

[17]. 

II. RELATED WORK 

Cloud computing supports various business organizations 
through high financial savings. The cloud provides 
streamline processes of the enterprise with adequate 
productivity and transforming business processes and 

reducing the cost. The cloud computing helps in business to 
attain scalability, more satisfied customers and provide 
reliable backups. In the era of cloud computing, various 
researches have been conducted to enhance the facilities of 
cloud-driven networks. Uchenna et al. [31] gave a cloud-
based virtual organization framework that Integrates Cloud 
Computing Model (CCM) with the Virtual Value Creation 
(VVC) framework of Virtual Organization (VO) to improve 
traditional methods of business. Mushtaq et al. [32] focused 
on information security in cloud computing. The authors 
focused on secure data transmission, encryption of data and 
it is Processing, Secure database, Shell, and logs in the 
clouds. Ukil et al. [33] give a security framework to manage 
the cloud system more efficiently and provide security and 
mitigate threats. Tawalbeh et al. [34] suggested cloud 
computing framework in which the data is classified based 
on the importance and important data is encrypted. Arjunan 
and Modi [35] suggested an intrusion detection system for 
clouds based on signature and anomaly-based techniques. 
The IDS helps to identify various attacks in the cloud. 
Marwan et al. [36] suggested a secure framework for cloud-
based medical image storage in which segmentation and 
watermarking mechanisms are used to provide privacy in 
the saving of a medical image. Al-Bahadili et al. [37] 
suggested Cloud Collaborative Commerce (cc-commerce) 
model to Supports cost-effective computing resources for 
businesses and reduce installation and running costs, delay, 
Security, etc. Tawalbeh et al. [38] presented the secure 
mobile cloud computing framework which used trust 
delegation technique to provide better security and 
performance. The state-of-the-art comparison of existing 
approach for cloud-driven networks is presented in Table 1. 
Some other research works to follow are, cloud computing 
governance [39], securing the cloud-Governance[40, big 
data fraud detection[41], single sign-on for clouds[42], 
proactive user-centric security[43], preventing insider cyber 
threats[44], authentication and authorizations[45], email 
spam prevention in logistics[46], proxy network 
formations[47], firewall management[48][49]and big-traffic 
evaluations [50]. 
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Table. 1 The state-of-the-art comparison of existing approach for cloud driven networks. 

Scheme Authors Key Contributions 
Logistic Net 

works 
Security 

Consideration 

Cloud-based virtual 
organization 
framework 

Uchenna et 
al.[31] 

Integrates cloud computing model (CCM) with the 
Virtual Value Creation(VVC )Framework of Virtual 
Organization (VO) to improve traditional methods to 

business 

No No 

Framework for 
information security 

Mushtaq et al. 
[32] 

Secure data transmission, Encryption of data and its 
Processing, Secure database, Shell and logs 

No Yes 

Security Framework 
for clouds 

Ukil et al. [33] 
Manage the cloud system more efficiently and 

provide security and mitigate threats 
No Yes 

Cloud computing 
framework 

Tawalbeh et al. 
[34] 

Importance based classification of the data and 
encrypt essential data 

No Yes 

Cloud IDS 
Arjunan and 

Modi[35] 
Combines signature and anomaly-based techniques 

to detect various attacks 
No Yes 

Secure Framework 
for Cloud-Based 
Medical Image 

Storage 

Marwan et al. 
[36] 

Segmentation and watermarking mechanisms are 
used to provide privacy in the saving of medical 

image 
No Yes 

Cloud collaborative 
commerce 

(cc-commerce) 
model. 

Al-Bahadili et 
al. [37] 

Supports cost-effective computing resources for 
Businesses, and reduce installation and running 

costs, delay, Security etc. 
No Yes 

Secure mobile cloud 
Computing 
framework 

Tawalbeh et al. 
[38] 

Used trust delegation technique to provide better 
security and performance 

No Yes 

 

III. PROPOSED  SECURITY FRAMEWORK  

The security framework for the cloud-based logistics 
services is provided in three aspects. The first includes role 
management and privilege modeling provided by the API at 
the SaaS layer, second includes the security using isolation 
policies provided by the PaaS layer, and third includes 
security using authentication over servers using IaaS layer.  
In general, a user interacts with the application, which 
authenticates and provides security at all the layers of the 
cloud. This process is further abstracted and improved as the 
hybrid cloud management platform pre-authenticates itself 
with the PaaS and IaaS layers. The user only validates itself 
to the hybrid management layer without sending any 
information back to the servers. Further, this prevents 
overheads and latency involved in the authentication 
mechanisms. 

 
Fig. 6 An overview of the authentication mechanism for 

the security framework for cloud-based logistics services. 
A simple model presenting security enhancement via a 

hybrid cloud management layer is shown in Figs. 5 and 6. 
The layer is responsible for running all the authentication 
protocols in collaboration with the underlying cloud system. 
The logistics services only authenticate the user to the upper 

layer and do not send or retrieve user security policies from 
the underlying infrastructure layer. However, for distributed 
security management, a new authentication server layer can 
be added to the hybrid layer. This server layer can interact 
with the security policies of different cloud components to 
ensure user authentication, privacy, integrity, and 
confidentiality. A user only re-authenticates, if the hybrid 
cloud management systems re-authenticates itself with the 
authentication server during the same session. 

The detailed procedures formed on the backbone of the 
ideology presented in Fig.6are shown in Fig.7. From the 
figure, it can be noticed that there can be multiple Business 
Houses (BH), which support cloud services to a user and 
rely on a hybrid management layer for the security of 
communication as well as for the management of the 
services used by their respective user. The hybrid layer can 
be virtually formed similar to a typical exchange or can be 
deployed separately for each BH.  

However, a standard operation interface is required for 
separately operating hybrid management layers as all the 
decisions on the authentication of a user are to be shared 
with other BHs. Further, this helps to identify a user who is 
legitimate for operations over a given cloud infrastructure. 
All these operations of the user-accessibility to cloud-based 
logistics services are performed by the logistic-exchange 
authentication protocol presented in Fig. 7. The protocol 
helps to authentication as well as disseminates cloud 
services by following priority accessibility to each BH. 
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1.  Background and Registration Phase: In the background 
and registration phase, the user registers their unique id and 
password through a secure channel to the authentication 
server. After the successful registration, the authentication 
server issues a smart card to the hybrid management layer 
and the user with a successful acknowledgment (ack). 
2. Login Phase: In this phase, the legitimate user generates a 
message with the help of a smart card. In the message, the 
original id is hidden to prevent the man-in-the-middle attack. 
The login request is forwarded to the Business layer. The 
Business layer again forwards this message to the hybrid 
management layer to check its authenticity. 
3.  Verification Phase: After receiving the message, the 
hybrid management layer checks and decrypts its id and 
analyzes its authenticity with the help of the original smart 
card. 
4. After passing through the authentication validation 
mechanism, the hybrid management layer sends a strong 
message to the business layer. The business layer accepts the 
user and considers it as a legitimate operator. Following this, 
the business layer forwards this message to the end-user. 
The user checks the authentication by decrypting the 
message from the business layer. 
 

 
Fig. 8: Cloud Provider Risk Categorization. 

Data Residency 
The cloud technologies support business organizations to 
decrease the cost of ownership, increase the scalability and 
flexibility of IT implementations and support to attain the 
market objectives. The cloud technologies provide business 
benefits, but rather than there, and some challenges are 
associated with data and information (Fig. 8):Access 
Permissions: Who have the access permissions (modify, 
delete, add, etc.), and who will manage the data? 
Law Regulation for data: what are rules and policies 
associated with the data storage? 
Data Breach: The security parameter which is used to 
identify the data breach and abnormal modification and how 
these prevented? 

Contract Termination: Will data remain in the cloud even 
after expiration of services? 
Data Encryption and Tokenization 
Data encryption and labeling are often referred to as a 
means of protecting information when transmitted over the 
Internet or stored statically. Data encryption is a 
mathematical process that converts plain text into ciphertext 
and cannot be read by anyone other than the client that holds 
the encryption key. Encryption is the process of using an 
algorithm to convert plaintext information into an 
unreadable form called ciphertext. An algorithm and 
encryption keys are needed to decrypt the information and 
return it to its original plain text format. In Tokenization, it 
converts a meaningful piece of data (such as an account 
number) into a random string called a token. If there is a 
violation, the actual data resides locally in the token 
database; then there is no meaningful value; the token is 
randomly generated. The value is plain text, and the map is 
stored in the database. 
The main difference in the encryption and tokenization is 
that tokenization protects against the only external threats 
whereas the encryption provides security against internal 
and external threats. The tokenization has to manage with 
more massive servers and databases, and the complexity is 
increased with the increase of data volume, but in the case 
of encryptions, the lightweight server required. 

IV. DATA SECURITY AND CLOUD SECURITY 

The cloud will have a dramatic impact on how the 
applications and data can be secured, so in this section, we 
will discuss how organizations can address some majors 
cloud security challenges with identity and access 
management. The cloud in cloud computing refers to the 
Internet. It helps users to access devices anywhere on the 
Internet, share files, audio, video, etc., access software and 
databases through SaaS (software as a service), and release 
and update users' devices without installing the software. 
The context-wise categorization of the cloud is public, 
private and hybrid. As information about the applications 
moves further from the business organizations the access 
and visibility of the information are reduced. The cloud 
service providers pay attention to the performance and scale 
instead by consider the data security and application security 
to mitigate the risk probabilities. Most first-generation 
clouds highlighted the loss of visibility control that can 
happen when the applications and data move off-premise. A 
survey is conducted by the Oracle application user group to 
analyses the significant parameter of the clouds which are 
the more payable factor in terms of concentrations. The 
survey concluded that 82% were bothered about data 
privacy, and 40% were focused on the backend integration 
challenges. Another study presented by the Ponemon 
Institute which concluded that 54% of IT professionals were 
concerned about the security breach due to risk at a cloud 
provider site. 
An online survey conducted by the CSO, among the security 
professionals which emphasizing the top cloud security 
concerns. The survey concluded that the primary concerns 
were all related to mobile data access regulatory compliance 
and identity management.  
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The cloud applications are deployed to provide support to 
mobile users who are moving.  The primary issue is how to 
prevent the data from unauthorized access and reduce the 
data breaches due to inadequate user authentication and 
weak passwords. 
Cloud computing can be considered as very useful because 
it provides a centralized data store that contains the user 
information and crucial data. The key management should 
be ensured in the cloud that the key should be secure and not 
found to anyone easily.  Insecure Interfaces, APIs and UIs, 
are the lifeblood of computing connections and integration 
between users and cloud computing. The IP address of cloud 
API shows the connection between the user and the cloud. 
Therefore, as per security perspective, securing API from 
attacks or error is much needed for cloud security. 
The security approach should be considered as an inside-out 
approach to secure every layer of the stack.  Inside-out 
security refers to the application and data security across all 
layers and middleware. The risk associated with databases, 
middleware and application layer is much more than the 
apply risk mitigations and preventions. The security 
supports to enable the opportunity with every new cloud 
initiative application security, and data security is a 
prerequisite. Various customer risk categories are discussed 
in Fig.9. 
1. Secure data transfer. The internet is a medium of 
communication on which the traffic between network and 
services go through the Internet. The surety of a secure 
channel assures data transmission security. Https is used 
when a connection is made with the browser to service 
providers with a URL. Rather than https, the data should be 
encrypted and verified through standard protocols aims for 
the protection of internet communications such as Internet 
Protocol Security (IPsec). 
2. Secure software interfaces. The Cloud Security Alliance 
(CSA) suggests understanding the behavior and working of 
the software and interface or API’s which are used to 

interact with the cloud services. The weak designing and 
coding bug of the interface APIs lead to security issues 
related to confidentiality, integrity, availability, and 
accountability. CSA recommends that understanding is 
required that how any cloud provider can integrate security 
across the entire service, from authorizations, authentication, 
and access control technologies to activity monitoring 
strategies. 
3. Secure stored data. When the data is on the provider's 
server and is being used by cloud services, your data should 
be securely encrypted. In the Q&A: The cloud solution was 
revealed, and Forrester warned that some of the providers 
ensure the protection of the data used in the application or 
the processing of data. Ask potential cloud providers on how 
to protect the data not only during the transmission but also 
when the data is on the server and used by the cloud-based 
applications. Also, check if the vendor handles the data 
securely, for example by deleting the encryption key. 
4. User access control. The data on the cloud server is 
accessed by the employee of that organizations. The access 
control on the data is defined based on sensitivity related to 
data which is accessing by employees. First, the 
accessibility is given on the basis of requirements and their 
capability to handle the data, follow research firm Gartner’s 

suggestion to ask to define the specific level of access 
permission of the peoples. 

5. Hacked interfaces and APIs - The probabilities of ex-
ploitations of the API are much high due to accessing 
through the open Internet. The risk is associated due to the 
weak interfaces and API’s in the coding and deployment 

part of the revels some vulnerability which leads to the at-
tacks on the confidentiality, integrity, availability, account-
ability and empowers the fraudulent use of cloud services.  
Most free software trials and registration through cloud ap-
plications compromise cloud to malicious users. Various 
kind of attack on the cloud server like DoS attacks, email 
spam, automatic click fraud, and pirated content is per-
formed through such kind of vulnerabilities. Therefore, to 
minimize the attack possibilities, the cloud service provider 
should adopt a robust incident response framework that 
helps to provide reliability and security against these issues. 
Before adopting such a framework, it should better to verify 
the strength of the framework and monitor in the cloud envi-
ronment. 
6. Shared technology issues in a multi-tenancy environ-
ment: The IaaS vendor uses the virtualization concept to 
deliver the services in the multi-tenant environment. The 
virtualization has the capability to share resources among 
multiple users. The malicious user gains information about 
the legitimate user through the hypervisor in a multi-tenant 
environment. This vulnerability leads to attack in cloud in-
frastructures and not designed to offer reliable isolation in a 
multi-tenant environment. The property of sharing the re-
sources increases the threats to the overall cloud infrastruc-
tures [51] [52]. To mitigate such risks, the authentication 
and authorization mechanism can be used. 

 
Fig. 9: Customer Risk Categorization 

7. Data loss and leakage: cloud computing has the nature of 
sharing information among multiple users, which leads to 
the possibility of deletion, alteration, or modifications in the 
original data. The loss of encoding or decoding keys can 
also make a data loss. 
There are lots of factors which are responsible for the data 
loss like lack of authorizations, authentications, access 
control, and weak cryptographic mechanisms, low 
reliability, and lack of policies for disaster. To prevent data 
loss form such kind of issues, there are certain solutions are 
available like Secure API, data integrity, secure storage, 
secure encryption key and algorithms, and data backup to 
provide prevention against data loss. 
8. Insufficient due diligence: The Cloud Security Alliance 
(CSA) stated that when executives formulate business 
strategies, they must consider cloud technology and service 
providers. In the evaluations of technologies, the roadmap 
and diligence checklist helps to get the success chances.  
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Organizations that are eager to adopt cloud technologies and 
select providers without conducting due diligence face many 
risks. 
9. Advanced persistent threats (APTs): APT is a parasite 
type of cyber-attack that penetrates the system and gains a 
foothold in the target company's IT infrastructure to steal 
data from it. APT has quietly pursued its goals for a long 
time, often adapting to security measures designed to fend 
off them. CSA said that once in place, APT can move 
horizontally through the data center network and converge 
with normal network traffic to achieve its goals. 
10. Meltdown/Spectre: These vulnerabilities may not be 
materially flawed, but specter and melting pots - to find out 
how processors handle defects in speculative execution - 
will cause significant disruption this year. Not patching 
these vulnerabilities is not an option, and because they exist 
at the CPU level, patches are more risky and destructive 
than most patches. 
11. Bandwidth cost: High-speed communication channels 
are directly proportional to the efficiency of cloud comput-
ing. The cloud computing can save costs on the software and 
hardware, but it still required large bandwidth. It is almost 
without high-speed communication channels; cloud comput-
ing services cannot be fully utilized. Migration to the cloud 
almost eliminates the upfront costs while increasing the data 
communication cost on the network. It involves data trans-
mission between private and other clouds [18]. If the con-
sumer is prominent, applications are data-intensive, and 
consumer data is distributed across many clouds (Pri-
vate/Public/Community). Cloud computing provides lower 
costs for CPU-intensive operations than data-intensive op-
erations the grey argument - the calculation of the near data 
"still applies to data-intensive work that is still relevant [19]. 
In other words, private clouds can be a better platform for 
data-intensive applications rather than the public/hybrid 
cloud. 
12. Segregation: The multi-tenancy is the main feature of 
cloud computing because it supports data to store by multi-
ple users in the cloud. The multiple user access at a single 
time causes the possibilities of the data interruptions. By 
injecting client code or by using any Applications may in-
vade data. It is, therefore, necessary to store the data sepa-
rately from the remaining customer data. Use tests such as 
SQL injection laws, Data to detect or detect data isolation 
vulnerabilities. 
13. Costing Model: Cloud consumers must consider Com-
puting, communication and integration trade-offs. The infra-
structure costs can be reduced by adopting the cloud, but it 
does increase the data communications costs, that is, the cost 
of transferring organizational data to public and community 
clouds and the cost per unit of computing resources used 
may be higher. This issue is particularly prominent if con-
sumers use hybrid cloud deployments Models where organ-
izational data is distributed across multiple public/private 
(internal IT infrastructure)/community clouds. Intuitively, 
on-demand calculations apply only to CPU-intensive opera-
tions [20]. 
14. Network Security: It includes Domain Name Server 
(DNS) Attack, Sniffer Attack, (Internet Reuse) Protocol) IP 
Network challenges, and related cybersecurity [21]-[25]. 
DNS for converting domain names to IP addresses but at-
tack users in DNS to route to other than the original cloud. 
Sender and the receiver reroute through some intruder con-
nections. Sniffer attack is initiated by the application and 

capture Packets flowing through the network that are not 
encrypted. 
15. Service Governance: In order to achieve business 
goals, each business unit independently provides services by 
utilizing external cloud services and even managing its in-
frastructure. Their success has demonstrated to them the 
pace of innovation and flexibility from outside of IT, and 
there will be no repeat customers right now. Today, IT de-
partments are unable to fully control the supply of infra-
structure and lift supply and operations. This decentralized 
ownership increases the complexity of the governance, 
compliance, and risk management that IT provides to protect 
its business. IT departments need to find new ways to lever-
age their business to adopt new cloud technologies while not 
affecting the flexibility that their internal customers now 
expect from the cloud. It is evident that “Cloud management 

platform vendors are struggling to find solutions that help IT 
departments use traditional operational management tools in 
conjunction with decentralized cloud platforms” [26]-[27]. 
16. Service Provisioning: Service configuration is used to 
support service management. In service management, the 
resources (such as cloud services) can be allocated to use 
applications or Web services for a certain period. Moreover, 
current methods and mechanisms for service provision vary 
from vendor to supplier. The IT team needs to develop a 
strategy for considering an important aspect of cloud com-
puting, which can be a set of standard APIs that automate 
the entire service provisioning cycle from allocation to de-
allocation [28]-[30]. Although most users of the cloud plat-
form want simpler approaches to copy/paste, the actual con-
figuration of the service is too complex for the average user. 
Also, the cloud platform vendor's user interface for adminis-
trators cannot simultaneously meet the needs of a single 
server instance customer and a large MNC with hundreds of 
server instances [31]-[34]. 
People are worried that cloud computing will create new 
risks and loopholes. There are new assumptions risks, but 
the exact nature will depend mainly on the establishment of 
suppliers. All software, hardware, and network devices are 
vulnerable. Discover new loopholes through application 
layer security and well-designed business processes, you can 
protect the cloud from frequent attacks, even if some of its 
components are the inherent weakness. 

V. SOLUTIONS TO IMPROVE CLOUD SECU-
RITY AND TRANSPARENCY 

Cloud security and transparency is an essential factor for 
those organizations who want to adopt cloud computing 
facilities. There are specific solutions that help to enhance 
cloud security and transparency without affecting the 
performance and service. 
 Governance and Compliance: The initial step is to im-

plement a governance solution for access.  To address 
the top compliance issues in the cloud, Oracle's identity 
portfolio can provide a complete integrated solution with 
regular application certifications and automated onboard-
ing and off-boarding. The attacks in the cloud can be re-
duced by maintaining and controlling privileged ac-
counts. 
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 Fraud Detection: The second thing organizations can do 
is add fraud detection mechanisms, which help to avoid 
attacks.  Oracle's adaptive access manager provides fraud 
detection mechanism through anomaly detection and 
provides context-aware security [40].  For the security 
perspective, the cloud should be device context-aware, 
time context-aware and location context-aware. 

 Cloud Single Sign-on: Cloud Single Sign reduce the pos-
sibilities of password thefts. Weak passwords can lead to 
a significant loss in the cloud environment or increase 
vulnerability. Therefore, single sign-on facilitates the se-
curity of the cloud by leveraging the performance. 

 Authorization to Data and Applications: The fourth thing 
we can do is add privileges for applications and data with 
their roles.  Centralizing policy management is used for 
secure application data and transactions in the Oracle's 
entitlement server, Oracle's access management, and Or-
acle enterprise gateway. 

 Prevention against Insider Attacks: The proposed proto-
col registers the users using the Authentication server 
over a secure channel. Further, this offers protection 
against the stolen passwords. Thus, the proposed proto-
col resists insider attacks. 

 Prevention against Forgery Attacks: A legal user of the 
system can launch a forgery attack against the eaves-
dropping and masquerading. To prevent Forgery, the hy-
brid management layer plays a vital authentication 
mechanism. The login message is encrypted with the 
help of a smart card. Therefore, the eavesdropper is una-
ble to detect login request credentials. 

 Secure Authentication: After receiving the login request 
message through the nearest user, the hybrid manage-
ment layer verifies the user credentials and validates the 
authentication procedures. 

 Mutual authentication: Mutual authentication is an essen-
tial feature for the verification of logistic services that 
are resistant to server spoofing attacks. First, the hybrid 
management layer checks authentication once the login 
request is sent. After successful authentication at the hy-
brid management layer, the user checks the authentica-
tion by decrypting the message from the business layer. 

 Installation and Maintenance of Firewall: Firewall is an 
essential part of cloud computing for security purposes. 
Firewall installation and maintenance are required to en-
sure protection. All external devices must have a firewall 
interface. Firewall Policy and Rule Set Evaluation of 
routers should be reconfigured regularly. Create and Im-
plement a Firewall that Denies Untrusted Access Source 
or application and records these events correctly. Create 
and implement a firewall to limit access to the system to 
direct external connections and those containing sensi-
tive data or configuration data. 

 Infected Applications: Firewall Cloud Computing ser-
vice provider should have full access to the server, all 
rights for monitoring and management purposes of serv-
er maintenance. So this will prevent any malicious user 
from uploading any infected application, which can seri-
ously affect other applications of the system. 

The most prominent risk for mobile access to data in the 
cloud is authentication and authorization. Nowadays, 76% 
mobile applications operated with usernames and passwords, 
and these data are saved locally which leads to risks. 
Moreover, many passwords are stored in plain text; a hacker 

can crack a mobile device in a short period. Various 
solutions like Oracle provides authorization and 
authentication based approaches for mobile applications. 

VI. CONCLUSION 

Cloud-based logistics management helps business 
organizations to support flexible and reliable handling of a 
large amount of data. The article discussed unmentioned and 
undiscovered security issues that positively affect cloud 
systems. Recently, a wide range of researchers emphasized 
the known problems of the cloud systems and suggest 
various solutions.  However, if a cloud system is to be 
widely adopted, better solutions are still needed. In this 
article, a conceptualized robust security framework for 
cloud-based logistics services is presented. 
Moreover, a security enhancement layer is included at each 
layer of the cloud with a feasibility study on protecting user 
information in the logistics services ambiance. Also, the 
Data Residency for cloud-based logistics services is 
elaborated with Data Security analysis. Further, the article 
discusses the possible solutions to handle the security 
concerns of the logistic model. In the future, the cloud-based 
security through misbehavior detections and vulnerabilities 
assessment will be focused. 
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