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Abstract: We consider a M /M /1 queueing model of a
communication system subject to random attacks on service
station. In such attack system, the time interval between any two
attacks is an exponentially distributed random variable with
mean1/ ¥ . When the server fails by an attack, any customer
getting service at that time becomes damaged. Thefailed server is
immediately taken for repair and the damaged customer iswashed
out. Customers in the queue waiting for service are not washed
out. Therepair time of the server undergoing repair is assumed to
be an exponentially distributed random variable with mean 1/ n.
During repair time, the customers are allowed to wait for service
maintain First Come First Served order. After the completion of
repair, the server returns to the work-station immediately without
any delay, even if thereisno customer to render service. We derive
explicit form of the state probabilities of the attack system in the
long run. We also obtain measures of system performance and the
model isvalidated by a numerical illustration.

Keywords : About four key words or phrases in alphabetical
order, separated by commas.

. INTRODUCTION

Queueing systems subject to disasters and repair have been
studied by several authors in the past (see, for example, [3],
[1], [2], [4] and [6]). In [3], a single server queue has been
considered where the server fails and al customers are
washed out due to the occurrence of catastrophes, the failed
server istaken for repair and no customer is entertained to the
system during the repair time of the server. In[1] and [2], the
same situation as in [1] has been adopted along with a new
concept that new customers are allowed to join during repair
time with a freedom to accept aloyalty reward for joining. In

[4], a M /Gllqueueis analyzed where Poisson distributed
batch arrival of customers takes place, a multiple vacation
policy isadopted, disasterstakes place according to a Poisson
process affecting the server engaged with a customer only and
washing out al customers, the affected server is taken for
repair and customers are permitted to join the system during
the repair period.
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In paper [6], a transient analysis of a many-server infinite
Markovian queueing system has been analyzed with the
occurrence of catastrophes, server failure and repair. The

authors of [6] have assumed that, there are C serversin the
system; customers arrive according to a Poisson process with

rate 4 anarrivi ng customer joinsthe system with probability
1,if thereare not more than € — 1 customers; otherwise, joins

the system with probability B , Where 0 < p <1; catastrophes
occur according to a Poisson process; whenever a catastrophe
occurs, all customers either undergoing service or waiting for
service are washed out, and those servers who were rendering
service just before the occurrence of the catastrophe become
inoperative and immediately taken for exponentia repair;
customersarerestricted to enter the system, whilethe server is
in repair station. In al the above models, al customers
waiting for getting service are washed out whenever a
catastrophe occurs. In the present paper, we remove this
restrictions and propose a queueing model in which (i)
Waiting customers are not washed out whenever an attack
(catastrophe) occurs; the catastrophe affects only the server
and that customer getting the service; (ii) Customers are
allowed to join the system during the repair time of the
server.Organization of the paper is as follows:In Section 2,
themodel isdescribed and alist of notations used in the model
isprovided and al so the governing equations of the system are
derived. Section 3 obtains explicit expressions for the
stationary probabilities of the states of the system. In section
4, we present the measures of performance of the attack
system and highlight them by anumerical illustration. Section
5 provides a conclusion where the novelty of the present paper
and itsfindings are presented.

[I. DESCRIPTION AND GOVERNING EQUATIONS
OF ATTACK SYSTEM

A M/M /1 queueing system is considered where arrival

pattern follows Poisson process with arrival rate A
First-Come-First-Served policy is adopted in serving the
customers. Service time follows exponential distribution with

meanll H \nfinite buffer facility for the customersto wait in
order to get serviceisassumed. Server issubject to failures by
random attacks and the time interval between any two attacks

is exponentially distribution with mean Uy

When the server fails, the customer (if any getting service)
becomes damaged. The failed server isimmediately taken for
repair and the damaged customer is discarded once for all.

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication


https://www.openaccess.nl/en/open-publications
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.35940/ijitee.B7252.129219&domain=www.ijitee.org

An M/M/1 Queueing System with Server on Attacks and Repair

Customersin the buffer remain and are not washed out. The
server repair time is an independent random variable whichis

exponentialy distributed with mean 1n . customers are
permitted to join the system while the server is under repair.
Without any delay, the server is ready to work immediately
after the repair completion, even if there is no waiting
customer in the system.

We follow the notation given below:

X(7)

a. represents the number of customers (which

includes the one who is getting service) in the attack

system at time 7+

. Y(2) takesthe value O, if the server is online (not

(o

under repair) at time 7+ And takesthe value 1, if the

server is undergoing repair at time 7+

. Z(r)=(X(r),Y(r))
MIOCROE J‘Orll(u)lz(r—u)du.

I"(r) = j e ¥(7)dx.
e 0
As per the assumptions, the stochastic process

{Z(T) | = 0} isidentified as a discrete-valuedM arkov

process with state space
Q:{(J1k) | J 201112;L ,k:O’]}

To study the process, we define the joint probability function:

q(j. kiz) =Pr{X(z) = J.Y(r) =k| X(0) =0,Y(0) = G}

(1,k)eQ
The state-transition rate diagram is described below:
A A
0,1
( ’ ) k. (1;1) R /1;:

ln Nom N o N
AN AN 2

; P~ X Y
[ (00 f—7—] (10) (20) |

Fig. 1. State-transition rate diagram

{ 2,1)

Let f(],K;7) denotethefirst-order product density ([5])
of the stochastic point process of events of entering into the
state( j, K) . Using probabilistic arguments, following

integral equations are derived:
Case (i):

q(0,0;7)=e“" + £(0,0;7) @7, 1)
where f (0,0;7)=q(L0;7) 1 + q(0,L7)7.
Case (ii):
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q(j,0;7)=f(j,07)@e 7, ©
where
f(1,07)=a(i-10;7)A+a(j+107)u+a(j.Lz)n,
j=12L .

Case (jii):
q(0.%7)=f (0,L7)@e ", ©)
where (0,17)={q(0,0,7)+q(L0;7)}y.
Case (iv):
q(j.x7)=f(j.Lrr)@e ™, @
where
f(j.L7)=a(j-1L7)2+q(j+L07)7,
j=L2L .

[Il. ATTACK SYSTEM’S STEADY STATEANALYSIS
Consider the steady-state probabilities as follows:

7(j,k)=limq(j.k),(j.k)eQ.
Applying final value theorem of Laplacetransform, we get
7z(j,k):IeiLrgeq*(j,k;@),(j,k)eQ.

Applying Laplace Transform on both sides of the equations
(1)-(4), we get
(0+2+7)q°(0,0,0)=
1+ 49 (L0;0)+n9 (0,1 6);
(O+A+u+y)q(j,0,0)=
A9 (1 -10,0)+xq (j+10:0)+79"(j,10)], (6)
j=12L ;
(0+4+n)q (0.L6)=7{q (0,0,6)+q (L0;6)};
()
(0+l+n)¢(L10)=iq%1—lxen&
+7 4 (] +16,0),j=12L .
Multiplying by & on both sides of Eqns. (5)-(8) and taking

(®)

limitas@ — 0, we get

(/”L+}/)7r(0,0) = ,u;z(l,O)+777r(O,l); 9)
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(ﬂ«+,u+7)ﬂ'(j O)zﬂ.ﬂ(j —1,0)+,Uﬂ'(j +:LO) Invoking the law of total probability, that is
+n7(j.1),j=12L ; I, (s)+11,(s) =1,
(10) We get
(2+7)7(02)=7{z(0.0)+z(L0)}; 7(0,0)= TN =2 +7)
1) (u+7)n+7)
(A+n)z(i,1)= Az (j-11) :1_{ y 2 }
: (12) 7 (u+7)

+yr(j+1,0),j=12L
Definethe partial probability generating functions as follows: (19)

Since0< 72'(0, O) <1, we get the stability condition that
Zﬂ'jOSJH Zﬂ'jl . (13)

Ay+n)<n(u+y).
By using (9) and (10), we get 20)
{}“Sz _(ﬂ'+ﬂ+7)s+/‘} I, (s)+7 I () (14) The other steady-state probabilities are found from (17)
=U (1— S) T (O, 0) and (18). To this end, we consider the zeros of the
By using (11) and (12), we get denominator in (17) and (18). The zeros are given by
71, (s)+ 5[ 45— (4+7) |1, (5) = 7 (1-5) z(0,0). o < PHHETH)
24
(15) _\/(/1+u+7+77)2—4(1u+w7+f77)
Solving (14) and (15), we get 21 ’
[M,(9)/ A, =[11.(8)/ A,(9)] =[1/ A(9)], 16) @y
where o _(ﬂ,+,u+7/+77)
, =
A(8) =s(1-8)7(0,0)[ u{As—(4+n)} -] 2
' +\/(/1+ﬂ+7+77)2—4(iﬂ+w7+777)
24 '
A,(8)=ys(1-5)7(0,0)[ As—(A+u+7)], 22
Wefind that
A=
/1+ﬂ y+n _ Ap+ pn+ny
S(S—l){lzsz—/ls(ﬂ,+u+;/+n) ler,ur] +%4)}a) B 0 = 22 '
Consequently, we get by using (16), (23)
I, (s) = ﬂ(0,0)[yn—y{ﬂ,s—(/iﬂy)}] Further, we have
’ A28 = As(A+p+y +n)+(Au+un+yn)’ (/”t+,u+}/+77)2—4(ﬂ,u+,u77+777/)
(17) =(A—p—y+n) +42y>0.
I (S)— 771'(0’ 0)[(/1+#+7)_/15] So, @, and w, are positive and distinct. Using (20) in (23),
1 T 922 .
A8 = as(At ety +n)+ (gt + ) weget @, + @, > 2, (o, —D(w, -1 > 0.
(18) Implies @, >1and @, >1.
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Then, by (17), we get We have obtained the following theorem by consolidating the
HO( ) _ 7[(0’ 0)[7,7_#{/15_(/1+,7)}] above results: i
,12(501 — s)(a)2 — s) Theorem: Under the condition }t(}/ + 77) <n (,u + ;/) ,the
T (0 0) " 1 1 ] st.eady-state probabilities of the states of the attack system are
/12( v, — ){ '“+w7+777)2(w1n+1 2n+1js } given by

‘m{ io } (7:,((())), (;) 11 H

227 (2 =
/12(602—@1){( ﬂ+w7+777)£wm1 o

1 2
24 0,0
(24) _2(—){ y[ 1n_ 1nﬂ’n=12,|__
Equating the coefficients of S" in (24), we obtain A (‘02 _a)l) w
ﬂ(n,0)= ﬂ(n,l):
0,0
27/”.( ) |:(/1+,U+}/)[ ]r;+1_ ]r-1+1]:|
7(0,0) ; 1 1 (@, ~ ) ) @,
AZ(wz_a)l) ( ’Ll '1177 777/) a)ln+1 a)2n+l 772_(0’0) 1 1
T2/ N ﬂ’ n n 1n2011121L ’
7[(0,0) 1 1 A (a)z_a)l) o W,
- ﬂ’u T | |sN= 0,1L2.L .
A% (@, — ) o' where
(25) 7(0,0)=1- Yt )+ Ay +m)
Similarly, by using (18), we get (u+7)n+7)
I, (s) = 77 (0,0)[ (A+p+7)=As] IV. SYSTEM’S PERFORMANCE MEASURES
1 2
A% (o, —S)(w, —9) o
A. ldle state probability of the server
The probability that the server isinidle state not in repair, is
given by
0,0 N +7)+ Ay +
_ zm( ) (A+u+7) Z( L _ ]Sn 2(0,0)=1- LW T Ay )
A (wz_a)l) n=0 a)z (/u+7/)(77+7/)
y7(0,0) 1 = 1 (28)
22w —w) ( o, — 0)1 Z:: 602 ' For the purpose of illustration, let usfix the
parameters A =5.0, £ =6.0,and 17 =5.0. Then, the
(26)  stability condition A (7 +7) <n(u+y) issatisfied for all
Equating the coefficients of S" in (26), we obtain positive values of y . Varyingy from 0.1 to 10.0, we obtain
(n’l) - the corresponding val ues of 7[(0, 0) and present them in the
y7(0,0) 1 1 ,
| (A+u+ S following table:
12 (602—601) ( /u 7/) a)ln+1 w2n+1

Table |: 72(0, 0) for Varyingy from 0.1to0 10.0

_MP[ 1 1nﬂ,n:o,]12,|_ _ Y 1 2 3 4 5

n

o, —w w,
(2 l) : ? 7(0,0) | 9244 | 0.167 | 0.117 | 0.083 | 0.060
Y 6 7 8 9 10
(27)
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7(0,0) | 0.043 | 0.030 | 0.021 | 0.014 | Q08 Table-11: E(X) by Varyingy from 0.1to 10.0 and
fixing A =5.0,4=8.0,n=4.0

/4 1.0 20 3.0 4.0 5.0

We find that the probability 7[(0,0) decreases as

y increases.

B. Busy state probability of the server E(X) | 2636 | 3667 | 4841 | 625 8.016

When the server is not under repair, to make the server busy,

there must be at least one customer in the system. Let ¢ be 4 6.0 7.0 8.0 9.0 10.0
the probability that the server isin busy state. Then, by using 12143
(24), we obtain E(X) | 10.333 | 13.546 | 18.333 | 26.282 '
o= Z 7[(”, 0) = HO (1) - 7[(0, O) 0 —— i=5.0.0=B.0;n=4.0
n=1

_ﬂ(0,0)[yn—,u{/l—(i+n)}]_ﬂ(o 0- 2 =

A (@, ~D(@, - 1) (u+7) .

(29)

Clearly, o always decreasesas y increases. L A L
C. Server repair time probability Fig. 2. Attack system’s average customers by fixing

Let S bethe probability that the server is undergone repair. A=50,1=80,7=40

We find that the size of the system increases as
L= i”(n 1) = H D y increases and is depicted in Table-1l and Fig. 1.
! 1
"o Table- I11: E(X) by Varyingy from 0.1to 10.0 and

Then, by using (26), we obtain

:m(o,o)[(mﬂw)—ﬂ b
23w, - D(w,-1) fixing 4=5.0,4=6.0,n=7.0

y |10 |20 |30 |40 |50

_m(0,0)(ut+y) oy E(X) | 4375 |3990 |373L |3546 | 3407
A@-D,-) n+y y |60 |70 |s0o |e0 |100

Clerly f aways decrenses s 1 increeses (30) | E(x) |3300 |3214 |3145 |3086 | 303

D. Average number of customers of the attack system in
thelong run s

Let ¢ be the mean number of customersin the system.
Then, after ssmple algebraic simplifications, we obtain,

E(X)=¢={§S{Ho(s)+nl(s)}}

__ 4 [7(#+7)+77(77+7))}
(+7)| n(u+y)-2(r+n)

s=1

E(X)

(31)
Taking A =5.0, 4 =8.0,7=4.0, and varying y from 1.0 I R '5!:3 78 9 10

to 10.0, we get the following table:

In this, we find that the size of the system increases as

y increases and is depicted in Table-ll and Fig. 2.
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A=50,u=60,7=7.0
In this case, we observed that the size of the system

decreases as y increases and the situation is depicted in

Table-lll and Fig. 3.

V. CONCLUSION

In the present paper, a new queue model for studying a
communication system where the server fails due to the
occurrence of attacks, washing out only the customer
undergoing service, but not the waiting customers. A repair
facility is considered for repairing the failed server, and
customers are allowed to join the queue during the repair
time. Explicit expressions are provided for the stationary
probabilities of the attack system. A numerical illustration has
been provided which has validated the effects of attacks on
the performance of the model.
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