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Abstract: Communication is the act of sharing information,
ideas and thoughts through writings and speeches.
Communication has played a significant role in attaining ones
freedom and rights. Communication dates back from 3200BC. In
the early development messengers were employed to transfer
messages. In this modern era of technology data is transferred
through the use of internet. As the pattern of message transfer
changes, security of the encrypted message becomes a message.
New methods are developed for this purpose. This paper would
focuses on the secure transfer of information using properties of
vector spaces and graph theory.
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. INTRODUCTION

Welivein aworld occupied by 7.7 billion people. With such
avoluminous population comes the difficulty of connectivity
and communication. We aso live in an era dominated by
technology. Technology has been developing at an alarming
rate and it is aso inconceivable of what would come
next. However with the advent of technology the issue of
staying connected has become easier. Smartphones and social
mediahasrevolutionized how we interact with one
another. Unfortunately, technology threatens privacy and has
also reduced the amount of control we have over our personal
data. Messages sent through theinternet is quickly hacked and
used without the knowledge of the sender. Cyber hacking has
victimized several innocent people. Stolen data’s include
credit card pin number, photographs and private information.
In order to secure important details, messages are sent
through techniques like steganography, Morse code,
Y odeling and many more. Graph theory has been extensively
used in message transfer. In[ 1] degree of vertices have been
used in message transfer. In[ 2] amethod of encrypting the
molecular formula of drugsis proposed using level order tree
traversal. In [ 3] a chemical equation is encrypted using
directed graphs. Linear Algebra is aso used in message
transfer. In [ 4 ] a method of transferring message using
matrices is explained. In this paper we propose yet another
method to communicate important information through
coding and decoding messages using vector space and graph
theory.
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II. PRELIMINARY NOTE

In this section we provide the basic definitions and results
required for easy understanding of the proposed method.
For resultsand definitionsin Linear Algebra, wereferto[ 4].

Graph

A graph is a collection of points and lines connecting some
subset of them. The points of a graph are known as vertices.
The lines connecting the vertices of a graph are known as
edges[ 5]. A weighted graph isagraph in which each edgeis
assigned some numerical value . Snapshot — 1 [ 6 ] provides
an example of graph.

Snapshot — 1
Level Order Tree Traversal
It starts at the tree root and explores the neighbor nodes first,
before moving to the next level neighbors [7]. Snapshot - 2 [8]
provides an example of level — order tree traversal.

Snapshot - 2

Linear Transformation
Let VV and W be vector spaces. A function T: V— W issaid to
be alinear transformation if for all x, y € V, and scalar k the
following conditions hold

o T(x+y)=T(x)+T(y)

o T(kx)=kT(x)
Associated M atrix
Let T: V—> W bealinear transformation with basiso. = { v1,
v2,...,vn} and B = { wl, w2, ..., wm } respectively.
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m
Then T(Vj):Zaij wj,1<j<n.
i=i

The matrix
a1 L An

[T]g =l M M |iscalled the associated matrix
ami amn

with respect to the transformation T.

1. PROPOSED ENCRYPTION SCHEME

Any normal encryption can bechart can be used. Let us
consider the case of transferring a regular message which
contains only al phabets.

Let us use the following sample chart

Blank
A B C Z space
(1t d---1 4
1 2 3 25 27
Table—-1

ENCRYPTION ALGORITHM

Let M be the message encrypted. Let length of M bek. Let M:
GOOD JOB be the message to be encrypted.

Inthiscasek = 8.

Step 1 Convert M into numbersusing Table 1.

This creates a string of humbers

S: Wy, Wy, W3 Wi

For our example S: 7, 15, 15, 4, 27, 10, 15, 2

Step 2. Create a matrix A of order n x n, n® >k, where aij
represents string S row wise, that is

w1 w9 L wp
Al Wnil Wny2 L won
B M M M

Wn(n-1)+1 Wn(n-1)+2 L Wmn

If n® > k, assign any integer greater than or equal to 27, or
assign the value zero.
For our example

7 15 15
A= 4 27 10
15 2 0

Note that k = 8 here, so ag; is chosen as zero

Step 3 Choose a suitable linear transformation that generates
an associated matrix of order of nx n,

For our example since A is of order of 3 x 3, we need to
choose a suitable transformation that generates an associated
matrix with at least 8 entries.

Let us choose the transformation T: R®* — Rwith standard
basesa ={ e, , &, 3} defined by

T(X,Y,2)=(2x— 3y+4z ,5x—y+2z7,4x+7y)

Step4LetP=A+T
For our example
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9 12 19
P=|9 26 12
19 9 0

Step 5 Choose atree T with n? vertices. Assign the weights of
meatrix P using level order transversal in the order of Py,
I:)12...F)1n ’ I:’21,...F)2n, MPnl, ...Pnn

For our example we need atree with 9 vertices

Theresulting tree is as seen in the figure 1.

Step 6 Send the tree T to the receiver.

9

11 18

26
9 11

18 9 0

DECRYPTION

Decryption can be done by reversing the procedure. Suppose
thereceived tree T isas seenin figure 2.

T has 9 vertices, so matrix Sisof order 3 x 3 using level order
traversal

8 8 20
S=|18 24 5
32 -3 31

Suppose the transformation used is T: R® — R defined by
T(X1 y’ Z) :(2y+ZIX7 4y1 3X)W|thba§SB:{ €3, €, el}

0 7 4
Then [T]3=|2 ~1 5
4 -3 2
8 1 16
A=S-T=[16 25 O
28 0 29

S=8, 1, 16, 16, 25, 0, 28, 0, 29. From string S, we should
remove integers greater than or equal to 27 and any integer
that is zero. So the message part
from string S'is 8, 1, 16, 16, 25.
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Convert this into message using Table 1.Therefore the
message decrypted is HAPPY .

IV. CONCLUSION

The proposed method uses double encryption. It isamost
impossible to decode the message without the key without
the following reasons
o If level tree traversal is not used, then the correct message
cannot be decoded. For the tree in figure 2,9 vertices are
there, which meansthat it can be arranged in 9! ways ( 9=
362880). Therefore the
Prozbability P( correct guess) = 1/ 9! or in general
1n%
Note that n®! becomes alarger number as the size of the
message increases.
e Matrix T isalso used as a key for encryption as well
as for decryption. Until the correct transformation and
bases is known, creating the associated matrix is
highly impossible.
Among the n number of matricesavailable, it isimpossible to
guess T as an associated matrix.
Without thisA = S— T isnot possible.
¢ Integer zero and integers > 28 are not considered
when the encoding chart is used. If one attempts to
decrypt a message along with these integers then they
would end up encoding a wrong message.
So the data to be encrypted is protected at multi levels.
Therefore the data is secure between the encoder and decoder
preventing the misuse and the privacy of the data.
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