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Abstract: VANET is becoming an emergent technology in 

Intelligent Transportation Systems. Their main purpose is to 
provide road safety and improve driving experience for both 
drivers and passengers. Other unique features of VANET include 
dynamic topology, short connection period, high mobility of 
nodes, etc However, security and privacy becomes major issues 
when communicating in such open wireless environment. In this 
paper, along with VANET characteristics, we presented security 
requirements and challenges that need to be kept in mind while 
designing a security protocol. We defined all existing security 
attacks and privacy issues in VANET. We categorized these 
security attacks into different classes based on their properties and 
provided the comprehensive analysis on them. 
Keywords: Vehicular ad hoc networks, security, road side units 
(RSU). 

I. INTRODUCTION 
 

With the emergence of new concepts like Smart Cities, 
Intelligent Transportation System need to be developed to 
improve the quality of transportation system [1]. Its main 
objectives are to improve efficiency of traffic management 
system and to facilitate drivers and passengers by providing 
road safety applications, driver assistance to reduce traffic 
congestion and awareness about emergency warnings [2]. In 
order to do so, these vehicles need to communicate with each 
other and exchange road status information such as traffic 
pattern, unforeseen obstacles, etc. To accomplish this task, a 
special type of communication system is designed, known as 
Vehicular Ad hoc Network (VANET). 
  A VANET is a special type of wireless ad hoc network 
where communication is taking place among moving vehicles 
and roadside infrastructures and equipment’s [3]. Vehicles 
communicate with each other by broadcasting messages 
containing information about road conditions, traffic 
conditions and about itself, for example, awareness 
information for the purpose of accident prevention, traffic 
information in order to avoid congestion or music sharing and 
network gaming to make driving more enjoyable. Drivers take 
desired action according to the content of the message. While 
these messages will help to improve the driving experience, 
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they can also threaten the security of the network if altered 
and misused by any malicious user. Also, the attacker or 
malicious user can read messages containing personal 
information about the vehicle or the driver and misuse them 
for their own benefit. Thus, influences the protection of 
drivers which if not taken in concern might result in fatal 
consequences. Therefore, data transmitted over VANET has 
high need of security for proper functioning of these 
networks.  These concerns may seem to be like those we come 
across in other wireless communication networks, however, 
they are not. It is very unusual and challenging to solve 
security issues in VANET because of the limitless network, 
varying speed of the vehicles, the exceptionally sporadic 
network between them. And leaving this ad hoc network 
unprotected opens the door for attackers to alter life-critical 
messages, broadcast false signals, or even block network 
signals altogether. The motivation behind this paper is to 
present a proper survey on security threats and attacks 
possible on intelligent vehicles and their networks. The rest of 
the paper is organized as follows: Section II provides an 
overview of VANET. Section III covers the security aspect of 
VANET. Section IV provides attacker model. Section V 
explains analysis of possible security attacks in VANET. 
Section VI concludes the paper. 
 

II. OVERVIEW OF VANET 
 

In this section, we present the basic architecture of VANET 
including on-board unit, road side unit, and trusted authority 
and the types of communication possible among different 
units present within VANET. 

A. Network Model 

For establishing connection and communication among 
vehicles and road side infrastructures, VANET 
architecture requires following indispensable 
components [4]: 

1. Vehicles equipped with: 
 Electronic Control Unit (ECU): Present vehicles are 

equipped with a number of subsystems each having 
specific task such as Global Positioning System (GPS) to 
find current location of the vehicle, Electronic License 
Plate (ELP) to identify vehicles. To monitor, control and 
make communication possible among these subsystems, 
embedded computers known as ECU’s are installed in 
each subsystem. Each ECU has a specific functionality, 
for example, one ECU is responsible for Handling 
driver’s door functionality while one ECU is responsible 
for the radio system in the vehicle. 
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 On-Board Unit (OBU): OBU is a radio device equipped in 
every vehicle to provide a wireless medium for 
communication with RSUs and with other vehicles OBU. 
An OBU comprise of a processor for processing the 
collected data, storage device for storing information, a 
user interface, and network device which works as a 
gateway for wireless communication. 

 Application Unit (AU): AU is a device installed 
within the vehicle is used to communicate with the 
network only by using the OBU. 

 
 

 
 

Fig. 1. VANET Architecture and Communication Techniques
 
 
2. Road Side Unit (RSU): RSUs are fixed network 

infrastructure placed along the roadside in such a manner 
that they can be sparsely distributed all over the network. 
They are equipped with network communication devices, 
hence are used as a router for communication between 
different nodes of the network. OBUs communicate 
wireless with RSUs using the DSRC protocol based on 
IEEE 802.11p [9]. The main functions of RSUs included: 
(i) Providing Internet connectivity to OBUs for forming a 
network.  

(ii) Checking authenticity of new vehicles entering the 
network.  

(iii) Running safety applications like accident warning 
message or traffic condition report.  

RSUs are quite vulnerable because they are easily exposed to 
attackers, so we must put minimal trust in RSUs.Trusted 
Authority (TA): TA is the automotive company (a third 
party service provider) whose responsibility is to provide 
security mechanism to the entire network. All the vehicles 
have to register themselves to TA for getting an 
authentication certificate for the usage of VANET 
services. TA stores the identities of these joined vehicles  

 
and will use it to reveal the real identity of vehicle in case of 

any malicious behavior. In addition, they also have full 
control over all RSUs. In reality, there are many TAs 
distributed all over the globe, each one of them is 
responsible for a specific geographical area. 

3. Access Network: Wireless access network is required so 
that vehicles can communicate with each other as well as 
with RSUs and other infrastructures. 

B. Communication Techniques 

Different components of VANET architecture communicate 
with each other forming different types of communication 
techniques, i.e., intra-vehicle communication and 
inter-vehicle communication. 
1. Intra-Vehicle Communication: Sensors and ECUs present 

with in a vehicle communicate with each other by sharing 
data among them, thus forming an intra-vehicle 
communication network [10]. This intra-vehicle network 
consists of 50-70 ECUs and uses a wireless gateway to 
communicate with external units. Common in-vehicle 
network types include Controller Area Network (CAN),  
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Local Interconnect Network (LIN), and Media Oriented 
System Transport (MOST), FlexRay. 

2. Inter-Vehicle Communication: Vehicles communicate with 
each other and neighboring infrastructure nodes installed 
along the road side to share emergency warnings and 
traffic conditions, thus forming a inter-vehicle 
communication network.  

3. Different types of inter-vehicle communication are formed 
depending on the type of node involved in 
communication i.e. Vehicle-to-Vehicle (V2V), 
Vehicle-to-Infrastructure (V2I), Vehicle-to-Roadside 
Unit (V2R) as shown in Fig. 2. Fig. 3 shows how a 
warning message is transmitted in an inter vehicle 
communication network. 

 Vehicle-to-Vehicle Communication: V2V communication 
takes place when vehicles communicate with each other 
directly in ad hoc mode, forming a single-hop or 

indirectly in a multi-hop mode where message is 
forwarded from one vehicle to another until it reaches its 
required destination vehicle. Single-hop V2V 
communication is used when broadcasting local safety 
warnings while non safety related messages are 
exchanged through multi-hop V2V communication. The 
goal of this communication is to exchange present road 
condition information such as emergencies, traffic 
conditions or accident warnings [11]. 

 Vehicle-to-Infrastructure Communication: In V2I or I2V 
communication [12], safety messages are communicated 
between vehicles and infrastructure on and alongside the 
road. This communication transforms infrastructure into 
smart infrastructure by incorporating algorithms in them 
and give them computational power. Messages received 
from a vehicle is fed as an input in these algorithms to 
perform calculations that results in production of warning 
or alert messages for drivers in advance. For example, (i) 
Smart Traffic Signal Systems broadcast the Signal Phase 
and Timing (SPAT) message to vehicles in order to 
convey them the current status of traffic signal at an 
intersection. A vehicle approaching the intersection uses 
this information to calculate their speed profile hence 
reduces stop-and-go driving as shown in Fig. 3. (ii) Smart 
street lights can also be used to transmit firmware updates 
and diagnostics requests to OBUs in vehicles.  

 Vehicle-to-Roadside Communication: In order to access 
the services provided by a RSU, a vehicle first sends a 
connection request message to the nearest RSU. Vehicles 
use this message to authenticate them self with RSU, and 
in return RSU authenticates the validity of their own 
identity to the requesting vehicle. Once both are 
authenticated to each other, they start communicating 
each other via messages. Sometimes, RSU broadcasts 
safety or warning message related to the road condition to 
all the other vehicles in the network, forming a one hop 
broadcast. For example, RSU periodically broadcast a 
message containing the regulations regarding the speed 
limit. Whenever a vehicle violates the specified 
regulation, RSU broadcasts a auditory or visual warning 
message, requesting the driver to reduce speed. Hence 
maximum load for proper communication is given to 
RSU in this type of communication. 

III. SECURITY IN VANET 

The main objectives of VANET is to provide early warning 
signals about road safety to drivers on road through frequent 
sharing of safety information about vehicles, road condition 
advisory and traffic. So this communicated information needs 
to be accurate, efficient and reliable. But due to ad hoc nature 
of VANET, a malicious user can get access to this data and 
leave this network prone to many attacks targeting violation 
of data privacy and confidentiality. Any successful attack can 
have catastrophic result like economical loss or loss of life. 
Hence it is essential to secure the transmitted information 
because it may affect the life of people on the road. But 
solving security issues in VANET are quite challenging 
because of the following VANET characteristics [4]: 
 Real-time constraints: Real-time information is shared 

between vehicles in VANET. This information should 
reach the receiver in sufficient time for it to make 
decisions and take corresponding actions according to the 
information present in received message. 

 High mobility of vehicles: Vehicles part of the VANET 
are normally in moving state all the time. Therefore, a 
little delay in message delivery can result in danger 
situation. 

 
 

Fig. 2. Intra-vehicle Communication 
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 Dynamic network topology: Due to high mobility of 
vehicles, the topology of VANET changes quickly. As a 
result, it becomes difficult to identify attackers vehicle 
leaving the VANET vulnerable. 

  Scalable network size: Network size in VANET is not 
fixed because of the frequent instantaneous arrival and 
departure of vehicles in/from the network. 

 Short connection period: Because of the mobility of 
nodes, connection between nodes remain only for a 
limited period of time up to few wireless nodes. Hence, it 
would be difficult to ensure the security of personal 
contacts in VANETs. 

A. VANET Security Challenges 

Above mentioned exclusive features of VANET not only 
provide services but also give rise to unique security 
challenges which can affect applying security methods in 
VANET. High dynamic environment of VANET gives 
opportunity to attackers to hide after modifying any vital 
information. It is challenging to make sure that the vital 
information cannot be modified by any attacker. In addition to 
this, use of wireless media also give attackers to breach the 
network from outside i.e. without being part of the network. 
Different authors provided a survey of these issues [5], [7]. 
Hence to conquer these challenges, we specified some 
requirements in the next section that need to be satisfied for 
becoming a secure VANET. 

B.  VANET Security Requirements 

The safety and security information which is being shared 
among vehicles and RSUs is critical and should reach to the 
destination without any modifications. Therefore, some 
prerequisites must be defined and it should be paramount to 
address these requirements for the appropriate operation of 
the network. This subsection discusses these requirements in 
detail [9]. 
 Authentication: Authentication ensures that the received 

message is trust-able i.e. it is generated by a legitimated 
user. It is very necessary that the sender and the receiver 
node must verify the identity of each other and check 
authenticity of messages for a trustworthy transmission 
between them. 

 Availability: Availability ensures that the services and 
applications provided by the network should be available 
to all authenticated (authorized) users at any time without 
affecting its performance even if it is under any malicious 
attack. 

 Confidentiality: Confidentiality ensures that the content of 
transmitted message is not accessible by any 
unauthorized and illegitimate user. Only the dedicated 
receiver must be able to access the content of message. 

 Integrity: Integrity depends on authentication. It ensures 
error detection i.e. the received information has not been 
altered or modified by an unauthorized user during its 
transmission between vehicles and RSUs either 
accidentally or intentionally. Alteration of message has to 
be done by authorized users only. 

 Non Repudiation: Non-repudiation depends on 
authentication. It ensures the security mechanism where 
sender cannot deny that they are not sending messages. 
This requirement makes sure that the receiver receives a 
proof that a particular sender is accountable for that 
particular message. 

Besides these main security requirements, the following 
security aspects should be also satisfied in VANETs: 
 Privacy: The privacy of vehicles, owners and drivers must 

not be endangered by any unauthorized vehicle or user. 
 Access control: Vehicles should have the capability of 

accessing available services offered by remote nodes. 
 Trace-ability: Although a vehicle’s real identity should be 

hidden from others, still there should be a component 
with the ability to obtain vehicles’ real identities to 

revoke them for future use. 
 Flexibility and efficiency: Flexibility in the security 

architecture and the system design is significant. Though 
it is essentially designed for traffic safety application that 
requires less time and bandwidth. This makes the channel 
efficiency crucial in its consequent low delay. 

IV. ATTACKER MODEL 

Different types of attacks are possible in VANET. Mainly, the 
impact of these attacks depends on the intentions of the 
attacker and the technique used to perform that attack. There 
may be several reasons for such malicious behavior, such as to 
get some confidential information about the system or to 
disturb the efficient working of the network. One cannot 
comprehend the behavior of attacker but can be classified 
based on some basic properties. Authors in [13] described an 
attacker model consisting of two levels. Authors in [5] 
suggested one more class of attackers known as adversaries. 
In this paper, we classified all the attackers based on four 
classes: 

Fig. 3. Inter-vehicle Communication 
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A. On the basis of Membership 

Any authorized or unauthorized node can perform malicious 
activity in the network. 
 Insider: An insider is an authorized member node of 

VANET network who have the privileged to 
communicate with other members of the network. 

 Outsider: An outsider is not an authenticated user of the 
network. They are the intruders who try to enter in 
network either by impersonation or other attacks and 
have limited capacity to attack. 

B.  On the basis of Intentions 

Any attack is associated with the intention of the attacker, 
i.e. main objective of the attacker behind that attack. 
 Rational Attacker: These attackers seek personal benefit 

from the attacks and hence are more predictable. 
 Malicious Attacker: These attackers have no personal 

benefit from attacks. Their only goal is to create chaos in 
proper network functionality. 

 
 
 
 
 

Table-I: Advanced VANET security attacks 

Attack Name Attacker Type Requirement Compromised Communication 
Compromised 

OSI Layer Affected 
    

Bogus Information Insider/Outsider, Active Integrity, Confidentiality V2V, V2I Application 

Bush Telegraph Insider/ Outsider, Active Integrity, Availability V2V, V2I Application 

Broadcast Tampering Insider, Active Availability V2V, V2I Application 

Message Tampering Insider, Active Authentication, Integrity V2V, V2I Application, Transport 

Message Fabrication Insider, Active, Malicious Integrity V2V, V2I No layer violated 

Message Suppression Insider, Active, Malicious Integrity, Authenticity V2V, V2I No layer violated 

Spam Insider Availability V2V No layer violated 

Black Hole Insider, Active, Local, Malicious Availability V2V Network 

Gray Hole Insider, Active, Local, Malicious Availability V2V Network 

Worm Hole Insider, Malicious, Active/Passive Availability, Confidentiality V2V Network 

Rushing Attack Insider, Malicious, Active/Passive Availability, Confidentiality V2V Network 

Illusion Attack Insider, Active Integrity Intra Vehicle - 

Greedy Behavior Insider, Active Availability, Access Control Intra, Inter Vehicle MAC 

Sybil Attack Insider, Active Confidentiality, Authentication, Availability V2V Network 

Masquerading Insider, Active Integrity, Authentication V2V Network 

Impersonation Insider, Active Integrity, Authentication, Non Repudiation V2V Network 

ID Disclosure Insider/ Outsider, Passive Confidentiality V2V, V2I Network 

Repudiation Attack Insider, Active/Passive Authentication, Non Repudiation V2V, V2I No layer violated 

Brute Force Attack Insider/Outsider, Active Confidentiality, Authentication, Privacy, 
Anonymity 

V2V Network 
    

Key/Certificate Replication Insider, Active Authorization, Authentication V2I, V2V Network, MAC 

Hidden Vehicle Attack Insider, Active Availability V2V, V2I Application 

GPS Spoofing Insider, Active Integrity, Availability, Authentication, 
Traceability 

V2V Network 
    

Tunnel Attack Insider Availability V2V Network, MAC 

Location Tracking Insider/Outsider, Passive Confidentiality V2V No layer violated 

Jamming Attack 

Insider/ Outsider, Active, Local, 

Availability V2V, V2I MAC 
Malicious     

SYN Flooding 

Insider/ Outsider, Active, Local, 

Availability V2I All layers 
Malicious     

Distributed DoS Attack 

Insider/ Outsider, Active, Local, 

Availability V2V, V2I All layers 
Malicious     

Eavesdropping Passive Integrity, Confidentiality V2V Network 

Replay Attack Insider, Active, Local, Malicious Integrity, Confidentiality V2V Application 

Man in the Middle Attack Insider, Active, Malicious Integrity, Confidentiality, Availability V2V, V2I All layers 

Timing Attack Insider, Active Integrity, Availability V2V, V2I No layer violated 

Session Hijacking Insider/ Outsider, Active/ Passive Confidentiality, Authentication V2V, V2I Transport 
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C.  On the basis of Activity 

Whether an attacker is active and makes frequent changes 
to network or not, the attackers are classified as: 
 Active Attacker: These types of attackers try to alter the 

network information and generate malicious packets and 
signals. 

 Passive Attacker: These types of attackers do not alter the 
network information. They silently eavesdrop the 
network. 

D. On the basis of Scope 

How much the network will get affected depends on the 
scope of the attacker. 
 Local: Local attackers have a specific scope of their attack 

range even if they compromise several entities. 
 Extended: Extended attackers have several entities that are 

extended across the network. 

V.  SECURITY ATTACKS ANALYSIS 

This section covers all existing attacks possible on VANET. 
These attacks can be categorized depending upon the type of 
information about the network and the vehicle used. Some 
attacks falsify the location of vehicles while some attacks 
falsify the messages that are being transmitted over the 
network. Also, the impact of these attacks depend on attackers 
intentions and their accessibility to the network such as an 
inside attacker can do more damage than an outsider. Many 
researchers classified these attacks based on the security 
requirement they are violating [4], [6], [8], [9]. While some 
researchers classified security attacks based on the OSI layer 
they target. In this paper, we provided our own classification 
based on type of information tampered. We classified existing 
attacks in to seven different criteria as described below. 
Attacks that come under these classes are also specified. 
Table I summarizes these attacks and provide analysis of how 
much damage they do to the network. Along with it, the table 
also provide the intentions of attacker for each type of 
advanced attacks in VANET. 

A. Tampering position information 

This class of attacks tampers location information which is 
being transmitted over the network. Using this class of 
attacks, attacker can hide itself after compromising the 
network. 
 Hidden vehicle attack: In this attack, attacker vehicle 

cheats with positioning information. A vehicle 
broadcasting warnings message will listen for feedback 
from its neighbors and stop its broadcasts if it realizes 
that at least one of these neighbors is better positioned for 
warning other vehicles. Attacker vehicle deceive the 
accidental vehicle that it is in a best place to broadcast 
safety or warning message. But in actual, attacker will 
hide this safety message and will keep the accidental 
vehicle silence from broadcasting the safety or warning 
message. 

 GPS Spoofing: In VANET, a location table is maintained 
in the GPS satellite which contains the vehicles identities 
and geographic location information of those vehicles. 
Attacker alters the location table of the GPS system by 
producing false GPS coordinates. These fake coordinates 
hide attackers position and deceive other vehicles that it 
is in some other position. 

 Tunneling: GPS signals temporary disappears in tunnels 
which results in temporary loss of positioning 
information. Attacker exploits this weak spot by injecting 
false information into the vehicle’s database once it 

leaves the tunnel and before it receives original position 
update. 

 Location tracking: In this attack, attacker violates privacy 
of a node by trying to get confidential information about 
the driver. Attacker tracks the targeted vehicle node to 
find its position or route followed by that node. 

B. Tampering routing information 

This class of attacks targets routing information of nodes 
by exploiting the vulnerabilities of routing protocols. They 
disturbs routing process of a network either by dropping the 
packets or by forwarding these packets to an unintended user. 
Hence these attacks can result in Denial-of-Service attack. 
Following are the most common routing attacks in the 
VANET: 
 Black hole attack: In this attack, a malicious node called as 

Black hole node, attracts the other nodes by making an 
illusion to them that it is having the shortest path to their 
destination node and thus, cheats the routing protocol. 
After attracting the nodes, when they start forwarding 
their packets to this malicious node, it depends on the 
malicious node whether to drop the packet or forward it 
to an unintended destination. 

 Warm hole attack: This attack involves two or more 
attacker nodes. A tunnel is created to transmit packets 
from one end of the attacker node to the other attacker’s 

node. Wormhole attacks disrupt the multi-cast and 
broadcast routing, thus, threaten the security of 
transmitting data packets.  

 Gray hole attack: It is a variation of Black hole attack. In 
this attack, the malicious node behaves like a black hole 
node by agreeing to forward the packets, but sometimes it 
drops the packets for a while and then switches to its 
normal behavior. 

 Rushing attack: This attack is used against on-demand ad 
hoc network routing protocols such as ARAN. This type 
of attack makes a malicious vehicle have a higher 
probability of finding routes due to its ability to send 
route requests more quickly than legitimate users. 

C.  Tampering technology 

This class of attacks tampers the hardware such as sensors 
and ECUs to generate wrong information. 
 Illusion attack: In this attack, the adversary deceives 

intentionally the sensors on his own car to produce wrong 
sensor readings. As a result, incorrect traffic information 
messages are broadcast in the network.  

 Greedy behavior attack: Attacker attacks on the 
functionality of MAC (media access control) layer 
protocol to get more bandwidth on wireless medium and 
to minimize its waiting time. 

D. Tampering identity 

In this class of attack, a malicious node from inside or 
outside the network creates its fake identity or discloses the 
identity of nearby nodes. Attacker forges identity of other 
existing nodes and use them 
for further attacks.  
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Following are 
the attacks that come under this category. 
 Sybil attack: In this attack, attacker creates many forge 

identities and convince the real vehicles to change their 
route by creating an illusion of traffic jam. 

 Masquerading: The attacker forges identity of a legitimate 
user which has already been registered and authenticated 
inside the network to broadcast false messages. 

 Impersonation: The attacker obtains identity of legitimate 
user and spoof’s MAC and IP of other users. 

 ID disclosure: The attacker discloses itself using identity 
of a legitimate user. It tracks location of a target node and 
affect its neighbors by sending any malicious message. 

 Key/Certificate replication: The attacker creates duplicate 
key and certificate of legitimate vehicle and use it as its 
own identification proof to show to Trusted Authority. 

 Brute force attack: The attacker uses trial-and-error method 
to find confidential information like vehicle 
identification number, network security information. 

 Repudiation attack: The attacker after sending any 
malicious information in the network denies the fact of 
sending message in case of any dispute. 

E. Tampering message 

This class of attacks target the information carried by the 
messages exchanged between network nodes. 
 Bogus information: The attacker transmits bogus or 

incorrect information in the network to misguide other 
network users. 

 Bush telegraph: The attacker appends tolerable error to the 
message at each intermediate node crossed to reach 
destination node. Since error is with in tolerance margins 
at each node, message will get accepted. When reaching 
to destination node, the overall accumulated error yield 
to bogus information.  

 Message Tampering: The attacker falsifies transaction 
application request. After gaining access, the attacker can 
drop, modify or corrupt the messages exchanged in the 
network. 

 Message Fabrication: The attacker broadcast false 
messages in order to gain priority in the network. 

 Message suppression: The attacker drops some selective 
messages which may contain some safety related or some 
sensitive information. 

 Broadcast tampering: The attacker broadcasts false safety 
condition messages which can compromise the whole 
network. 

 Spam attack: The attacker transmits many spam messages 
in the network. Here, the purpose is to occupy network 
bandwidth as much as possible and increase transmission 
latency. 

F. Denial of service 

The purpose of DoS attacks is to prevent authenticated 
users from accessing the network services and resources. As 
a result, a part of or the total network may be no longer 
available to legitimate users and thus, reduces the efficiency 
and performance of the network. 
 Jamming attack: The attacker jams the communication 

medium by sending a strong signal having frequency 
range equivalent to receiver’s frequency range. 

 SYN flooding attack: The attacker sends multiple SYN 
requests to target node for forming multiple connections. 
But the attacker never completes the 3-way handshake 
process for any of the sent request. As a result, target 
node denies to service further. 

 Distributed DoS: Multiple attackers attack a single target in 
a distributed manner from different locations and 
different time slots. 

G. Monitoring information 

This class of attacks monitor the whole network. They listen 
all the communication messages passed in V2V and V2I. If 
any useful information is found they misuse it according to 
get benefit. 
 Eavesdropping: The attacker eavesdrops the transmission 

channel in order to get access to security credentials or 
any confidential information. 

 Man in the middle attack: The attacker node eavesdrops the 
communication channel established between two 
legitimate users. It then intercepts this communication by 
pretending to be each one of them and reply to the other 
by using false information. 

 Replay attack: The attacker replays again and again 
previously received messages in order to confuse other 
nodes. 

 Timing attack: In this attack, attacker forwards the received 
message after adding some time slots to create delay, 
hence violating real-time transmission of messages. 

 Session hijacking: Most authentication process is done at 
the start of the session. Hence it is easy to hijack the 
session after connection establishment. In this attack 
attackers take control of session between nodes. 

VI. CONCLUSION 

Providing safety to road travelers is the main purpose of 
VANET. However, due to its unique characteristics providing 
security and privacy to travelers becomes a challenging issue. 
If an attacker changes the content of a safety message, then 
whole network can be compromised. In this paper, we first 
review the basic knowledge of VANETs. After then we 
presented a survey of all possible attacks by classifying them 
in to seven categories. We also explained the behavior of the 
attackers based on the attack they launched. We hope that our 
classification criteria and attacker’s behavior for each criteria 
will allow researchers to find new mechanisms to prevent 
possible attacks. 
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