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Abstract: Malware is evolving serious threats to internet
security. The classification of malware is extremely crucial in
recent days. The traditional models are failed to achieve to get
effective accuracy rate and the machine learning models are the
basic modelsthat accomplish the task of classification in a certain
way, but in recent decades malware attacks are very drastic and
difficult to achieve zero-day attacks. To compete with new
malware, ensemble methods are highly effective and give better
results of accuracy. In this paper, we propose a framework that
combines the exploit of both feature selection methods and
ensemble learning classifiers and gives better results of
classification. In the experimental results, we prove that this
combination of methods gives better classification with high
accuracy of 100% with the Random Forest ensemble classifier.
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. INTRODUCTION

Malware is malicious software that stealsinformation from
the user computer and may lead to personal loss or damage to
information. According to AV-TEST datistics [1],
consistently, this Ingtitute enrolls more than 350,000 new
malware and Potentially Unwanted Applications (PUA). On
the latest update of total malware by AV-TEST are 953.27
millions of malicious ones.

There are different types of maware like virus, adware,
spyware, rootkits, worms, bugs, bots, Trojan horses,
ransomware etc. [2]. To study this malware, two types of
analysisarethere. Thefirst oneis static one and second oneis
dynamic analysis. The static analysis deals with malicious
code without executing it. The dynamic analysis deals with
malicious software while executing it [3]. In the same way,
identifying the new malware whether it is malware or not,
generally, it is needed for classification. The classification of
malware is a crucia one to identify new malware. There are
several advancements takes place in the classification after
arrival of feature selection and machine learning or data
mining techniques.
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The feature selection method plays a vita role in
classification and it saves the processing time of
classification, it improves the accuracy, it reduces the
dimensionality of data and removes irrelevant features for
classification [4].

Machine learning in malware detection classification
brings more advancement in classification [5]. Especialy
ensemblelearning improves the results of machinelearningin
a better way. Ensemble learning gives optimal solutions by
combining base models of machine learning. Section 3 gives
an overview of ensemble learning.

In this paper, we propose an approach that improves the
accuracy of the classification. Some of the researchers prove
that feature selection techniques improve the classification
accuracy and some researchers prove that ensemble learning
techniques increase the accuracy performance in
classification. In this study, we present an approach that the
combination of these two mechanisms feature selection and
ensemble learning gives better performance and best results
of classification, especially in the case of accuracy.

The related literature survey is presented in section 2. In
section 3, an overview of the feature selection and ensemble
classifiers are discussed. The proposed work of the paper is
presented in section 4. The experimental results are discussed
in section 5 and section 6 is conclusion of thiswork.

[I. RELATED WORK

In the comparative study [6] about six different types of
feature selection methods with four different machine
learning classifiers Neural networks, Support Vector Machine
(SVM), 48 and Naive Bayes give the best result of 97%
accuracy with the combination of PCA feature selection with
SVM.

[7] presents a novel approach for malware detecting
classification with machine learning. Here Chi-square and RF
methods are used as feature selection methods. The machine
learning classifiers are used to classify the features are
K-Nearest Neighbor (KNN), Decision Tree (DT), SVM and
RF. Among them, DT givesthe best accuracy of 99.11%. The
classification of malware families is performed by this novel
approach. [8] Surveyed the research papers of machine
learning techniques on malware detection. The paper givesan
overview of al the feature selection methods and machine
learning algorithms. Among all the methods and techniques of
feature selection, it says that Random Forest provides better
results of accuracy and SVM gives better classification.

Published By:
Blue Eyes Intelligence Engineering
& Sciences Publication


https://www.openaccess.nl/en/open-publications
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.35940/ijitee.B8009.129219&domain=www.ijitee.org

Improving Malwar e Detection Classification Accuracy with Feature Selection Methods and
Ensemble-based M achine L earning M ethods

the previous research works, it is noticed that the feature
selection methods and machine learning techniques give
better resultsin malware detection classification.

In this paper, we enhance the work that takes the
combination of feature selection methods and ensemble
learning to prove better results in classification where the
results
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Fig. 1.Proposed M odel

ensemble learning is the basic combination models of
machine learning techniques. Hence, this paper gives better
with ensemble methods which are enhancement of machine
learning along with feature learning methods.

I11. OVERVIEW OF METHODS

Three different feature selection methods and four different
ensemble learning methods are used in this proposed work.
The overview of those methods are given below.

A. Feature Selection M ethods

Feature selection methods are widely useful for many
purposes like dimensionality reduction, improve accuracy,
remove irrelevant features and reduce the computational or
processing time[4,9,10]. In this paper, three feature selection
methods are used which are ExtraTreesClassifier, Percentile
and KBest methods.

ExtraTreesClassifier is a tree-based ensemble classifier.
It is very similar behavior of Random Forest ensemble
learning. It combines the group of decision trees known as
“forest” and produce the classification output [11]. Each
decision tree is formed with the training sample. Each tree
produces some k number of features from the training sample.
The decision is taken by caculating the formulas of
Information Gain and Entropy. The (1) and (2) represents the
formulasfor Information Gain and Entropy respectively [12].

Gain(S, A) = Entropy(S)- > ... &A)LSS”Entropy(S/) 1)

Entropy(S) = >, ~P; 10g, (pi) @

Where,

5 atraining set

r; : the proportion of rows with output label is i
£ : Number of Unique Class labels
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The per centile [13] method is a feature selection method
that selects the relevant features according to the highest
percentile scores of the features.

KBest [14] method is a feature selection where K is the
number of best features and it selectsfeatures basing upon the
highest scores of feature importance scores.

B. EnsembleLearning Methods

Ensemblelearning isacombination of several basic models of
machine learning. It givesthe optimal solution to the problem
[15, 16]. In this paper, four different ensemble learning
methods are used which are Random Forest [17, 18],
Bagging, Gradient Boosting and AdaBoost [18].

V. PROPOSED WORK

Fig. 1 gives an overview of the proposed work of this
paper. In this proposed work, steps involve like
pre-processing of dataset, selection of relevant features by
using feature selection methods and applying Ensemble
learning classifier to produce better results. In the
pre-processing step, missing values and outliers are detected
and removed using the WEKA tool. Second, Feature selection
methods which reduces the dimensionality and provides
solution to over-fitting problem and also it reduces the
dimensionality feature space which produces the most
relevant features for classification. Third, deas with the
machine learning classifier. The classifier is an ensemble
learning model. Finally the combination of feature selection
methods and ensemble learning methods produces better
accuracy and less processing time. The Python script is used
for feature selection and classification.

The step by step process of Pseudo-code for proposed
model is given below.

1. Select Dataset D
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2. Preprocess the dataset and remove missing values
and outliers from the dataset D
3. Impute  the feature  selection
ExtraTreesClassifier on dataset D
4. Extract the best features from dataset D basing on
the feature importance and form new dataset D1
5. Build a ensemble machine learning model with
classifiers Bagging, Gradient Boosting, Random
Forest and AdaBoost
. Compute Results
. Repesat from step 3 to step 6 for feature selection
methods Percentile and KBest instead of
ExtraTreesClassifier

Dataset Description

The information about the dataset is collected from an
Internet source Kaggle. This dataset contains a total 100000
records of malware samples. Among them 50000 samples are
benign and 50000 samples are maware. It contains 35
features which are used for feature selection and
classification.

method

~N o

Feature Selection

For all the features in the dataset, three different feature
selection methods ExtraTreesClassifier, Percentile, and
KBest methods are applied respectively and select the best
features among all 35 features. ExtraTreesClassifier selects
13 best features among 35 features. Percentile selects 4 best
features among 35 features and KBest selects 10 best features
fromthetotal 35 features. Fig. 2. gives an overview of feature
selection methods.

KBest

ExtraTreesClassifier Percentile

54 [
f
Fig. 2.Number of Features selection by Feature Selection
M ethods

The best features are selected by feature importance by the
particular method respectively. Fig. 3, 4 and 5 gives the
feature importance of the selected best features by the
particular feature selection method respectively.

The selected best features are used for classification with
ensemble learning classifiers.

Classification

The classification is performed by using four different
ensemble machine learning classifiers that are Bagging,
AdaBoost, Gradient Boosting, and Random Forest. The
below Table. describes the accuracy of ensemble classifiers
along with relevant feature selection methods. The ensemble
machine learning always gives the best optimization solution
for the problem. Four different ensemble learning classifiers
are used to test the performance of the model those are
Adaboost, Bagging, Gradient Boosting and Random Forest.
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All four classifiers are applied to al the three feature
selection methods and give better accuracy results. Tablel
shows the Accuracy of all classifiers along with al three
feature selection methods.

Feature Importances Scores by
ExtraTreesClassifier
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Fig. 3.Feature | mportances Scor es by
ExtraTreesClassifier.
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Fig. 4.Feature I mportances Scor es by Percentile.
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Feature Importances by KBest
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Feature Importances Scores
Fig. 5.Feature | mportances Scores by KBest.

Among all four classifiers, the Random forest gives 100%
accuracy in al three states of feature selection methods. The
chart in figure demystifies the performance of the model with
accuracy basing along with all four classifiers and with all
three feature selection methods.

Table- I: Accuracy (in Percentage) of Ensemble
classifier swith feature selection M ethods.

Ensemble Extra
S.No. e Trees Per centile Kbest
Classifier o
Classifier
1 Bagging 100% 99.99% 100%
2 Gradient 9060% | 9921% | 99.63%
Boosting
3 Random Forest 100% 100% 100%
4 AdaBoost 99.81% 98.94% 99.94%

V. RESULT AND DISCUSSION

Feature selection methods are used to select the best relevant
featuresfor classification. Inthis processit produces the set of
best features. The ensemble learning classifiers are used for
classification. One of the performance metrics of
classification is Accuracy; it is calculated from the confusion
matrix. Figure 6 illustrates about accuracy of classification
with al three feature selection methods. The experimental
result of thisresearch givesbetter accuracy in the combination
of feature selection methods and ensemble classifier of
Random Forest which gives 100% accuracy. Table 1 gives
result of the methodsin accuracy metric with all combinations
of the methods of feature selection and ensemble classifiers
respectively.
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VI. CONCLUSION

The previous existing literature is not that much efficient of
getting good accuracy in classification. To compete with
recent malwares especidly in classfication there is
advancement in applying methods. In this paper, we used
advance methods of feature selection and ensemble methods
for classifying malware. We present framework that shows
the importance and benefits of using both feature selection
methods and ensembl e learning classifiersin classification of
malware. The experimental results give high accuracy of
100% using ensemble learning classifier Random Forest. All
three feature selection methods are given good results and
also by ensemble learning classifiers. The processing time for
classification is also reduced because of removing irrelevant
featuresin feature selection process for classification.
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