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Abstract: In today’s world, security of data from intruders and
hackers during transmission and reception needs image
encryption, and to reduce space requirement and faster
transmission needs image compression, which tend to be the
emerging research arenas. Especially for lossy compression,
rebuilding of image equivalent to the transmitted original image is
highly unachievable. So far many papers are reported for scalable
coding on unencrypted images. We propose a scalable coding for
encrypted images by Min-Max Block Truncation Coding
Technique(MMBTC). The Min-Max Block Truncation Coding
Technique compress the raw image and later encrypted by
pseudorandom number, and the encoded bit streams are
transmitted. The secret key is encryption key and communicated
between encoder and decoder. In the decoding process, the
compressed image is recovered with secret key and the raw image
is rebuilded by using Min-Max Block Truncation Coding
Technique.
Keywords: Block Truncation Coding, Image Encryption,
Min-Max Block Truncation Coding, Scalable Coding.

I. INTRODUCTION

In transmission and reception image encryption and image
Compression have a vital role. The image encryption purpose
is to secure/preserve the leakage of statistical information
from attacker or hacker or intruder and there are many
cryptographic techniques available for it, say for example, the
study about signal processing in encrypted signals [1],
Encrypted samples using homomorphic properties [2] and the
problems in privacy protection [3]. In [4], the encrypted
signals are represented as composite signals, which increase
the speed for linear operations. The problem faced by the
insertion of watermark copy in the original content by the
seller is addressed by having an invisible watermarking
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technique, and if an unauthorized copy is sold by the buyer it
can be proved [5], and a new method of encryption was
introduced to identify the illegal copy by embedding a value
before the finger-print [6].
There is large amount of image data are used in today’s
world which requires enormous amount of storage space.
Also, it requires large bandwidth which makes the
transmission costlier. For reduced storage space and to
decrease the bandwidth size, it requires image compression.
Image compression techniques will remove the irrelevant data
and thereby reduces the data size requirement of digital
image. Redundant Data either contain absence of relevant
information or duplication of already known data. The image
compression on images will give images with reduced data
size, storage costs and transmission time. Without
compression the file size is bigger usually megabytes and by
doing compression nearly 10 percent of original file size is
reduced without compensating the quality due to this loss.
Lossy compression is used to remove some details with the
help of techniques such that our eye can’t identify it. Digital
images contain pixels which are nothing but color
information. The pixel values vary slightly from its
neighborhood, it is replaced by theirs. This may cause some
information to be lost but if the algorithm is good it can’t be
noticed by our eye. In [7], they proposed that in an insecure
communication path, transmission of redundant data is done
not in the traditional way but by reversing the order. In [8], a
memory less source redundancy is achieved, which is
inversely proportional to the square root of block length and it
is implemented by using low density parity check codes for
both memory and memory less sources.
In [9], compression is done for grey and color images by
splitting as bit planes and the lower bit planes of the encrypted
are erased without compromising the reconstructed image
quality. The efficient pursuit algorithm is proposed [10] than
the existing greedy algorithm, such as matching pursuit,
orthogonal matching pursuit, and in these, image is encrypted
first and then compressed using compressive sensing
technique, and then decoded using basis pursuit algorithm.
This paper [11] proposes image encryption by pseudorandom
permutation and excessive rough coefficients are removed
during image compression and original content is
reconstructed by using iterative reconstruction method.
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Scalability means manipulation of bit stream or file.
Scalability is especially useful for previewing images while
downloading them from web browser. Various scalability
techniques are available and some of them are rate scalability
and resolution scalability. Scalability is reported for
unencrypted images such as in [12] a new scalable image
coder is used, in which reversible integer wavelet transform
and bit plane coder are there; such that desired scalability is
achieved. In [13], SNR scalability is achieved by using a new
algorithm namely EBCOT, and up to this, scalable coding is
done on only unencrypted images. In [14], reported first for
encrypted images using scalable coding, in which image
compression is done by Hadamard Transform, image
encryption by pseudorandom number technique and original
principal content, and is reconstructed by means of iterative
updating procedure. It has higher computational complexity,
lower PSNR, lower wPSNR, lower compression ratio and the

bit error rate, MSE and wMSE are poor. In [16], the scalable
coding on encrypted images is done by using BTC, where the
raw image is compressed using BTC and then encryption is
done by adding the compressed pixel value with the generated
pseudorandom number value between the range 0 to 255, and
the encoded bit stream is transmitted. The encrypted key is
communicated between encoder and original principal
content is rebuilded at decoder by decrypting the transmitted
content with encrypted key and then rebuilded using BTC
technique.
We propose a new method for scalable coding in encrypted
images by using an improved version of BTC namely
Min-Max Block Truncation Coding (MMBTC). In this, the
raw image is compressed by using MMBTC technique and
then the image encryption is performed by pseudorandom
number technique, and the encoded bit streams are
transmitted. The encrypted key is communicated between

Fig. 1. Proposed System
encoder and decoder. The original principal content is
reconstructed by decrypting the transmitted encoded bit
stream with encrypted key and then reconstructed using
MMBTC Technique. Our proposed method has lower
computational complexity, since it lends to parallel
processing and each block is independent. Also, it has
improved PSNR, wPSNR, compression ratio, bit error rate,
MSE and wMSE.
II. PROPOSED METHOD
Fig.1 is the proposed method, in which raw pixel value is
compressed with MMBTC Technique. The compressed pixel
will be in binary form with values “0” and “1”. Image
encryption is done by combining the compressed pixel value
with the encrypted key that is attained by generating
pseudorandom numbers between the range 0-255, and the
encoded bit streams are transmitted. The encrypted key is
communicated at both ends. At the decoder side, the
transmitted encoded bit streams are decoded by first
decrypting with the secret key, and the original principal
content is rebuilded by using MMBTC Technique. The
rebuilded image shows higher resolution and improved
compression ratio, PSNR, wPSNR, MSE, wMSE and bit error
rate.
A. Image Encoding
Image Compression
The raw gray image will be uncompressed and the pixel
values are within 0 and 255, which can be shown in a matrix
format of size D1*D2, where D1 is size of row and D2 is size
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of columns. The raw image is compressed by using MMBTC
Technique. MMBTC steps are given below: Step1: - Divide the input image of size 512*512 into
non overlapping blocks of size D*D, where D is
taken as 4, typically.
Step 2:- Calculate the mean ( ) value, diagonal
maximum(dh) and minimum value(dl) for each
non-overlapping blocks and their values vary from
each block to block. The diagonal minimum value
and the diagonal maximum value will act as two
quantizer values of MMBTC.
Step 3: - The mean ( ) is chosen as threshold value. In the
Non-overlapping blocks, whose pixel values greater
than or equal threshold value is represented as “1”,
and remaining is represented as “0” in the binary
block and it is denoted as
and the bit amount
value is 8N which is given as
.

(1)

Image Encryption
The gray level pixel values are in the range between 0 and
255. The pseudorandom number generator is used to generate
the values between 0 and 255 of size D1*D2 having length
8N. This secret key is communicated between encoder and
decoder. The encryption process is done by adding the
compressed pixel value and secret key where both having size
D1*D2 and then modulo 256 operations is taken, which is
given as:
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(2)

Where
is the compressed value
is the secret
key and
is the encrypted values. Along with the
encoded bit stream, the secret key, diagonal maximum value
and the diagonal minimum value of each block values are
transmitted. The Fig. 2(a) and Fig.2(b) shows the input gray
image and its encrypted image.
Fig.3(a). Decrypted Image

Fig.3(b). Reconstructed Image

III. EXPERIMENTAL RESULTS AND DISCUSSION
i. Reconstructed Image using BTC

Fig.2(a). Original Image

Fig. 4(a) and Fig.4(b) show the original image and the
reconstructed image using Min-Max Block Truncation
Coding Technique. This paper proposes the resolution
scalability such that from lower resolution of lossy image is
reconstructed with higher resolution. On comparing the
reconstructed image with the original image, both images
look similar.

Fig.2(b). Encrypted Image

A. Image Decoding
Image Decryption
The decrypted output is extracted from the encoded bit
stream by subtracting the encoded bit stream with the secret
key and then taking modulo-256 operations which is given as
(3)
Where
represents the transmitted encoded pixel
value and
represents the secret key which is shared
by the encoder and
is the decrypted pixel value. The
decrypted pixel value contains the binary values “0” and “1”.

Fig.4(a). Original Image
ii. Comparison

Image Reconstruction
The original principal content is rebuilded in the Image
Reconstruction process by using Min-Max Block Truncation
Coding. The diagonal maximum value and the diagonal
minimum value are communicated by the encoder to the
decoder. The decrypted pixel values in the non-overlapping
block are replaced by diagonal maximum and diagonal
minimum values, respectively, which are shared by the
encoder. The binary value “1” in the decrypted block is
replaced by diagonal maximum value ( ) and the binary
value “0” is replaced by diagonal minimum value ( ). Thus
the original principal content of the image is reconstructed,
which is given as:

Fig.4(b). Reconstructed Image

Parameters

Compression Ratio:
The formula for compression ratio is given as:
(5)
Bit Rate:
The formula for bit rate is given as:
(6)
Where
MSE

(4)

is uncompressed image bits per pixel.

The MSE is given as:
(7)

Where
is the diagonal maximum value of each
non-overlapping block and is the diagonal minimum value
of each non-overlapping block, respectively. The decrypted
image and the reconstructed image are shown in Fig.3(a) and
Fig. 3(b).

Where,
is the reconstructed principal content,
and
is the original principal content and m and n
are size of rows and columns..

wMSE:
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The wMSE is given as:
(8)
Where,

is the reconstructed principal content and
is the original principal content and m and n are size
of rows and columns
PSNR:
The PSNR ratio is a metrics about quality of rebuilded
image. If the MSE is less, then PSNR value will be more and
vice-versa. If the PSNR value obtained is higher than the
reconstructed image, quality is better and also nearer to
original principal content.

Technique. We have experimented on various images using
this Min-Max Block Truncation Coding technique and we
measured parameters such as Compression ratio, Bit rate,
PSNR, Wpsnr, MSE and wMSE. Our method has less
computational complexity since only diagonal maximum
values and diagonal minimum values are used in
reconstruction and also support parallel processing. Our
experimental results show better compression ratio, Bit rate,
PSNR, wPSNR, MSE and wMSE. Also, the reconstructed
image quality is better and shows equivalent to original
image.
This paper has chosen mean value as the threshold to
construct the binary block, and it can be modified further for
better results.
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