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 
Abstract: Sheltered communication is a precise significant 

concern in any kind of network. This research focuses on secure 
and reliable wireless message arrangement. Through relating 
trust based and cryptography based approach we can progress 
wireless communication security and reliability effectually of 
Advanced Metering Infrastructure. Wireless Sensor Network used 
as a communiqué arrangement for AMI.Nodes(Sensors) are 
employed intended for a Home Area Network around 10-60.The 
performance of security and reliability calculated through energy 
depletion, delay, packet transfer ratio or packet delivery ratio 
(PDR),throughput and overhead of the sensor nodes. Diverse 
categories of attacks arises on wireless communication 
infrastructure. This research deliberated Denial of Service (DoS) 
type attack. Through linking Elliptic Curve Cryptography (ECC) 
for secure routing and authenticated anonymous secure routing 
(AASR) for reliable route routing tries to improve reliability and 
security of wireless communication infrastructure of AMI using 
NS2(Network Simulator2) simulation platform. Operative routing 
delivers radical change in enactment of wireless communication 
infrastructure. Proposed AASR protocol and ECC protocol 
admirably delivers virtuous results compared to surviving 
protocols. 
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I. INTRODUCTION 

Smart Grid (SG) tried to improve the performance of 

electricity sector by providing secure Advanced Metering 
Infrastructure (AMI) element. The different types of threats 
degrades the performance of SG and AMI habitually Cyber 
Attacks and Physical attacks. These kind of attacks disturbs 
the system and electricity sector degrades the performance 
[1].Electricity is an elementary constituent in every field and 
social development.  
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The demand of electricity rapidly increases day by day.SG 
and AMI tries to provide this kind of demand smartly. 
However different kinds of threats disturbs the AMI and 
SG.Many researchers are working on the same problem still 
problems not solved yet. Smart Meter(SM) is a basic part of 
AMI.It ropes electric load calculating, anomaly finding and 
request response program growth [2].AMI infrastructure 
management supports smart and secure wireless 
communication infrastructure and communication 
technologies. It supports bidirectional communication 
infrastructure. It is one of the superlative feature of 
AMI.Electricity sector energies through different process like 
substation, generation, distribution. In every stage different 
threats provide challenging work to the electricity sector. On 
the other hand AMI energies through the different stages. 
Bidirectional communiqué helps to save electricity. It will 
possible through wireless communication infrastructure 
[3].This research considered wireless sensor Network (WSN) 
for communiqué substructure designed for AMI. Transmitter 
authentication and privacy-preserving of user’s data are the 

very basic foremost security difficulties in SG 
communication. The electricity sectors are going to work 
together with information technicians to embrace different 
cyber security techniques for the AMI and SG to preserve 
reliability. Security enhances reliability [4].Acquiring a 
secure communiqué means tapping the antagonist in a 
detrimental station with deference to the authentic 
representative. Secure communication usually adopted using 
combining traditional and modern cryptographic techniques 
to encrypt and decrypt communication content [5]. AMI goes 
to the customer and the distribution areas and it is accountable 
for gathering, calculating and examining electricity.MDMS is 
a part of AMI headend and it is a sever of AMI.The different 
kinds of bouts mainly happens on meter data management 
system. And it disturbs the arrangement. Security is a big 
issue of every wireless communication technologies. It’s a 

challenging work for every researcher to provide secure 
wireless communication technologies to AMI.Around three 
basic key elements of security 1.Confidentiality 2.Integrity 
3.Availability [6]. 

For WSN confidentiality is a key element for security 
purpose. And many researchers are tried to provide security 
for WSN in terms of confidentiality by providing different 
algorithms and protocols.  
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Still WSN faces different kinds of attacks on 
confidentiality [7]. The IEEE 802.16e standards had 
developed different security protocols for WiMAX. These 
protocols combines different security algorithms and 

protocols, techniques for security development. Still it 
undergoes different kinds of attack [8].Hybrid DoS Attack 
many times occurred in WSN.For early detection of same 
kind of attack trust based energy consumption node 

 
Fig. 1.  Architecture of AMI(SM-Smart Meter, SN-Smart Node, DCU-Data Control Unit) 

Table- I: Fundamental elements of Security for Wireless Networks and their proposed solution considering different 
attacks 

Ref. 
No. 

Key element 
considered for 

security 

Methodology/Algorithm/Protocol 
considered 

Considered 
Network 

Considered Attack 

16. 
Confidentiality, 

Integrity and 
Availability 

Advanced control algorithms, web protocols, 
routing protocols 

WSN 

massive malicious attacks, 
deliberate attacks, Internal 
and external attacks, active, 

passive, layered attacks 

20. 
Confidentiality, 

integrity 
Robust stream cipher key recovery attacks 

21. Availability 
HWMP, the LA-HWMP, colony algorithm 

and simulated annealing (ACA-SA) 
 

22. 
confidentiality, 
integrity  and 
availability 

Dynamic key management algorithm Black hole attacks 

 
Table- II:Proposed work consideration parameters 

Design and Evaluation Recent Security Methods 

Case - A 

 
Random Deployment 

of AMI 
 

Smart meter nodes 10-60 
Data Collector nodes 2 
Utility node 1 
Wireless Communication Smart Meter Nodes to Data Collector Nodes 
Wired Communication Data Collector to Utility Node 
Malicious Attackers 10 % 
MAC 802.11 

Routing Protocols 
AODV, DSDV, AASR [1] Cryptography based 

and TERP [2] Trust Based 
Simulation Time 100 seconds 

Performance Metrics 

Throughput vs. Number of nodes 
Delay vs. Number of nodes 
PDR vs. Number of nodes 

Overhead vs. Number of nodes 
Packet loss vs. Number of Nodes 

Case - B 
 

Grid Deployment of 
AMI 

 

Smart meter nodes 25, 36, 49 
Data Collector nodes 2 

Utility node 1 
Wireless Communication Smart Meter Nodes to Data Collector Nodes 
Wired Communication Data Collector to Utility Node 

Malicious Attackers 10 % 
MAC 802.11 

Routing Protocols AODV and DSDV (Proactive and Reactive) 
Simulation Time 100 seconds 

Performance Metrics Throughput vs. Number of nodes 
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Delay vs. Number of nodes 

PDR vs. Number of nodes 
Overhead vs. Number of nodes 

Packet loss vs. Number of Nodes 

 
Table- III: Proposed work consideration parameters with results (VH-Very High, VL-Very Low) 
Protocol/Parameters Throughput Delay Overhead PDR Energy 

consumption 
AODV      
DSDV      
AASR   VL   
TERP VH VL VL VH VL 

 

 
Fig. 2. Simulation results AODV and DSDV 
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technique used. It combines energy consumption algorithm 
and energy trust algorithm and efficiently it gives result. 
Energy consumption design helps to estimate security state of 
nodes.WSN routines radio communication for wireless 
communication and ultimately it provides vulnerabilities. 
Eventually DoS attacks arises further on WSN infrastructure 
[9].Packet Delivery Ratio, Throughput, node average energy 
consumption try to provide security for WSN considering 
routing. Energy Optimized Secure Routing rectify malicious 
nodes and improve security of AMI [10]. 

II.  AMI ARCHITECTURE 

In AMI architecture, secure communication structure is 
crucial constituent of AMI.By providing secure 
communication structure and cyber security we can develop 
the security of AMI.WSN is one of the superlative prime for 
wireless communication structure of AMI.The many 
researchers are vigorously doing research on security of 

WSN.Energy consumption, throughput, delay and security 
these are some major issues of WSN.In WSN selection of 
secure routing protocol is a challenging work. DoS attack is a 
one type of threat of WSN [11].For every wireless network, it 
has a feature about secure routing protocol. So that the 
wireless network will give good performance.Data integrity 
and data confidentiality  

Protects the wireless networks from the different attacks 
[12].WSN appearances different problems such as documents 
crash, signal weakening, energy deficiency, mobility and 
spiteful bouts.Considereing these problems researchers are 
going to solve the problems by providing security in terms of 
CIA model[13].Figure 1 contributes in ephemeral impression 
of AMI architecture and its main components. The AMI 
architecture gives overall idea about this paper. In this paper 
researcher are tried to give strong wireless communication 
infrastructure by providing  

 
Fig. 3. Simulation results AODV, DSDV and cryptography based approach 
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WSN.The different kinds of attacks occurs on the different 
area of WSN.By considering different parts of WSN the 
researchers are tried to provide security still it faces problem 
of security but as compared to other communication 
infrastructure WSN is more reliable and secure. Broadcast 
communication constantly desired by WSN subsequently 
attacker can construe the information and bothers the system. 
WSN is a set of sensor nodes. Miscellany of routing protocol 
for WSN is an inspiring task because the without routing 
WSN will not enhance the security [14].Power routing (PR), 
Rumor routing (RR), Geographic routing (GR), Opportunistic 
routing (OR) habitually favored for WSN.By combing GR 
and OR researcher’s deliver superlative opportunity for WSN 

routing[15]. In SG progressive Information and 
Communication Technologies (ICT) provides various 
functionalities.WSN constantly keeps smart ICTs.Smart 

Metering infrastructure similar to SN, SM, WSN, DCU and 
MDMS allows directly collaboration among the energy utility 
and patrons due to bidirectional communication 
[16].Ultimately SG provides smart electricity market with 
social development. 

A. Routing 

Secure routing selection is a fascinating work for 
AMI.Routing protocol provides superlative path to transfer 
sensitive data from one place to another place. Proactive and 
reactive routing protocols provides good performance still it 
faces many issues related to the security. Hybrid routing 
protocols having excellent performance. Numerous 
researcher’s try to combine proactive and reactive protocols 

for numerous performance characteristics.   

 

 
Fig. 4. Simulation results AODV, DSDV, cryptography based approach and trust based approach 
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It combines good characteristics and features of both still it 
faces the problems, extremely zone-overlapping amount, 
unbalanced momentary routing, and dense routing overhead 
[17].WSN’s performance based on routing.WSNs are 

vulnerable to DoS attacks,sybilattacks,black hole attacks and 
many more. At the time of selection of routing protocol 
researcher’s has to calculate risk and risk is based on threat 

and vulnerability factors [18].In WSN SN continuously 
gather the information in the form of physical quantity and the 
forward this sensitive data to base station for further 
processing.SN plays very vital role in wireless 
communication infrastructure.SN should send secure data. 
Considering this requirement designer has to choose secure 
and reliable routing. Due to usage of clustering WSN can 
improve the performance. It tries to reduce routing overheads 
and sensor energy consumption [19]. Table 1 delivers 
different algorithms and protocols considering key elements 
of security. Packet routing is one of the significant part of 
AMI network processes. Routing method selection is based 
on type of communication infrastructure. Voluminous 
researcher’s had chosen different routing protocols and 

routing algorithms, method based on the communication 
infrastructure and type of a network. Each routing methods 
having some advantages and disadvantages consequently 
combination of them implemented and it gives tremendous 
advantages to AMI performance [21]. In WSN routing DoS 
attack try to disturb the network operation .This research 
considering the DoS attack which is active type of attack. In 
security policy key management is a very important factor. 
Broadcast secure authentication protocols supports for key 
management in WSN.Ultimately three types of key formation 
protocols used in WSN:-1.Hybrid 2.Probabilistic 
3.Deterministic[22]. 

III. TRUST BASED AND CRYPTOGRAPHY BASED 

APPROACH FOR SECURITY (PROPOSED WORK) 

This research tries to give solution by considering key 
elements for security of AMI communication infrastructure. 
The key requirement of AMI systems is the securities from the 
various attacks are wireless communications such as Wi-fi or 
WLAN networks. The performance can be calculated of 
cyber security by taking key elements means CIA model. 
Which may be vulnerable to wireless security threats during 
the wireless communications. Thus, we mainly focus on 
designing the reliable and secure method that achieve satisfy 
the security requirements as well as improve the QoS 
performance of routing as compared to the underlying with 
and without security based routing protocols under the 
presence of various attacks such as DoS. We considered 
random deployment and grid deployment for AMI. For the 
same development of a security is a main issue and that can be 
accomplished using basic parameters calculation in terms of 
security  of a network 1.Throughput 2.Delay 3.Packet 
Delivery Ratio (PDR) 4.overhead 5.energy consumption. 

AODV and DSDV are elementary routing protocols which 
couldn’t deliver satisfactory results for security. 

Consequently in this paper researcher again tried to combine 
trust based (TERP) approach and cryptography based 
(AASR) methodology to develop the recital of security and 

ultimately it improves the performance. Still somehow it 
provides less security because of more vulnerabilities and 
more threats of wireless communication infrastructure. 
Combining cryptography based and trust based approach 
enhanced the security of wireless communication 
infrastructure still researchers have to do work on security 
issue foe wireless communication infrastructure for AMI 
[23][24].Table2 provides information related to proposed 
work. 

Results are simulated using simulation platform NS2.It is 
one of the best solution for network based parameters 
analysis.Ananysis results comparatively gives good security. 
TERP and AASR comparatively enhances the security than 
AODV and DSDV [23] _ [35]. 

IV. CONCLUSION  

Eventually, coalescing modern cryptography based and 
trust based protocols tried to deliver worthy security for 
wireless communication infrastructure which is considered in 
this research WSN for AMI.Secure routing is a key element of 
security. Ultimately secure routing provides secure wireless 
communication. Network Simulator 2 is very good simulation 
platform for networking purpose. It provided simulation 
result will help to calculate the performance characteristics. 
Finally combined solution enhances the results in standings of 
reducing energy ingesting, increasing quantity, increasing 
PDR, reducing overhead plus delay.  

FUTURE SCOPE 

A lot of scientists are working on protection for wireless 
communiqué arrangement for considering different kinds of 
attacks. Many of them provided solution combining different 
types of algorithms, protocols and ultimately it gives virtuous 
consequences. But still different threats try to destroy wireless 
communication system. AMI is a part of SG.AMI faces 
different kinds of vulnerabilities. And so that electricity sector 
vitiates the performance. Many researchers have to do work 
on security parameters for routing in WSN. 
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