OPEN 8ACCESS

I nter national Journal of Innovative Technology and Exploring Engineering (1JITEE)

| SSN: 2278-3075 (Online), Volume-9 | ssue-3, January 2020

SIR Epidemic Model derived from
Spatial Correlation for Worm Propagation in
Event-driven Wireless Sensor Network

Sunil K Chaudhary, Rajeev K Shakya, Atul Kumar

Abstract: An event or a physical activity triggers many nodes
for sensing the environment in wireless sensor networks for event
monitoring applications. These triggered nodes then transmit the
sensed data to the control center. To study the virus propagation
behavior in event-driven WSNs, sensor coveragewhich isa quality
of service parameter, can be considered in epidemic model design
to get more insight. Existing epidemic models have global
characteristicswhen it is considered a realistic behavior of WSNSs.
In this paper, a comparative analysis is carried out for spatial
correlation featurefound in sensor nodes based on sensing range.
It is extended version of our recent work. We present analysis
using Susceptible-l nfectious-Recovered (SIR) epidemic model
with and without spatial correlation feature. Firstly, we show that
the correlated nodes are occurred due to sensing ability for event
monitoring applications. These nodes are responsible for
transmitting correlated information when an event occursin the
field. A detailed comparative analysis with recent existing SIR
epidemic models is presented with results and discussions. A
comparison based on basic reproduction number is also
discussed. Our Results show the impact of spatial correlation in
the behavior of virus spread with time. Comparative study shows
the effective use of our model is in designing prevention
mechanisms for infection control. It can also be used to study the
virus spreading behavior for event-driven scenariosin WSNs.

Keywords — Spatial Correlation; Comparative study,
Epidemic model design analysis; Warm propagation

. INTRODUCTION

In wireless sensor network (WSN), many nodes are
distributed in unattended environment to observe physical
conditions for example, temperature, sound, vibration,
pressure etc. Sensor nodes work cooperatively to route the
datato control centre or distant node called sink node or base
station. Due to highly dynamic environment conditions, the
sensing coverage (sensing range) and the network
connectivity (communication range) are limited in WSNs.
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So, the densely deployment of nodes are necessary to provide
the fine grain monitoring of the environment. It achieves
sufficiently high level of data resolution when theinformation
is observed by the sensor nodes. But, it leads to redundant
data transmission collected at the sink. WSN system is mostly
event-driven system where many to one communication
paradigm is formed when an event is monitored by the sensor
nodes. When an event occursin the sensor field, many nearby
nodes get activated for sensing and transmission. A common
sensing areais formed by all the activated nodes covering the
event sensing range. As a resultant, the spatial correlation
exists based on common sensing area between the nodes [17,
18, 12].

A sensor node has processing unit, sensing unit,
communication unit, and battery power unit. It can have
sensors with sensing abilities within predefined range only.
After sensing, the nodes create the packets or the reports to
transmit over wireless channel. These reports or packets are
routed through multi-hop communications towards the
destination (i.e., Sink node). Since most of time there is no
traffic due to the absence of physical activity, the nodes
operate in sleegp and wakeup mode. It saves the energy of
nodes. In event-driven system, the nodes gather the
information only when an event or physical activity is
detected by them, otherwise they switch to sleep mode. In
monitoring applications of WSN, spatial and the temporal
correlation exist. Only spatial correlation tends to increase
with increased value of inter-node distance (Euclidean
distance) [12, 13, 23]. The correlation property in a densely
deployed WSN can be used to study the worm or virus
propagation behaviour in sensor networks. Alternatively
WSNs have low defensive capabilities, so it can be easily
targeted by the attacks. The security algorithms cannot be
implemented due to limited memory and processing
capabilities. For example, the malicious codes like a Cabir
warm [6] is malicious codes that can affect sensor node’s
operation in WSN. Also, blue-tooth-enabled devices are
easily infected when comes in its proximity. Similar kind of
Cabir warmisMabir warm [7]. With the aim of study of these
wormsin WSN, for this, epidemiological models are recently
used to predict the impact of worm spreading behaviour [9,
10].

According to epidemiological, different compartments such
as susceptible, infectious, recovered classes etc are made
from complete population of nodes in the network [2]. A
group of healthy nodes or virus-free nodes are called
Susceptible nodes.
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When a susceptible node gets infection from a virus, it is
infectiousnode. These types of nodes are in infectious group.
Infection increases using data communication into its
neighbouring nodes. An infective node infects to its
neighbours when it communicatesto it.

Likewise, these infected neighbours will pass infections to
others. Hence, virus propagates in whole network by
one-by-one. We consider densely deployed node distribution,
there is higher population. The virus spread behaviour tends
to be exponential growth when infection time from one node
to others is short. In literature, there many epidemiological
models such as susceptible-infectious-susceptible (SIS)
models, susceptible-infectious-recovered (SIR) models, SEIR
models, SEIQR models, SEIRS-V models (with vaccinated
class) etc [7, 2, 5, 3]. The most of these models are derived
considering global behaviour of nodesin anetwork. Theseare
not having consideration of correlation characteristics of
WSNs that isimportant feature of sensor networks. There are
aso some feature of sensor network such as energy
consumption of node, event activation status, transmission
range of node etc. Recently, Tang [8] describes the modelling
based on deep-wakeup feature of nodes in WSNs. During
sleep mode of the nodes, infected nodes can be cured using
anti-virus scheme as proposed by Tang. An improved version
of thismodel (i.e., SI model) has been derived that uses some
protection mechanisms to control the further infection and
also ensure the prevention around some region of the network.
[13]

In this paper, studies on dynamics based on the constraint of
geometrical and spatial correlation are carried out. A detailed
comparative analysis is presented. It is found in our recent
work [23] that spatial correlation distance has impact on
worm propagation. Based on this, acomparative analysisis
presented with recent SIR epidemic models published in
literature of virus or worm propagation in WSNs. Using the
reasonable parameters of WSNs, we drive the dynamic of
virus propagation.

The rest of the paper is organized as follows. Section Il
presents the basic theory on epidemic models and feature of
wireless sensor network. In section Ill, spatial correlation
aspect and its impact is described. To understand its impact,
comparative analysis is presented with existing models.
Results and discussions are highlighted in section V. Finaly,
conclusionisgivenin section V.

The sensor network features with existing epidemic models
are described in section 2. In section 3, the proposed
correlation based SIR Modd is discussed with stability
analysis. In this section, the calculation of the basic
reproduction number and the threshold value based on spatia
correlation are al so discussed. Simulation results and analysis
are presented with comparison in section 4. Finally, section 5
presents the conclusions.

Il. EPIDEMIC THEORY AND WIRELESSSENSOR
NETWORK

Epidemic theory includes the compartmental based design in
terms of differential equations used to study the dynamics
with time when the worm or virus is propagated [9, 2]. It is
derived from investigated behaviour of infectious diseases
(virus, bacteria etc.)
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Fig. 1.Spatial correlation between nodes N, and N; at

theirlocations § and S; .

The dynamics with time are calculated by solving the
differential equations that shows the system stability in term
of mathematical way. In research work [9, 15, 2, 14, 16],
various models are proposed to determine the stability
analysis such as SI model, SIRS model, SIER etc. These
include various network features for investigation. For
example, SIRS model in [15] discussed the investigation of
stability about communication radius. It describes
reproduction number and threshold parameters in his study.
Similarly, in [21, 22], stability analysis by taking the position
for dysfunctional and 10T worm attack. These all models rely
on global

¥ (meters)
3

“20 o 20 40 6 80 100 120 140 160 180
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Fig. 2.Correlated Clusters for & = 0:25 for N = 60, rs = 20.

Behaviour of wireless sensor network as general deployed
sensor nodes communications. It does not consider the local
interactions of nodes, their remaining energy, ther
consumption cost etc. [15, 19, 20]. In this paper, spatial
correlation characteristics of sensor nodes is studied in the
design theimproved SIR model and its comparative analysis.
In our analysis, susceptible-infectious recovered model is
compared with modified version of SIR by Tang and Li [13].
In their model, sleep and wakeup mode of nodes are used in
design. It shows epidemic model very much suited with our
design givenin [23].

A. Spatial Correlation in WSN

In our earlier work in [17, 18, 12], we have shown that the
estimation of spatial correlation among nodes can be done
using correlation coefficient parameter. Assume sink node

knows the locations of nodes based on sensing range I, then
correlation coefficient denoted by p;; ;, with distance d(i’ i

given between nodes 1n; and N; .
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The expression for correlation coefficient is given by Eqg. (1).

cos—! ;:l'_l_.,_ farg) d e e————

Piij = - F“"Tr"l,-l (4r2 — ﬁrl-f.j'l |
For 0 < dy; ;) < 27, (1
0 For d; jy = 2rs.

To get more insight in spatial correlation between nodes, the
resultsare produced using correlation coefficient parameter in
Fig. 1, where sub-region is a set of points formed by
overlapping correlation with strong effect. Theline connected
between the dotted nodes indicates the amount of correlation
(i.e., how strong correlation impact with neighboring nodes).
If there is strong correlation, then connected line is short,
otherwise it is longer indicating weakly correlation. It also

shows the fraction of overlapped sensing area of I -radius

nodes centred at position of itself. So, correlation Pi.iy gives

overlapped fraction of sensing area. For given density of
nodes and amount of hodes number, a new parameter known
as correlation threshold ¢ (0 < &<1) is defined.
Tablel: Test resultsof produced correlated clustersr .
for different valuesof ryand p [12]

§= §= &= §= §=

0:2 0:4 0:5 0:6 0:8
R1=9 5.780 4,110 3.510 2.30 1.25
R1=12 8.030 5.500 4.70 3.05 1.70
R1=15 10.040 6.230 5.870 3.86 2.16
R1=18 12.070 8.230 7.050 4.67 2.59
R1=21 14.000 9.60 8.230 5.44 3.02
R1=24 16.130 11.070 9.390 6.22 3.46

The different values of rt are shown with different values of ¢
isgivenin Table 1.

Using our design in previous paper, it is observed that if the
overlap area between nodes is larger, spatial correlation will

bestrong [12]. If Pi.iy > & |, thenthereis strong correlation
between node N, and N, . If p; ) <&, then weakly
correlation between node N; and N; . For defined threshold

valueg, the correlated cluster size can be determined (denoted
by r..)for dy ;) = I By smplification, we get
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Fig. 3. Correlated Clustersfor ¢ = 0:5for N =60, I, =20.
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can be of r,, (ie..d; ; = r.). Following expression holds.
e 2y . ——
&= €08 Vee/ls) e - _V" (4rl-rl), ()
T d7r,t ’

The Eq. (2) gives the relationship between ¢ and rcc. This
important equation also shows node separation property with
sensing range and correlation.

To get more insight about spatial correlation in WSNs, 150
nodes are distributed randomly over the 180 180 area with

sensing range I, = 20. The simulation results are revealed in

Fig. 2 and Fig. 3 for different values of correlation threshold
(i.e., &). It can be observed from these results that the different
sized clusters can be formed with random node distribution.
Thistype of behavior of node distribution can show different
behavior of virus propagation. Based on the observations
from resultsusing spatial correlation, Table 1 gives simulated
results for different values of parameters. By the motivations
from these observations, we incorporate the characteristics of
gpatia correlation in existing epidemic models to study the

virus spread dynamics in WSNs. By considering I'; andr,
modified epidemic models are discussed in next section.

I11. COMPARATIVE STUDY WITH MODIFIED SIR
MODEL

A. SIR model: without Spatial Correlation

According to Feng et. a [15], SIR model for WSNs has
considered the node distribution and communication range.
The following differential equations are derived by the Feng
et. a [15] for distributed nodein LxL rectangular area.

dS(t) ar? L .
~—~ =uN+B _”_,r S(e)(r) —(n+ w)S(r) +eRir)
di L- t :
dit) Tt _
L = B S () — (7)) (3)
o B 77 SEI(E) — (e + 7))
dR(t)

e WSt +ylr)— (p+e)R(r)

In Eq. (3), infection possibility of a susceptible node (S) isb.
It is then become part of Infectious node I, so there is
transitioned from S to |. By some anti-virus mechanism, |
transitioned nodes go to Recovered state (R) with possibility
g. nodesin R becomes hedlthy. It is then transitioned into S
state with possibility from R state. Nodes in susceptible node
(S) is trangitioned into R with possibility w. For system
equations (3), the basic reproduction number is given to
achieve endemic equilibrium when R, > 1. It is given by

Feng et. al [15] as

NBrrl(pn+¢)

(u+7)p+et+o) @

Ry =

It can be observed that the basic reproduction number
depends on given node distributed area, transmission range
and rates of transitions from different compartments(i.e., S, |,
R). Next, we consider the spatial correlation to investigate the
impact on virus dynamics. A modified version is presented in
next subsection.
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" Sensing Range
{ O i ®SinkNode
) O Sensor Node

Fig. 4.Typical sensor network with rssensing range and
re-radius event area.

B. Modified SIR model: with Spatial Correlation

Consider a node gets infected and hence it triggers a false
event. In L xL sized monitoring area, the I, -radius sized
event area is formed by the false event as shown in Fig. 4.

Assuming the number of susceptible sensor nodes inside the
event areawill get infection at time t. Here, each sensor node

has I, sensing range and I, transmission range. From Eq.
r 2
(2), the fraction of effective area will be % for correlated
e
nodes inside the event area when a virus attack isinitiated as
an event in sensor field. Using spatial correlation,

Sy = -5 )s0). (5)

Assuming ¢ as given by following equation.

o=(%-%). ©
From Eq. (3), the modified system equations is given as
) _ N 0B S(O1(0) (4 @)S(0) + €RD)
dffft] = oS(t)+yl(r) — (n+&)R(r)

It can be observed from Eq. (7) that the virus propagation
dynamics depends on event range and correlated regions of

size rci of node based on spatial correlation between nodes.
For system equations (7), the basic reproduction number
based on spatial correlation is denoted by R}® to achieve

endemic equilibriumwhen R, > 1. Itisgivenas

NB(pu+e)(mrirr —L22)

e T

Lrip+y)(p+e+o)

CC

0 —

(8)
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In next section, we investigate the impact of spatial
correlation based parameters on virus spread dynamics in

WSNs.The I, sensing range is directly related to I,

transmission range. Typically, itisfoundto beas I, > 2r;.

IV. SIMULATION RESULTSAND ANALYSIS

In this section, impact of spatial correlation for WSNs and the
dynamic characteristics of virus propagation is studied with
simulation in MATLAB. we simulate non-linear differentia
equations of modelswith ODE function. Results are produced
by changing various parameters for given initial values as
R(0) = 0; S(0) = 100; 1(0) = 1; = 0.0006; &= 0.06; @

=0.001; ¥ =0.13; = 0.01. Feng et. a [15] considers the

two different parameters such as transmission range I, and
distributed node density p for performance evaluation. We

compare the existing SIR with our modified SIR in terms of
transmission range and distributed node density while
considering the different spatial correlation parameters using
our system equation. For |, S, time evolution in the absence
and presence of spatial correlation is plotted as given below.
Fig. 5 shows the time evolution of the fraction of infected
nodes in the absence and presence of spatial correlation with

different transmission range I, = 5, I, =6, I, =8, I, =9
considering the variation in spatia correlation parameters
(i.e, Iy, I'.). Itisobserved from all the four figures that the

rate of infective nodes depends on change in transmission
range. Because the spread of virus can only be possible by
data communication between nodes in the field. When one
node gets infected then it infects others using data
communication based on transmission range. It can also be
seen clearly from all four figures that there is consideration
amount of impact on worm spreading dynamics in
event-driven WSN. By changing the value of event sensing

area (i.e., I, ) and correlated clusters (i.e., I, ), time

evaluation dynamics changes significantly.

Fig. 6 is the plot for time evolution of the fraction of
susceptible nodes in the absence and presence of spatia
correlation with SIR model. As discussed for the infectious
node’s patterns with time in previous figure, the behavior of
susceptible nodes with time is aso according to different
values of spatial correlation parameters.
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(d) r, =9 with different spatial correlation parameters, I, ..
The rate of the susceptible nodes goes to minimum for SIR with spatial correlation whereas it is much larger for SIR without
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spatial correlation parameters, f, I, ;

Fig. 7 isthe graph of infective nodes when the total number of
distributed nodesincreases (i.e., variation in node density p).

When the number of nodesincreaseswith increase in the node
density, more neighborsinteract with an infective node. It also
increases the correlated clusters with large number of
membersin acorrelated cluster based on spatial correlation. It
can be seen from Fig. 7(b) that increased node density
indicates the frequent worm infection of nodes with respect to

time. A lower values of I, and I can help in lesser

variation of infection among nodes.

For similar settings of I, Fig. 8 presents the graph of
susceptible node variations with time. To get more insight in
the behaviour of virus spreading dynamics, a comparison on
calculated basic reproduction number (R0O) with and without
spatial correlation is shown in Table 2 for above graphs. The

endemic equilibrium condition is obtained by R, to
determine whether stability isachieved or not. Tableindicates

the lower reproduction number when spatial correlation is
applied on existing SIR model. Thus the performance of SIR
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(b) p =5with different spatial correlation parameters, I, T,
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cc*

model can be improved using spatial correlation property of
sensor nodes. These spatial correlation parameters are
obtained from realistic scenario of sensor network.

V. CONCLUSIONS

In this work, a modified SIR model is proposed based on
spatial correlation characteristics of WSNs. The existing SIR
model given by Feng et. a [15] is used to integrate the
correlation feature. SIR model by Feng et. a [15] does not
consider the realistic parameters of sensor nodes (say sensing
range). Firstly, the paper describes the characteristics of
spatial correlation in two dimensional graph networks. It is
then shown that how correlation exists with different sensing
range. Our comparative study includes the performance
analysis with existing SIR in terms of many parameters such
as sensing range, event sensing area, correlated clustering
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Table 2: Comparison with basic Reproduction Number

(Ry)

Parameters Basic Reproduction Number

R Ry

- - _ 1183 11.60
l,=51I,=51I,=06

- - _ 1183 10.10
[ =51"r,=6T;=1

3834 37.50

ly =3:83, I, =09

3834 30.03

le=345, I, =08

5750 56.61

le=377, I, =075

5750 51.40

le=41, I, =089

9584 93.92

l =155, I, =0.35

9584 90.83

le=379, I, =10

REFERENCES

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

G. O. Young, “Synthetic structure of industrial plastics (Book style
with paper title and editor),” in Plastics, 2nd ed. vol. 3, J. Peters,
Ed. New York: McGraw-Hill, 1964, pp. 15-64.

I.F. Akyildiz and M.C. Vuran, Wireless Sensor Networks, John Wiley
& Sons, 2010.

M. E. Newman, “Spread of epidemic disease on networks*, Physical
Review, vol. 66, no. 1, pp. 016-128, 2002.

G. Yan and S. Eidenbenz, “Modeling propagation dynamics of
Bluetooth worms®, IEEE Transactions on Mobile Computing, vol. 8,
no. 3, 353-367, 2009.

M.C. Vuran, O.B. Akan and LF. Akyildiz, “Spatio-temporal
correlation:theory and applications for wireless sensor networks®,
Journal of Computer Networks, vol .45, pp. 245-259, 2004.

D. J. Daey, and J. Gani, Epidemic Modeling: An Introduction,
Cambridge University Press, New York, NY, USA, 1999.

E. Chien, Security Response: SymbOS.mabir, United States,
(Technical Report ). Symantec Corporation USA, 2005.

P. Ferrie, P. Szor, R. Stanev, and R. Mouritzen, Security Response:
SymbOS.Cabir, United States, (Technical Report ). Symantec
Corporation USA, 2007.

S. Tang, “A Modified SI Epidemic Model for Combating Virus
Spread in Wireless Sensor Networks®, Int J Wireless Inf Networks, vol.
18,pp. 319-326, DOI=10.1007/s10776-011-0147-z, 2011.

AM. Del Ray, “Mathematical modeling of the propagation of
malware: a review", Journal on Security and Comm. Networks, vol 8,
no.15, pp. 25612579, 2015.

X. Wang and L. Yingshu, “A improved SIR model for analyzing the
dynamic of worm propagation in wireless sensor network®, Chinese
Journal of Electronics, vol 18, no 1, pp. 8-12, 2009.

R. Tripathi, Y.N.Singh, N. Verma, “Clustering algorithm for non
uniformly distributed nodes in a wireless sensor network®, IET
Electronics Letter, vol 44, no. 4, pp. 299-300, 2009.

R.K. Shakya, Y.N.Singh, and N.K. Verma, “Generic CorrelationModel
for Wireless Sensor Network Applications, Journal of IET Wireless
Sensor Systems, vol.3 no.4, pp. 266-276, 2013.

S. Tang and W. Li, “An epidemic model with adaptive virus spread
control for wireless sensor networks®, International Journal on Security
Networks, vol.6 no. 4, pp. 201-210, 2011.

Q. Li, B. Zhang, L. Cui, F. Zhun, and V.V. Athanasios, “Epidemics on
small worlds of tree-based wireless sensor networks®, Journa of
Systems Science and Complexity, vol.27 no.6, pp. 1095-1120, 2014.

L. Feng, L. Song, Q. Zhao, and H. Wang, “Modeling and Stability
Analysis of Worm Propagation in Wireless Sensor Network®,
Mathematical Problems in Engineering Article ID 129598,
doi:10.1155/2015/129598, 2015.

J.M. Bahi, C. Guyeux, M. Hakem, and A. Makhoul, “Epidemiological
approach for data survivability in unattended wireless sensor
networks®, Journal of Network and Computer Applications, vol. 46,
pp. 374-383. doi.org/10.1016/j.jnca.2014.09.011, 2014.

R.K. Shakya, Y.N.Singh, and N.K. Verma, “A Correlation Model for
MAC protocols in Event-driven Wireless Sensor Networks”,
Proceedings 2012 IEEE Region 10 conference TENCON 2012, pp.
1-6, 2012.

Retrieval Number: C7974019320/20200BEIESP
DOI: 10.35940/ijitee.C7974.019320

Journal Website: www.ijitee.org

I nter national Journal of Innovative Technology and Exploring Engineering (1JITEE)

| SSN: 2278-3075 (Online), Volume-9 | ssue-3, January 2020

19.

20.

21.

22.

23.

Published By:
Blue Eyes Intelligence Engineering
1097 & sciences Publication

R.K. Shakya, Y.N.Singh, and N.K. Verma, “A Novel Spatial
Correlation Model for Wireless Sensor Network Applications®,
Proceedings 2012 IEEE WOCN 2012, pp. 1-6, 2012.

M.S. Haghighi, S. Wen, Y. Xiang, B. Quinn, and W. Zhou, “On the
Race of Worms and Patches: Modeling the Spread of Information in
Wireless Sensor Networks®, IEEE Trans on Information Forensics and
Security, val. 11, no. 12, pp. 2854-2865, 2016.

T. Wang, Q. Wu, S. Wen, Y. Cai, H. Tian, Y. Chen, and B. Wang,
“Propagation Modeling and Defending of a Mobile Sensor Worm in
Wireless Sensor and Actuator Networks®, Journal Sensors, vol. 17, no.
1, doi: 10.3390/s17010139, 2017.

B.K. Mishra and D. K. Saini, “SEIRS epidemic model with delay for
transmission of malicious objects in computer network™, Applied
Mathematics and Computation, vol.188, no.2, pp. 1476-1482, 2007.
M.T. Gardner, C. Beard, and D. “Medhi Using SEIRS Epidemic
Models for IoT Botnets Attacks”, DRCN 2017 - Design of Reliable
Communication Networks, 13th International Conference, pp. 1-8,
2017.




