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Abstract: This research investigates the operation of smart
transactions in the blockchain and demonstrates the process of
transforming an existing system into the blockchain using the
Hyperledger Blockchain Platform. The process includes
determining business model requirements and redesigning the
business model to be applied to the blockchain system using
Hyperledger Composer. The supply management system is the
selected case study due to its complexity that can be used to
demonstrate blockchain implementation. This research explored
the utilization of Hyperledger Fabric as well as Hyperledger
Composer technology. The implemented system is then under
test for performance evaluation. According to experimental
results, read access has the shortest duration needed, which is
33% faster than Create, 69% compared to Delete, and 82%
compared to Update. Update function has the longest average
duration needed. Furthermore, reading using query would
dramatically slow down the Read function with the increase of
the average read duration over 10 commodities category by
12238.9%, over 100 commodities category by 1950%, and over
1000 commodities category by 308% than reading without using
a query.
Keywords : Hyperledger Fabric; Hyperledger Composer;
Blockchain; Smart Contract.

I. INTRODUCTION

Nowadays,

advanced science and technology can

influence humans' mindset in their daily lives. This
development has encouraged people to try to overcome all the
problems that arise around them. Especially in data
processing, the role of the database is significant. Database
processing is a mainstay device whose presence is needed by
various institutions and companies either in terms of
academics or in terms of business. Database processing not
only accelerates information retrieval but can also improve
the service’s efficiency as well as maximizing effectiveness
to clients. However, the technology used to validate the
information is still manual and simple. Traditional methods
of validation widely used today have very low efficiency.
The process of validating complex data with long
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duration causes the database processing to be increased. The
use of manual data validation also requires considerable time
and effort that causes the transaction process to become long,
which increases the operating costs of the transaction.
Therefore, an effort is needed to find a data processing and
storage system that is safe, fast, and still gives confidence in
the data so that efforts to do data validation can be suppressed
as possible.
The long data validation process can be overcome by using
a database system that has high data control. The purpose of
a high control data system is to reduce the possibility of data
forgery as well as uphold data validation. Using a
decentralized data storage system, the costs required for
recording transactions can be reduced as small as possible.
Blockchain can be implemented to reduce problems in
data efficiency. The Blockchain itself has been implemented
in Bitcoin's database system [1]. This is a distributed ledger,
which makes no one be able to doubt the integrity of the data
[2]. Blockchain contains a sequence of blocks that are related
to each other. Thus, attempts to manipulate data will be very
difficult because of interconnection between each block, so it
has to change every subsequent block. In the event of data
forgery, the node where the data has changed will be different
from another node. Therefore its node will then be
invalidated by consensus when trying to initiate a new
transaction.
The purpose of this research is to design a
blockchain-based supply chain management system and to
measure the performance of the blockchain system based on
Hyperledger Composer and Hyperledger Fabric in
performing Create, Read, Update, and Delete (CRUD)
functions.
II. KEY CONCEPTS
A. Blockchain
Blockchain (distributed ledger) is a distributed database
ledger, which increases continuously and is utilized by
several entities. Blockchain can maintain the validity and
correctness of data among nodes or parties that do not have
the trust of each other. In general, blockchain is used as a
substitute for third parties, decentralizes trusts, and provides
a secure data storage system.
There are several types of
Blockchain which are [3]:
 Permissionless
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Blockchain: Where everyone can be a user to run a
node, can add data and can participate in the
blockchain system. Permissionless Blockchain is not
suitable for co, especially in the supply chain because
all data contained in this type of blockchain are
generally transparent, therefore sensitive data will be
visible to the public [4].
 Permissioned Blockchain: This blockchain is referred
to blockchain system operated by registered users and
use authorization system, such as in the consortium
blockchains, to determine its users. Blockchain’s
authorization system can identify users that can
participate in the blockchain system and can control
who can initiate each transaction (such as hyperledger)
[5] [6].
 Private blockchain: Only one user is registered in this
type of blockchain. This blockchain runs on only a
single trust domain.
B. Supply Chain Management
Supply Chain Management covers all stages of processing,
from purchasing raw commodities to distributing finished
commodities to end consumers. This chain consists of a
network of multiple companies that are organized and
participating in the same business. The term Supply Chain
Management also includes the process of changing the
goods, for example, from raw goods to finished goods [7].
Problems begin to emerge when Supply Chain
Management develops into a complex system. This problem
will require more and more integration processes between the
various parties involved. With the increasing number of
integrations occurring, the data validation process needed to
check the correctness of the data will also increase. It will
then result in a decrease the efficiency.
One effort to solve this problem is to change the current
management system by improving the efficiency of Supply
Chain Management performance with blockchain technology.
However, the maturity of blockchain technology is still unknown
when it is used to support the efficiency of Supply Chain
Management because of the complexity of its business model
and lack of research that can encourage the development
blockchain within this field. Therefore, an excellent subject to be
explored in the research discussed in this paper.
C. Hyperledger Fabric and Hyperledger Composer
Hyperledger Fabric is an implementation of the
blockchain framework, and one of the open-source project in
the Hyperledger projects. Hyperledger Fabric can restrict
how users initiate transactions using chaincodes and
ordering services. Hyperledger Fabric uses PBFT on an early
version, but the latter version changed to no-Byzantine
consensus protocol [8].
Chaincode is one of the features of Hyperledger Fabric for
smart contracts. This feature is the logic of the business plan,
which maintains the ledger in the system, control the world
state (current value of attributes as a unique ledger) in the
database, and follows endorsement policy. Ordering services
are responsible for maintaining the consortium and
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restricting who can read and write the data when the blocks
are added to the distributed ledger [9].
The Hyperledger Fabric blockchain consists of nodes that
make up a network. Because Hyperledger Fabric is a
permissioned blockchain, all of the participating nodes in the
network must have an identity. This identity is created by the
membership service provider (MSP). With the identity, the
members of the system can be trusted, which is the key to
running a business ecosystem consisting of various kinds of
participants, which ultimately requires a trusted third party
to connect the ecosystem [10]. In Hyperledger Fabric, there
are three phases consists of a proposal phase, a packaging
phase, and a validating phase [11].
In Hyperledger Fabric, a system can still be managed with
a business model that is built off trust between the users
where the users in the system may well not entirely trust each
other (they may, for example, be competitors in the same
industry). This problem can be solved by using traditional
consensus, such as the Byzantine-fault tolerant (BFT)
consensus. BFT can increase the processing speed of up to
10,000 transactions per second on a broad implementation,
as well as speed in writing transactions on the blockchain in
half a second, even though peer-to-peer connections are very
far from different continents.
Hyperledger Composer is an open development project
and part of Hyperledger open source collaborative effort.
Hyperledger Composer implemented to simplify the
application of the blockchain. Hyperledger Composers can be
integrated into a system that has been running blockchain as
its data processor. The implementation of chaincode using
Hyperledger Composer can be further improved by using the
REST server that enables the existing system to be integrated
with Hyperledger Composer via HTTP Request based on all
the Entity, Transactions and Models that registered on the
chaincode. Hyperledger Composer uses Hyperledger Fabric
as its network, Hyperledger Composer can limit the user's
privilege [12].
III. PROPOSED SYSTEM
When viewed from the designed scenario, supply chain
management is supposed to run on a single network. This
network will be the basis of the Hyperledger Fabric network.
This network is called the "supplychain-network". When this
research was carried out, there was still no cross-channel
feature in the Hyperledger Fabric supported by Hyperledger
Composer, therefore the network was only designed to run on
one channel, namely "mychannel".
The organization is divided into three, where Org1 is
specifically for Supplier, Org2 for Manufacturer and Org3
for Cunsomers, as shown in Fig. 1, and each Orgs have
different Admin and all of these admins have access to install
any defined chaincode on the peer. One peer can run many
chaincodes according to the machine's capabilities and
needs.
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Fig. 1. System block diagram

The supply chain management process begins in parallel,
as seen in Fig. 2 because a Supplier can have many
Manufacturers, as well as a Manufacturer, can also have

many Suppliers. Suppliers admins can create the Purchase
Order (PO) to order commodities from the desired suppliers.
The commodity will then be changed in status and will be
sent if the Supplier receives a PO from the Manufacturer. Just
as with the Supplier, only the Manufacturer admins can
create the PO.
At the Manufacturer, the Manufacturer admin will be
responsible for carrying out POs against suppliers, move
commodity stocks that are deemed necessary to be moved to
another Manufacturer supplier, and accept PO requests made
by the Consumers. Members can only change commodity
status and send commodities that have been received and
confirmed by the admin. For the Consumers, the Consumers
admins are responsible for creating PO the Manufacturer, as
well as to approve the return, installation, and determine
whether the commodity is included in the balance or not,
while the non-admin is only responsible for changing the
commodity status.

Fig. 2. The system blockchain flow network
IV. RESULT ANALYSIS
In this paper, we conduct two tests, which is a function
using query and without query. Because query can only be
used on Read function, in the second test, we will only
compare the Read function with a query and without a query.
A. Comparison of Create, Read, Update and Delete
Duration
The purpose of this test is to find out which function has
the fastest duration between Create, Read, Update, and
Delete. By comparing the four functions using box plot
graphs, it will show how long the duration of the functions
are and the deviations that occur in each iteration to access
the data directly through the transactions that have been
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designed. Comparison is divided into three categories, which
are 10 commodities, 100 commodities, and 1000
commodities. It can be seen in Fig. 3 that Read function
always has the shortest duration needed and
Update has the longest duration needed.
These results occur in all categories even in category 10
commodities has a narrow quartile distance as in Fig. 2
section a, which indicates that most iteration results do not
have a significant deviation, and the distance between
quartiles is in a short duration area. The Delete function has
a duration that is not much different from Create function,
but
in
category
100
commodities, the duration of
the Delete function is much
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shorter than the duration of Create function.
Based on Fig. 3, it can be concluded that the duration of
the Read function has the highest result stability among other
functions because, in all three categories, the Read function
has the lowest quartile distance compared to all other

functions, followed by Create and Delete functions. On the
other hand, Update is a function that has the lowest stability
compared to all other functions. Read function is 33% faster
than Create function, 69% faster compared to Delete
function, and 82% faster compared to the Update function.

(a)

(b)

(c)

Fig. 3. Average duration comparison of all function for a) 10 commodities b) 100 commodities and c) 1000 commodities
B. Comparison of Read Function with Queries and
Without Queries
The purpose of this test is to find out how the influence of
query usage in the process uses the Read function. The query
used in this test is the simplest query possible in Hyperledger
Composer. By comparing the two conditions using box plot
graphs, it can be compared how long it takes for the two
conditions to access commodities data directly through the
transactions that have been designed and the deviations that
occur in each iteration. Comparison is divided into three
categories, which are 10 commodities, 100 commodities, and
1000 commodities.
Based on Fig. 4, using queries on the Read function has a
very significant impact wherein category 10 commodities,
the average duration of Read function increases up to
12238.9% or 122 times the duration needed for Read
function without using a query. In 100 commodities category,

the increase in average duration is not as significant in
category 10 commodities, where the increase occurs as much
as 1950% or 20 times the duration of Read function without
using a query. In the 1000 commodities category, the
increase in average duration is not as significant as 10
commodities category, where the increase occurs as much as
308% or three times the duration needed for Read function
without using a query. This causes the efficiency of data
retrieval to be lower by using the query, although it is
undeniable that the use of queries greatly facilitates retrieval
of data on this system. We figured out that that duration of
Read function using a query is not directly affected by how
long the block is being read based on the duration of 10
commodities and 100 commodities category.

Fig. 4. Average duration comparison of read Function with Query for a) 10 commodities, b) 100 commodities, and c)
1000 commodities
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V. CONCLUSION
The innovation of blockchain integration in the supply
chain is promising and can improve the supply chain in many
factors. In this research, we proposed a blockchain based
supply chain by using Hyperledger Fabric and Hyperledger
Composer as its blockchain framework. We presented our
system and measured the throughput of the system to
describe how the blockchain system behaves when
processing data with different sizes. The experimental results
show that in the blockchain using Hyperledger Fabric and
Hyperledger Composer,
Read function has the shortest duration needed, which is
33% faster than Create, 69% compared to Delete, and 82%
compared to Update. The update function has the longest
duration needed. We also found out that while using query in
Read function is slower than without using a query with the
increase of the average read duration needed over 10
commodities category by 12238.9%, over 100 commodities
category by 1950% and over 1000 commodities category by
308% than reading without using a query, and the read
function with a query is not directly affected by how long the
block is being read. We hope that our research would help as
a guide to design and implement a supply chain management
system using blockchain technology.
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