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Abstract: Steganography is an information security technique
that consists of concealing secret data into digital medias
including videos, texts, network protocols and images. In this
paper, a steganography method to dissimulate the secret
information in gray-scaleimagesis proposed; thedissimulation is
adapted to the cover image’s texture, data is hidden in the edge
areas. The edge pixels are selected by over-segmentation using
Modified Simple Linear Iterative Clustering (M-SLIC). This
algorithm allows to decompose the cover image into K regions
which we call superpixels. The image’s texture and the amount of
the secret data are the factors that help to determine the value of
the parameter K. Choosing the pixels of complex regions to
conceal secret information isdueto thefact that the human visual
system is designed to notice changesin the pixels of smooth areas.
Therefore, edge areas tolerate larger changes than smooth areas
without causing detectable distortions. Experiment on a large set
of images were carried out; results illustrate the good
performance of the proposed work in terms of capacity, security
and imperceptibility in comparison to recent works.
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I. INTRODUCTION

A. General context

Nowadays, the internet revolution and the digitization of
information provides the easiness of the interchange of data;
meanwhile, privacy and security of information for any
organization and users has become a challenge over the public
networks. Various techniques have been proposed; data
encryption remains one of the most used solutions which uses
certain algorithms to cipher secret data. However, even
though the encryption protects the content of secret
information, it dtill attracts attention of a third-party
eavesdropper. That’s why we use steganography that makes
the communication invisible. It is a sub-discipline of Data
Hiding; whose main purposeisto hide even thefact that secret
information is exchanged [1], [2].
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Imperceptibility, capacity and resistance to various attacks
are the main pillars that support the development of a
steganographic model. |mperceptibility allowsto estimate the
quality of the stego image; it is measured generaly by the
PSNR. Capacity refers to the quantity of secret data that can
be inserted in the cover image, whereas security express the
undetectability by third-party steganalysis attacks [3]. These
parameters are narrowly related. It is therefore essential to
look for a compromise between the values of these
parameters, and especialy that which allows obtaining agood
capacity while keeping acceptable values of other parameters.

Spatial domain and transform domain are the main
approachesin steganography. Least Significant Bit technique
(LSB) is the most famous technique in the spatial domain
approach [4], [5]. It directly integrates secret data by
substituting the LSBs of the cover image’s pixels with secret
information bits. Nevertheless, it has shown vulnerability to
statistical  attacks due to the uniformity created in the
histogram. In the second approach, the host image is
converted to frequency domain before embedding the secret
data in the transform coefficients like the Discrete Cosine
Transform and the Discrete Wavelet Transform [6], [7].
Transform domain techniques are more robust against attacks
and manipulation by third-party. Several methods have been
developed in both domains to improve the Stego image
quality against different attacks. The proposed scheme is a
type of spatial domain technique.

B. Related work

The key objective of any steganographic systems is their
undetectability against visua attacks, and their security
against structural attacks. after the concealment, the statistical
distribution of the stego image shall be asidentical aspossible
to the cover image’s, because a significant modification in the
visual and statistical characteristics of the host image can lead
to easily being detected by steganalysis attacks. Therefore, the
selection of regions that will host the secret data is an
important factor in the undetectability of any steganography
model. Pixels in complex zones are not easy to model since
they are considered as noise pixels; their intensity differ
remarkably to their neighbor. because of this property, they
are a better choice to conceal secret information in
comparison to smooth regions. Hence, edge adaptive hiding
schemes are one of the eminent techniques in the spatial
domain-based steganography.

Edges adaptive schemes are based on classica edge
detectors in which operators as Laplacian, Prewitt, Sobel,
Robert, Fuzzy, and Canny are applied to find edge pixelsin
the Cover image.
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There are so several edge detection methods devel oped but
some of them still pose the problem of obtaining the same
results for the edge areas before and after the embedding
process.

In [8], authors use hybrid edge detection, fuzzy and canny
detectorsto select pixel swhere datais meant to be hidden; the
insertion is performed by the LSB substitution. They could
increase hiding payload with better Stego image quality.
Moreover, it is secure versus statistical detection attacks.

The authors in [9], proposed a steganography method by
applying canny edge identification on only one channel of
color images; the embedding process is performed by
applying LSB matching in the other two channels using the
first one as an edge map. Experimental results showed that the
technique improved security against visual attacks compared
to existing steganography techniques. However, the structural
image quality is poor against Blind image attacks. In[10], the
authors proposed to operate only the edge pixels of the host
image to dissimulate the secret information. The canny filter
helps to detect the edge pixels based on the capacity of the
message. They enhanced the resistance to steganalysis attacks
outperforming other edge-based steganographic systems such
as Hiding Behind Corners (HBC) [11] and Edge Adaptive
Image Steganography (EALMR) [12].

In [13], a novel image data hiding algorithm to concesal
secret information either in the transform or in the spatial
domain of the cover image is proposed; the technique fuses
the advantages of edge detection and XOR coding to get
better imperceptibility results than other steganography
methods. In[14], an adaptive steganography scheme based on
fuzzy edge detection that embeds secret datain the edge areas
of the gray imageis proposed. Experiment results showed that
this technique increases the quality of the output image better
than other techniques for the same payload.

In this paper, M-SLIC based image steganographic model
is proposed. The host image is segmented by the M-SLIC
algorithm and thus fragmented into K regions (superpixels).
The segmentation is very helpful to objects identification and
contours detection between the said objects. The idea behind
the segmentation by M-SLIC agorithm is to quaify the
borders separating the objects as edge areas. On the contrary
of edge regions, Human visual system is conceived to notice
modifications within smooth areas pixels. Therefore, edge
areas tolerate stronger modifications than smooth areas
without causing detectable distortions[15]. The dissimulation
of the secret message in the 2-LSB violates the basic
assumption of statistical attacks, thus it is advantageous than
simple LSB-substitution [16]. Finally, the algorithm of 2'
correction is performed to reach better stego image quality.
Experimental results reveal that the model proposed in this
paper is visually and statistically undetectable in comparison
to existing steganographic systems. The performance is
analyzed by testing it on two images databases, BOSSbase"
ver. 1.01 and BOWS2? databases, each one has 10,000 gray
images.

Therest of the paper is structured as follows: The Modified
SLIC algorithm and the simple LSB with 2" correction

1 BOSSbase database ver.1.01 in http://dde.binghamton.edu
2 BOWS2 database in http://bows2.ec-lillefr
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techniques are respectively presented in section 2 and 3. The
proposed steganographic model is conceived in section 4. In
section 5, Results of the proposed model tests and the
comparison to prior works are presented and discussed.
Finally, section 6 concludes the paper with a recapitulation
and perspectives.

1. M-SLICALGORITHM

A. SimpleLinear Iterative Clustering

The algorithm of SLIC isone of the best and most modern
superpixels approaches [17]. It generates superpixels by
expanding the k-means clustering algorithm, which allows to
obtain a larger number of superpixels. It has a linear
complexity in numbers of pixels and related to the color and
distance simulation to implement the superpixels
segmentation.

The SLIC agorithm was originally developed for color
image represented in the CIELAB color space to form the
superpixels. There are two input parameters for this
algorithm: K isthe number of the desired superpixels, and mis
the weight coefficient. The superpixels size is approximately
equal, and m controls the dependence between spatial
proximity and color similarity.

Let C be the cover image that has to be segmented
into K superpixels by the SLIC agorithm, and let N be the

pixels number and S be the grid interval where s- \/% .
The SLIC choosesrandomly K cluster centers; then, in each
2Sx2S region, we compute the distance between pixels and

centers. Depending on the distance, each pixel istagged to the
nearest center. The mathematical expression of the distance

Djj betweenthepixel i and the jth cluster center isgiven as
follows[17]:

2
D, = I%b{gj dg, i, e{L..N} €

where
=11+ -2+ @
dxy:\/(ﬁ*Xj)2+(yryj)2 3
me[10,20] and (lj.a,b) the CIELAB space color

coordinates of the pixel i in location {x,y;} . Hence, the
initial color image is segmented to K compact clusters; which
are visually separated by either drawing borders or coloring
superpixels differently as can be seen in section 4.

B. Modified SLIC

The extension of the SLIC algorithm to the gray imagesis
based on modifying the distance Dj; as follows[18]:

2
D' =J('i (5] e ety (@)
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where 1; and | are the values of the pixel i and the jth

cluster center respectively. In the proposed method, the role
of the modified SLIC agorithm is to construct the edge
pixels” map that will locate the host pixels.

1. SIMPLE LSBWITH 28 CORRECTION
METHODS

A. Simple LSB Substitution

The approach of LSB Substitution is smple and easy to
implement. It takes advantage of the fact that the human
vision is less perceptible at the higher level of precision in
different formats of image. thus, small changes in the colors
will not be noticed by the human eye. Therefore, the LSB's
ideaconsistson replacing theleast significant bit of each pixel
with abit of the of secret message. the output image is seemed
unaltered compared to the original one [19].

For example, if we want to dissimulate the character "S'
represented in ASCII code by the following binary string
"01010011" in a gray image. we will need 8 pixels to
dissmulate “S”. suppose that these 8 bits are as follows:

11010100 11001101 11001000 11010010
11001110 11001011 11011001 11011101

After having concealed the binary chain of "S' we obtain the
following result:

11010100 11001101 11001000 11010011
11001110 11001010 11011001 11011101

In the example above, only two out of eight bits were really
changed (shown in bold). the statistics have shown that by
applying the LSB substitution, about half of the pixels’ LSB
will be changed which gives strength to this method in terms
of imperceptibility.

B. 2r Correction method

The embedding of the secret information in the pixels of the
cover image leads to differences between the values of the
Cover-pixels and Stego-pixel; these differences can cause
remarkable decrease in the quality of the output image. To
overcome these differences, the 2" correction allows to obtain
a better imperceptibility.

The algorithm of 2" correction is detailed asin [20]:
After hiding r bits into the cover pixel pi, let EV=|p—p’j| be
the issued error value between p; and its corresponding
Stego-pixel pj . Let " be the obtained value of Stego-pixel
after the 2" correction.
if (p'i -pi > 2r—1) & (p'i— 2 20)

" ' r
p; =" i_2
Elseif (p'i -pi < _2r—1) & (p'i +2' < 255)
" ' r
Py =Py +2
Else
p"i = p'i
Retrieval Number: C8903019320/2020©BEIESP

DOI: 10.35940/ijitee.C8903.029420
Journal Website: www.ijitee.org

1642 & Sciences Publication

I nter national Journal of Innovative Technology and Exploring Engineering (1JITEE)
ISSN: 2278-3075 (Online), Volume-9 | ssue-4, February 2020

For example:
Secret binary data: 001001010...(2) , r=3

Cover pixel value p;=198=110001102)
Stego pixel value p’j=193=11000001(2)
Error value EV =[198-193=5> (23‘1= 4)
inthiscase, p"; hastwo possible values:

P = pj-23=193-8-185 or p'=p;+25=193+8=201
The 2" consists of choosing between these two values the
closest oneto the pixel p; . Thus p'j=201(11001001)

This way, the 2" correction makes the new Stego pixel P,

closer to the original Cover pixel P without affecting the
secret data.

V. PROPOSED METHOD

The main problem encountered by most steganographic
techniques built from edge detection is to retrieve the same
edge areas before and after the integration process [13]. So,
true message extraction is impossible in some cases. The
proposed technigque remedies to this problem and ensures the
same edge locations are retrieved in the extraction phase of
the steganographic system. The proposed M-SLIC algorithm
is used to segment the cover image into K superpixels; the
borders between those superpixels are considered edge pixels
that embed the secret data. The number of superpixels K
depends on the image texture and the payload of data to be
embedded. The shorter messages, the smaller is the needed
vaue of K to accomplish the conceament. When the
message’s size increases, the value of K is adapted
accordingly. As result, an edges map is established from the
obtained superpixels. Figure 1 shows the edge maps for
different values of K compared to the one obtained using
conventional canny detection.
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Fig. 1. (a) Cover, (b) Canny detection and proposed M-SLIC
detection (c) with K =400 (d) with K = 600

) K = 600
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To guarantee obtaining the same edge map in both the
embedding and the extraction phases, the M-SLIC agorithm
is not applied directly on the host image; but the 2-L SBs of
each pixel are masked, then the edge detection is performed
on the remaining six most significant bits (MSB) to generate
the edge map of the host image. Table 1 reveals numbers of
edge pixels detected by the proposed technique, before and
after masking the 2-LSBs of the host image for 100 images
randomly selected in BOSSbase ver. 1.01. Results are
compared to those obtained by applying Canny edge
identification. It should be noted for the Canny method, there
is no generic method for determining a kernel width and
thresholds producing satisfactory results on all types of
images. The madification of these parameters does not have a
great influence on numbers of edge pixels obtained. These
thresholds will be chosen automatically by the algorithm
itself. Resultsin Table | reveal that the number of edge pixels
of the cover imageis nearly the same as of the masked image;
also the proposed method gives the opportunity to augment
amounts of edge pixels while increasing numbers of
superpixels which makes it possible to augment the payload
of the secret data.

Tablel. Average of number of edge pixels difference

5) The edge Map obtained is rearranged by a permutation
(KEY) to increase the security level. The resulting edge
map is utilized to embed the secret data.

6) The 2-LSB replacement corrected by 2" correction
method is applied to insert two secret data bits into the
2-L.SBs of the edge pixels selected by the (KEY).

7) Numbers of superpixels K and the key (KEY) required in
the extraction phase to recover the message secret are
integrated into predefined non-edge pixels in the Stego
image before transporting it to the consignee.

Figure 2 show the diagram block of the embedding
algorithm of the proposed method.

Coverimage > MaSk;:c:SLmage > M-SLIC [
K Y
Edge Map

Secret Message

\
KEY ) Capacity
IPRNG) Embedding enough?

\

Stego Image

Fig. 2. Block diagram of Embedding Process

Edge Detection Edge Edge Difference
Method pixels Pixels
(masked)
Canny 30184 30230 46
K= 28752 28842 90
100
K= 39237 39440 203
200
Superpixe K= 47416 47728 312
I M-SLIC 300
K= 54467 54814 347
400
K= 64762 65120 358
600

Secret information dissimulated in the pixels’ 2-LSBs, then
the 2' correction technique is utilized to reach better
imperceptibility.

To reinforce the security grade, the edges map is randomly
permuted using a random key (KEY). This way, the secure
information can be taken out from the Stego image only by
intended users.

Finaly, the secret message’s length, the number of
superpixels K and the key (KEY) are concatenated to help the
recipient to successfully extract hidden information. These
parameters are inserted in predefined pixels.

Embedding Algorithm

1) The 2-LSBs of each pixel are masked to create a
modified image, the edge identification is done only
based on the remaining six MSB.

2) The modified image thus created is segmented into K
superpixels where K is chosen by the user.

3) Fromthe superpixels obtained, an edge map is built from
the pixels that form the contours between these
superpixels.

4) If numbers of edge pixels are good enough to hide the
secret message, go to step 5, if not increase K by 10 and
go to step 2.
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To extract the hidden information, we follow the same
steps as in the dissmulation phase. The Stego image is
preprocessed to retrieve the message’s length, the number of
superpixels K and the KEY.

Extraction Algorithm

1) The Stego image is pretreated to extract the values of K
and KEY, these two parameters will be used during the
rest of the extraction phase.

2) Each pixel’s 2-LSBs of the stego image are masked to
create amodified image.

3) The modified image thus created is segmented into K
superpixels.

4) From the superpixels obtained, an edge map is built from
the pixels that form the contours between these
superpixels.

5) Edge Map obtained is randomly arranged using KEY.
Theresulting edge Map locates from where to extract the
secret data.

Figure 3 shows the diagram block of the extraction
algorithm.
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Stegoimage Masked image MSUC
2158 >
K
!
Preprocessing Edge Map
KEY
Secret Message [« Extraction 1«

Fig. 3. Block diagram of Extraction Process

V. RESULTSAND DISCUSSION

In this section, the experiment results of the tests and the
comparison are presented and discussed. The proposed model
has been tested on two large images datasets: BOSSbase and
BOWS2, each one has 10000 8-bit gray-scale images with
size of 512x512.

The secret message is randomly generated by a pseudo
random number generator (PRNG). The evaluation of the
proposed steganographic system is based on the output image
quality and the resistance to visual and structural attacks like
weighted Stego (WS) [21] and sample pair analysis (SP) [22].
The tests are accomplished using different payload rates.

Image quality metrics like (PSNR), Normal Absolute Error
(NAE), Image Fidelity (IF) and Average Difference (AD) are
often utilized to evaluate the imperceptibility. These metrics
are calculated by the following expressions:

2
PS\lR:lOloglo[ij’:E] )
1 L2
MSE= 5o (m j-Pi ) G
>C kP j-aj
NAE— |_1CJ_1L himhLj @)
271 hj
2
Cvl (o p
P BLLN
l [
AD= TS o(mj-Pi ) ©

Where P j and p'i, j arethe pixelsintensity of the cover

and stego image respectively, C and L arethe width and height
of the cover image. The more the cover and stego images are
closg, the higher isthe value of PSNR is greater than 35.

The NAE is the ratio of the absolute error to the cover
image intensity, the optimal value of NAE is 0.

The IF shall be very close to 1, it measures the relative
variation of the image’s energy. AD is simply the average of
the difference between the reference image and the test image
[23], itsoptimal valueisO.
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The Structural Similarity Index measurement (SSIM) [24]
is used to estimate the similarity of the Stego and cover
images. It is calculated from three terms, the luminance, the
contrast, and the structural one. Theindex is computed by the
expression above:

SIM (x,Y) =1(X,y)c(X,Y)S(X,Y) (10)

where
2 uy+C 20y40y+Co oxy+C3
1) =5 % CXY) =y S(Xy) =
HRHHG+CL oi+oy+Cp oxoy+C3

uxis the average of x;  uy is the average of y; 0')% is the

variance of x; 05 isthevarianceof y; oy y isthe covariance

of x, y; C;and C, are the variables to stabilize the division
weak denominator.

Figure 4 shows three randomly selected cover images from
the BOSSbase database and their corresponding Stego
images. The payloads embedded are successively 0.4 and 0.7
bpp. From these visua results, the similarity between the
cover images and their output images is evident.

2182.pgm PS\R = 51.99; AD = 0.075 PSNR = 49.63; AD = 0.1307
- -

8365.pgm PSNR = 52.05; AD = 0.0712 PSNR = 49.66; AD = 0.1229
@ (b) ©

Fig. 4. (a) Cover image; (b-c) Stego images with
payload of 0.4 bpp and 0.7 bpp

To check that, the proposed method is applied to 100
randomly selected images in the BOSShase database. Quality
metrics as PANR, IF, NAE and SSIM are measured to verify
the imperceptibility and similarity of the cover image and the
Stego image. The payloads used are 0.1 bpp, 0.3 bpp, 0.5 bpp,
and 0.7 bpp. Table 2 gives the imperceptibility and the
similarity tests results.

Published By:
Blue Eyes Intelligence Engineering




Tablell. Perceptual quality assessment of proposed
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system using 100 randomly selected images

Payload (bpp) PSNR IF NAE SSIM

0.1 min 56.058 0.999580 | 3.32e-4 0.997663
max 58.838 0.999998 | 592e-3 0999897
mean 58.093 0.999991 | 5.16e-4 0.999138

0.3 min 51.413 0.998766 | 6.92e-4 0.992030
max 53.982 0.999995 | 1.75e-2 0.999685
mean 53.310 0.999975 | 1.55e-3 0.997544

0.5 min 49.324 0.997973 | 1.16e-3 0.987479
max 51.7798 0.999992 | 291e-2 0.999483
mean 51.078 0.999959 | 2.58e-3 0.996030

0.7 min 48.034 0997171 | 1.61e-3 0.982997
max 50.068 0.999988 | 4.09e-2 0.999294
mean | 49.629 0.999944 | 357e-3 0.994642

Results show that the proposed method keeps a good level
of imperceptibility Even with the concealment of a large
payload of data. The payload exceeds 0.7 bpp with a dight
decrease in image quality. The lowest value of PANR is 49.62
dB. NAE isvery closeto 0, and IF values are very close to 1.
From Table 1l we can also see there is a strong similarity
between the Cover and their Stego images. The values of the
SSM arevery closeto 1. Even with the significant increasein
secret data concealed, the SSIM value decreases very dightly.
The advantage of the proposed technique is that the
dissimulation in the edge pixels allows preserving the quality
of the stego images which provides a strong resistance to

visual attacks.

Table Il shows the average value of the image quality
evaluation of the BOWS2 database with different data
capacities of the proposed method compared with Edge
Adaptive LSB [12], EDGE-XOR [13], Canny Edge detection
[10] and the one that use the novel Fuzzy detection method
presented in [14].

Note the average results values of PSNR and AD for the
0.25 bpp payload for the Canny detection method are
calculated only from a portion of the images in the BOWS2
database.

Most images do not exceed 10% payload. Compared to
other techniques, the resultsillustrate the proposed technique
provides a high image quality indicated by the PSNR for
different hidden payloads as well as lower values for the
Average Differences between Cover image and its resulting
Stego image. The PSNR values of the proposed method lie
between 58.10 dB and 49.63 dB with different amount of data,
although the values for Edge detection method [14] are
between 56.76 dB and 48.59 dB.

Similarly, the Average Difference lies between 0.0179 and
0:1240 in the proposed method, whereas the values for Fuzzy
Edge detection method are between 0.0321 and 0.1831. The
graphical comparison plot between the proposed technique
with other methods using PSNR and AD metrics is shown in
Figure 5. The proposed technique with the M-SLIC agorithm
to define the edge pixels compared to other techniques in
domains spatia attain higher quality values for the Stego
images.

Tablelll. Perceptual quality assessment comparison of proposed method

ooy | Edpadeive | S fumdee | ComyEde | roposd
0.1 PSNR 53.26 53.53 56.76 57.31 58.10
AD 0.0842 0.0849 0.0321 0.0081 0.0179
0.25 PSNR 48.82 49.72 52.98 53.31 54.09
AD 0.2216 0.2085 0.0703 0.0202 0.0448
0.4 PSNR 46.88 47.83 50.98 FHH 52.02
AD 0.3446 0.3282 0.1076 FHH 0.0719
0.5 PSNR 45.89 46.94 50.03 HHHE 51.08
AD 0.4292 0.4049 0.1321 HitH 0.0893
0.6 PSNR 45.09 46.17 49.25 FHH 50.28
AD 0.5173 0.4842 0.1577 FHH 0.1072
0.7 PSNR 44.42 45.50 48.59 HHHE 49.63
AD 0.6027 0.5651 0.1831 HHHE 0.1240
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Fig. 5. Comparison of (a) PSNR valuesand (b) Average Difference values with the proposed technique.

The structural attacks are built on the observation of the
first and the second order tatistical changes in image
structure. The WS [21] and SP [22] are two well-known
attacks that aim to detect the existence of a hidden data and
calculate its length by estimating numbers of pixels
susceptible to hide datain the Stego image. These two attacks
are applied to the original images of both databases to
estimate the average value relative of payload.

Table IV compares the results of the WS and SP for the
Canny edge method [10] and the proposed method; the
payload used are 0.1 bpp and 0.25 bpp. The results for the
0.25 bpp are calculated for just the images that have the
ability to hide this payload. It can be noted the estimated
payloads of the message hidden in the Stego images are close
to the estimated average values for the Cover images for both
methods. We can aso notice that the average value of the
PSNR increased for the proposed technique. Hence, we can
conclude the proposed model does not raise any doubt and is
robust against visual and structural attacks.

TablelV. WSP and SP relative message length for
Canny edge and proposed techniques (estimation results)

Databas | Payload | Attacks | Cover Canny | Proposed
e (bpp) image Edge method
BOSSbha | 0.1 SP 0.0091 | 0.0371 | 0.0241
se WS 0.0008 | 0.0173 | 0.0103
ver.101 PSNR | it | 57.31 | 58.10
0.25 SP 0.0091 | 0.1000 | 0.0526

WS 0.0008 | 0.0441 | 0.0256

PSNR T 53.31 54.10

BOWS2 | 0.1 SP 0.0006 | 0.0276 | 0.0115
WS 0.0001 | 0.0167 | 0.0090

PSNR HHHH 57.32 58.13

0.25 SP 0.0006 | 0.0787 | 0.0409

WS 0.0001 | 0.0411 | 0.0259

PSNR HHHHH 53.33 54.09

In both image databases, numbers of edge pixels obtained
using the Canny technique does not exceed 10% in most
images, consequently, the capacity of this method does not
exceed 0.1 bpp. In contrast, the proposed model can double or
even triple the capacity of the proposed method by increasing
numbers of superpixels and, simultaneously, we maintain its
security against visual and structural attacks, as shown in
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TableV.

TableV. SP and WSrelative message length for proposed
technique for different values of K (estimation results)

Database | Attacks | Proposed method
K =100 K =200 K =400 K =600
0.1 bpp 0.2 bpp 0.3 bpp 0.4 bpp
BOSSbas | SP 0.0241 | 0.0414 | 0.0619 | 0.0781
ever.101 "ws 0.0103 | 0.0198 | 0.0305 | 0.0400
PSNR | 5810 | 5508 | 5331 | 5201
BOWS2 | P 00115 | 0.0293 | 0.0488 | 0.0684
ws 0.0090 | 0.0186 | 0.0287 | 0.0406
PSNR | 5813 | 5500 | 5332 | 5202

VI. CONCLUSION

Hiding the secret data in the complex regions is one of the
methods that allows minimizing distortion in the cover image;
whichincreasesthelevel of undetectability of the stego image
against visual attacks and their security against structural
attacks. In this paper, an adaptive steganography model in
gray scae image is proposed; the method uses
Modified-SLIC edge detection technique to insert secret data
without having a perceptible anomaly in the Cover image. The
edges are (regarding the data length) detected using the
over-segmentation by Modified SLIC. The proposed
technique permits to find the same edge locations in the
dissmulation and extraction processes, which enables the
recipient to accurately retrieve the secret information
dispatched by the sender. The obtained results show that the
capacity exceeds 0.7 bpp while keeping a good quality of
Stego image, even with the significant increase in secret data
concealed, the PSNR and SSIM value decreases dightly. As
for the security, it can be noted that the modificationsin edge
areas do not significantly affect the original distribution of the
image, the estimated payloads of the hidden message in the
Stego images by the SP and WS attacks are close to the
estimated average values for the Cover images and too less
than the actual length of hidden message for different capacity
tested.
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I mage Steganography by Modified Simple Linear Iterative Clustering

Experiment results reveal the proposed technique is

resistant to visua and structural attacks. In addition, it
outperforms other models devel oped in the spatial domain for
the same embedding capacity rates. In future work, this
method can be extended to color images.
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