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Abstract: Devices associated with Internet of Things are 

typically constrained in their resources and do not have the 
computational power necessary to analyze their input and detect 
anomalies that occur. Smart devices or and environmental 
sensors that measure temperature, air quality, or seismic activity 
are all built for specific purposes with minimal resources and 
often do not have enough security in place to protect against 
infiltration or detect abnormal behavior. Additionally, because 
these devices and sensors are typically always connected and 
transmit constant data in near real-time, the high dimensionality 
of the raw readings are extremely computationally intensive to 
analyze. A possible solution to reduce the dimensionality of the 
data while also extracting the most significant features is to use 
multivariate analysis techniques such as Principal Component 
Analysis. PCA is a method of multivariate analysis meant to 
reduce the size of matrices while not only keeping the most 
significant variables but also learning the interactions between 
them. In this paper, we propose exploring anomaly detection in 
IoT using multivariate analysis techniques to reduce the 
dimensionality of sensor input to reduce the computational 
complexity of analysis and learning the most significant variables. 
While the normal conditions of sensor data are often readily 
available, the size of the data makes it difficult to precisely 
determine instances of targeted anomalies. In this study, PCA is 
used to analyze the available features of the data and from them 
can determine the sensors under normal conditions. Once the 
normal conditions are determined, outliers which constitute 
anomalies can be determined through techniques such as 
Mahalanobis distance to determine the variance of each 
observation from the normal distribution. Our work can also be 
expanded to use other methods of dimensionality reduction and 
feature extraction such as t-Distributed Stochastic Neighbor 
Embedding. 
 

Keywords : Internet of Things, Anomaly Detection, 
Multivariate Analysis, Principal Component Analysis, 
Dimensionality Reduction. 

I. INTRODUCTION 

In recent years, devices and sensors associated with Internet 
of Things (IoT) have seen extensive use in areas such as smart 
devices,  
 
Revised Manuscript Received on February 28, 2020. 
* Correspondence Author 

Soundararajan Ezekiel*, Computer Science, Indiana University of 
Pennsylvania, Indiana, Pennsylvania, USA. Email: ezekiel@iup.edu. 

Abdullah Ali Alshehri, Electrical Engineering, King Abdulaziz 
University, Rabigh, Saudi Arabia. Email: ashehri@kau.edu.sa. 

Larry Pearlstein, Electrical Engineering, The College of New Jersey, 
Ewing, NJ, USA. Email: pearlstl@tcnj.edu 

Xin-Wen Wu, Electrical Engineering, The College of New Jersey, 
Ewing, NJ, USA. Email: pearlstl@tcnj.edu 

Adam Lutz, Electrical Engineering, The College of New Jersey, Ewing, 
NJ, USA. Email: pearlstl@tcnj.edu 

  
© The Authors. Published by Blue Eyes Intelligence Engineering and 
Sciences Publication (BEIESP). This is an open access article under the 
CC-BY-NC-ND license http://creativecommons.org/licenses/by-nc-nd/4.0/ 
 

home automation, healthcare devices such as heart and insulin 
monitors, and environmental sensors that measure 
temperature, air quality, or seismic activity often do not have 
the resources to efficiently implement security measures to 
deter intrusions or other abnormalities that might occur within 
sensor networks and devices. IoT devices are often built with 
specific tasks in mind and are minimal in terms of 
computational power. Due to this, when abnormalities occur 
within devices, they often begin functioning erroneously 
without the ability to take corrective actions independently.   
Within the past decade, as recently as 2016 onward, there 
have been numerous large-scale attacks that specifically 
targeted resource constrained, low security devices, including 
malware that infected unsecure IoT devices to serve in botnets 
that have been used in multiple destructive DDoS attacks [5, 
6, 7]. Devices that had been infected primarily consisted of 
smart home devices such as doorbell cameras, smart fridges, 
etc. that typically ran lightweight distributions of Linux that 
still had default credentials. Although infected devices 
became part of botnets that were used for destructive attacks, 
other than some increased network usage and occasional 
performance drops, they continued to perform the functions 
they were designed for and did not outwardly exhibit signs of 
infection.  Because of the computational limitation and other 
security flaws of these devices, developing anomaly detection 
techniques that can identify minute changes in the sensor 
readings of devices is necessary for the safety of resource 
constrained devices. In this study, we investigate the use of 
multivariate analysis techniques such as principal component 
analysis (PCA) to analyze the outputs and other readings of 
IoT devices and detect when anomalies occur. Principal 
component analysis is a widely used method of feature 
extraction and dimensionality reduction of large multivariate 
datasets [8, 9]. It is a technique that is used to reduce the 
dimensionality of large-scale matrices while still retraining 
the most significant information about the dataset. When PCA 
is applied to a larger matrix, its correlated variables are 
reduced into uncorrelated variables known as principal 
components, which retain the most significant features of the 
dataset while also learning the interactions between the 
variables. Through reducing the dimensionality of large 
datasets, it prevents the overfitting of models by eliminating 
insignificant features as well as reducing the computational 
complexity of analyzing the data. The principal components 
are ordered in such a way that the most significant principal 
component is first and is the component with the largest 
variance that encompasses most of the data. Each of the 
principal components are linearly independent as they are all 
orthogonal from each other.  
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PCA is commonly used in the fields of image processing to 
fuse multimodal and multispectral images [10], signal 
processing for feature extraction and classification [11, 12], 
as well as multivariate analysis to reveal the interactions 
between variables of high-dimensional and cluster analysis 
[13, 14] to group similarities.  
The application of multivariate analysis of PCA can be 
extended for the purpose of anomaly detection, by applying 
PCA to datasets containing the normal sensor readings of an 
IoT network, the interactions between the parameters of the 
network can be modeled. PCA is applied to both the training 
and test sets to train models of both the normal interactions of 
the network as well as the anomalous data. After models are 
trained for both sets, the Mahalanobis distance can then be 
calculated for every point in both the training model, 
representing normal conditions and the test model 
representing an anomaly within the network. The 
Mahalanobis distance (MD) [15, 16] is a commonly used 
distance metric that is used to measure the distance of a point 
P, that represents each observation of a dataset, from a 
distribution D, where D is calculated using the covariance 
matrix and mean distribution of the parameters of the training 
set [17, 18, 19, 20, 21]. The mean distribution of the 
Mahalanobis distance is then used to determine a threshold 
for anomalies, with abnormal observations having MDs that 
widely differ from the average MD. The MD can then be 
calculated for each point in the test data, with any observation 
exceeded the calculated threshold being identified as a 
possible anomaly [22, 23, 24, 25]. The remainder of this 
paper is organized as follows. Section 2 shows the technical 
background and Section 3, describes our anomaly detection 
algorithm.  Section 4 shows preliminary results of the 
algorithm. Lastly, we conclude the paper with Section 5 which 
discusses the conclusion of the paper. 

II. TECHNICAL BACGROUN 

A. Principle Component Analysis  

 Principal Component Analysis (PCA) is a multivariate 

analysis technique commonly used for feature extraction and 

dimensionality reduction of large matrices [26, 27, 28]. PCA 

reduces the correlated variables in larger matrices into their 

principal components (PCs), which are linearly independent 

variables that contain the most significant features of the data. 

For a matrix X that has n rows, that for our purposes 

represents every sensor reading observation, with m columns 

that represent the different parameters of the dataset, PCA is 

defined as an orthogonal linear transformation that transforms 

X into an m-dimensional set of vectors of weights w , defined 

as:    

                            ( ) 1 2( , ,..., )k mw w w w                   (1) 

The vectors of weights contain the PC scores t mapped from 

each row of X where t is defined as: 

              ( ) 1 2( , ,..., )i lt t t t                                (2) 

where ( ) ( ) ( )k i i kt x w   for 1,...,i n  1,...,k m . Each 

of the kth PCs are ordered such that the first PC has the largest 

variance that captures most of the data. The first PC, (1)w  

maximizes the variance by satisfying the following:  
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Each subsequent kth PC can then be found by subtracting the 
first k – 1 PCs from X such that:  
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and then calculating the weight vector that maximizes the 

variance: 
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Because PCA is an orthogonal linear transform, each pair of 

PCs is also orthogonal as they are derived from the 

eigenvectors of the covariance of the data, which are always 

symmetric [29].  

B. Mahalanobis Distance  

   The Mahalanobis distance is a multivariate distance metric 

used to determine the distance between points and the 

distribution. The Mahalanobis distribution can be used to 

determine outliers in a set of data. The Mahalanobis distance 

measures the distance a point is from the distribution of all 

points [30]. To compute the Mahalanobis distribution the 

formula is: 

  

                                       (6) 

where D
2
 is the square of the Mahalanobis distance, x is the 

vector of observation, m is the mean values of the independent 

variables, and C
-1

 is the inverse covariance matrix of the 

independent variables. When taking the: 

                                                               (7) 

Part of the equation we are taking the distance from the 

vectors to the mean, then multiplying them by the inverse of 

the covariance. If the correlation between the points is high, 

then we will have a smaller distance between the points. 

Although if the covariance is smaller than there will be a 

larger distance. 

C. Data Preprocessing  

Data must first be preprocessed before being used as input 
for either multivariate analysis or machine learning in order to 
correctly format it. The data is first loaded into a Pandas 
DataFrame, converting the timestamp to DateTime format 
rather than be a separate parameter entire is used as the index 
for the table. The parameters are then normalized between 0 
and 1, ensuring that they’re all on the same scale and that a  

single parameter doesn’t skew the data in any way. The 

timestamps are then extracted to a separate frame to be 
cyclically encoded.  
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In this, each timestamp is separated into hour, day, etc. and 
converted to be in terms of sine and cosine, essentially 
divided into a unit circle of appropriate segments. In doing 
this, the cyclic recurring nature of time can be considered, 
rather than every timestamp being a unique entry, and allows 
the model to find correlations between various specified time 
cycles and the parameters of the network. In this manner, 
midnight would be the same distance from 12:10 AM as it 
would be the 11:50 PM, rather than being at the opposite ends 
where one is at the beginning of the cycle and the other at the 
end. The encoded data is then appended onto the original 
DataFrame containing the normalized data to finish 
preprocessing the data. 

D. Auto Encoder 

Autoencoders create a compressed representation of their 
input in a lower dimensional space by encoding it. This allows 
for both the reduction of high dimensional datasets as well as 
ensuring that the most significant features of the input data are 
extracted while filtering out extraneous noise from the data. 
Autoencoders are composed of an encoder and a decoder with 
a hidden layer between them as to ensure that the autoencoder 
does not simply copy its input to its output. The encoder is 
responsible for reducing the input data to a compressed 
representation within a latent space. The decoder then 
attempts to reconstruct its input by decoding the encoded 
representation and is essentially the inverse of encoder. Since 
autoencoders are trained to recreate their input, each are 
unique to the data on which they were trained, meaning that 
attempting to use an observation from a completely different 
dataset would cause a high amount of reconstruction loss. The 
basic procedure for the training of the autoencoder model is 
shown in Algorithm 1. 

Algorithm 1: Auto Encoder Training 

 

E. Thresholding  

Thresholding in terms of anomaly detection is the process 
of separating background noise and normal events from 
statistically significant anomalies that occur. In the case of 
multivariate analysis, the distribution of the Mahalanobis 
distance is used to determine a threshold, similarly using an 
autoencoder the distribution of the reconstruction loss is used. 
In either case, the more abnormal any single observation’s 
parameters are from the rest of the data, the further away from 
the mean of the distribution its respective metric will be. 
Anomalous events that cause the parameters of the data to 
change will cause the higher reconstruction loss in an 
autoencoder trained on the normal operating conditions of a 
network or be further from the mean distribution of the 
non-anomalous data in the case of multivariate analysis. By 
measuring the distribution of either the Mahalanobis distance 

or the reconstruction loss, statistical anomalies can be defined 
as points in the data that are several standard deviations away 
from the mean of the distribution, enough to ensure that the 
detection does not falsely identify normal background data as 
anomalies.  

III. METHODOLOGY  

Now we are going to discuss our PCA Mahalanobis 
Anomaly detection algorithm and explain each step of the 
algorithm. The general methodology used is outlined in Fig. 
1. Datasets containing anomalies as well as various 
open-source IoT datasets were used in this study. The dataset 
containing sensor data is first preprocessed to use time as the 
index of the data rather than a distinct reading. The datasets 
are then split into train and test sets, with the training set 
representing the normal conditions of the devices and the test 
set containing possible abnormal behavior. Each set is then 
preprocessed to normalize the data as well as encoding each 
of the timestamps in terms of hour of day, day of week, etc. 
which allows the cyclic nature of time to be considered. 
Principal Component Analysis is then applied to the 
normalized datasets, with a varying number of principal 
components being extracted to determine the optimal amount. 
The covariance matrix and mean distribution of the training 
set are then calculated and applied to calculate the 
Mahalanobis distances for each observation in the train and 
test sets. The distribution of the Mahalanobis distance of the 
training data is then used to determine a threshold for 
anomalies, about three standard deviations away from the 
mean of the distribution. This threshold value is then applied 
to each observation in the train and test sets, with any 
observation with a Mahalanobis distance higher than the 
calculated threshold being identified as a possible anomaly. 

his journal uses double-blind review process, which means 
that both the reviewer (s) and author (s) identities concealed 
from the reviewers, and vice versa, throughout the review 
process. All submitted manuscripts are reviewed by three 
reviewer one from India and rest two from overseas. There 
should be proper comments of the reviewers for the purpose 
of acceptance/ rejection. There should be minimum 01 to 02 
week time window for it. 

 
 

Fig.  1.General Methodology 
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Algorithm 2: Anomaly Detection 

 

IV. RESULTS 

In order to see how well our algorithm preformed we used 
two datasets which was explained in section 2.4 and ran our 
algorithm on them. The results of using PCA to reduce the 
dimensionality of large datasets and Mahalanobis distance as 
a threshold was compared to a machine learning application 
of anomaly detection, namely autoencoders. Like using PCA 
and Mahalanobis distance, autoencoders are used to 
determine anomalies using the reconstruction loss as the 
threshold. Comparable to Mahalanobis distance, if an 
observation has a reconstruction loss higher than the 
determined threshold it’s identified as a possible anomaly. 
Datasets tested include the smart meter readings from the 
room in a smart home as well as the smart meter readings of an 
academic university building. The same train and test sets 
were used with both techniques, also seeing the effects of 
encoding time versus not doing so. The train and test sets for 
the room in a smart home is shown in Fig. 2 & 3, with the 
training set representing the normal conditions of the room 
and the test set containing a possible anomalous point, in 
which a parameter sharply drops. 

 

 
Fig. 2.Train Set 

 

 
Fig. 3.Test Set 

 After being preprocessed, each set was tested using both 
multivariate statistical analysis and machine learning 
techniques to compare the respective techniques. PCA was 

applied to the train and test sets and the first two principal 
components containing the two highest variances were 
extracted. The Mahalanobis distance was then calculated for 
each observation in the train and test set using the covariance 
and mean distribution of the training data, the square of the 
distribution of the distance shown in Fig. 4 is then used to 
calculate a threshold value for anomalies. 

 
Fig. 4. Mahalanobis Distance 

The mean of the distribution was then used to determine a 
threshold, with any observation having a Mahalanobis 
distance three standard deviations or more away from the 
mean being statistically significant and a possible anomaly, in 
this case the threshold value was then applied to each 
observation in the train and test data with any observation 
with a Mahalanobis distance exceeding the threshold being 
identified as a possible anomaly, shown in Fig. 5. 

 
Fig. 5.MD Test Results 

In the case of using multivariate analysis, the observation in 
the test data where the significant drop occurs had the lowest 
Mahalanobis distance, several standard deviations lower than 
the mean rather than higher. The timestamps were then 
encoded for each observation to determine how contextually 
adding time would affect the Mahalanobis distance. Each 
observation of the train and test set was augmented to add 
hour of day, day of week, and day of month in terms of sine 
and cosine, the test set being shown in Fig. 6. 
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Fig. 6.Test Set 

The same technique was then applied to the cyclically 
encoded dataset, taking the first two principal components 
and using them to determine the  

Mahalanobis distance for each observation, with the square 
of the distribution shown in Fig. 7.  

 
 

Fig. 7. Square of Distribution 

As can be seen, the square of the distribution differs 
significantly from the original data and no longer follows a 
general χ2 distribution. Despite this, cyclically encoding time 
appears to have an effect, with the oscillating nature being 
reflected in the Mahalanobis distance. Despite no longer 
detecting the false positives, the Mahalanobis distance when 
the anomaly occurs in the test data still has the lowest value, 
shown in Fig. 8. 

 
Fig. 8.MD Test Results Cycle 

The same dataset, cyclically encoded, was then used to 
train an autoencoder, again creating a model that represents 
the normal operating conditions of the smart house. After 
being fully trained, like using the distribution of the 
Mahalanobis distance to select an appropriate threshold, the 
distribution of the reconstruction loss of the autoencoder was 

used to determine a threshold, shown in Fig. 9. 

 
Fig. 9.Distribution of Reconstruction Loss 

As with using multivariate analysis, the threshold value was 
selected to be such that it is statistically significant away from 
the mean of the distribution, several standard deviations 
away. The fully trained autoencoder network is then used to 
reconstruct the values of the test data using the training data as 
the model, with any observation in the test data that contains 
abnormalities causing higher reconstruction loss to occur in 
the prediction, indicating possible anomalies as shown in Fig. 
10.  

 
Fig. 10.Autoencoder Test Results 

As with using multivariate analysis, encoding time causes 
reconstruction to show an oscillating pattern, however the 
results of the autoencoder’s prediction did find that the 
significant parameter drop-off that occurred in the test data 
did have a reconstruction loss that crossed the threshold, 
indicating a possible anomaly. Additionally, it can also be 
seen that the reconstruction loss before and after the anomaly 
occurs increases, indicating possible signs of anomalous 
behavior before the event occurs as well as for a period after 
the occurrence. In order to test for false positives and observe 
the results of anomaly detection when no confirmed 
anomalies are present, the academic university building does 
not contain any confirmed anomalous points. Rather, it has 
one parameter in a state of constant linear increase, such that 
the parameter in the test data is higher than any values in the 
training data, however, is still a steady, consistent linear 
increase, shown in Fig. 11. 
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Fig. 11. Linear Increase 

The same steps were then performed to calculate the 
Mahalanobis distances of the train and test sets, shown in Fig. 
12 representing the square of the distribution of the 
Mahalanobis distance of the training data.  

 
Fig. 12. Square Distribution. 

The threshold was again set to three standard deviations 
away from the mean of the distribution to ensure that any 
flagged value is statistically significant, with the results of the 
anomaly detection shown in Fig. 13.  

 
Fig. 13. MD Test Results 

Complimentary to the room in the smart home, false positives 
appear in the anomaly detection. In this case, the Mahalanobis 
distance appears to be constantly rising due to the parameter 
in the data that also constantly rises. Due to this, the 
timestamps of each observation was again encoded in a cyclic 
manner in order to add time as a context, shown in Fig. 14.  

 
Fig. 14. Encoded Train (Left)/Test (Right) Set 

The results of the anomaly detection after cyclically 
encoding time appears to again have the beneficial results of 
removing the false positives, with the oscillating nature again 
being reflected, shown in Fig. 15. 

 
Fig. 15. MD Test Result 

As with the smart home dataset, this same train and test sets 
were then used with an autoencoder. The training set was used 
to fit the autoencoder model over a set number of epochs, with 
the distribution of the reconstruction loss shown in Fig. 16. 

 
Fig. 16. Distribution of Reconstruction Loss 

The distribution of the reconstruction loss is then again 
used to determine a threshold for anomalies, with the 
autoencoder then being used to predict the values of the test 
data using the trained model, with the reconstruction loss for 
the train and test sets shown in Fig. 17.  
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Fig. 17. Reconstruction Loss 

In this case, the autoencoder appears to be slightly more 
sensitive to changes in the parameters over time, as although 
applying multivariate analysis provides a uniform pattern 
over the entire dataset, the reconstruction loss of the 
autoencoder briefly surpasses the threshold before decreasing 
again. Interestingly, the values of the parameters around this 
area do appear to differ slightly from previous and subsequent 
days around the same time, meaning it is possible that a 
unique or abnormal event occur did occur during this week, 
however this is unable to be confirmed as the nature of the 
dataset does not explicitly list the locations of any anomalies. 

V. CONCLUSIONS AND FUTURE WORK  

In this paper we proposed an anomaly detection algorithm 
using multivariate analysis. Our preliminary results showed 
that the algorithm was able to identify anomalies in the 
dataset, which shows that there is a potential for this to be 
benchmark techniques for IoT anomalies. However, there is 
still a significant amount of work that needs to be done for this 
to perform at a higher level. Using both multivariate analysis 
and machine learning techniques show promise to be able to 
detect when abnormal events occur within sensor networks. 
By fitting a model that represents the normal operating 
conditions of a network, a ground truth reference can be 
created while reducing the dimensionality of large-scale 
datasets. In the case of multivariate analysis, taking the 
principal components with the highest variance allows for the 
most significant features of the data to be captured while 
significantly reducing the dimensionality, whereas training an 
autoencoder model creates a lower dimensional 
representation that captures the most significant features of 
the data. In terms of being able to detect when statistically 
significant abnormal events occur, our initial results found 
that autoencoders were slightly more effective, as the metric 
used was the reconstruction error of the autoencoder rather 
than the distance away from a mean distribution. When testing 
using a dataset that had an abnormal event, the autoencoder 
was able to accurately identify the anomalous observations in 
the test data, whereas in the case of multivariate analysis, 
although the anomalous observations were statistically 
significant away from the mean distribution of the 
Mahalanobis distance, was several standard deviations lower 
than the mean. Future work to further fine-tune the anomaly 
detection will involve training a generative machine learning 
model on datasets which have been augmented to include 
controlled anomalies. In doing this, an arbitrary amount of 

synthetic anomalous datasets can be generated, based off the 
original data. This would provide a more robust method of 
generating anomalous datasets that meet the specifications of 
the original data, that would normally only be able to be 
gathered by statistically augmenting anomalies into the data 
or by attempting to collect anomalous behavior from devices 
directly, which can be infeasible. By controlling the 
conditions of the anomalies, the exact effect of each 
parameter on the network would be able to be quantified in a 
way that would normally be difficult to capture. 
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