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Abstract: At the onset of liberalization, privatization and
globalization, enterprise resource planning has become an
integrated part of any business. It has become imperative for
businesses to go in for 110oT. With implementation of 10T and
analytics companies can become more profitable and productivity
can increase constantly. With this comes the risk of data security
in ERP due to real time capturing huge volume of data in
manufacturing plants, which are under security risk. This has
forced the companies to implement measures to ensure that the
product design and customer data are stored securely without
compromising on business. This paper presents the possible
sources of risk in 10T and presents the solutions for preventing
therisk.
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l. INTRODUCTION

The Industrial Internet of things (IloT) is a nascent
technology where every product is at the testing stage. It is
mandatory to understand the impact of lloTon the
economics of manufacturing industries. As manufacturing
incorporates planning, execution and observing of
movement of products, and inventory, implementation of
I1oT in every area is to be monitored effectively. Another
key region in the business is Supply Chain Management
(SCM) which includes development and stacking of
materials required for production and completed items
moving from one location to the next. Both in
hardcoremanufacturingandsupplychai nmanagement IloT
and ERP have become an integral part and the securityof
data is a major concern for every player in manufacturing
sector. It is of paramount importance to know and deal with
metaphoricallandmi nesandpittrapstoavoi danydatal ossand
breach of data. In business huge data is to be stored,
received, transmitted and analysed. Similarly, different data
formatsuchas pictures, drawings, texts, audio and video files
are to be stored securely. Information technology plays an
effective role in the implementation of successful and smart
SCM. (Ross D. F 2016). Systems are expected to exchange
information and assist in decision making in manufacturing
industries. More than increasing productivity the systems are
expected to be integrated and work to gether.
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It is noticed that in many scenario in tegration fails, making
it difficult for thes take holders to have right access to data,
and to have a holistic picture to make appropriate decisions.
Hitherto ERP helped the industries to host important data, to
interpret and analyze for their sustainability.

In most of these industries ERP is used for critical planning
and decision making. ERP aso helps in implementing an
effective supply chain management. However in data
capture, due to human error or manipulation/suppression of
data ERP may fail to project the real picture to the
stakeholders. In standalone ERP system manipulation of
data is possible and it is necessary to address this issue to
stand in global competition. Fig 1 explains the necessity to
have a smart supply chain management to overcome
challenges in traditional SCM Error in manual data entering
leads to loss in business and this could be overcome by the
integration of ERP with I10T. lloT represents the objects
networked together to communicate among themselves.
Figure 2 presentsthe 10T enablersin atypica ERP Enabled
system. All the functions of the manufacturing unit
including, like R&D, Sourcing, production, logistics,
marketing, are connected to sensors, RFID, and smart
devices by implementing an effective ERP system. On the
flip side communication between objects need careful
monitoring by human workforce. As the whole data of the
company is captured and is available for all the stake
holders, so extracare should be exercised to keep the data
safe and make itavailable only to the respective
stakeholders. As a part of the manufacturing industry SCM
provides the complete flow ofinformation from the supplier
to customer and also announces the time of arrival of goods.
Ending inventory is equa to the beginning inventory +
receipt of goods (in) — shipments (out). SCM provides the
current information about the location, status and condition
of the materials. A severe competitive environment is
created due to globalization. It hordes the flow of business
via supply chain because firmsarenotindividuallyself-
adequate. Thesechains should synchronize their processes to
convert them to be more competitive and achieve
anticipated objectives of various partners in an industry (SC
council 2012). Review of available literature on supply
chain management, ERP and 1loT gives a clear picture
projecting the necessity of tighter security measures to
ensure safe business in a highly competitive environment.
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Fig. 2: 10T Enablers

[I. REVIEW OFLITERATURE

ERP and 10T are here to stay, especially in manufacturing
industries. Effect of the selatest technologies and especialy
the effect of 1lo Ton smart SCM are not yet fully made
available to the stake holders. Using RFID technology,
mobile networks, interfacing devices and sensors make the
entire industry vulnerable to attacks and data breach if the
system is not thoroughly secured (Borgia, 2014, S.Yuvargj,
M Sangeetha 2016, Petar Radanliev, et al 2018) Kinnunen et
al (2016), in their research have published that the industrial
internet of things with respect to data acquisition helps in
managing industrial assets by developing a secure platform
for safe operations. Many authors have agreed that major
enablers in Ilo Tandsmart supply chainare RFID and
sensors.Ding Zhang et al (2018) have presented that
information network can be connected via routers operating
based computers and devices to build intelligent systems
that would make interoperability a reality. The technologies
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which can be developed by 10T applications, relevant to
SCM make processes more effective and increase the
visibility of products (T. Wang et a., 2016), management of
innovative production networks as presented by Veza et a
(2015), and smart intelligent design and production control
(P.Zawadski., 2016) make the whole manufacturing process
effective and efficient. How ever these technologies expose
the industries to risk and security issues if data is not
secured thoroughly at every stage of operation. A smart
SCM helps in facilitating data collection process. This
information will be shared between the agencies that supply
the raw material and managers effectively using microchip
Wi-fi module. Even though this system increases
transparency inthe operations it increases the risk of
insecurity in vital information. In the next stage, based on
the input collected, after analyzing suppliers’ goods and
choosing the best, the process to procure material will be
carried out.
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After this process, as marttransporthas to be made a vailable
for effective functioning, and the matter of paramount
importance is data security and avoiding attacks on central
distribution system. Both interna and external systems
should be kept safe and secure to safeguard the business.
Hugh Boyeset al., (2018) have brought up that in traditional
computerized systems a zoned design was embraced and
firewalls used to ensure the center control parts. But with the
advent of lloTand industry

4.0 these security layers are exposed and the manufacturing
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sector will be subjected to attacks if not secured properly
with threat proof devices. Also it is necessary to have a
control to record the interactions between human and
machines and machine with machine and have control over
that. Integration of operation technology with information
and communication technology is not well known to many
users thereby exposing sensitive gadgets and data to
attacks and making the whole system vulnerable. Figure 3
presents the enhanced security measures introduced in a

manufacturing setup.
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Fig 3: Security Enhanced using I10T& ERP in Manufacturing Industries

1. RISKSINVOLVED IN INTEGRATION OF 10T
WITH ERP

Risks involved in integration of IloT with ERP and
proposed solution in two industries If the manufacturing
industries have to keep track of al data generated by
company and rely on externa parties for storage and
retrieval of data, probability of security breachis more. A
study on avoiding the internet of insecure industrial things
(Lachlan et a., 2018) points out that the depth of
penetration of attacks on I10T enabled system may be very
deep and if it is not noticed at the early instance revival of
business under attack may be bleak. It is also pointed out
that there is aways a possibility of a competitor sabotaging
the system to obtain commercia intelligence about a new
product/process and cause down time. Another possibility is
organized criminal groups hacking into industrial systems
to get trade secrets, intellectual properties, etc for business
advantages or to sell to the competitors. In the plant 1
exhibited in figure 4 with its manufacturing facility in

a remote spot and the conveyance framework spread over
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the world, it is fundamental for the organization to monitor
al information produced. Depending intensely on a
customer server brought together model to recognize,
approve and convey between various IloT hubs in a
system, loses unwavering quality when there is a failure in
one solitary point. To handle the huge information and
various gadgets a decentralized engineering including Peer
to Peer (P2P) correspondence utilizing IPFS to store and
provide complete and safe information is proposed. Risks
involving sensors is another area to be addressed. Data
management, the costs involved to store, study and utilize
that data, costs involved to funnel down the data to the
required level of the ERP system and fine tune the data that
is generated with respect to time also needs to be studied
and addressed to enable a safer environment for
manufacturing industries. IPFS helps in improving the
security of the huge data that available by integrating 10T
with ERP. Single Page Applications (SPA) using
developing frame works such as Angular, React and Node
JS help in reducing therisk.
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Another method for overcoming security issues is to utilize
encryption standard cryptography. It utilizes a solitary key
called symmetric key created by AES calculation. Number
of such keys are made and circulated among nodes statically
to avoid the requirement for authorization of security. Each
time a correspondence happens between different nodes,
encryption at getting side and decoding at target side happen
utilizing the key provided securely (Vinay 2019). "Big data
analytics' are driving extra productivity in the
manufacturing unit with the utilization of simulation
methods to the officially generated enormous volume of
information n that the business creates.The usage of the
"lloT" is likewise enabling producers to utilize continuous
information from sensors to track parts, screen hardware,
and guide real tasks. For manufacturing industries, openings
empowered by enormous information can drive profitability
by improving effectiveness and the quality of items
produced. Diminishing pointless emphasis in item
production cycles helps in improving the value chain there
—

by increasing efficiency. The genuine yield estimation of
items is expanded by improving their quality and making
items that better match clients' needs.

Some of the most powerful impacts of big data apply

across entire manufacturing ecosystems. Big data plays a
pivotal role in ensuring that these ecosystem webs function

well and continue to evolve. Indeed, new data
intermediaries or data businesses could begin to emerge.

They could, for example, capital izeon the economic value
of data that describes the flow of goods around the world.

Figure 5 presents the case of the second manufacturing

plant under study to increase the security of huge data
collected. While securing data and introducing various
technologies, it is aso necessary to bring in the cost

involved in implementation. As the margin of profit is
limited in these industries it is necessary to work

outaviable solution, and a the same time not

compromising on security of vital data.
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IV. RESULT AND DISCUSSION

The Industrial Internet of Things will make it necessary to
have a wide range of new and advanced techniques,
including new equipment, new systems, new working
frameworks, newkinds of high-volume information
handling, new cloud administrations, new endpoint
managing instruments, and new measures and working
environments. In the two industries under study to capture
the huge data available ERP isin place. But due to human
error there are occasions where data was found missing
either by unintentional or willfully. And aso data was
suppressed/mis- interpreted to save the interest of an
individual. Results are presented in Table 1.
Table. |: Results

Description Industry 1 Industry 2 Proposed M odel
High Volume ERP ERP 10T
of Data
Cloud Local Cloud Cryptography/IPFS
Administration Server
Forecasting With With System generated
human human data, Scientific
interference | interference analysis, Secured

To avoid these issues 110T isintroduced. With that come the
concern of data security and too many interactions between
machine and machine and machine with humans. It is
proposed to introduce IPFS in one of the industries and
cryptography in another industry of study. Advantages of
these technologies are the data generated will be secured,
forecasting will be scientific, interactions will be controlled
and risk will be minimized/eliminated

V. CONCLUSION

With 1loT,gadgetsatthe edge won't just interact with one
another, they will follow up on information collected
through analytics. The analytics can be figured locally, or
over the cloud when more profound investigation with
bigger informational collections and progressed process
framework are required. Every industry will discover better
approaches to utilize the intelligence collected by I10T, for
example, improving assembling, handling clients
effectively, and increasing productivity. IPFS and
cryptography will provide the needed security to the data
that is available in the industries. With the proposed model
it is possible to usher in a new paradigm shift in ERP and
[1OT integration in manufacturing industries.
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