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Abstract: The participation of Internet devices in different 
communications through embedded technologies and the 
adaptive and interactive nature of each communication affects 
future development tools and applications. The majority of IoT 
devices are able to communicate over a wireless network, 
improving their usability and scalability quickly. But these 
usability improvements drew the attackers' attention to their 
personal advantages and created numerous security challenges 
for detection and protection. Because devices are exposed to the 
Internet to deliver services, they are particularly vulnerable to 
various threats to security and privacy.Therefore, a major 
concern on the Internet of Things (IoT) is the discovery of such 
abnormal activities that pose a security threat so that appropriate 
solutions can be provided with a high level of reliability. This 
paper will be based on a detailed overview of IoT wireless 
security issues and abnormal activity detection methods. It also 
provided an overview of the various anomaly detection models 
and security challenges for launching the IoT connection to the 
wireless network. 
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I. INTRODUCTION 

In recent years, the Internet of Things (IoT) has gained 
tremendous room for development in communications 
infrastructure to integrate computers into the Internet. The 
prospects in the field of computers and wireless mobile 
phones have increased research and industrial interest. The 
IoT can interpret any type of complex, intelligent old sensor 
that affects the development of new applications, allowing 
resources to be exchanged locally or globally. IoT devices 
and related applications are used to quickly detect and 
transmit data in many areas, such as "hospitals", "energy 
monitoring", "live", "agriculture", "military", etc. Data and 
services [1], as shown in Fig.1. In addition to many benefits, 
its main focus is privacy, unauthorized access, and security 
attacks that can cause many unusual activities, such as 
Internet exposure. These unnatural activities may cause the 
quality of IoT to decline and may cause problems in its 
future adaptation. 
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Fig. 1 Usage of IoT Application (Source: Internet)  

 
According to Cisco's IoTvalue and trust survey among 3,000 
consumers, [2] it reveals confidence in and adaptability to 
IoT services. The survey found that most consumers believe 
that IoT services can provide great value to their needs, but 
they do not understand how to solve the security of their 
data. This refers to the deep integration of consumers when 
using IoT services in their daily lives, without worry, 
uncertainty, and risk [3]. At least 9% of consumers believe 
that the data collected and shared via the IoT is safe, and all 
other consumers are still interested in how data is protected 
and utilized. 

This global focus on IoT can be addressed by a security 
system to prevent anomalies based on anomalies and detect 
malicious attacks. Additionally, there are several other 
issues that must be addressed in Physical Communications 
and Networks pane. IoT applications typically have special 
requirements in real-time and are expected to be highly 
reliable and work in critical security environments. These 
requirements provide a very high level of security and 
confirmation. 

IoT devices are limited in terms of memory, processing, 
and bandwidth. It will not be possible to establish a 
traditional security mechanism because it requires more 
memory and processing. For mobile IoT devices, frequent 
changes in network topology can also affect the 
management security system [4]. Therefore, it is difficult to 
implement a conventional security solution to provide the 
full security needed for security challenges. For this reason, 
it is important to have a lightweight system that effectively 
monitors the harmful activities that predict the security risks 
that hackers need to protect. 

Anomaly detection (AD) [5], [6] is a simple monitoring 
process used by network hackers or various applications to 
detect fraud. It builds an assessment model based on 
retrospective observational behavior to classify the disorder 
class. The IoT device typically transmits all of its 
information to a centrally arranged site and facilitates event 
behavior analysis to effectively classify infiltrators. The rise 
of IoT diversity raises serious concerns about security and 
privacy. 
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Wireless Sensor Network (WSN) is the interconnection 
of low-power devices by means of wireless protocols, and 
IoT is a concept that connects WSN and the Internet to 
expand worldwide [3], [7]. IoT devices are interconnected 
by a medium based on wireless Internet technology sensors 
and actuators (called things), and these interconnections 
grow into a wide network or a group of networked devices. 
The statistics are shown in the statistics portal [8] (Fig. 2) 
show that the number of connected IoT devices worldwide 
increased by 31 billion between 2015 and 2025. 
 

 
Fig.2. A forecast of IoT connecting device worldwide 

from 2015 to 2025 (Statista, 2016) 
 

The increased use of IoT devices between people 
requires a secure, high-quality connection between 
interactive devices. As the analysis in Figure 2 indicates, the 
IoT will grow significantly in the future, and it must have a 
strong security framework to maintain the privacy of 
services. In reviewing past issues and concerns about IoT 
devices, we aim to address the importance of security issues 
in IoT-based security systems to address the importance of 
threats or attacks in this survey. It focuses on key security 
issues in data routing and anomalous forecasting to 
understand the nature of routing events and identify 
anomalies in IoT security systems. 

In the following papers, Section-2 discusses security 
issues and challenges in WSN, Section-3 describes security 
methods in WSN, Section-4 discusses IoT security analysis, 
and Section 5 discusses IoT. safety. Importance of Secure 
Routing In the IoT, Section-6 discusses security constraints 
and openness issues and Section-7 presents the conclusion 
of the survey. 

II. SECURITY ISSUES AND CHALLENGES OF 
WSN 

Ensuring the security of the WSN is critical, so there is a 
large body of literature on detecting and mitigating attacks 
against such networks [9], [10]. Depending on the type of 
attack, follow different strategies and algorithms. 

The existing AD model has adopted three types of 
structures: "local", "centralized" and "distributed". In the 
limitedconstruction, the anomaly identifier is applied to the 
node range without the cooperation between the nodes in the 
network. In a centralized architecture, the entire data is 
transmitted to a central place where AD operations are 
performed, such as a base station or cluster head. 
Ultimately, the distributed constitution employs 
associationamong nodes in the identifier process, where 
every node transmits a data digest characterized by the 
cluster's confined natural mention model to construct a 
generic global reference model [6], [11]. Each node in the 

cluster then uses the global reference model for subsequent 
testing. 

Therefore, distributed discovery is best to reduce power 
consumption. At the same time, the size of the local generic 
reference form sent to the cluster header should be a small 
digest size to decrease communication overhead. An 
additionalfeature to consider in a distributed architecture is 
the number of times the confinedmention model has to be 
transmitted to the team organizer, so the frequency of the 
global reference model of the local mention model 
oughttobereformed. The current IoT sensor network 
infrastructure provides direct physical access through 
"manipulation" and "denial of service." 

2.1 Tampering 

Tampering occurs when an attacker physically modifies 
a device or connector. This material layer provides a large 
attack surface. Access, theft or replacement of equipment 
items may infringeprivacy, accessibility and security 
objectives. In one directionitcaneliminatethroughutilize a 
tamper-proof system [12].But such systems can be very 
high-pricedfor the existence of inexpensive power sensors or 
consumer appliances that are the primary drivers for the IoT. 

The tampering connectionsare in form of disconnecting 
or altering the physical link that is considered to be a "denial 
of service (DoS) attack" state or changing the broadcasting 
data to a "man in the middle attack" state [13]. On the other 
hand, if the vulnerability is manipulated, the IoT sensor 
poses a major security threat to the “DDoS attack” [10]. 

2.2 Denial of Service Attack 

In generalsituations, Io Tappliances 
correspondviawireless access equipment in the physical 
layer. Wireless links are highly vulnerable to DoS attacks, 
which able toacquire the structure of signal alteration or 
interference. This attacksable to affect the system 
accessibility [14]. Although a wide range of spectrum 
technologies can be used to combat radio interference, there 
is no universal answer to elevatethese attacks. Even current 
methods needed a lot of processing, and these processes do 
not have the resources needed to limit the devices in the IoT. 
So, it needsprobableresolutionwhichcanobserve and 
understand traffic to provide solutions [15]. 

Many vulnerabilities can be exploited in routing 
protocols for sensor networks. Various countermeasures 
have been proposed to detect these attacks. In [16], 
lightweight systems use multiple location recognition 
techniques to trigger an alarm if an intermediate sensor does 
not respond. Each time the sensor receives a packet, it sends 
an ACK to the sensor to process the packet in the previous 
jump. If the sensor receives less than the ACK for a 
specified period of time, it is doubtful that the previous 
report it sent was dropped by the malicious sensor. In this 
case, an alert packet will be sent to the receiver, reporting 
the next transition sensor as a potential damage sensor. 

The authors proposed a central approach using 
"SupportVectorMachines (SVM)" [17]. They were initially 
trained without an attacker, and the number of hops and 
measured bandwidth in the receiver was used as a feature. 
At run time, an SVM-based detection algorithm is applied to 
the receiver.  
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A different method is used in [18], where each sensor 
observes the behavior of its neighbors by recording the 
number of packets they send and the address of the original 
sensor source. Based on these observations, he updated the 
trust schedule for each neighbor to detect potential attackers. 
After the sensor is named an attacker, the routing table is 
modified to isolate the sensor from the network. 

III. SECURITYAPPROACHES IN WSN 

Security is the process that is performed on a data point 
to determine whether the data point is normal or abnormal. 
The AD method tries to find the basic distribution that 
determines the normal value, so you can say exactly when 
the data point does not follow the normal value. The above 
methods have shown that the greater the number of data 
points, the estimates are either biased [19] or unbiased [20]. 
It calculates deviations and differences, or at least provide 
an expression [21]. 

Some existing security solutions use a centralized 
approach that collects data from the sensor and transmits it 
completely for the cluster head or base station for 
processing.However, data transfer costs are several times 
higher than data processing costs. Furthermore, 
communication between sensor nodes is required to design a 
distributed AD model. Due to this, energy consumption is 
affected by the total amount of traffic produced by the 
delivery process of distribution.Because of the many 
challenges involved in creating AD in IoT security, some of 
the key security challenges are listed in the following 
summary. 

3.1 Access Control 

Access control handles access to objects/devices in an 
IoT environment. In a traditional database system, separate 
data is processed, but in the IoT, stream data is processed. 
Two terms of access control [22] are described as 1) Data 
carriers that send/receive data to objects. They must send the 
data to the authentication object, 2) the "data collector" that 
the user must authenticate. The authentication problem in 
data stream outsourcing was discovered in [23]. Data access 
control is specified in [22]. Some access control challenges 
in the IoT environment include how to handle large amounts 
of data transmitted in a recognized representation. 

3.2. Privacy 

Data labels are proposed to manage IoT privacy in [24]. 
Based on the anonymous identity privacy model in [25], the 
access control protocol and the user's privacy control are 
suggested. [24] Identify an anonymous model by changing 
the quasi identifier to maintain sensitive data. The privacy 
risks that occur when you assign a static domain name to the 
IoT node are identified in [25]. Some IoT privacy issues are 
covered only in modern businesses, and the scope for 
creating privacy mechanisms in the IoT environment 
remains high. 

3.3. Trust 

The concept of trust is used in different contexts and in 
different interpretations. Trust is a complex concept and 
there is no interpretative acceptance in the scientific 
literature [26]. In addition, its importance is determined in 
two dimensions. In many applications that describe trust, the 
basic problem is that they do not contribute to the 
representation of metrics and computational methods. 

Satisfying trust constraints is entirely related to the impact 
of identity negotiation and access control. 

3.4. Authentication & Confidentiality 

Different works describe different protocols and 
mechanisms for handling user authentication and data 
confidentiality in the IoT environment. The following are 
some of the key operations related to authentication and 
confidentiality in the IoT. In [27], the current IoT 
application protocol for business intelligence security 
combines cross-platform communication with encryption, 
signature, and authentication to provide improved IoT 
application development capabilities. In [23], the 
implementation of the security system defines two-way 
authentication in the IoT. Regarding confidentiality and 
integrity, in [28], how to apply the current key management 
system in the context of the IoT was studied. In [29], the 
PKI framework was designed for the IoT. All of this current 
work is based on solving lightweight encryption issues in 
the released environment. However, more work is needed to 
establish standardized authentication and confidentiality 
protocols to address current IoT security challenges. 

IV. ANALYSIS OF IoTSECURITY MODELS 

Insecurity, AD has been widely used in many 
applications [30], [31]. The majority of familiar methods are 
within the range of "statistics", "clustering", and "machine 
learning".Thesemethods are classified as "supervised", 
"semi-supervised" or "unsupervised", based on the nature of 
the process, it is required to sample the data. 

Supervised technology requires training data with a label 
indicating each sample category. Then, it creates a new 
unspecified sample form the selected class. Semi-
observational methodsneed the use of samples from a 
certain category to train the data to create a pattern of 
whether the new sample belongs to that category. Finally, 
uncontrolled techniques do not require specific training data, 
and data sets can be divided into different subgroups without 
the need for previously learned models [32]. 

H. Suo et al. [19] describeIoT stating that it derived from 
the term "Internet" and itsequivalentmethods, in related to 
the conventional "Internet", "mobile"and"sensor" networks, 
where all of these are associated to the Internet, and these 
equipment communicate with the other one. R. H. Weber 
[25]describethese types of schemes have immense flexibility 
and scalability perspective, but they also have security 
issues. There are many threats to adopting it, and no threats 
are raised without a major solution. This technology may 
not be feasible in the near future. 

The IoT layer suffers from a variety of security threats 
identified in the computer network community. The 
following subsections provide an overview of cyber threats 
and attacks that can have a major effect on IoT systems. 

4.1 Denial of Service attacks 

1) Spoofed routing Message: Althoughpacket payload 
messageis encrypted on the routing channel, routing and 
earlier header messagesare not encrypted. The 
messagetransmitted in the routing protocol is usually 
the primary intention of spoofing.  
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An attacker could compromise network traffic by 
spoofing, changing or re-reading IP addresses or 
transport protocol messages. The 
outcomepossiblyarouting iteration, derived methods, 
faked error information, and so on [33]. 

2) Selective forwarding: In a multi-hop network, a 
malicious node may change or tamper with traffic by 
discarding certain messages to selectively redirect other 
messages. The information to the destination is 
incomplete and is therefore destroyed in some way. In 
this type of attack, malicious nodes do not selectively 
forward and discard certain messages to ensure they do 
not propagate in the future. An attacker 
mostlyaccountable for quenching or modifying packets 
initiating from several nodes is able to redirect the rest 
of the traffic to detect no violationsfor a moment. In this 
kind of attack, a disruptive node randomly bypasses 
certain messages [34]. 

3) Sinkhole attack: In this kind of attack, certain nodes or 
destinations are additionalstriking to traffic in other 
natural nodes. When accessing a streaming node, 
messages possibly will be dropped, messages may be 
routed using the changed content, or otherwise altered. 
This can lead to congestion and possibly speed up the 
powerutilization of the nodes engaged. Because the 
vulnerability is configured in the sensor network, it is 
susceptible to numerous other DoSattacks [11]. 

4) Sybil attack: The Sybil attacker type uses a node or 
multi-identity device. These produce traffic that looks 
like multiple sources or even distributed. This approach 
undermines the use of fairness, redundancy, or voting 
concepts that already exist in the infrastructure. This is 
shown as a malicious device that illegally acquires 
multiple identities [35]. It shows multiple 
characteristics of other nodes in the network, falling the 
efficiency of the fault-tolerant solutions. 

5) Flooding: Given the complexity of the network and its 
impact on the longevity of our systems, the flooding 
and potential mitigation of the network is widespread. 
The current DDoS flood, the attack is the most 
worrying. The authors [10] conducted a 
completeanalysis of the algorithms and 
defensemethods. The main reason for this attack is the 
high traffic on the channel, which fills too many wasted 
messages.Essentially, one malicious node sends an 
ineffectual message and the attacker resends it to 
generate high traffic. 

4.2 Man-in-the-Middle attacks 

A "Man-in-the-Middle" attack allows an intruder to access 
the message transmitted among the nodes and is able to be 
utilized for thebenefits. Data encryption must be applied to 
eliminate the threat of this attack. The subsequent three 
attacks related to this kind of class are: 
1) Eavesdropping: Eavesdropping is the process by which 

an attacker can access the communication channels. 
This is a negative attack except the assailant changes 
the packet accepted and transmits it to the contributors. 
This technique, known as the "playback attack", it is 
anextremelygeneralspoofing practice. 

2) Routing attack: Because the routing messageis usually 
unencrypted, an attacker can transform the routing 
messageto create a routing loop that can considerably 
degrade the eminence of service. 

3) Replay attack: Even if an attacker cannot get a signed 
packet and decrypt it, it can achieve the confidence of 
the router entity by resending the packet afterward. 
These attacks able to be overcome by means of message 
seriesstatistics and message verification codes. Sensor-
based system routing algorithms [3] sometimes require 
notification. In this category of DoS attack, the 
malicious node transmits the wrong information to the 
adjacent nodes directed by the assist of these 
notifications [11]. 

Such attackswereable to be reduced with appropriate 
network protectionprocess. The 
securityschemesconsistofdynamic firewalls that smooth 
traffic flow, warning and control traffic with authentication 
in a two-way link authentication. 
In the IoT, there is another problem when integrating 
difficultinheritanceschemes into the IoT infrastructure. In 
this case, an agent will be provided to transform the old 
interface and present security. However, in engineering 
systems, security is too highly valued. In [12], I talked about 
the protection and safety analysis of this 
businesscomputerization system. The IoT, guided by its 
success in the field of information technology, has led it to 
automation and industrial systems. While technology has 
become reliable for use in IT applications, the heterogeneity 
of available knowledge and the consequent limitation 
ofconsistent methods for specific utilize cases raises many 
unresolved issues. 

V. SIGNIFICANCE OF SECURITY ROUTING IN 
IoT 

With a proper routing strategy, a low-power wireless 
network environment is anextremely difficult task, mainly 
because of the inbuilt characteristics of everyfunction and 
the limitations of the sensors used. Therefore, the “Routing 

Protocol for Low Power and LossyNetworks (RPL)”[37] 
assumes that the route hastosettle into the constraints of a 
specific application area, and for everyrelevance area, the 
suitable RFC records the target task. Set optimization 
requirements in the target scenario. 
The present RPL measurement[37] determines the 
significance of support methods for securing routing 
information'sswapamong sensors, so RPL determines the 
secure editions of diverse routing manageinformationin 
addition to three basic securityapproach in support of the 
following, 
 Integrity and Data Authenticity:Thepresent RPL 

measurement [37] describes digital signatures that 
integrate MAC support and RSA with "SHA-256" using 
"128-bit AES" to support data integrity and reliability. 

 Semantic Security and Protection for Replay 
Attacks:The"Control Consistency Check (CC)" control 
messages allow the discovery node to raise a response to 
confront to verify the existing counter value for another 
node. In thesecircumstances, the recipient starts the 
reorganizationbydistributing CC information to the 
source. 
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 Key Management:This indicates the encryption key 
required to handle the security of this message implicitly 
or explicitly. The "RFC 6550" [37] at 
presentdescribedissimilarideals for this area, therefore 
supporting diverse key management policies, specifically 
"group key", "key for each sensor pair" and "digital 
signature". 

VI. LIMITATIONS AND OPEN ISSUES OF IoT 
SECURITY 

After exploring various AD models, their limitations are 
summarized as follows and Table-1 presents the comparison 
of existing routing protocols advantages and disadvantage: 
 Currently, most WSN applications are designed to 

process multi-variate data, but some models currently 
process uni-variate data. In multivariate data, the 
characteristicscollectively form an exception and the 
features may not be displayed alone. Some models 
handle multiple data but do not consider reducing data 
dimensions. 

 Although the currently proposed models are planned to 
work online, the price of calculating their identification 
method is a foremost constraint leading to increased 
powerutilization. 

 Currently, most existing models use a distributed 
structure from the commencement. However, these 
models have several disadvantages associated with the 
volume of the signifying model that needs to be 
connected among the nodes.In addition, generallypast 
distributed models unable to explain how to integrate 
local standard forms into global standard models. 
Finally, these templates did not specify appropriate 
thresholds for updating normal generic templates due to 
dynamic data changes. 

 The ability to adapt to dynamic data changes built into 
some modern discovery models incurs furthercalculation 
costs that influence the appropriateness of real-time 
recognition and updates. 

 Many of the proposed AD models overlook particular 
characteristics of WSN data that are "spatially" and 
"temporally" correlated. This characteristic is useful for 
progressing recognition precision. Also, 
theproperty/function associations that indicate reliance 
between functions are overlooked by generally existing 
tasks. Leveraging these functional correlations through 
functional reduction helps to maintain sensor energy. 

 Some revised models, especially those based on statistics 
and taxonomy, have problems with parameter selection. 
Before testing, you need to set some parameters for the 
test model. The performance of various classification 
techniques, as SVM [17] can vary considerably due to 
transforms to certain clientconstraints. In an actual WSN 
application, it is not simple to specify the appropriate 
constraint values for every application. In addition, if the 
goal is to consider dynamic changes in WSN data, it is 
not appropriate to use fixed values. 
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Table-1: Comparison of Existing routing protocols and its Limitation 

 
 
 
 
 
 

 
 
 

 
 

Year Protocol Advantages Disadvantages 
2014 DACR [39] DACR has both delayed  and 

certain data delivery with reliability 
in WSN, and with extends network 
lifetime. 

In the case of navigation, DACR 
performance is not good, and 
productivity analysis in large 
scenarios does not reach the mark. 

2016 QARP [40] The suggestion protocol is useful 
for delay-sensitive applications. 

It is not good for random 
deployment of sensor nodes. 

2015 QoSR[41] It selects the best route based on the 
power level to transmit using the 
"Bellman ford algorithm". 

Controlling the overhead ratio is 
more in choosing a route. 

2012 QoS-PSO [42] The QoS-PSO algorithm is scalable 
and performs well in terms of 
reduced delay and good packet 
delivery rate in large networks. 

Because of the overall energy 
cost, they are likely to be more 
than other protocols. The 
overhead of controlling path 
detection is greater. 
 

2015 RPRA [43] It is more suitable for large size 
network because it avoids 
congestion by providing more 
tracks for transmission. 

It does not consider metric energy 
consumption to evolve. 
 
 

2016 ProHet [44] The main advantage of PropHet is 
to send an acknowledgment to the 
sender for its successful transfer. 

The path selection stage is so 
complex that the level of energy 
consumption is high. 

2016 PDORP [45] It can be applied to many 
applications that require reliability 
and energy efficiency such as 
underwater monitoring. 

It is not driven to dynamic 
environments. 
 
 

2006 WASN [46] The type of traffic priority is a 
feature of the proposed protocol. So 
the use of channels is good. 

Low priority traffics  are not well 
managed. 
 

2015 MWTP [47] Good performance for WANs and 
even shows lower power 
consumption. 

In case of the network is large, 
bottlenecks may occur and shows 
low throughput. 

2015 ACOFTR [48] It is very useful for secure data 
transfer and fault tolerance is a key 
feature of the protocol. 

It requires the most reliable 
technology to ensure safety. The 
energy level is not suitable. 

2015 RESP [49] Security is a fundamental function 
of the protocol because it encodes 
the transmitted data using Reed-
Solomon encoding. 

In order to encode the data before 
transmission, some smart 
technology is needed. 

2014 P2PGDR [50] The routing scheme is good for 
hybrid networks. The proposed 
agreement is characterized by 
market-based policies to support 
cooperative incentives. 

As the flow ratio increases, the 
likelihood of delay is greater. 
 

2015 HHR  [51] This is immense for mobile 
environments and can be applied to 
large networks. Deployment is 
usually fast. 

Energy consumption and route 
maintenance are major issues in 
this protocol. 
 

2014 PCDST [50] It increases the throughput of 
network communication. An 
increase in the number of nodes in 
the network results in a reduction in 
power consumption. 

PCDST does not consider QoS 
parameters such as delay, energy, 
reliability, and overhead. It does 
not apply to small networks. 
 

2015 SPMR [51] In a robust network design, 
performance is very good. This is 
also good for real-time traffic. 

It is based on a tree-formed 
routing structure, so bottlenecks 
can occur. 

2014 TRRP [52] It provides a robust routing 
construct and is therefore ideal for 

In the construction of routing 
paths, the energy consumption 
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6.1 Open Issues in IoT Security 

 Online detection: It is recommended to bring the 
detection process online to assemble the needs of a 
few"real-time" WSN applications. Many existing models 
have been declared suitable for online testing, but the 
detection methods employed result in high energy 
consumption. Therefore, a lighter detection method is 
required. 

 Adaptive Detection: Since sensor data has dynamic flow 
properties, it is necessary to update the detection model 
to minimize false detection and improve detection 
accuracy. Several recommended adaptive strategies have 
high calculationcomplication, which influences their 
applicability to online recognition. As a result, it is 
necessary to modify thisscheme or propose novel 
lightweight strategies. 

 Feature/Attribute correlations: The "temporal" and 
"spatial" correlation of sensor data have to be utilized to 
simultaneously progress the usefulness and competence 
of the test. These links have to be used in conjunction 
with feature links to increase usefulness and 
effectiveness. 

 Parameter tuning: To 
decreaseindividualinvolvementanddoes not set any 
parameters manually when designing an AD model. To 
reduce human intervention, it is recommended to use the 
automatic parameter tuning method. 

In [28], [29] the authors proposed the transfer of 
cryptographic computations to a key exchange on a 
resource-rich proxy in a collaboration scheme. However, 
these two systems increase communication costs, the time 
needed to set up a secret key, and are vulnerable to 
DoSattacks. The "Slimfit" [38] moderate communication 
costs throughestablishing a compression layer in the 
protocol layer. 

The "HIP-PSK" is proposed for authentication by 
O. Garcia-Morchon et al. [32],but, in common, PSK-
supported systems do not offerhigh-quality security. Even 
the "Lightweight HIP (LHIP)" [28] also does not 
executeseveral security methods for the verification and 
encryption, therefore is not suitable for IoT-based systems. 

T. Kothmayr et al. [27] proposed a DTLS scheme based 
on the "X.509 certificate" for reciprocatedverification of 
restricted appliances. S. Gusmeroli et al. [36] describe two-
factor verificationmethod was designed that allows 
communication peers to use mutual authentication for 
implicit authentication. However, neither of the proposed 
proposals considers the solution but checks the revocation 
list that requires the IoTappliance to development the 
certificate sequence. 

The "6LoWPAN" header firmnesspractice is used to 
decrease the dimension of the "DTLS" header is discussed 
by S. Raza et al. [16]. The proposed method eliminates the 
packet divisions. This decreases "packet loss", "packet 
processing time", "retransmission rate" and "energy 
consumption". However, the workdescriptionnot able 
tomaintain compatibility with the criterion"DTLS" protocol, 
especially in terms of header compression. 

Distributed methods, alternatively, are well suited for 
these real-time IoTstructures and relevance, because 
appliances can executeprocedure tasks and determine 
permissions. Decentralized methods are highly scalable, but 

they are complex to manage and therefore lack 
interoperability. Distributed methods perform poorly in 
terms of memory efficiency due to the fact that guidelines, 
undisclosed contexts, and assessment algorithms are 
accumulated in appliance storage. 

VII. CONCLUSION 

The survey paper provides insights into the security issues 
and challenges of routing IoT in wireless communications. 
First, it discusses the security issues and challenges of 
WSNs associated with today's wireless communication 
scenarios. Second, it discusses various security methods and 
anomaly prediction methods associated with WSN. Third, it 
introduces the security of the IoT and its significance 
analysis in the secure routing of the IoT. Finally, it 
highlights the limitations and openness of IoT security and 
provides a potential research direction for IoT routing. To 
the best of our knowledge, this survey is the first of its kind 
to provide researchers and readers with a broad overview of 
the different research results and suggested solutions for 
secure routing issues between IoT devices. 
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