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Abstract: This paper presents a comprehensive solution for 

secret key generation and user authentication for 5G mobile 
networks. Our solution exploits the integration between physical 
layer and cryptographic security primitives. The presented secure 
secret key generation and authentication protocol based on 
exploiting physical layer attributes Angle of Arrival (AoA) and 
merges between cryptography and non-cryptography techniques 
(physical layer security) to obtain secure and fast handover in 5G 
mobile network.  Huge increasing of the exchanging data and the 
lack of the current usable spectrum (several hundred megahertz 
and a few gigahertz) led to the adoption of millimeter wave 
(mmWave) 5G mobile networks.  The opportunity of the un usable 
spectrum in the millimeter wave (mmwave) range from 30~300 
GHz mandates the utility of small cells with base stations (BS) 
equipped with large numbers of antennas massive Multiple Input 
Multiple Output (MIMO). This new architecture achieves better 
spectral and energy efficiencies, meanwhile, it also brings new 
challenges in security provisioning and new stringent latency 
requirements and potential risk of some security attacks. 
Impersonation and man-in-the-middle (MitM) attacks are 
examples of security vulnerabilities originated from the probable 
recurrent handovers and authentication processes in small cells 
architecture and Heterogeneous Networks (HetNets). The 
assessment and simulation for the proposed protocol has been 
proved using AVISPA tool against (MitM) attack and MATLAB 
tool against impersonation attack. The proposed protocol has the 
ability to mitigate these attacks with no extra communications 
overhead, yet, with tolerable delay of estimation process. 
 

Keywords: Angle of Arrival (AoA), 5G security, multiple signal 
classifier (MUSIC), Transmission Encryption Key (TEK), 
man-in-the-middle (MitM). 

I. INTRODUCTION 

5TH generation mobile network, is the next generation    

after the existing (LTE) mobile network [1, 2].  
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The extremely growth of data traffic with new requirements, 
applications and insufficiency in available spectrum, where 
The relatively narrow available frequency bands between 
several hundred MHz’s and a few GHz’s have been almost 

exploited by unlicensed and licensed networks, including 
LTE-Advanced and all former mobile networks generations 
in addition to Wi-Fi. Or lead to intensive research and more 
development efforts on 5G mobile.  

Also dynamic spectrum allocation could give some 
enhancement, the usable spectrum still not enough. 

The solution is to find new spectrum for 5G by exploiting 
idle one in the millimeter wave range 30~300 GHz. This will 
lead 5G network to confront more difficult requirements and 
security challenges than former generations. 

5G network will be depended on heterogeneous 
architecture with expansion in using small cells and its BSs 
will be equipped with massive (MIMO) antennas. 

The expansion in using small cells in heterogeneous 
networks due to using mm-wave spectrum and massive 
(MIMO) antenna arrays will led to new challenges in network 
resources management and security requirements, like 
frequent handovers due to the mobility of users between 
ultra-dense small cells, which will lead to additional latency 
and increases the potential risk of some attacks like 
impersonation and (MitM) attacks. 

Secure and fast handover is the main concern in this paper.  
This paper will present novel framework for secure secret 

key generation and authentication protocol based on physical 
layer attributes (AoA) [3-6], for fast and secure handover 
authentication process in 5G mobile network. 

Our protocol depends on two phases in the handover 
authentication process. Estimated (AoA) will be used to 
generate a truly random key conducted with conventional 
challenge-response authentication protocol, as a first phase in 
the handover authentication process. While the second phase 
will be the usage of estimated (AoA) as a fingerprint to the 
user equipment (UE) to be considered as a legitimate user in 
handover authentication process. 

Estimated (AOA) calculated without extra communication 
overhead where the estimation algorithm uses the random 
nature of the received signal from the communications 
between base stations (BS) and (UE) to calculate the 
estimated (AOA) without needing   extra communication 
overhead(extra messages), and the computation process will 
be offline [6]. 

More specifically, source (BS) and target (BS) will use the 

estimation algorithm in section (2.2) to calculate the 
estimated (AoA). 
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Estimated (AOA) is a truly random value which will be 
used as a key seed and then this seed will be used with 
cryptographical tools such as universal hash functions to 
generate a truly random secret key (256 bit) after modifying 
the value of (AoA). 

Secret key will be used as Transmission Encryption Key 
(TEK) in phase 1. Then the estimated (AoA) at the target (BS) 
will be compared with the expected range ϴEXP: (ϴ0 to ϴ1),  

where the legitimate (UE) is expected to connect to target 
(BS) in phase 2. 

 We assume that the cell is hexagon with six edges and 
conducted with each adjacent cell through certain edge, each 
edge occupies certain range = 2π/6, (ϴ0 to ϴ1). So, our frame 
work provides two phases of exhausted work against any 
attacker who claims to be a legitimate user (impersonation 
attack) and to the one who try to attack as man in the middle to 
spoof communication messages or to disclose TEK. 

In case of the attacker passed through the first phase, and it 
is theoretically impossible with the existing computations 
capabilities to disclose and to find the key with length 256 bits 
even with using quantum computer the security strength of the 
key will be halved but still the truly random key with length 
128 bits strong. Second phase reduce the range to attack the 
BS from 2π to be (2π/6). 

Although there are many physical layer parameters like 
Received Signal Strength (RSS) [7], Channel State 
Information (CSI) [8], Angle of Arrival (AoA) [3, 4, 6], we 
choose (AOA) because it is a parameter with a contextual 
meaning, and can contribute in handover authentication 
decision.  The proposed protocol comes as a solution for 
handover authentication problem in 5G mobile networks due 
to the potential frequent handovers and authentications 
processes in small cells architecture under the next attacks 
situations: 

1. Attacker with stolen identity that intentionally try to 
connect to a target BS as a legitimate user (impersonation 
attack). 

2. Attacker who spoofs communication messages between 
UE and BS in the network trying to obtain any useful 
information (man in the middle attack). 

Related Work:  
There is an extensive research done in handover 

authentication in 5G mobile network, readers may refer to [9] 
where the authors introduce Software-Defined Networking 
(SDN) into 5G as a platform to enable efficient and secure 
handover and privacy protection, their objective is to obtain 
seamless and secure handover with global management of 5G 
HetNets through sharing of user’s security context 

information (SCI) between related access points. This (SCI) 
consists of some of physical layer attributes like (CSI) and 
(RSS). 

 Also, in[10] the authors propose a (SDN) - enabled fast 
cross-authentication scheme   which combines cryptographic 
and non-cryptographic techniques and address the challenges 
of latency and weak security.  

In[11] the authors give a summary of various 
non-cryptographic techniques for user authentication and 
device identification in wireless networks using physical layer 
parameters.  

In[12] the authors use channel characteristics like virtual 
Angle of Arrival(AoA) and Angle of Departure(AoD), to 
generate the shared secret key between two devices.  

In[13] the authors present the used method to generate the 
secret key from the estimated parameters, exploited its  
randomness and presented the metrics used to test the strength 
of the key. 

II.  SYSTEM MODEL AND PROPOSED PROTOCOL 

A. System Model 

As shown in Figure1, there is a mobile network consists 
of source BS, target BS, legitimate user (UE), an attacker, and 
the Mobility Management Entity (MME) which plays a 
significant role in handover procedures. We suppose that all 
nodes in the network (BS, UE) equipped with multiple 
antenna transceivers each antenna transceiver has an array 
size n > 1, yet, in case of a different array size at each node, it 
will not change the results. Similarly, we suppose to use a 
Uniform Linear Array (ULA) antenna configuration and, the 
same results can be obtained directly from any other antenna 
configuration by setting the proper array response vector [14]. 

The UE/BS messages will be divided into np packets, 
each packet will be sent over the air using the standard that 
will be used in 5G mobile network, in the form of ns (OFDM) 
orthogonal frequency-division-multiplexing symbols, over 
each subcarrier, we suppose that the channel to be flat, i.e., the 
used bandwidth is larger than the bandwidth of each sub 
channel. The discrete baseband equivalent channel (after fast 
Fourier transform (FFT) operation in the receiver node). 

The received signal can be written as in (1). 
 

               (1) 
 

Where 1 ≤ j ≤ ns, 1 ≤ I ≤ np, and 1 ≤ k ≤ nsc, stand for the 

symbol index, packet number and subcarrier index 
respectively, X[i,j,k] ∈ Cn×1 is the transmitted signal 
restricted by an instantaneous maximum power. E[tr(X[i,j,k] 
X†[i,j,k])] ≤ P Also, H[i,j,k] ∈ Cn×n is the channel 
coefficients matrix between transmitting node and receiving 
target node. lastly, N[i,j,k] ∈ C (n×1) is an independent zero 
mean circular symmetric complex random vector [6]. 
 5G networks are designed to provide wireless access in a 
direct communication, line of sight (LOS) environment, 
consequently, we represent the channel as a Rician fading 
channel.  

In the Rician fading model, the received signal can be 
divided into two components; one of them is the specular 
component that comes from the (LOS) path and the other is 
the diffused component due to ground reflections, scatters 
from neighboring buildings, obstacles, other objects in the 
environment or the non-line of sight component (NLOS). The 
LOS component can be deemed stable, however the NLOS 
component can be represented as a Rayleigh fading channel as 
in (2). 

                                         (2) 
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Where and  represents the NLOS and LOS 
components respectively in (3, 4) and where  is the Rician 
factor,  and  are the antenna 
array response vectors at the transmitter  
 

 
Fig. 1. System Model 

 
and receiver respectively,  and  are the AoA and AoD of 

the transmitted signal respectively.                             
 Represents the channel coefficients matrix 

for the NLOS signal component. We specify the contribution 
of the NLOS and LOS components to the signal with 

, ,as in (3,4) [6]. 
 

                               (3) 

                                 (4) 

 

B. AOA Estimation 

Multiple signal classification (MUSIC) algorithm [15, 16] 
used to estimate (AOA) in our proposed protocol, it depends 
on the principle of orthogonality between the array response 
vector and the noise subspace Un. The main process in this 
algorithm is the Eigen value decomposition to the covariance 
matrix of the received signal. The generated covariance 
matrix is diagonal in nature. 
From (1), we define   as the estimated 
observation covariance matrix which can be decomposed as 
in (5). 

 
                                               (5) 

 
Where U and Σ are the matrices of eigenvectors and 
eigenvalues respectively. Note that U can be partitioned as U 
= [Us Un] where Un and Us are the noise subspace and signal 
subspace, respectively. 

Note that since the eigenvectors making up the noise 
subspaces unitary matrix (Un) orthogonal to the signal 
steering vector(s),  ⊥ . The denominator turns into 
zero when (ϴ) is equal to the signal direction. Thus, the 
estimated signal direction is the largest peak in the 
pseudo-spectrum, PMUSIC(ϴ) as in (6). 
 

   (6) 

 
It worth to highlight that our estimation algorithm 

(MUSIC) doesn’t assume any specific signal structure, rather it 

exploits the random nature of the received signal, this in fact 
renders our (AOA) estimation algorithm independent on the 
underlying signal specific standard. And also we need to 
highlight that the idea of failure of MUSIC algorithm in 
mmwave channel due to rank defective which happens because 
of the coherent signals nature in mmwave channel is not an 
applicable case in our network, where we target single user at a 
time, but in case of ‘n’ users there is a modulation waveform 

used in the network which is orthogonal frequency-division 
multiplexing (OFDM) and this modulation enable the system 
to differentiate between different user, so the case of rank 
defective does not exist. 

C. Proposed Protocol 

As shown in Figure 2, we assume that UE is a legitimate 
user connected to a source BS and according to moving near 
the edge of his cell and measuring power strength levels 
from neighbours BSs. he needs to make a handover to 
another BS to keep his connection with the network with a 
certain level of quality of service (QOS). So, we introduce 
this protocol for fast and secure handover authentication in 
5G mobile network with following steps: 
Step 1: UE will collect power measurements from neighbours 

BSs and send them to source BS.  
Step 2: Source BS will estimate AOA to the UE from the 

received signals without needing extra overhead 
communication. And then sends measurements and 
estimated AOA to MME to decide which target BS, 
the UE will connect with.  

Step 3: MME will choose target BS and sends a UE 
information and estimated AOA to it, to use it as a 
seed to generate TEK. Also, MME will send the 
information about target BS to source BS, and 
generates the TEK. 

Step 4: Source BS will send estimated AOA, target BS 
information to UE. Then UE will use the estimated 
AOA to generate TEK. 

Step 5: UE will send an encrypted handover request with 
TEK to target BS.  

Step 6: Target BS will use its generated TEK to decrypt 
handover request if it is ok it will                     estimate 
the AOA from the received signals to the UE and 
then will compare this AOA with , which is the 
range where UE supposed to connect from it. If it is 
within dedicated range, it will accept the UE 
handover request and then send path switch request 
to MME encrypted with TEK. 

Step 7:  MME will send path switch acknowledgment 
(ACK1) encrypted with TEK to the target BS. 

 
Step 8:  Target BS will send handover confirmation 

acknowledgment (ACK2) to UE. 
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Fig. 2. Proposed Protocol 

III. RESULT AND DISCUSSION OF ATTACK MODEL 

AND SECURITY ASSESMENT OF THE PROPOSED 

PROTOCOL 

A.  Attack Model 
As described before, we study an attacker with stolen 

identity that intentionally try to connect to a target BS as a 
legitimate user (impersonation attack). 

And attacker who trying to disclosure the (TEK) and use it 
to claim that he is a legitimate UE or try to spoof 
communication messages between UE and BS (MITM). 

Noting that in the considered attacks scenarios, messages 
received at the target BS will pass the system authentication 
framework, where It is recommended that the 5G 
authentication framework to be Extensible Authentication 
Protocol (EAP) and Key Agreement (EAP-AKA) [17]. 
 
B.  Security Assessment of the proposed Protocol 
We will use two tools to verify the security of the proposed 
protocol through two phases: 

 Phase(1) Security Assessment to the Proposed 
Protocol against MITM Attack Using 
AVISPA: 
 

AVISPA tool designed to Characterization cryptographic 
protocols and analyzing their security properties by looking 
for attacks for specified scenarios. 
 

 Proposed Protocol Description in AVISPA Tool: 

 
Proposed protocol description using the common 

algebraic language CAS, the protocol is described in 6 fields; 
the identifiers, the protocol message flow, the rules’ 

knowledge, the session instances, the intruder possible 
knowledge, and finally the security goals we need to prove 
using AVISPA tool. 

The CAS description of the proposed protocol is translated 
into HLPSL language using the SPAN tool. The HLPSL 
description is used as an input to the AVISPA animator SPAN 
for verifying the protocol design. 
 Proposed Protocol Security Verification: 

For proposed protocol security verification, we introduce 
a model where the intruder initial knowledge will be {user 
equipment (UE), source base station (SBS), target base 
station (TBS), mobility management entity (MME), key used 
by (MME) (KMME), measured power strength levels from 
neighbors BSs (Measurements), angle of arrival 1 (AoA1), 
angle of arrival 2 ( AoA2), handover request (hreq),Path 
switch request (psr), path switch acknowledgment (ack1), 
handover confirmation acknowledgment (ack2)} also, the 
intruder can intercept and steal the messages between the 
communicated entities. As a result, we treat with an intruder 
pass the system authentication framework (EAP-AKA) and 
his messages to (MME) or source BS or target BS as they are 
originated from legitimate UE. 

AVISPA tool with On-The-Fly Model-Checker (OFMC) 
model checker, performs protocol falsification and bounded 
verification. Constraint-Logic-Based Attack Searcher 
(CL-ATSE) will be used to prove the assigned security goals 
of the proposed protocol against MITM attack. 

The protocol has a complete run and the (AoA) parameter 
is derived in the source BS side and distributed to MME then 
MME distributed it to the target BS side. Then MME, UE, 
target BS generate TEK which used in encrypting and 
decrypting handover request, ACK2 between UE and target 
BS, ACK1 and path switch request between target BS and 
MME.  Also, there is no attack simulation, because the 
protocol is SAFE, and the AVISPA could not launch a trace 
for any attack. 

The intruder in this model has tried to apply 
Man-In-The-Middle Attack (MITM) between the protocol 
entities, an intruder may intercept and steal all the transmitted 
messages and then may forward these messages, 
impersonating the legitimate user, trying to learn the TEK. 

In spite of, the protocol with MITM attack has a complete 
run; the intruder could not add the TEK to his knowledge, 
where all the added knowledge is encrypted. 

By executing the OFMC, CL-ATSE tools, protocol 
simulation, intruder simulation, attack simulation.  we proved 
that; the protocol is safe (an intruder could not attack the 
protocol), and the specified security goals (secrecy of the 
TEK and the mutual authentication between the UE and the 
target BS) are verified where the attacker could not disclose 
TEK and add it to his gained information, as illustrated in 
Figure. (3,4). 
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Fig. 3. Security verification of the protocol  

 

 

Fig. 4. Attacker’s gained information 
 
 . Phase (2) Security Assessment to the Proposed 

Protocol against Impersonation Attack Using 
MATLAB: 

 
MATLAB used to verify that our protocol is secure 

against impersonation attack. The simulation results 
presented in this section depend on the following simulation 
setup. 

We suppose that all communication nodes are equipped 
with multiple antenna transceivers, each of array size n =8.  
Yet, in case of a different array size at each node, it will not 
change the results.  

Similarly, we use a Uniform Linear Array (ULA) antenna 
configuration and, the same results can be obtained directly 
from any other antenna configuration with straightforward 
manipulation. Payload messages are produced from a unit 
variance complex Gaussian random variable, zero mean, and 
scaled to satisfy the power constraint. We assume expected 

range, ϴexp from 20◦ to 80◦. 
We evaluate phase (2) in terms of (PD) and (PF) where 

PD is a probability of detection and PF is a probability of false 
alarm. 

PD is the ability of the system to take the right decision 
and accept the handover request after estimating (AOA) and 
compare it with the expected range   with different values 

of signal to noise ratio, (SNR). 
PF is the probability that the system will fail in taking the 

right decision when comparing between the estimated (AOA) 
, expected range  and accept or reject handover request 

from a legitimate user or an attacker, due to miss calculating 
to the estimated (AOA). 

PD and PF are functions of signal to noise ratio, SNR, for 
each SNR value we will estimate AOA for 1000 times then 
calculate both PD and PF, where they are the probability of 
the right and wrong decisions when the estimated (AOA) 
compared with the expected range, we will give two different 
scenarios: 
1. We evaluate PD when a legitimate user located at (20◦) 

at the boundary of the expected range. 
As shown in Figure 5, PD approaches 1 as SNR increase 
meanwhile, the same result holds true if an attacker 
located at 80◦. 

2. We evaluate PF, first we will consider an attacker 

located at 19.5◦ while he claims that he is in the ϴexp 

from 20◦ to 80◦. 
As shown in Figure 6. PF approaches 0 when SNR 
increases, and also the same result will be obtained if an 
attacker located at 81◦. 

 
Fig. 5. PD as a function of SNR for UE located at the 

boundaries of ϴexp 
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Fig. 6. PF as a function of SNR for an attacker located at 

19.5◦ 

IV. CONCLUSION 

This paper provides a detailed description of the proposed 
handover authentication protocol for 5G mobile network 
where we use a physical layer attributes (AoA) as seed to 
generate a truly random key used as a TEK and merged 
between cryptography and non-cryptography techniques in 
our protocol, the provided security gain comes with no extra 
communication overhead, bandwidth as opposed to security 
solutions provided in the upper layers. The security 
verification for proposed protocol is achieved by using 
AVISPA and MATLAB..  
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